uni 4
asvmldsun sy

tuunindnie mavannnszvavauflifitadeatumafigeidanivedlusunsy
uimaduTemdhiaunasvauaumiireimifaneudldidinilunsveidh
furimaculeuufimisla sanfiduenuusnaimnivesglifidnnvedvuinadion
duedials Tnunszuauamdng tun

- #af5u sgetpwnam
- NITUINNU PASS
- HaAYu request_otp_password
4.1 Handu sgetpwnam
Y5ulqaft ey sgetpwnam adumewlugidl 3.5

4.1.1 fadoyagifonazuughind

41.1.1 Axdoyaitalivesdls Tavluszuugindudns sryureiludhuiliiy
Joymia I ussléite utt setc/passwd runsoRadeynlavlifmiunen gstpwnam0

#include <pwd.b>
struct passwd *getpwnam(char *name);

o ] v
Toefl mame o Foanluinifivesdld Taviridunduuinedlnsamii
(I passwd 9 WndndsTnssedaifudaluamdl 3 mnszuuimnnanniaenssweaszuy
yiindifluuuuion s liomnsofsdeynaorinu X dmaed 4.1



UnbVersion Seourty S unstntoudalu
radoyd pw_passwd
AIX 4.2 AlIX Standard X
Digital Unix 3.2 Digital Enhanced C2 o
HP-UX 10.20 Standard X
[re-ux 1020 HP Trusted Systsm o
[Linux 2027 Standard x
Linux 2.0.27 Shadow 0
Sun0S 5.3%5.5.1 Shadow : o’

X flo runsodsdioynd
o fio Liruntoddioynld

mmﬂ 4.1 4OAINIAY pw_peoos TnulEFdumen getpwnam)

4.1.1.2 Asdoyad WedrnziBaalavidhdusmevoamnr szuuinn
namnlnenfvvesszuugiing Aaminad 4.2

Unix/Version Security Subroutine

[Digital Unix 3.2 |Digital Enhanced C2 - |set_auth_parameters()
getprpwnam()
getprdfnam()

IHP-UX 1020  |HP Trusted System  |getprpwnam()
getprdinam()

Linux 2.0.27 Shadow getspnam()

Sun0OS 5.3/5.6.1 |Shadow getspnam()

o v ’
anai 4.2 urmanisdadeynaiarituuns deynduTavlémdaveaudaz sxuy
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Tanafredoyn

#inchide <gysitypea.h>
#inclhude <sys/security.h>
/* for Digital %/
#incinde Ay
 for HP-UX %/
#inchide <proth>

struct pr_passwd
. r am {char “name };

Struct pr_fisld {
/* Tdentity: */
char fd name[AUTH MAX_UNAME_SIZE];
uid t £ wid;  /*uid essociated with name sbove */
char fd_encrypt{AUTH_MAX_CIPHERTEXT LENGTH];
/* Encrypted password */

/* Password maintenance parameters: =/
time ¢t fd min; /* minimom ime between password
*/
time t fd_expire, /* expiration time duration in secs */
time t fd lifetime; /* gccount, death duration in
seconds ¥/
time t fd schange; /* last guccessful change in sacs
past 1/1/70 */
time t fd uchange; * last unsuccessful change */
/* Login parameters: */ -
fd_nlogins; /* consscutive nnsuccessful loging */
fd_tod{AUTH_TOD_SIZE]; /* times when user may
login

char
thot fd max_tries; /* maxdrmom uneuc login tries
char

gllowed ¥/
fd_lock; /* Uncanditionally lock account? */
time t fd_expdate; /* time at which to euto-retire the
account for Digital */
time ¢ fd acct expire; /* time at which to auto-retire the
: account for HP-UX %/
%
struct pr_fiag
int
/* Identity: */
fg_name:1, /* In fd_name set? */
fg_uid:1, /* In fd_vid set? %
fg_encrypt:1, *Iafd_encrypt sat? %/
{* Password maintenance parameters: */
fg_min:i, /* Is fd_min pet? */
f_expire:1, . *Tafd expire set? */
fg_lifetime:1, /* 13 14 lifetime set? */
f_schange:1, /*1sfd schange set? */
fg_uchange:1, /* 18 fd fchange set? */
/ Login parameters: */
fg_nlogin:1, /* Is fd_nlogine set? */
fg_max_tries:1, /*Is fd_max_tries ses? ¥/
fg_lock:1, /*Is fd_lock set? */
fg_tod:l, f*Is fd_tod set? */

fi_expdate;], /* [a fd_expdate set? For Digital Unix */
; fg_ecct_expire:l, / Is fd_scct_expire set? For HP-UX ¢/

struct pr paswd  {
struct pr_field ufld; /* user specific fields */
struct pr_flag uflg; /* user specific flags */
struct pr_fleld efld; /* system wide fields */
struct pr_flag sflg: /* systemn wide flags */

M31e7 4.3 uernsguuumsiFon 18rea getprpwnam() unr Insaodadoyn
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#include <gys/types.h> struct pr_default {
#include<sys/security. h> char dd_name[20];

/* for Digital */ char  dg_name;
#include <hpsecurity.h> struct pr_field prd;

/* for HP-UX */ struct pr_flag prg;
#include <proth> structt field ted,

structt_flag tcg;

struct pr default struct dev_field devd,
*ge char *name); struct dev_| devg;

struct system_default | ﬁelds sfld;
struct system_. default | _flags  sflg;
s

Mo 44 ueragununaden s getprdseam uae Insanfradeya

fidunsgduoenrstont Tnna¥udoyn
#include <shadow.h> struct spwd {
char *sp_namp; /* user login name */
* char *sp_pwdp; /* encrypted password */
{char *name); long sp_lstchg; /* last password change */
int sp_min; /* days until change allowed. */
int sp_max; /* days before change required */

13

int sp_wamn; /* days waming for expiration */
int sp mact,l"daysbeforoammtmcuve'l
int sp_expire; /* dato when account expires */
int sp flag: /™ reserved for future use */

mait 4.5 unmagdiumsdon e gotspam0) untInsandradoyn

412 anomounaantRvesdly Tavdedadetmunveshdauns Tnssadia

Joynninmanit 4.2-45 dinuald

-

i fis mlavdToed Wanmadenids getpratnam(

o

pr fio doynveadld WWwinmuiFunsida getprpwnam0

)

s fo doynueadld WeinnaFunmhicda getspnam0




Disable Account
UnbtVerslon Secuﬂy Operation
AIX 4.2 AlX Standard if EmorNo. Of loginrestriction() = EPERM then "Emor”
Digitat Unix 3.2 |Digital Enhanced C2  |if pr->ufig.fg_lock then
HP-UX 10.20  [HP Trusted System begin I pr->ufld.fd_lock then
| ‘Account Disable”
end '
else
begin Iif d->prg.fg_lock then
Iif of->prd.fd_jock then
‘Account Disable”
end
[Linux 2.0.27 Shadow if sp->sp_pwdp has 1" then "Account Disable*
SunOS8 5,3/5.6.1 [Shadow if sp->sp_pwdp has "LK*™ then "Account Disable*

- 4 o
M1l 4.6 urrmansviann I sunnuvoasasereunmauiinisana(disable 2ccount)

Emor Login Retries
Unix/Version Security Operation
AL 4.2 JAIX Standard ¥ ErrorNo. Of loginrestriction() = EPERM then Error*
Digital Unix 3.2 |Digital Enhanced C2 |If pr->ufig.fg_max_tries then
HP-UX 10.20 |HP Trusted System begin - if (pr->ufid.fd_nlogins >=

pr->ufid.fd_max_lries) then
‘Login retries arror”

else
begin I d->prg.fg_max_tries then
| i (pr->ufid.fd_nlogins >=
df->pro.fd_max_tries) then
‘Login retries error*

end

o v 4 v v
ATINN 4.7 livwamanaut [dsun suwonTIsoui I lum muﬁm'ﬁ'ﬁmnm




Password Expired
Unbx/Verslon Security Operation
ALY 4.2 AlX Standard If passwdeaxpired() = 1 then Password Expired”
Digital Unix 3.2 |Digitel Enhanced C2  |if pr->ufig.fg_expire then
[HP-UX 1020  IHP Trusted System “begin if ( pr->ufld.fd_expire <> 0 ) and
{(pr->ufid fd_schange +
pr->ufid.fd_expira ) < now) then
‘Password Expired”
end
else
begin  If df->prg.fg_expire then
i (0F->prd.Id_expire <> 0) and
{(or->ufid.fd_schange +
d->prd.fd_expira) < now) then
‘Password Expired”
end
Linux 2.0.27 Shadow if (sp->sp_max > 0) and (sp->sp_isichg > 0) and
SunQS 6,36.6.1 ((sp->sp_istchg + sp->sp_max) < today) then
“Password Expirad”

arsfl 4.8 uermamarann T sunsumavareusgma Wanaviery
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Password Dead

UnbdVersion

Security

Operation

AIX 4.2

AlX Standard

if passwdexpirady() = 2 then ‘Password Dead"

Digital Unix 3.2
HP-UX 10.20

Digital Enhanced C2
HP Trusted System

i pr>ufig.fg_lifetime then
begin  If { pr->ufict.fd_jifetime <> 0 ) and
((pr->uid fd_schange +
pr->ufid.fd_jifetime )} < now) then
Fassword Dead”
and
oisa
begin If df->prg.f_itfetime then
if (df->prd fd_jlifetime <> 0) and
{(pr->ufid.fd_schange +
df->prd.fd_jifetime) < nowj} then
Password Dead”
end

1Linux 2027
Sun0S 5.3/6.5.1

Shadow

If {sp->sp_max > 0) and (sp->sp_jsichg > 0)
and (sp->sp_inact >0} and
((sp->sp_Islchg + sp->sp_max + sp->sp_inact)
< today) then !
“Password Dead"

arnafl 4.9 ummamavann Tusunnumsavreumstamams e sdsinmuneny
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Account Expired
UnbcVerslon Security Operation
AIX 4.2 AIX Standard if EmorNo of koginrastrictions(}=ESTALE then
*Account Expired”
Digitat Unix 3.2 |Digital Enhanced C2  |if pr->ufig.fy_expdate then

bagin I ( pr->ufld.fd_expdata <> 0 ) and
(pr->ufid.fd_expdate < now) then
"Account Expired”
end
alse
begin if di~>prg.fg_expdate then
f (of->prd fd_expdate <> 0) and
(a->prd.fd_expdate < now) then
*Account Expired”
end

HP-UX 10.20

HP Trusted System

if pr->ufig.fo_accl_expire then
begin ¥ { pr->ufidfd_accl_expire <> 0 ) and
( pr->ufid.fd_accl_expire < now ) then
"Account Expired”
end
alse
begin  if d->prg.ig_accl_expire then
if (df->prd.fd_accl_expire <> 0) and
(dF->prd.fd_acct_expira < now) than
"Account Expired”
end

Linux 2.0.27
S5unQS 5.3/5.5.1

Shadow

¥ (sp->sp_expire > 0) end
(sp->sp_expire < today) then
“Account Expired”

«t -
a13197l 4.10 uvmamaann Tl sun susasaereumanuneigue sy 3314
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Login Time
UnbvVerslon Security Operation
AIX 4.2 AIX Standard if ErroriNo. Of loginrestrictions() = EACCS then Error”
Digital Unix3.2 |Digital Enhanced C2  [if pr->ufig.fg_tod then
HP-UX 10.20  [HP Trusted System begin i now is not in pr->ufid.fd_tod then

‘Can not bgin this time"
aend
else
begin if df->prgfg_tod then
if now Is not in d->prd.fd_tod then
Can not login this time*
.\ ‘

- P o
AManf 4.1 srmenisRawn Il sn sustensneeunmA i iufind 4

fi1619 loginrestrictions Slnsserhauazmsdonigiei

#inchide <ogin.b>

int loginrestrictions (char *name, int mode, char *tty, char **msg);

MINFIRANINATAS loginrestrietions() iiln 0 wlad i ifrunsotuitnidn 14 ua

+ 1 ] » d W
mindly -1 mnsane himusetuindh 1R Taefidud 1uennnudannia (amo ) v

-l +
yennImAanaafifetuisy

ENOENT . Ao Lifig1¢ded

ESTALE fin T ¥glivunery

EPERM fis Ugdignllania nis MiinidhAmiuiinun
EACCS fio iernnsniindh 1veed anq

firefy passwdexpired() ﬁTnsqni’uuaznm‘iunWﬁ'eif

int passwdexpired(char *name, char **msg);




mnfifiusindd passwdexpired() fie

[] A - 1
1 fis sthununey §lénassvnlfiousvoeiu
2 flo serimunery Aos WduTmisszuutamal¥ (enable )
-1 fAedannmdanawlumiahau

4.2 NITYIUIIU PASS
¥
Yivyanszuauaiy PASS aruduaeytugilil 3.7 veaunit 3

42,1 wSvufoustaring TnohsdernuniglitowndiavinTaulddma
non crypt)

#include <crypth>
#include <unistd.h>
char *crypt( const char *key, const char *salt);

winlfrzuuinmnannineany Digital Eahanced C2 170 HP Trusted
Systern 193trdamen bigeryptO

#include <hpseourity.h> OR #include <sys/security.h>
#include <proth>
char *bigorypt{char *key, char *salt);

422 Wazyuniwinuanignduivanioli nanigTaonsdei ¥noumsuta
Tolsuny AufumnBidoma Wima Wiy ndufios uidesmsilmamans
sovgauenAituduumatuind  mansaTamavesmandabitiidaimnunylé
nfufins
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»
423 arnvevh@illurruvadrihunniafvanioh Taemmaaniim
Joyn pw_gecos WUl 3InQ &8N one-time passward vutemanullugldrzunsderin
L4
wuylfniudn

4.2.4 asvering TS Tdsunsu WuSnamssereuniodhy Taeldiadsuy
request_otp_passsword

4.2.5 anavereusvimrhuuussuuging Tnoldid Wande 4.2.1 mafoudloudy
A1 13NN SN sgotpwnam

4.2.6 fwuanTuduvesammundsumarhauiudlé eu

- A ungugls (setgidd )
- thfinmad 1¥svuyly wimp
- fimuanun vi1¥ ( senid() )

- rueniau ( chdic( )
- fmuatnlum s Haufludeyn ( unask) )

4.3 Waf¥™ request_otp_password
Wl afi §u roquest_otp_password mm‘funau‘lu;ﬂﬁ 3.8 ¥891Mfl 3

4.3.1 19 Ry fetolotpoonfig iferimunmi Insauuy IWduiledsy
request_otp password

4.3.2 A1INYOUN1 otphost Tuudiy letdom winhinusziium Tnsawyty
vuysel dausdug minhiny s Taol T Wdimun 13udy u Talsunay

433 fiuamiudulumsdededems Tnuidiedtle (Application Programming
 Interface, API } 1111 Berkley socket interface
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433.1 Sendhunen socket vedoaiinithTingWnisAededemnauia
1wy Bump ula A8 nle Sumodila gAR Hudu

#include <sys/types.h>
#inocluds <sys/socket.k>
int socket(int farily, int type, int protocol);

1909 family st Iwa Tnnenfild Tnvludendunen socket
woygaIWF InsInnonl® 4 ddsziom YAud

AF UNIX  wanunawd giindInsInnen

AF INET  wnonawh sumedilalnsInnen
AF NS NI Xerox NS InsTnnen
AF IMPLINK Wiien21441 IMP Bafiiuued

1984 tipe il sfuilnues socket
- SOCK_STREAM.  MN1UA207 stream socket

SOCK_DGRAM MUUNTUTT datagram socket

SOCK_RAW M318N27371 raw socket

SOCK_SEQPACKET Wu1tA7141 sequenced packet
Socket

11989 protocol tﬂuﬁ’aﬂqﬂ'vﬁmoﬂwﬂmanh:sﬁumnzh Ine
Tuminiafl 4.1 ueman s 1 1ud2u 84 family type protocol |



Familly type protocol Actusl protocol
AF_INET |SOCK_DGRAM - IPPROTO_UDP  {UDP
AF_INET |SOCK_STREAM liPPORTO_TCP TCP

AF_INET |SOCK_RAW IPPROTO_ICMP ICMP
AF_INET |SOCK_RAW IPPROTO_RAW  |{raw)

AF_NS |SOCK_STREAM _  |NSPROTO_SPP  [SPP

AF NS ISOCK_SEQPACKET [INSPROTO_SPP  ISPP

AF_NS  [SOCK_RAW NSPROTC_ERROR |Error Protocol
AF_NS  |SOCK_RAW NSPROTO_RAW  |(rew)

M3af 4.12 unaamalFanuiamduves family type unE protocol
L4
lumidadedemistudiulfuinmsrsasusdod i 1fnifvisedeqld
TniInaen AR Aaiur1ves family type protocol tuilu AP INET SOCK_DGRAM uny

IPPROTO_UDP ARy

4.3.3.2 Sedunen bind Wlumadimuade Wiy socket

#include <sys/types.h>
#include <sys/socket.h>
int ‘bind(int sockfd, struct sockaddr *myaddr, int addlen);

43.4 taunziudoyn amnsorh 1A Tno ¥ SmAnen sendo LaE recvirom

4.3.4.1 Seufunen sendto W lumasangudeyn

#include <sys/types.h>
int sepdto(int sockfd, char *buff, int nbytes, int flag, struct
sockaddr *to, int addrlen);

43.4.2 Fudumen rovirom Wlkmafungudeyn



#inolude <sys/types.h>
int recviromn(int sookfd, char *buff, int bytes, int flag, struct
sockaddr *to, int addrlen);

4.3.4.3 Beudtunen alsm Wlumadaienaznin Srdunen reovirom &'l
»
TWiudeyanin dltuimsassaeusimhunuulfniuin

unsigned int alarm(unsigned int sec);

_ Tamil1&ndndanisiannTysunsy Tuivdie lsendvadamameceu T sunsy
#ldwauda
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