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## 4270523721 : MAJOR ELECTRICAL ENGINEERING

KEY WORD: BALLOT PAPER / PUBLIC-KEY ENCRYPTION / 2-DIMENSION BARCODE /
PRINTING SYSTEM
WARAKRON SRICHAVENGSUP : DEVELOPMENT OF ENCRYPTED BALLOT
PAPERS DISTRIBUTED PRINTING SYSTEM FOR FORGED AND DISHONEST
PREVENTION. THESIS ADVISOR : SUVIT NAKPEERAYUTH, 142 pp. ISBN 974-
17-1995-7.

Because the current ballot papers can be easily forged, the idea of using public-
key encryption on ballot papers has been proposed so that the forgery is harder and the
verification is also simple. However, there are some problems in real practical situation
because of too much time consuming on many ballot printing steps such as scanning
the papers, public-key encryption and printing 2-dimension barcode on ballot papers.
Moreover, it is difficult to print a large number of the ballot papers in limited time.

This thesis proposes the design and develops the distributed ballot printing
system, in order that each constituency can print their ballot papers locally while
preventing dishonesty from the authorities and other person. Moreover, the thesis
includes the ballot paper design for the new printing system and verification process,
and the program development on microcomputer for key generation, public-key
encryption, barcode printing and ballot paper verification at the vote-counting center or

district office.
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FNC2 diedslifiasasausiauviasadusiauvisdusialludorindayasn
] o Y dl 1 % o I di/

siofudayanauldainsiauviel

FNC3 ldina&aliflasasanuasiana reset

FNC4 slalsinmualildiugslalaeianis

2.4.2 NMSUIAIRIANUSEASIAADL

AIIFIENUIZIAA LA TR A MLA LTFALE 0 D9 105 Aadaztinu 4l

NN9IUNFIANUTLATINADLIFIT

Q

o o ©

UnApessiRvasiayannianIgainua uaneg Tusiauvs  TaaAuml

u ] a
1

[ = %% I
1997030 Neg T8 gANATY 1

Unagna NI LIaNAY LALANALIANTeFaN YT T AU
UNALINT PNUIANLAHAINNIU269¢8 103 w2 lE LA TuFaNsERIIa
dau

1%

Fatiul desana Code 128 annsanasiaanusznsaaaay lifall

I | Awvde | A1 | waRm
C 1 35 35
0 2 79 158
d 3 68 204
e 4 69 276

5 0 0
1 6 17 102
2 7 18 126
8 8 24 192
Start B 104
HATIN 1197
WN968 103 WARDLAL 64
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2.4.3 UUIAURITUALYI

ANNNENITBIITALYINA1N1 T lFanNgNnIg
L=(1-C+35)- X (2-6)
o8 L Aa ANENa12999anne (ldsuamndnadan)
C A9 ANUIUITAURIAIENUTY T999ND999A SHIFT, CODE way FNC
A v
X A ANNS19T89N80a
AN INEITRITTALYNADINAI9EN9HRY 15 % TBIAYINENITDITRAUNY UATEBY

laltiaeindn 0.25 10

2.5 SUALYIY 2 AR PDF417

PDF417 [9 uaz10] \ustiauris 2 86 auasn liiiudayalduinnda 1 Alalus ns
aF19svaune 2 ARGNannsulasdiayaiiluAisia (Codeword) NRANFINA 0 — 928 A
aniuaztihasialili)aaulvies lugt uunaesunun1uay1esdng (Bar space pattern) 14
AW 2 NFeanul deAntaredsianyie PDF417 AiRe ANNA1N170 lUnnTud ANRER

dl a [ o o A o v a 9/ Y o a
wa1anAnaINAsiagNNIanaiTananiadayaiananalalaaldsiauslaanuiianais
Fnlalanaus (Reed Solomon error correction code) ‘a‘ﬁmwi\ﬁjﬁmﬁ%gﬂLaﬂﬂmﬁlﬂu‘ﬁumu

a & o, o o A ZJ/ dl d’ Yo Aa = ¥ 1R
NINNWINAAUAIULTRMTABNFY 1HagaINnIEaNEh IEanNunHLAEHILazidule fagatena

o £ o 1 dla & o = ?/ a 1 v
A WAL A NN AT AT AansAge i unegaulé

2.5.1 ANBMUSUDISUALNIS PDF417

Tnsead19messiaunyiy PDF417 Hansniznsgili 2.7 Talsznauson
o @AINLan (Quiet zone) UFWIUANUEEY, 297, U , A9 URITHALTIS
o gUuUUGENEY (Start pattern)

dy v 73 4 .
Q - AATELDIN AN (Left row indicator)

o 1eua (Data)

Bl 0

o

Q  FITLNININANWD (Right row indicator)

o gduuuuem (Stop pattern)
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i, PDF417 Symbol Structure p;‘;‘f‘;iué

=

« ROWS |

-3

!

LEFT ROW DATA COLUMNS | RIGHT ROW
| INDICATOR | Ll Vs & | INDICATOR |

5117 2.7 AnwuzpeWALTS 2 N5 PDF417

TrssafsuaeaaiananszeNgin 2.8

j“]J‘VI 2.8 [EI’J@EIWNI@W’]’]?M@IH?V@LLVN 2 1F PDF417

wiazAIsValuIaLie PDF417 azilsznausatnans (Module) A11auazm

iU 17 wega sndugtuuuven szl 18 naga Alsdlnevia vl ldgluuungpasi

WOLAT 4 UOLUATUALIER49N 4 WAL T9NFRARLAY tALUNLALFATULOLUATIOLTE9N

! ° o = ¥ 9./?:/ ! =] ! = o
WAATUOLLeANIAAEHA NN AW 1 e 6 Nega dougluuumgaaziuouai 5 uou
! ' P 1 o 1 % =] A o a g N

WAZUNLTR99-4 uau-tiHesannitiuegAiunigniineasiiuausntarinadn 1 way guluuy

= o 1 | %% d” QI vy A o 1 ' o

wgaR gL uuuunUA A Eaed1AIl 711311121 suuuEnsulguiuLwuA AT TN
181111113

{HadaInIviawyia 2 §R PDFA17 JunaaesAlsiananes) unadeniuagasaiani

Tn190ensia PDF417 Aananals at1enstlisiauis PDF417 1des anaazvinlignudaya

duunals audilyutaslduiinguaasasiaaaniiy 3 ngu (Cluster) Aa NgxN 0 Ngw 1

I 1 { a o L% :I/ 1 o o o 1 [ 1 =
WAT NAN 2 uslaznguariAsiansus 0-928 TnaAsiaReaiuusegsanguariguuy
WOLAMAZTR4IUANFANNTY Bt19W A9WA 5 Tungu 0 axilgluunwnuR LAz de9d19sing

ANAI9TA 5 Tungu 1 uazngu 2 Al

AN99A 5 Tungu 0 AzligUuULWOUAILAY T8N 51111251
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ANsa 5 Tungu 1 asdistuuiunuAIuArTaedng 41111311

A9 5 lungu 2 AzHgUUULUOUAILATT8IINe 11111345

TrannsuiinguassAsiaasavegiunnaaaLnanAIsiativag dragunausn

u

AarldgluuuunuAIiazdedd1angs 0 51@@'&@10% 2 fagldgtunuununiuazdesdnangs 1
v 1 dl [~} 3 o 1 1 1 2 1 dl [~3 73 o
fagunan 3 Aszldgluuuunuaiiuasdednangy 2 uavinegunoh 4 AazldgUuuuioumi
wazdesdnangs 0 auldGes Tneunanfn duarldgtuuuuaunuazdesdnalunguising
e e Yoy o C e . T T
W aauduAaniseudayadiuundliiaegluununusiuasdesineies lunguaunlyld
nanluunaiy fagfineudeyasiauwrisdiiunng axdesdabasnmlinsanenazaudeya
sauvislignsiag

o o o d” v £ o/ z v o v v

ANVFUFNTUNIN AT LA AATUAN AN AN T AU AN dagya
PUIELATUAN, NUIELAULDD, [ATUIUNAN, AIUIBLDT LAZILAUANNLAATE TILAAINIT
AU LA AIRNTINN 2.1 7

%

A1$199 2.1 NNIANUIIFRTLNIN NI UAZFIT NN

[YN41p) Fauaanieing FNTLNIN4TIN

0 | 30*(MuNELa2RLA9 div 3)+(A119UU9 | 30*(MNIELATIRIL0T  div 3)+(]NUI

Lo - 1) div 3) YANAN - 1)

1| 30%(UNILATUVRINAR div. 3)+TZALANN | 30*(MNNELATTRIWaT  div 3)+(([ITUL

UannNe*3+(ANUIUTBIAY - 1) mod 3 | A89wa - 1) div 3)

2 | 30*(MNNEAALRILAS div 3)H(RIUIULDY | 30X(UNILLALUBILA div 3)+TTALAINN

AN - 1) Uaansie*3+(aNUILa89LNT - 1) mod 3

Auauunarestayalusiauriy PDF417 azillAReus 3 uno auis 90 uno dou

ANUIUNAN TR YA LAFIUE 1 MAN anDe 30 Man
2.5.2 SHALNMIANNAANWAIA

sWauvia 2 {5 PDF417 axnsaudlamonudanansaesdeyald Tnaldsiaudla

pNRAnanasalElaNal (Reed Solomon) THANNNIAABNITALIRINITUA WANRANAA
9/?:/ ] o = o o v a o a A a

IFFausiszdn 0 auds 8 Tassedu 0 azinlfifennaduANRANAIATIRANRANATA

Netuviraly weldaunsoudlapnuianaialsd a1niusesu 1 aune 8 aznilfansady

dl o

ANEANATAuAz L lmAsia igNAesls  srdunisudladeyangnuusin i ldiusiaurien

a

! 1
HPNENTBIATTARNG] T UanalEAR9799 2.2 Asid




i~ °

dl o 3 Y o o o dld ! o
N3N 2.2 ﬁ‘xﬁUﬂ’]?LLmﬂﬂ‘ﬂN@WﬂﬂLLuqueLmﬁﬂ‘Llﬂ'ﬁﬂ@‘l’mﬂqqmiﬁqﬁ]’]\‘]”l nu

a a

16

ANUIULBIAITA szaunisudladaya Sunusnsvisgninans
arnnenulald
1-40 2 3
41-160 3 7
161-320 4 15
321-863 5 31

'
= o

AMNANTNT 2.2 LAANTEAUNIZLD lrdanaNanuus L WA uA1 s aRlAN

a a

1
a

21961197 AU wsidaiauis 2 85 gnldluaniezuonaaniianaazinliAisiazesiauriagn
o 1 =3 Ql o ¥ Y o dl 43
vnangliagnemnn fataazinszaunisuiladeyalinsmngei 2.3 4

131971 2.3 seALNsun ldayarianue

RIUIBANTHAGNTINAENAINNTD
wr bl

1 1

szaunauiladeya

3

7

15

31

| O B~

63

7 127

8 255

2.5.3 NMSINTHATDYA
dayaiaziiannidaiasiaus | PDF417 azfasgnilasuiiluasianon ae
dl % o 1 o/ a 23 -dl 7 o dl
wuuamnarldluniadnsiaazunnsneiunnrinrasdayanazidnsiamaiin  (mode) 1u
v e a X
n9dnga AA9H
o luAngdusaenesy (Text compaction mode)
a Tumﬂi:ﬁﬂuﬁ(Byte compaction mode)

o TuAnszdusaa (Numeric compaction mode)
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dl % o dJ o Y o dl o
nalasuanlumdnsianuurilelldelundinsiadnuuunilaannisana lilae
1iluauanddnii (Latchesshifts) duiudeyaluusiarinnazldrsiasie fuag 900 A1
WA FIUBANIIA O - 899 WAsTIMABEN 29 A9ITA AUk 900 AT 928 azgniivua il

WeridunAenn nusanizlusazun

2.5.3.1 lumnszdumianase
tszneudaefasnassuaatvianun  Taaluanssdussnassazilsznanidae
4 Tumgiagl (Sub-mode) ﬁﬁ‘ﬁ
o lwatieudana (Alpha) ﬂ:‘zﬂfa‘ué’QHﬁqﬁﬂmmmﬁaﬂqwﬁﬂum
0 lundessn (Lower) Usznaumag AN N HI8anesialan
o lusatlegwan (Mixed) 132 NALIAE AL ATLAL LA IINNEITIARRLLNGFA
0 luAdetLAsewNNessANeY (Punctuation) 1syneuidneLrsasmune
273ARRUTIIRDNN A A
urinsluntasdnedi axilazneudas fdnasy 30 fa surslumtasuand
(Sub-mode latch) wazFadnuszani (Shift characters)
lunsidnsviaaiaurs PDF417 Tuaidusi (Default mode) figninuun 1y
urlupnszdusasnaszialilundendar fraslaeuan Tmﬁﬂtﬂu‘ﬂm%‘luj AzFesld AN
sUauand (Latch)
2.5.3.2 Tuansedulusa
Tumm:*ﬁﬂuﬁ%gﬂﬁmﬂfﬂmmﬁﬁﬁﬁ iHasandeyaiiazinandnsiia
sWauria 2 1R audlusadnaszuean lugluiuiaegau 16 Gelmiidszneudausagnasy 256
-

Fo IngazsaudnuszueanNNAFILR 0 — 127 Tuatavausndnsiadayals 6 lussia 5 A

svia AnTudndouls 1.2 s sia 1 Aagia

©

cao A

dnusunialasuanninedunsaluanssdulusd M lalasld uauandsail

o Tuauand 924 azldimaanuiussnaseianun lulianssdylusingsnsg
6 ANBID

o Twawand 901 azldiiaanuiusasnaseianun lulnanssdy lusingsns
6 laiagsia

o Twauwand 913 @1 ldunulusuand 901 16 WafaInisd139iasn
o o a o/ &
dnaseFnmenluluansydilus

o % 2/, dl v o o/ o/ o/ e o 1 b
Anfudunaud 19 lunadisiasasnasslulnanssdulud  wanasnacingle

‘aq
=he



18

Faansindaya (18BB439443147B28),, lildingiasiauvie 2 85 PDF417
:J/ dl o [ ZJ/ ¥ rd‘ ¥ 1 o K Y
Ui 1 duawadayaisunals 8 lusf danssdaaian 6 liassa assas
M uanand 901 TunrndasuanTuaBusuuluinansydulus
Ui 2 wlasuaniaagi 16 ldifuwaegiu 256 azld
(18BB439443147B28), = (24,187,67,148,67,20,123,40),.

Y A " o ' , ' Ny -
AUN 3 LLUQm@H@@@ﬂLﬂUﬂ@‘N'] Tmmmmn@s\l%wﬂﬂmﬂmmm 6 I/L'Llﬁ"] Pt

ngundayansu 6 Tuslsun
(18BB43944314), = (24,187,67,148,67,20) .,
nannNdeyaling 6 Tus laun

(7B28),; = (123,40),,

a

i 4 wrasseesdioyalunduiiideyansy 6 lud a1
HaTINaeNdaya = 24*256° + 1877256 + 67256 + 148+256° + 67°256 + 20*256"
=27,192,671,740,948
fid 5 ﬁﬁN@T'JNﬂJ@\‘]%’ﬂH@%‘QLﬂuLmJﬂ’]u 10 aidasuduteyalugd
LULIAYF U 900 azld
HATINTDTRYA=27,192,571,740,948= 41*900"+401*900°+176*900°+201*900 ' +48*900°
= (41,401,176,201,48).,,
47 6 findayalunguifisasnastlinm 6 fanauuiusaia 1
Araviasie 1 lus
azlfiAnsiia 123,40
shAnsiaramnumniuazldAa9ia 901,41,401,176,201,48,123 40
HA 7 tsneierlglsnnamaaiai flunsutladenaianana
Tngpnmansnsnlumsudladeyafanansazaiverfussiunisutlatesgeddenly
Uil 8 fnﬁﬂiﬁm%\mmmﬁ%’ﬂ,ﬂLﬂ?iﬂuiﬁ@gfl,ugﬂl,l,uuLmuémmzﬁ'mdw

v

pNnguAsatiua azlfsiauvia 2 15 PDF417 aanan

£l

2.5.3.3 TuAnszduAILAY
Tuansedudaaaldlunsiiudeyanagiu 10 Ineluansydudaiagas
ansndnsianalanld 2.93 siasla 1 Arstia Srazilaeuainiueau nuduluansydusa

LAY AR M INALANT 902
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2.6 watWNIngu

war e [11 uaz 12] Wunsudasdayandn (m) asAuAdnaszanaanis

2
o ' J

ANNENIAINABNNT TAAZTENSNUTLNANNIUINALET (Hash value) 811 £ ARALET LAY

©

o A

H(x) Paugaiaidu azldnnudunusmail

h = H(m) (2-7)

1 ¥
o a v Ao A

ArsanTiRNLgneaiuwasiaridulfal
17 v A | @ v

o deyarndrdaouarawinlafi i

o deyasneaniAdnueINA

0 H(x) aunsoauanslidnadniudanu x 1o

o H(x) 8anenulilnisiman (One way)

o H(x) in138as21unn33u (Collision free)

wariaridu (H () = k) Aanenliniaden unaaanudn g ldA e 7 w0 ez
widagarudn x 1hen sz idamnnu x 90 Wulilldennnazaanmdennu y @9
Tdwiiu x wldld H(x) = H(y) Tsannangmiian uaadeiduiuazgnizanduaailerteu
ninnsBaselunnsruatineael (Weakly collision-free hash function) warAzgnEENIILED
Warffuniaasslun1seenauds (Strongly collision-free hash function) 1Haliga1n1savnde
AN x UAT y DAY H(x)=H(y)

warieridugnianulugtlaas Aeiduiiugn (Compression function) Werduiiudnay
o v aa PRy A Ao A4 .2 ' A
Sudayasndnniasinetaasiidnliuazanainiasue1easiusdundnaanin a1ngud

2.9 dapruniipmenala gnuiveendlungy I9AINeNRTesusazngNTLeg fufridu

u

[ %

= ¥ a Y @ [ ZJ/ ¥ ?\// =3 | o !

TudalaztammEN LA (Padded) AU AT AINTIN NN AN AT WA WA ULINTRY
| ] =3 A ¥ ¥ o A o 1

TUIANYH LL@iLLﬁI@ZﬂZ\]‘Nﬂ"\]ZLﬂ?ﬂULZ\iﬂJ'ﬂuLﬂu‘ﬂmﬂ@‘ﬂ’]L‘IJ’]‘II@\?W\‘mﬁullll'ﬂMLL@ZZ"HEN’]Z\]“IH@@ﬂ

% =3 Yo
zgmmmwﬂmmummnm

2.7 sUAsALELaNaw (Reed-Solomon Codes)

svidInlalanen [13 waz 147 aflusia BCH (Bose-Chaudhuri-Hocquenghem

IS DU

Codes) aiia#ldldaassziil (Non-binary) nanamAesia BCH azilAnduilszAnaaaanyunu
dudquilsznauaes naadilas 2 (Galois Field 2 (GF2)) @aliwn 0 AU 1 whiludiuuedsia
Talnlaneu Aduisz@nssasnunnaniudowlsynanaes GF(p) visa GF(2") Taadl p

|
aal

ﬁfaﬁf]mumwwlm LAY m ﬁ@fﬁmquﬁﬂm NHAGGLEA 0,1,2,...
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iU GF(p) Azl 0,1.2,..., p—1 fludiuilszney uaz GF(2") azll o', a',

a’,..a” " dudautlszney Teefl o Aednydnmninainisounulifasiaagiuses
Aoy m On uay i 4AN0,1,2,...,2" —1

o v

o o ¥ % dl ] = o
saialalanaugninundszansfldaulusunisdedisiiuaafiaudwsudaya
e wazdypnuineiAdainuinsgiunisdeansinsanuianylsl (European
Telecommunication Standard) Ine/lfiasalalanausu GF(24) visa GF(16) 78 «°,a',
15 ‘]“J 1 ‘]J o <I: i A % o a‘d‘ 19/9/ o
a’,..., o fudaudsznay Toe o Aedydnwalnanunsaunulaniaiaagiuandatiam 4
1R AINANTN 2.4

AN997N 2.4 LAAYLAYFIUERIAUIU 4 1R189 GF(2*) e at =a+1

A 1AIFIUABIR1UIY 4 TR
o (1000)
y (0100)
a’ (0010)
of (0001)
P (1100)
a’ (0110)
b 0011
7 (1001)
e (1.0.10)
a° (0101)
' (1000)
ol (1110)
o o111
ab 1111
a 1011)
b (1000)

2.7.1 Msnsuasaldlanay
Tunadnsiasalalasen aznesdayalugluuuvesdrydnenl fedaudingns
a(x) Tugduuunwunalfasi

a(x) = a,_x""+a_,x"?+.+a,x’ +ax+a, (2-8)
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08 (a,_,,a, ,,...a,,a,,a,) Hudauilsznauaes GF(2") viva GF(p)

[ % 1%

Wasesnisliiadialalanauannsondladnnansiananals ¢ fudanwal (t

o

symbol-error-correction)  fiagldnwnunnsanuinnisnaesanniniy o', a’,a’ ... a”

Fagunsdi (2-9)
Gox) = (x—@)x—a®)x—a)..(x—a®) (2-9)
Tunsdsdiagamisia (c(x)) arunsonnle ‘Emﬂlﬁwumuﬁ'mﬁﬁqwhﬁumm
HN1TBIANTTAAL A8 AN ENITBNT AN T BN TazA (n—k) LL@tﬁﬁiﬂ@mﬁuﬂﬁfm’]ﬁ‘ﬁ
AaanITazds (a(x)) mﬂﬁuﬁqﬁﬂﬂmi@hawnum&TfaﬁﬁLﬁm (x"*a(x)/G(x)) WA
Eaan19vn3 (b(x)) Tusaaif X" a(x) 14AnsvaTiazd il
c(x) = x" " a(x) + b(x) (2-10)
natenisdinsviasalalana
fnseenn9dednngns (a', @*,0,0,0,0,0,0,a’) wazfasnisliaiasnltlanau

o [ % e

ganunsaun ldudnenilanannle 3 dudanend a1uisnnnlesedunausalili

7

o

/PR R |
Tui 1 @ewdananslugloesyus
a(x)=a"x* +a’x" +a’ (2-11)

v 1 i
duf 2 At G(x) dwduutladyaneaifianann 3 dyanenl Auauniai

(2-9) 18
Gx)=(x-a)x—-a’)x-a ) x-a ) x-a’)(x-a®) (2-12)
447 3 s " (@9 n—k = 2 = 6) grusugnaanslugunsi (2-11) 1§
xba(x) = ax" + o 0 BN (2-13)
TR 4 wsaunng (2-13) pgl G(x) WAEvae (b(x)) e
b(x)=a" S+ a’x +a’x +a’' P+ a’x+a (2-14)
Ui 5 AnsTaRazdld AuaNnaT (2-10)
c(x) = x°a(x)+b(x) (2-15)
cx)=a"x" +a’x "+’ + "' v+’ v’ val X v a’x+a” (2-16)

2.7.2 N1S0AATRATALELAaNDY
TiAngvianlesuan
r(x)=r +rx+..+r,_x"" (2-17)
) o Qi £ A
LL@Zﬂ’]?ﬁ@WQﬂ[ﬂﬂﬂﬂﬂ
c(x)=c,+c,x+..+c, x" (2-18)

ALAANNRANATA
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e(x)=r(x)—c(x)=e, +ex+..+e, x"" (2-19)
a6 v a a 43 %'/ o 1 dl o 1 . . . 14
AUNRA AMNEANANANATUTIUNA v AL DAL Isly 500l @51@
e(x)=e, x" +e, x" +..+e x" (2-20)

v
dURaULINNNTNRATNA AzAaIATUINTUIATN (Syndrome) 8aNNIaINAN

|
o

ianfuls r(x) Teansunuine’ aslu r(x) azldauindulnsuyieuuamingy 27 Aeau

n1g (2-21)
So=r(@)=e(@)=e,a" +e a" +..+e a" (2-21)
S, =r@)=e(@’)=ea™ +e a™ +..+e a”

3i,

S,=r@’)=e(@)=ea™ +e a +. +e a™

_ 2N r AV 21i 21 21i,
Sy =r(@”)=ela”)=ea" +e a™ +..te¢ a

Tunstlansian ipsuliianuiananias Ariutnsuiawnldaziugud

AmFunsaiiallazanunsndaud@ulnsulalugiviolfael

= Z e (a")" = Z b (2-22)
=1

u=1

m SArlE s 0,1,2,3,....,.2¢ -1

=)

gl

<
22D

AlAFaus 1,2,3,..,1

AAldsaus 1,2,3,..,v

~

N A

Henu Y, Aa ARawanafl u (Error value)
¥ A8 Auuaiawaiad u (Errorlocator)

£
ATHNINRYNUNAUNFAUUNAANA A (Error-locator polynomial) T6#adl

Ax)=x+V)x+V)..(x+V) :f[(x+V

u=l

Ax)=x"+ox"" +O'2 4. +o,_x+0, (2-23)
esann Vv, Aasntas A(x) farduannasnis (2-23) azla
t t-1 t-2
V' +oV, +o,V, “+..+0,V, +o,=0 (2-24)
AUANNIT (2-24) pagl ¥, V1
YV r o Y VI oY VM v o YV, =0 (2-25)

AINANNT (2-25) azlél
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t
Z(Yu Vuz+l+i +O_lYuVuz+i n O_ZYuVuH—Hi T O'tYu Vu1+i) — Si+z +0, Si+(t—l) + ..+ O-tSi =0 (2—26)

u=1

ANANNTT (2-26) NAN i = 0,1,2,...,¢ — | @nsniauannigluglasamssndla

Zhe

K

° ° o o ° o [=| o (2-27)

_S2(t—1) Syq © ® S, o, | [ Sy

AINANNITN (2-27) AWMNTOWARNNITNN. &1, 0,,...,0, 18 Ineldnguensnes
(Cramer's Rule) aMniui@n ,,0,,...0, Al 7, sa Tasunuasluaunis (2-24)

IPEIANNARAPRBITLANNIIN AAF LN EANAIANIIETA L la Nl 1N1TaRTIaNL 16

%

dumnausialifinanismAianain (¥, ) aanaunig (2-22) als
TV, ee Y

Vz2 sz o sz Y, S
° e o o o o |[=| e (2-28)

I/lt Vzt ° ° V'tt

awnsomd Y, lealdnguesasimed duwiResiuiunisuiannim
0,,0,,...,0,

dl o T Aa A Y & U o o dl Vas 4

\HensuRALmlianNaIALazAIRANAIALEINAIN s la A san lAFU N

faale



g
s
=D.
w

N5AANLUUSELUNISTIANNNIATIADNAY

b2 1
o Ay

Lﬁwﬂuummvnmqm ﬂm@uumm@ﬁ”uumi@mwuwummaﬂmwmmmi 19
L'ﬁfﬂﬂ@uﬁﬂmqmﬁmﬁmﬁﬁmm@ﬂr;*T\‘i, mmuwﬁlﬂumsm@mﬁﬂwm:mwn:ﬁwmmmm
o a2 o « e a2 . e a2
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Azl AediurI FANTANIW (Contact Image Sensor) §u PI250MC-AG 4194 P-

Imaging /1N http://www.p-imaging.com/PDF_files/PI250MC-A6.PDF

" Perfphera,\' 68 Bonaventura Drive
| . San Jose California, 95134
maging Phone: 408-428-0123
Corporation Fax:  408-428-0168
PI250MC-A6 CIS Module

200DPI CIS Sensor
Engineering Data Sheet

Key Features

* Low power-Single Power Supply at 5.0Vaolts

« Light source, lens, and sensor are integrated into a single module
» 8 dpm resolution, 104 mm scanning length

* High Speed Page Scan - up to 167 usec/ling @ 5MHz pixel rate with internal optical
modification (optional fzature).

= Wide dynamic range

+ Analog output

* Yellow-green LELD light source

» Compact size = 14 mm x 19 mm x 120 mm
* Light weight

General Description

The PI250MC-AG is a contact imaging sensor, CIS, module. It is a successor module to
its predecassor, PI223MC-AB, hence it possesses all superb qualities of its predecessar,
except, it has one outstanding feature, it can operate from a single 5 volts supply. Like its
predecessor it composed of 13 PI3020 sensor chips. The PI3020 is a 200 DPI solid-state
line imaging array, also a product of Peripheral Imaging Corporation. This imaging device
is fabricated using MOS imaging sensor technology for its high-speed performance and
high sensitivity. Like its predecessor, the PI250MC-AE is suitable for scanning A size
(104 mm) documents with 8 dots per millimeter resalution. Applications include ticket,
check and card scannars, variety of mark readers, and other automation equipment.
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Functional Description

The PI250MC-AG consists of 12 imaging array sensors that are cascaded to provide 832
photo-detectors. Each sensor has their associated multiplex switches, and a digital shift
register that controls its sequential readout. Each also contains a chip select switch so
that each following chip is accessed sequentially as its predecessor chip complaetes its
scan. Theses chips are mounted on a PCE board along with clock buffers and video
signal amplifier. The only change from predecessor module was in this amplifier. 1t was
slightly altered from its predecessor module to gain the single supply feature. See Figure
1. PI250-AE module block diagram.

CLED
LED LEDY LED LED LED LED LED LED
WLED

RODLENS
BBl .. BT
PHOTO 2ENSORS gt WIDED
T
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WO [+5]
| AHFT REGISTER |
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BLFFER | VIDED ANFLIFER ]—I'r'l:lUT

L 4
& =R ZH0

Figure 1. PIZ50MC-AE module block diagram

The PCE containing the imaging array is enclosed in a module housing, along with a one-
to-one graded indexad micro lens array that focuses the scanned documents' image onto
the sensing line of the sensor chips. The document is illuminated with a LED light source
which is also mountad in the housing. See Figure 2. PI250MC-A4 Cross Sectional View.
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Figure 2. PI250MC-A4 Cross Sectional View
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This pictorial cross section shows the LED Bar light source and its lllumination path. The
light on the document reflects images on the document. The reflected images focus
through the micro lens onto the chips'image sensing line where images are converted to
proportional electrical charges. An on board amplifier processes thase signal charges into
proportional video signal voltages, which is sent out to the output video port.

All componants are housed in a small plastic housing and covered with a glass window.
This cover glass not only serves to protect all of the critical components within the housing
from dust, but, along with micro lens, it determines the depth-of-focus because it lies in
the optical path.

Fin Out Description

There is one connector located at the end of the module. The outline of the module in
Figure 4 of the mechanical section illustrates the connector location. With the module
window facing down on flat surface, with the viewer looking down on backside of the
module, and with the conneetor's pins facing viewer, the connector is located on the right
hand end of the module. The connectar is a 1.25 mm single 10-pin row. lts /O
designation is provided in Table 1. /O Designation. Pin number 1 location is indicated on
the module outline.

Fin Number =ymbaol Mames and Functions
1 YVout Analog Video Output
i nd Ground: 0%
3 \dd (+5V) Positive power supply
4 MA Mat used
5 G Ground; O
B =P Shift register start pulse
7 Gl Ground; 0%
8 ZF Sampling clock pulse
] LED Ground for the light source: 0W
10 WLED Supply for the light source

Table 1. /O Designation
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The following is a table of absolute maximum parameters. These parameters should not
be used in prolonged operation.

Parameter Symbols Maximum Rating Units

Fower Supply Wdd 7.0 W
Icdd 50 e
VLED 5.7 N
ILED 600 i

Input Clock Pulse (high) Yih Wdd 3

Input Clock Pulse {low) Vil -0.5 W

Table 2. Absolute Maximum Rating
Operating Environment

Ciperating tempearature Tap 0 to 50 oC

Ciperating hurmidity Hop 10 to 85 %

Storage temperature Tstg -25 to 85 'C

Storage humidity Hstg 510 95 %

Table 3. Operating Environment
Electro-Optical Characteristics (25° C)

Parameter Symbol Parameter Linits MNote

Number of photo detectors 832 elements

Pixel to pixel spacing 125 LLIT]

Line scanning rate Tint'" 420 HSEC @ 2 MHz
clock
fraquency

Clock frequency™ Fclk 2 MHz See note 2
for 5.0 MHz
operation.

Bright output voltage'™ Video Output 1.0 Specified
for
420usec,

Bright output Up <+/-30 %

nonuniformityt4

Adjacent pixel LJad] =25 %

nonuniformity'®




132

Dark nonuniformity™ Ld <50 my

Dark output voltage Wil 200=Nd =300 | my

Modulation transfer MTF =40 % Seenote 7

function™ for MTF &
DOF,

Table 4. Electro-optical characteristics at 257 C.
Definition:

(1) Tint: Line scanning rate or integration time. Tint is determined by the interval of two
SP. start pulses. See note 2 for the high scanning speed operation.

(2) Fclk: main clock frequency. The call out is at 2.0 MHz, but electrically module reliably
operates to 5.0 MHz. Howaver, it must be optically modified to obtain the minimum
integration time of 167 usec. This modification is offered as a user's option.

(3) Vpavg = ¥ Vpin)832

(41 Up=[(Vpmax - Vp)/Vp] x 100% ar [(Vp - Vpmin) £ Vp] x 100%

(5) Upad) = MAX[ | (Vpin) - Vpintl) | /Vp(ni] x 100%

Upadj is the nonuniformity percentage pixel to pixel

(6) Ud = Vdmax - Vdmin

Wdmin is the minimum output on a black document

WVdmax: maximum output voltage of black document

(7) MTF = [{(Vmax - Vmin) / (Vmaex + Vminj] x 100 [%]. Depth of focus, DOF, range is

defined with the MTF. MTF is measure at glass surface and at 0.4mm from the glass =

50% and peaks at approximately mid-point of 0. 2mm.

Wmax: maximum output valtage at 50 [pfnch (At 1/2 of the optical Nyquest Frequency)

Wmin: minimum output voltage at 50 [pdnch

(83 Ip finch: line pair perinch

Table 5. Recommended Operating Conditions (25 “C)

[tem Symbaol Min Mean [ Lnits
Power Supply W dd 4.5 5.0 5.5
VLED 4.5 2.0 5.9
Icd 22 23 20 ma
ILED 200 360 4510 Ima
Input voltage at digital high Wik Wdd-1.0 Vidd-.5 Wdd
Input voltage at digital low il ] 0.6
Clock frequency Fclk 2.0 5.0 MHz
Clock pulse high duty cyclet’ 25 %
Clock pulse high duration'™ 50 ns
Integration time' Tint 0167 5.0 ms
Operating temperature Top 25 50 'C

Tahle 5. Recommended Operating Conditions (25 “C)

(1) These duty cycle and high duration are for 5.0 MHz clock rate.
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(2) Tint (Min) is the lowest line integration time available at 5.0 MHz clock rate with
internal optical modifications. See note 2 under Tahble 4.

Switching Characteristics (25°C)

- to —of o e—tw
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H—-”-— I —# o tdll
| L| "
YVout | || L/_S\J U U ]"\_."'{_
& 4 tsh

MODULE TIMING DIAGRAM

Figure 3. Clock and Start pluse Timing Diagram

Tha switching characteristics for the /0 clocks are shown in Figure 2. Its corresponding
timing symbal definitions ara given in Table &, balow.

ltem Symbol in. Typical Iax. Units
Clock cycle time 1o 0.2 4.0 s
Clock pulse width tw 50 ns
Clock duty cyvele 25 75 %
Prohibit crossing time of Start | tprh 15 ns
Fulse

Data setup time tds 0 ns
Data hold time tdh 20 ns
signal delay time tdl| 50 ns
signal settling time t=h 120 ns

Table 6. Symbaol Definition for the Above Timing Diagram
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Module and Its Mechanical Dimensions

The sketch of this module is to provide a pictorial of the module size and structure. A
detailed drawing is available upon request.

Pictorial of the Plastic
Standard A& Housing Size

Figure 4. PI250MC-A6 Module Mechanical Outline
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Public-Key Encryption on Ballot Paper for
Forged and Dishonest Prevention

Warakorn Srichavengsup, Suvit Nakpeerayuth and Siriphong Prayoonhong
Telecommunication Research Laboratory, Department of Electrical Engineering,
Chulalongkorn University, Bangkok 10330, Thailand
E-mail: warakorn@chula.com

Abstract

This paper presents an idea of how to apply the
public-key encryption to the ballot paper for forged and
dishonest prevention. Because the current ballot papers
can be easily forged, the use of public-key encryption can
prevent ballot paper forgery. Some small line-shaped
objects are mixed in the paper which is used for printing
the ballot paper. Coordinates of these objects are used as
paper features. This feature data is included in the ballot
paper data and encrypted by wusing the Election
Commission’s private key. The encrypted data is printed
on the ballot paper as 2-dimension barcode. Anyone can
verify whether the ballot paper is genuine by using the
Election Commission’s public key to decrypt the
encrypted data. If the decryption is successful, that
guarantee the ballot paper data is generated by the
Election commission. Then the paper feature data is
matched with the ballot paper feature. If they match, that
ballot paper is genuine. If they don’t, that ballot paper is
forged by copying the 2-dimension barcode from the
genuine one to the forged one which has the different
paper feature. The distributed ballot printing system and
the ballot verification procedure are also designed. in this
paper for the purpose of applying the public-key
encryption to the ballot paper in the practical situation.

Keywords: Ballot Paper, Paper Feature, Feature
Extraction, Public-Key Encryption, Election System

1. Introduction

Nowadays, forging the ballot papers is an easy way to
cheat general election in Thailand. To prevent this, using
the banknote printing system is possible solution: It could
work with good efficiency but its cost is also very high.
The public-key encryption [1], [2] can be used in the
ballot papers to reduce cost, make the forgery more
difficult and to simplify the authenticity check. Some
small objects like fiber or dust are deliberately mixed in
the paper tissue during manufacturing process. Then each
ballot paper can be scanned to extract its features of its
fiber or dust coordinates. These features are included in

the ballot paper data and encrypted by using the Election
Commission’s private key for preventing the forgery. The
public-key encryption lets any people able to verify the
ballot. But it is difficult to forge a new one because this
requires the knowledge of the key or ability to produce a
paper with specific feature.

When anyone wants to verify the ballot, he must use
the public key of the Election Commission to decrypt the
encrypted data. If the decryption is successful, that means
this ballot paper data is encrypted by the Election
Commission. Then verify the paper features data with the
ballot paper features. If they match, that ballot is genuine.
If they don’t match, that ballot is forged by copying the
data from the genuine one to the forged one which has
different paper features.

This paper proposes an idea of how to apply the
public-key encryption to the election system for forged
and dishonest prevention [3], [4]. The distributed ballot
printing system and the ballot verification procedure are
also proposed in this paper for the purpose of applying the
public-key encryption to the ballot paper in the practical
situation.

Section 2 describes the concept of paper features,
public-key encryption, hash function [5], [6], fingerprint
and 2-dimension barcode [7], [8]. Section 3 describes the
design of the ballot paper. Section 4 describes the election
organization in Thailand [9] and the ballot printing
scheme. Section 5 describes how to design the distributed
ballot printing system [4]. Section 6 describes the ballot
paper verification process. Finally, the conclusions of this
paper is given in section 7.

2. Basic Concept and Tools

2.1 Paper features

During the paper manufacturing process, grains of
sand or colored fiber are randomly mixed in the paper
tissue, consequently each ballot paper has its own random
pattern as depicted in Figure 1. This brings about the
uniqueness of each ballot paper. If anyone wants to
duplicate the ballot paper, he must control the position of
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grains of sand or colored fiber during the manufacturing
process but it is very difficult to do that.

- !

Figure 1. An example of ballot péper texture.

The paper feature data is the coordinate of the end
points of embedded particles, sand grains or colored fiber.
These features are unique for each ballot, so it is unable to
copy the data from the genuine ballot to the forged ballot.
The coordinates of the ends of particles in the paper can
be shown in Figure 2.

Figure 2. Coordinates of the eﬁd of .parrticler
embedded to ballot paper.

2.2 Public-key encryption

The paper features data together with. other data. is
encrypted by using the public-key encryption to prevent
forgery.

In the public-key encryption, two keys are needed, a
public key and -a private key,  both ~of them are
simultaneously generated by the Election Commission.
The Election Commission 's public key is published and
known to anyone. The Election Commission 's private
key, on the other hand, is kept secret. A message
encrypted by the private key, can only be decrypted by
the associated public key. Then anyone can prove whether
the ballot paper data is encrypted by the Election
Commission or not by using the Election Commission 's
public key.

2.3 One-way hash function

A one-way hash function, also known as a message
digest, is a mathematical function that takes a message
string of any length and returns a fixed-length string (hash
value). These functions are designed in such a way that it
is hard to reverse the process, that is, to find a string that
hashes to a given value. A good hash function also makes
it hard to find two strings that would produce the same
hash value.

In this paper, we use the hash function to transform
the ballot paper data to the hash value. This value is used
for referring to ballot paper in short.

2.4 Fingerprint

The voters will print their fingerprints on the stubs.
This fingerprint is unique, so the fingerprint on the stub
can show the identification of the voter. If anyone votes
more than once, he must leave his fingerprints on the
stubs more than once as well. Consequently, these
fingerprints can link to the offenders. The fingerprint is
used only on the stub because the voting part should not
contain any identification of the voter. After tearing the
voting part from the stub, the voter’s decision will be
secret.

2.5 2-Dimension barcode

The long length encrypted ballot paper data can be

printed on the ballot paper in any following forms:
1. Hexadecimal ASCII text.
2. 1-D barcode (1-dimension barcode).
3. 2-D barcode (2-dimension barcode).

Key in the very long hexadecimal data during the
decryption process is not convenient and error prone.

In this paper, we select 2-D barcode which is compact
and robust appropriate for the ballot paper with particles
or colored fiber. Because 2-D barcode has the error
correction capability, it is selected instead of the common
1-D barcode which only has the error detection. An
example of 2-D barcode can be shown in Figure 3.
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Figure 3. An example of 2-D barcode.

3. Ballot Paper Design

Design of the ballot paper is proposed in this section
as depicted in Figure 4. This must consider all factor such
as size, folding, features extraction, stub, etc. But only the
encryption related design will be presented as following.

3.1 Symbols definition

Because the ballot paper consists of many data and
there is a relationship between these data. To describe the
relationship between these data, the following symbols
will be used.

K" denotes a private key.
K denotes a public key corresponding to K.

K'[-] denotes an encrypted/decrypted data inside the
bracket [ ] using a key K .

K[K[]] denotes decryption using a public key K to

the encrypted data using private key K " . The result is the

data inside the bracket [ ].
; denotes gathering the data which ‘are separated
by this semicolon.

F' denotes the paper feature data.

[ denotes an information data which includes election
date, constituency - code,  volume. number. and. ballot
number.

H = HJ] denotes a hash value of the data inside the
bracket [ ].
D =1I;F;H denotes the ballot paper data.

Moreover, these following subscripts are used to show
the different sources of the data.
C denotes Central for showing that data is belong to the
Election Commission.

L denotes Local for showing that data is belong to the
local constituency election commission.

S denotes Stub for showing that data is part of the stub
data.

V' denotes Voting part for showing that data is part of the
voting part data.

3.2 Ballot paper components

Each ballot paper consists of stub and voting part.

1. Stub consists of 3 areas including an area for
extracting the paper feature, 2-dimension barcode of the
encrypted stub data and voter’s fingerprint block.

2. Voting part consists of 3 areas including an area for
extracting the paper feature, 2-dimension barcode of the
encrypted voting part data and marking block.
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Figure 4. Designed ballot paper.

3.3 Ballot paper data

Each stub data (D) and voting part data (D, )

consists of
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1. Information data (/) consists of election date,
constituency code, volume number and stub or voting part
number. This information data shows the place where the
ballot came from. So it can prevent using the ballot paper
across the constituency.

2. Paper feature data (/') includes the coordinate of
the embedded particle or colored fiber. This feature is a
unique data so it is unable to copy the data from the
genuine ballot paper to other forged ballot paper.

3. Hash value (M) is calculated from the 2 previous
data (H[I; F']). This value is used for referring to ballot
paper in short.

All above data are concatenated (D = [; F'; H ) and
encrypted by the Election Commission’s private key
(K ; [D]) and printed as 2-dimension barcode on the
stub and voting part of the ballot paper. Both of them
(K Z [Ds],K Z [D, ]) are independent from each other

for the secretion of the voter’s decision.
3.4 Ballot paper verification

Anyone can verify the ballot paper by using the
Election Commission 's public key (K ) to decrypt the

encrypted ballot paper data (K [K Z [D]]=D). If the

decryption successful, this means that data is encrypted
by the Election Commission. Then the decrypted paper
feature data (/') can be matched with the ballot paper
features. If they don’t match, that ballot paper is forged by
copying the 2-D barcode from the genuine one to the
forged one which has the different paper feature.

If the number of the forged ballot papers is more than
an acceptable number, the Election Commission can
decide to cancel the election.

4. Election Organization and Ballot
Printing Scheme

4.1 Election organization in Thailand

In Thailand, there is an independent organization with
a responsibility of political election according to, the
1997’s constitution. The election system consists of the
following committees.

1. Election Commission, situated in central Bangkok,
is responsible for controlling the overall election and
managing the election process.

2. Local Constituency Election Commission manages
the election process within a constituency and transports

the printed ballot papers to all polling stations within the
constituency.

3 Polling station authority, situated in a polling
station, distributes the ballot papers to the voters then
collects and sends back the marked ballot papers to the
counting station.

4.2 Ballot printing scheme

The ballot printing scheme can be arranged in two
levels.

1. Centralized ballot printing - Election Commission is
responsible for the printing burden.

2. Distributed ballot printing - Each local constituency
election commission takes the printing burden instead of
Election Commission. This can reduce the transportation
and increase the utilization of microcomputers and
printers.

This paper chooses distributed ballot printing
approach in order to distribute the printing burden to the
local constituency election commission including printer
arrangement and man power. Each constituency oversees
its own printing system.

4.3 Problem of distributed ballot printing

The main problem of distributed ballot printing is the
forgery by the local constituency election commission. It
can be done by printing some extra ballot papers and
shuffling them afterward.

The next section will describe the design of the
distributed ballot paper printing system for preventing
local constituency election commission’s dishonest.

S. Distributed Ballot Printing System Design

The purpose of the distributed ballot paper printing
system design is to prevent the dishonesty by the local
constituency election commission who can generate some
extra ballot papers and shuffle them afterward.

5.1 Controlling data

The Election Commission-use these controlling data to
prevent the dishonesty by the local constituency election
commission.

1. Unique Code — Unique code is generated by the
Election Commission. There are the limited number of the
unique codes, equal to the total number of the stubs and
the voting papers in that constituency. One unique code is
included in one stub data or one voting part data. Then the
local constituency election commission can not print the
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ballot papers more than the number of the unique codes
received.

2. Hash Value — Hash value is used for referring to
ballot paper in short and identifying the forgery. At the
counting station, there is a database of all existing hash
value in that constituency, a hash value which is not in the
database shows an occurring of extra ballot paper.

5.2 Additional symbols definition

These following symbols, in addition to section 3.1,
are used in the distributed ballot paper printing system.

U denotes a unique code generated by the Election
Commission.

U =K Z [U] denotes an encrypted unique code which
is encrypted by the Election Commission’s private key
and sent out to each constituency.

H =H[L;U;F] denotes the hash value of ballot
paper data.

D =1,U,;F;H denotes the data of the ballot paper.

5.3 Ballot paper data

The ballot data components can be shown in Figure. 5.
Each stub data (Dg) and voting part data (D) ) in

distributed ballot paper printing system consists of

1. Information data (/) consists of election date,
constituency code, volume number and stub or voting part
number. This information data shows the place where the
ballot came from. This can prevent using the ballot paper
across the constituency.

2. Encrypted unique code (U ) is randomly generated
by the Election Commission to control the number of
printed ballot. To prevent the forged unique code, the
unique code is encrypted by the Election Commission’s

private key (K Z [U]=U,) and sent out to the local

constituency election commission: < Then | the local
constituency election commission can prove whether that
unique code is sent from the Election Commission or not

by using the Election Commission’s public key (K ) to

decrypt the encrypted unique code (K [K Z [Ul=0).
If it is sent from the Election Commission’s then the local
constituency election commission includes the encrypted
unique code (U ) to the ballot paper data (D).

3. Paper feature data (F') includes the coordinate of
the embedded particle or colored fiber.

4. Hash value ( H ) is calculated from the 3 previous
data (H = H[L;U;F]). This value is used for

referring to ballot paper in short and identifying the
forgery. At the counting station, there is a database of all
existing hash value in that constituency, a hash value
which is not in the database shows an occurring of extra
ballot paper.

Ballot Data (D)

Stub Data (Dy) Voting Part Data (D))

Information|  Feature Unique Hash Value | Information| Feature Unique Hash Value
Data () | Data(Fy) | Code (U | (Hy) Data(l,) | Data(F,) | Code(U,) | (k)

Figure 5. Ballot data components.

The stub data and the voting part data are encrypted
by the local constituency election commission’s private

key (K, [DS],KZ [D, ]) and printed in 2-D barcodes

on the stub and voting part of ballot paper. Both of them
are independent from each other for the secretion of the
voter’s decision.

6. Ballot paper verification procedure

If the ballot papers is transported from the one place to
the another place, there must be the ballot paper random
sampling verification done by the ballot paper receiver.

6.1 Verification place

The ballot paper verification is done at these following
places.

1. The polling station - After the local constituency
election commission prints the whole ballot papers in that
constituency, then transport the ballot paper from the
constituency-to-the polling station. The polling station’s
authority will sample and verify the ballot paper.

2. The counting station — The marked voting parts are
sent back from the polling station to the counting station.
The counting station’s authority will sample and verify
the marked voting part.

6.2 Verification procedure

The sampling ballot paper is verified, follow the steps
below:
1. Reading 2-D barcode as the encrypted ballot paper

data (KZ [Ds],KZ [Dy D).
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2. Decrypting the encrypted ballot paper data and get
the ballot paper data (D, D), ).

3. Verifying the following data.
3.1 Ballot paper feature data ( F') - Verifying the
feature data whether the feature position of the ballot
paper matches the decrypted feature data.

3.2 Unique code (U ) - Verifying the unique code
whether there is any repetitions. The number of unique
codes assigned for each constituency is limited. Therefore
the repeating of a unique code indicates the dishonesty of
the local constituency election commission.

3.3 Hash value (H ) - Verifying the hash value
whether it is in the counting station’s database. Hash
value is checked with the same purpose as that of unique
code. The ballot paper which its hash value is not in the
constituency’s database can not be used.

These verification can be done only partially or fully
depend on the situation. Normally only step 2 is enough
for quick check. But step 3.1 or up to 3.3 for all ballots
check may be necessary later in court.

If the number of the ballot that is abnormal according
to the given criteria is more than an acceptable number,
the Election Commission can decide to cancel the election
in that constituency.

7. Conclusions

This paper proposed an election mechanism utilizing a
public-key encryption for forged and dishonesty
prevention. The distributed ballot printing system and the
ballot verification system were also proposed in this paper
for the purpose of applying the public-key encryption to
the ballot paper in the practical situation.
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