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WONGYOS KEARDSRI : AN IP ADDRESS ANONYMIZATION SCHEME
BASED ON PRIVACY LEVELS. ADVISOR : YUNYONG TENG-AMNUAY,
Ph.D., CO-ADVISOR : PASSAKON PRATHOMBUTR, Ph.D., 116 pp.

Nowadays, an IP address anenymization is an important technique for network
analysis and Internet research. The method of anonymization is the changing of original
IP address to anonymized |P address to keep the private information of users in
network and to prevent suitable a disclosure and violation of user privacy. The well-
known anonymization techniques are TCPdpriv, Crypto-PAn, Multiple Access Level, and
TSA; however, they are unsuitable for network analysis functions. The current
techniques anonymize all 32 bits of IP address unnecessarily. In fact, we can
anonymize the necessary bits or parts of IP address for different privacy levels. In this
research, we propose 5 privacy levels for anonymization scheme as follows; non-
anonymization, n-left anonymization, n-right anonymization, full anonymization, and
randomly full anonymization. We apply these privacy levels to prefix-preserving IP
address anonymization, the technigue which can preserve network relationship among
the same network group from original IP addresses, specifically to Crypto-PAn.
Moreover, we present 3 anonymization factors used in considering and selecting
appropriate privacy level. The 3 anonymization factors are as follows; privacy tree
structures, network analysis functions, and computer law. We combine these factors by
using rule-based method. Our anonymization scheme is applicable to an administrator
who'analyzes packet data in different functions. The scheme benefits any organizations

in exchanging network data, and also appropriates for heavy-duty packet tracers and

sniffers.
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4.2 Taseasrsvasnanatanlon (IP Address Structure)
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4.2.1 anlandudaszaann (Independent Subtree)
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4.2.2 AwlanAdaInIINI® (Intersection Subtree)
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4.2.3 aulamindmdasuiinuy A atlu B (Proper Subtree : A in B)
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4.2.4 dulaimindwdeasuiivuy B atlu A (Proper Subtree : B in A)
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WITaN 4.2

) ak A Y a s an [y LY & 1 o
aanaInNin 5.1 aaﬂai‘n&l‘ﬂa\‘]'Jﬁﬂ']itlﬂﬂﬂgﬂad(ﬂﬂlﬂﬂaﬁﬂ')']&lLﬂ%ﬂ']%(ﬂq

1 | //A is referenced IP address of organization which analyzes B
2 | /B is referenced IP address of organization which is analyzed by A
3 | OriginallP-A € Input A’s IP Address
4 | Subnet-A € Input A’'s Subnet Mask Address
5 | OriginallP-B € Input B’s IP Address
6 | Subnet-B < Input B’s Subnet Mask Address
7 | LeftPart-A €< binary(OriginallP-A) AND binary(Subnet-A)
8 | RightPart-A € substring(LeftPart-A.length, 32)
9 | LeftPart-B < binary(OriginallP-B) AND binary(Subnet-B)
10 | RightPart-B < substring(LeftPart-B.length, 32)
11 | PTS //Privacy Tree Structure
12 | n € binary(OriginallP-A) » binary(OriginallP-B
13 | If (n Greater Than or Equal 4)
14 IF ((n Greater Than or Equal LeftPart-A.length) AND
15 (n Less Than LeftPart-B.length) AND
16 (LeftPart-A.length Not Equal LeftPart-B.length))
17 PTS < 3 //Proper Subtree (A in B)
18 Else IF ((n Less Than or Equal LeftPart-A.length) AND
19 (n Greater Than LeftPart-B.length))
20 PTS < 4 //Proper Subtree (B in A)
21 Else IF ((n Equal LeftPart-A.length) AND
22 (n Equal LeftPart-B.length))
23 PTS < 5 //[Equivalent Subtree
24 Else //Otherwise
25 PTS € 2 //Intersection Subtree
26 End If
27 | Else //Otherwise
28 PTS < 1 //Independent Subtree
29 | End If
30 | LevelFromPTS < 0 //Privacy Level from PTS
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31 | If (PTSis 1)

32 LevelFromPTS € 1 //Non-Anonymization
33 | Else If (PTS is 2)

34 LevelFromPTS < 2 //n-Left Anonymization
35 | Else If (PTS is 3)

36 LevelFromPTS € 3 //n-Right Anonymization
37 | Else If (PTS is 4)

38 LevelFromPTS € 3 //n-Right Anonymization
39 | Else If (PTS is 5)

40 LevelFromPTS € 4 //Full Anonymization

41 | Else //Undefined PTS

42 LevelFromPTS € 1 //Non-Anonymization
43 | End If

a a 6 1
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================== |jst of Network Ana|ysis S E———————==—=—====

[11 Network Performances Analysis [2] Network Bandwidth-Usages

2

3 | [3] Capacity Planning [4] Multicast Traffic Analysis
4 | [5] CPU Usages [6] Memory Usages

5 | [7] Disk Usages [8] Accounting Usages

6 | [9] Proxy Management [10] HTTP Service

7 | [11] SNMP Service [12] TELNET Service

8 | [13] POP3 Service [14] NNTP Service

9 | [15] ARP/ICMP Usages [16] FTP Service

0

—_—

[17] SSH Service [18] VoIP Service
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11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

[19] P2P Service [20] TCP Session History
[21] DNS Service [22] Intrusion Detection
[23] Fault Detection [24] Log Analysis

[25] Social Network Analysis [26] Behavior Analysis
[27] Network Map [28] Web Report

[29] Application Report [30] Book Report

FN < -1 //Function Number of Network Analysis (NTA)
CheckLeftPart < False
CheckRightPart €< False
CheckRandom € False
While (FN Not Equal 0)
FN < Input FN from User
IF (FN Equal 1 to 3)
/[Don’t Do Anything
Else If (FN Equal 4)
If (CheckLeftPart is False) CheckLeftPart < True
Else If (FN Equal 5 to 8)
If (CheckRightPart is False) CheckRightPart < True
Else If (FN Equal 9)
If (CheckLeftPart is False) CheckLeftPart < True
If (CheckRightPart is False) CheckRightPart < True
Else If (FN Equal 10 to 20)
Rg €< Input. Requirement from User
//[1} Network Summary
/l[2] Sub-Network Summary
//[3] Device Summary
If (Rq Equal 1) //Don’t Do Anything
Else If (Rq Equal 2)
If (CheckLeftPart is False) CheckLeftPart €< True
Else If (Rq Equal 3)
If (CheckRightPart is False) CheckRightPart < True
Else //Don’t Do Anything
End If
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45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76

Else If (FN Equal 21 to 27)
If (CheckLeftPart is False) CheckLeftPart < True
If (CheckRightPart is False) CheckRightPart € True
Else If (FN Equal 28 to 30)
Rq €< Input Requirement from User
/[[1] Prefix-Preserving
/l[2] Non Prefix-Preserving (Random)
If (Rq Equal 1)
If (CheckLeftPart is False) CheckLeftPart < True
If (CheckRightPart is False) CheckRightPart € True
Else If (Rq Equal 2)
If (CheckRandom is False) CheckRandom & False
Else //Don’t Do Anything
End If
Else //Don’t Do Anything
End If

End While
LevelFromNTA € 0 //Privacy Level from NTA
If (CheckRandom is True)

Else

End If

LevelFromNTA € 5 //Randomly Full Anonymization

If (CheckLeftPart is False AND CheckRightPart is False)
LevelFromNTA < 1 //Non-Anonymization

Else If (CheckLeftPart is. True AND CheckRightPart is False)
LevelFromNTA € 2 //n-Left Anonymization

Else If (CheckLeftPart is False AND CheckRightPart is True)
LevelFromNTA < 3 //n-Right Anonymization

Else If (CheckLeftPart is True AND CheckRightPart is True)
LevelFromNTA € 4 //Full Anonymization

Else //Don’t Do Anything

End If
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nguafnIanianszauanududumnnanzan lasfianan 18 (3) daslddayans
Mauzadanbivasanuidugingl anas 18 (4) ﬁaﬂ*‘fﬁagamsﬁnmmaaimms

ATITHLATOUNY WAZINAT 19 Uaz 22 Jn1svihuiidu ldenuuiaan 18

% a { % a a 4
aanasfai 5.3 9aNaINNVBIITNIRVUNYVBINIRNILADNNILADS

2 | [1] Section 18 (2) [2] Section 18 (3)

3 | [3] Section 18 (4) [4] Section 18 (5)

4 | [5] Section 18 (6) [6] Section 19 Paragragh 1
5 | [7] Section 19 Paragragh 2 [8] Section 19 Paragragh 3
6 | [9] Section 19 Paragragh 4 [10] Section 19 Paragragh 5
7 | [11] Section 22 Paragragh 1 [12] Section 22 Paragragh 2
8 | [13] Section 26 Paragragh 1 [14] Section 26 Paragragh 2

10 | LAW < -1 //Number of Law Sections (LWS)
11 | CheckLeftPart < False

12 | CheckRightPart < False

13 | While (LAW Not Equal 0)

14 LAW < Input LAW from User

15 IF (LAW Equal 1)

16 Rqg € Input Requirement from User

17 //[1] Network Information

18 //[2] Device/User Information

19 If (Rq Equal 1) //Don’t Do Anything

20 Else If (Rq Equal 2)

21 If (CheckLeftPart is False) CheckLeftPart €< True
22 If (CheckRightPart is False) CheckRightPart € True

23 Else //Don’t Do Anything
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24 End If

25 Else If (LAW Equal 2)

26 /[Follow By PTS

27 Else If (LAW Equal 3)

28 /[Follow By NTA

29 Else If (LAW Equal 4 to 5)

30 If (CheckLeftPart is False) CheckLeftPart €< True
31 If (CheckRightPart is False) CheckRightPart < True
32 Else If (LAW Equal 6 to 12)

33 /[Follow By Section 18

34 Else If (LAW Equal 13)

35 /[Don’t Do Anything

36 Else If (LAW Equal 14)

37 If (CheckRightPart is False) CheckRightPart € True
38 Else //Don’t Do Anything

39 End If

40 | End While

41 | LevelFromLWS € 0 //Privacy Level from LWS

42 | If (CheckLeftPart is False AND CheckRightPart is False)

43 LevelFromLWS < 1 //Non-Anonymization

44 | Else If (CheckLeftPart is False AND CheckRightPart is True)

45 LevelFromLWS < 3 //n-Right Anonymization

46 | Else If (CheckLeftPart is True AND CheckRightPart is True)

47 LevelFromLWS €4 //Full Anonymization

48 | Else

49 LevelFromLWS < 1 //Non-Anonymization

50 | End If
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1 | CheckLeftPart < False
2 | CheckRightPart < False
3 | CheckRandom < False
4 | LevelFromPTS < Input from PTS Function
5 | LevelFromNTA < Input from NTA Function
6 | LevelFromLWS < Input from LWS Function
7 | LevelFromFactor[ ] < { LevelFromPTS, LevelFromNTA, LevelFromLWS }
8 | Level € 0 //Final Privacy Level
9 | For (i € 0to2)
10 If (LevelFromFactor]i] is 1) //Don’t Do Anything
11 Else If (LevelFromFactor[i] is 2)
12 If (CheckLeftPart is False) CheckLeftPart < True
13 Else If (LevelFromFactor]i] is 3)
14 If (CheckRightPart is False) CheckRightPart < True
15 Else If (LevelFromFactor|i] is 4)
16 If (CheckLeftPart is False) CheckLeftPart < True
17 If (CheckRightPart is False) CheckRightPart < True
18 Else If (LevelFromFactor|i] is 5)
19 If (CheckRandom is False) CheckRandom €< True
20 Else //Don’'t Do Anything
21 End If
22 | End for
23 | If (CheckRandom is True)
24 Level € 5 //Randomly Full Anonymization
25 | Else
26 If (CheckLeftPart is False AND CheckRightPart is False)
27 Level € 1 //Non-Anonymization
28 Else If (CheckLeftPart is True AND CheckRightPart is False)
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29 Level € 2 //n-Left Anonymization

30 Else If (CheckLeftPart is False AND CheckRightPart is True)
31 Level € 3 //n-Right Anonymization

32 Else If (CheckLeftPart is True AND CheckRightPart is True)
33 Level €< 4 //Full Anonymization

34 Else //Don’t Do Anything

35 End If

36 | End If
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1 | OriginallP € Input from Previous Function

2 | Subnet € Input from Previous Function

3 | LeftPart € Input from Previous Function

4 | RightPart < Input from Previous Function

5 | Level € ruleBased(OriginallP, Subnet)

6 | Key € keyGeneration()

7 | If (Levelis 1)

8 AnonymizedIP € OriginallP

9 | Else If (Level is 2)
10 AnonymizedIP € cryptopan(LeftPart, Key) + RightPart
11 | Else If (Level is 3)
12 AnonymizedIP < LeftPart + cryptopan(RightPart, Key)
13 | Else If (Level is 4)
14 AnonymizedIP. € cryptopan(QriginallP, Key)
15 | Else If (Level is 5)
16 AnonymizedIP < random(OriginallP, Key)
17 | Else //Undefined Level
18 AnonymizedIP < OriginallP
19 | End If
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AnonymizedIP < Input IP Address
Subnet € Input Subnet Mask Address
Level € Input Privacy Level
Key € Input Key
LeftPart < binary(AnonymizedIP) AND binary(AnonymizedIP)
RightPart €< substring(LeftPart.length, 32)
If (Level is 2)
OriginallP < recover_cryptopan(LeftPart, Key) + RightPart
Else If (Level is 3)
OriginallP & LeftPart + recover cryptopan(RightPart, Key)
Else If (Level is 4)
OriginallP < recover_cryptopan(AnonymizedIP, Key)
Else //Other Levels
Print “No recovery function”

End If
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ABSTRACT

Nowadays, an IP address anonymization i1s an important technique for network analysis
and Internet rescarch. The method of anonymization is the changing of original IP
address to anonymized IP address. This can prevent sensitive information of users from
disclosure. However. most current anonymization techniques are unsuitable for network
analysis functions. They anonymize all 32 biis of IP address unnecessarily. In this paper,
we propose 5 privacy levels that anonymize a part of IP address in a different scheme.
We apply these privacy levels to prefix-preserving IP address anonymization. Our
anonymization scheme benefits any organizations in exchanging network data, and also
appropriates for packet iracers and sniffers.

Keywords: [P address anonymization, privacy, privacy levels, sensitive information,
network apalysis, Internet research, packet tracer, packet sniffer

INTRODUCTION

Nowadays, packet tracers and sniffers are a erueial wol for network analysis and Internet
research such as traffic analysis, system diagnosis, network performance evaluation, and more
generally network analysis functions, io analyze and evaluate the condition of network system.
The packet data from the traces which contain the source and destination [P addresses can link
to users who are in the network. To prevent user privacy which may be inferred from the trace,
the TP address must be removed or closed by using an anonymization technique. The TP address
anonymization is the replacing of original TP address to anonymized IP address to keep the
private information of users in network: and to prevent suitable a disclosure and violation of user
privacy. The well-known anonymization techniques are TCPdpriv [1], Crypto-PAn [2],
Multiple Access Level [3]. and TSA [4]; however, they are unsuitable for network analysis
functions. Because they do not consider the appropriate bits or parts of IP address to anonymize
and also anonymize all 32 bils of [P address unnecessarily. In fact, the anonymization depend
on the packet data which need toanalyze and parts of TP address which need to see.

In this paper, we anonymize the necessary bits or parls of IP address according to different
privacy levels and views. We propose 5 privacy levels for anonymization scheme. The first
level is non-anonymization; all 32 bits of IP address are not anonymized. The second level is n-
left anonymization; only n bits of 1P* address from network part are anonymized. The third level
is n-right anonymization; only n bits of 1P address from host part are anonymized. The fourth
level is full anonymization; all 32 bits of [P address, which consist of host and network parts,
are anonymized. The last level is randomly full anonymization; all 32 bits of [P address are
randomized before being anonymized. We apply 5 privacy levels w prefix-preserving IP
address anonymization, the technique which can preserve network relationship among the same
network domain from original 1P addresses. Our anonymization scheme is applicable to an
administrator who analyzes packet data. The scheme benefits any organizations in exchanging
network data, and also appropriates for packet tracers and sniffers.
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THEORY AND RELATED WORKS

TP Address Structure

An IP address is a data structure which uniquely identifies a node within the network. Each
IP address consists of two parts. First is a network part; it identifies a network domain and a
group of organization. Second is a host part; it identifies a host number within a local network
of each organization. In the 1Pv4 [5], network address is identified as a bit-wise logical AND of
the 32-bit IPv4 address with 32-bit subnet mask or netmask address. The netmask has a “1" bit
for each bit that is a part of the network number, and a “0™ bit for each bit which is a part of the
host number. All systems within the same network domain share the same subnet mask address.
When cach IP address is calculated with subnet mask address, it can be separated wnto network
and host parts. These above-mentioned details show in Figure 1.

Subnet Mask Address e AP -0 -0
11111111.11331111.00000000. 00000000
: Bit-wise logical AND :
P Address 161 . 200 .93 1

10100001 .11001000.01011101.00000001

b ¥

161 .200 .0 .0
10100001.11001000.00000000.00000000

g g

Metwork Address

Metwork Part Haost Part
161 200 93 .1
10100001 .11001000 01011101 . 00000001
= =

Figure 1. [P address structure

IP Address Anonymization

An IP address anonymization was first proposed in 1990s. The basic approach is one-to-one
mapping [1], which maps each IP address to random 32 bits of TP address. The examples of this
approach are Blowfish [6], MD5 [6, 7], and Hashing function. One-lo-one mapping can only
preserve privacy requirement, however, the resulis from anonymization cannot preserve the
prefix relationships among ongimal IP addresses. To apply anonymization scheme to be prefix
preserving, it should anonymize two of onginal IP addresses 1o share a k-bit prefix, and their
anonymized mappings will also share a k-bit prefix. First approach to such prefix preserving
anonymization is a TCPdpriv (tcpdump privacy). It was developed by Greg Minshall [1]. The
TCPdpriv was implemented to anonymize [P addresses with different security levels. In level 0,
it maps different addresses to integers (connting from 1) In level 1, it maps the upper and lower
16 bits of IP address, separately, to integers (counting from 1) the upper and lower maps are
independent. In level 2, 1t maps cach byte of the address separately; each byte map is
independent. Level 50 is prefix-preserving anonymization scheme. The TCPdpriv can be
viewed as a table-based approach, it stores a sct of raw IP address, and anonymized IP address
binding pairs of [P addresses to maintain the consistency of the anonymization within one trace.
The binding is generated randomly when a new address is anonymized. Therefore, it may
produce an inconsistency of anonymired address (ie., same original prefix is mapped into
different anonymized prefixes) when the same IP address is used more than one trace.

To mnprove TCPdpriv scheme, Jun Xu [2] et al proposed a new prefix-preserving
anonymization by using cryptographic concepts. They called Crypto-PAn. It is the well-known
deterministic prefix preserving anonymization which maps raw addresses to anonymized
addresses with the same key, so it can anonymize IP address consistently. The Crypio-PAn
algorithm is based on the canonical form theorem. It represents the distinct IPv4 addresses with
a complete binary tree of height 32 as show in Figure 2(a). The set of distinct original addresses
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can be represented by original address tree as show in Figure 2(b). It uses anomymization
Junction in Figure 2(c) to anonymize original [P address. This function can be penerated by
specifying a binary variable for each non-leaf node (including the root node) of the original
address tree. This variable specifies whether the function "flips" this bit or not, The result from
anonymization function is the anonymized address tree as show in Figure 2{d).

EEEeE e e giE g2 ! £ ge= 58 2 § =22
(a) (c) )

Figure 2. Address trees and anuu}rmization function: (a) complete binary tree (using 4-bit
addresses for simplicity):; (b) original address trec; (c) anonymization function; {d)
anonymized address tree.

The Crypto-PAn uses cryptographic key in 32-bit steps (e.g., 32-bit, 64-bit, 128-bit, etc.) 1o
anonymization function. The same address which appears in two difTerent traces will be
mapped to the same anonymized address if the same key 15 used. Therefore, this scheme is
consistent in prefix-preserving anonymization, However, Crypto-PAn is low efficiency for a
heavy packet tracer on real fime high speed network because of time which penerates address
trees is long. It meeds 32 rounds of encryption, thus makes it unsuitable for real time
anonymization,

The prefix-preserving anonymization is an interesting method to many researchers. Qianli
Zhang |3] and et al are one which proposed the anonymization scheme by using multiple access
levels of the traces. This scheme is mwade more secure by different keys. but it may be complex
to access data if the levels and keys increase, Therefore, they are complicated to recover and
unsuitable for real time anonymization.

In the previous problem, Ramaswamy Ramaswamy [4] and cf al proposed the top-hash
subtree-replicated anomymization (TSA), the high-speed prefix-preserving anonymization, by
using pre-computation, replicated subtrees, and top hashing, to improve the computation time of
anonymization algorithm. Moreover, Qianli Zhang [7] and el al also proposed fast prefix-
preserving anonymmzation by using bit siiing algorithin 16 improve anonymization performance.

PRIVACY LEVELS

Previous proposed techniques always anonymize all 32 bits of IP address. When we smdied
and surveyed in the nerwork analysis processes, we found that some processes do not require
anonymizalion; some processes require anonymizing only some parts of IP address, Therefore,
we can consider the appropnale bit: nombers. and - appropriate parts of TP address lo
anonymization. Consequently, we propose the privacy levels to anonymization scheme. We
define these privacy levels into 5 levels as follows.

Non-Anonymization

Nen-anomymization is the first level which all 32 bits of original 1P address are not
ancnymized. This level is used to anonymize IP address in packet data which needs to analyze
the nerwork summary resulis such as bandwidth usage, nerwork service summary, and capaciry
planning. These analysis processes are nol related to users or specific network, so il is
unnecessary lo anonymize the IP address. The anonymized IP address by using non-
anonymization level 15 shown in Figure 3(a).

n-Left Anonymization
n-Left anommization 1s the second level which only n bits of [P address from network part
arc anonymized. This level is used to anonymize IP address in packet data which needs to
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analyze the results that specify the network part during analysis process such as comparing
network resource usage, and comparing network service statistics. The anonymized IP address
by using n-left anonymization level is shown in Figure 3(b).

n-Right Anonymization

n-Right anonvimization is the third level which only n bits of IP address from host part are
anonymized. This level is used to anonymize IP address in packet data which needs 1o analyze
the results that specify the host part during analysis process such as CPU usage, memory usage,
and device services summary. The anonymized IP address by using n-right anonymization level
is shown in Figure 3(c).

Full Anonymization

Full anonymization is the fourth level which all 32 bits of IP address, which consist of the
host network parts, are anonymized. This level is used to anonymize [P address in packet data
which needs to analyze the resulis that specify both of network host parts during analysis
process such as user behavior analysis, intrusion detection, log analysis, and social network
analysis. The anonymized TP address by using full anonymization level is shown in Figure 3(d).

Randomly Full Anonymization

Randomly full anenymization is the fifth level which all 32 bits of IP address are randomized
by random algorithmn. This has been done before they are anonymized and be consistent by
table lookup. This level is used fo anonymize 1P address in packet data which needs to analyze
the results that do not require prefiz-preserving and display the results to the public such as list
of device services, web application report, and network map. The anonymized IP address by
using randomly full anonymization level is shown in Figure 3(e).

ANONYMIZATION SCHEME

We apply the privacy levels to prefix-preserving anonymization, specifically to Crypto-PAn,
The Crypto-PAn uses the frees to anonymize all 32 bits of IP address. In our scheme, we
implement the anonymization algorithm to anonymize n bits of [I* address by applying Crypto-
PAn algorithm for n-left, n-right and full anonymization, and using the random algorithm for
randomly full anonymization. This algorithm shows in Table 1.

Table 1.  Anonymization algorithm based on privacy levels

originallP € input 1P address
subnet € input subnet mask address
netPart < binary(originallP) AND binaryisubnet)
hostPart < substring(netPart.length, 32)
level € input privacy level
if (level is 1)

anonvmized!P € originallP
elseif (level is 2)

anonymizedIP € cryptopan(netPavt)
10 | else if (Tevel is 3)
11 ananymizedlP € cryptopan(hosiPari)
12 | else if (Tevel is 4)
13 anonyvimizedlP € cryptopanforiginallP)
14 | else if (level is 5)
15 anonymizedIP € random(originallP)
16 | else Yundefined level
17 anonymizedlP € originallP?

= . R O Y

w0

This anonymization scheme depends on the packet data which is used to analyze, and is
related to a network part, a host part, or unrelated. It can be applied to either batch or real-time
anonymization.
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Subnet Mask Address 255 -233 -0 -0
11111111.111311111. 00000000, 00000000

Original TP Address 161 -200 -93 -1
10100001.11001000.01011101 . 00000001

161 200 .93 .1
10100001.11001000.01011101 . 00000001

¥

Anonymized TP Address

Merwork Part Host Parl
161 200 93 .1
10100001 .11001000 01011101 . 00000001

(@) Non-anonymization

Anonymized TP Address X - 1 =34 -1
JO000000K . 300000000 . 01011101 . 00000001

Metwork Part Host Pant

K XX
00000 | 3000000

93 .1
01011101. 00000001

(b} n-Left anonymization

Anonymized [P Address 161 -200 X - XXX
10100001.11001000 , 3000000CK | X00000CK

Metwork Part Host Part

161 200 XXX XXX
10100001.11001000 || XKHOG00K . XRHXKHKAK

(€) n-Right anonymization

Ancoymized [P Address | 0% - XXX - XK p 0L

Merwork Part Host Part

o KO XX ENX
000000 | 000000 FOOOOO00K | 00000000

() Full anomymization

Anonymized IP Address | BFR -RRR -BRR .RRR
RRRERRRE . FERERRRE . ERREERRE . RRRRRRRE

Metwork Part Host Part
HRRR .RER RRR .RRR
HRRRERRR . BRRRERRR RRRRRERE . RRRRRARR

(e) Randomly full anonymization

Figore 3. Privacy levels; (a) non-anonymization; (b) n-left anonymization; (c) n-right
anonymization; {d) full anonymization; () randomly full anonymization
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RESULTS AND DISCUSSION

The results from our anonymization scheme hased on privacy levels are different from the
level which is used. Table 2 is an example of possible resulis from 5 levels.

Given the data which are used in anonymization process are as follows.

1. Network address 161.200.93.0

2. Subnet mask 255.255.255.0

The network in binary format is 10100001110010000101110100000000, and subnet mask is
111111111100 10021121111100000000. Therefore, the network part is the first 24 bits and the
host part is the final 8§ bits. The anonymized 1P address can be anonymized with 32-bit key
(1110101001001 10100101101 10010010).

Table 2.  Anexample of possible results from 5 levels

Non- n-Lefi n-Right Full Randomly Full
Anonymization | Anonymization | Anonymization | Anonymization | Anonymization

161.200.93.0 75.133.112.0 161.200.93.146 | 75,133.112.146 | 50.204.154.136
161.200.83.1 75.133 112, 1 161:200.83,.147 | 75.133.112.147 | 151.33.86.11

161 . 200.93.2 15.133.11%7 .2 161.200.93.144 T2.133.112.144 192 . 37.246.138
161 . 200.93.3 75.133_12% .3 161.200.93.145 T5.133.112.145 G91.154.158.81

1el Z200.93.4 75 2831124 161 .200.93._150 T5.133.112.150 Z51.28.175.177
18l Z200.93.5 75.1334112.5 161.200.93.151 T5.133.112.151 £38.131.107.78
1el . Z200.93.86 75.283.112 .6 161.200.93_ 148 T5.133.112.1448 en.12Z6.74_ 200
161.200.93.7 18.133 41257 161.200.93.149 | 75.133.112.149% | 253.214.9.219
161.200.93.8 75.138.112.8 161.200.93.154 | 75.133.112.154 | 37.226.102.49
161.200.93.9 75 433 . 231259 161.200.93.155 | 75.133.112.155 | 226.2.206.69

161.200.93.10 | 76.133.112.10 | 161.200.93.152 | 75.133.112.152 | 108.208.137.21
161.200.93.11 | 75.133.112.11 /| 161.200.93.152 | 75.133.112.153 | 117.142.52.320
161.200.93.12 | 75.233.112.12 | 161.200.53.158 | 75.133.112.158 | 60.113.106.222
161.200.93.13 | 75.133,112.13 [261.200.53.15% | 75.133.112.159 [ 14.42.186.251
161.200.93.14 | 75.133.112.14 [ 161.200.53.156 | 75.133.112.156 | 203.190.237.11
161.200.93.15 | 75.133.112.15 | 161.200.53_157 | 75.133.112.157 | 245.15.120.136
161.200.93.16 | 75.133.112.16 | 161.200.53.130 | 75.133.112.130 | 104.170.%0.1
161.200.93.17 | 75.133.112.17 [ 161.200.53:131 | 75.133,112.131 | 158.54.30.228
161.200.983.18 | 75.133.112.08 { 161.200.583 128 | 75.133.112.128 | 192.22.47.232
161.200,93.19 | 75.133.112718 [ 161.200.53.12% | 75.133.112.125 | 27.116.57.62
161.200.983.20 | 75.133.112.20 [ 161.200.93.234 | 75.133.112.134 | 83.188.20.57

From Table 1. the result levels 1 to 4 are consistent in prefix-preserving anonymization; they
can preserve the network prefix among the same network domain from original 1P addresses.
The result of the last level is consistent in non-prefix-preserving anonymization. However, this
level of anonymization is used to analyze the results that do not require prefix-preserving such
as reporting to the public.

The benefits of this scheme are following as:

1. It appropriates for two organizations which have different views in exchanging network

data by using privacy levels

2. It appropriates for packet tracers and sniffers. and suite for real-time high speed

network. Becanse it can anonymize some bits or parts of [P address. This can reduce the
compulation times.

CONCLUSION AND FUTURE WORKS

In. this paper, we propose 5 levels of privacy for IP address anomymization: non-
anonymization, n-left anonymization, n-right anonymization, full anonymization, and randomly
full anonymization. We apply these privacy levels to prefix-preserving anonymization,
specifically to Crypto-PAn. Our scheme anonymizes the necessary bits or parts of IP address by
considering different privacy levels and views. It benefits any organizations in exchanging
network data and also appropriates for packet tracers and sniffers.

Our future works are defining the factors concerning [P address structure, network analysis
functions, and cyber laws to consider and select the appropriate privacy levels for our
anonymization scheme and combining such factors by using rule-based method.
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Defining Privacy Levels for IP Address Anonymization
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Nowadays, an IP address anonymization 15 an unporiant technigque for network analysis and
Internet research. The method of anonymization is the changing of original IP address to
anonymized TP address to Keep the prvate infornmation of users in network and to prevent
suitable a disclosure and violarion of user privacy. The well-known anonymization techniques
are TCPdpriv [1], Crypto-PAn |2], Multiple Access Level [3], and TSA [4]; however, they are
unsuitable for network analysis functions. The current techniques anonyinize all 32 bits of IP
address unnecessarily. In fact, we can anonymize the necessary bits or parts of IP address for
different privacy levels. In this paper, we propose 5 privacy levels for anonymization scheme.
The first level is non-anonymization: all 32 hits of [P address are not anonymized. The second
level is n-left anonymization; only n bits of TP address from network part are anonymized. The
third level is n-right anonymization; only n bits of IP address from host part are anonymized.
The fourth level is full anonymization: all 32 bits of IP address, which consist of host and
network parts, are anonymized. The last level is randomly full anonymization; all 32 bits of IP
address are randomized before being anonymized. We apply these privacy levels to prefix-
preserving IP address anonymization, the technique which can preserve network relationship
among the same network group fiom original IP addresses. Our anonymization scheme is
applicable to an administrator who analyzes packet data. The scheme benefits any organizations
in exchanging network data, and also appropnates for packet tracers and sniffers.
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Privacy becomes more and more serious concern in network traffic analysis, Because of an
analysis process is related (o private infonmation of users in network system. It is a significant
issue in determining what we can and cannot access in packet data that include the sensitive
mformation, for example, [P address. Recently, IP address anomymizations become an
interesting topic. They can anonymize original 1P addresses and reform as anonymized IP
addresses. Most methods are prefix-preserving anonymization [1, 2], which can prescrve the
network relationship among the same network group from the original IP addresses. However,
these methods anonymize all 32 bits of IP address unnecessarily. In fact, we can anonymize
only some bits or parts of IP address for different privacy levels. In this paper, we study and
develop the privacy levels to anonymization scheme, and present a factor, a privacy ftree
structure, to consider and select appropriate privacy level. Our idea is the IP address structures
between any two organizations have different privacy levels and each organization has different
views of packet data. We represent the different views as a tree and IP address structure as
nodes and edges. The operation results of two tree structures from each organization will be the
results which are used in the selecting appropriate privacy level, This privacy tree structure i3
good factor for anonymization scheme based on privacy levels.
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Abstract
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