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Type of Incident | Spam Mail | Port Scan Malware Phishing Others
Year and Probe (Hack,
DDos etc.)
2001 66 38 34 - 12
2002 183 90 55 - 27
2003 31 170 171 - 17
2004 48 132 210 B 10
2005 24 56 307 20 46
2006 17 29 162 154 16
2007 0 7 38 262 35
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TVYPE OF ATTACK 2007 TYPE OF ATTACK 2007
B Insider abuse of Nef access 59% Financial fraud 1%
@ Vs 5% % Password sniffing*™ 10
¢ Leptop / mobile device theft 50% Web site defacement® 1%
#  Phishing wherz your organization was ~ 26% Wisuse of public Web application*  $4
fraudulently represented as sender™ o Theftof proprietary infarmation %
#  Instant messaging misuse®™ 250 (inteflectual property)
@ Denial of service 5% A Exploit of the organization’s NS 6%
i server™
= Teleeom fraud 54
*
*
a

W

W £
nsngey I e T lszinmeine T

y
| 0

System penelration by outsider

Theft of confidential datz, from o

Lapten or mobile hardere thefl e

Ineider sbuse ¢f Net acoass or e-ml 310

Denial of 52

Phistiing, whers your o

fraudulently represenind 25
Bats (embies) within the

Thelt of propristary info i il |
makilk deice 4 ' LF

Thedt of conficertial data 3 o0
mabile device theft

SR NI NN

Tekecom fraud 51

AWTRIA T

hhatant messaging abuse 42
Pazsword siffing ff $168,1

Backmal] fIs

Exphoit of yeur organization's $1

A
~
[
|
‘ -
St 7

[ |

0 §5 millian $10 million $15 milion $20 millan 425 millon

Total Losses for 2007 = $66,930,950
(Numbers above do not equal total due to rounding,)
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% AusCert, “Crime and criminal justice statistics,” [Online] Available

from : www.aic.gov.au/stats/crime/cybercrime.html [Pmﬁ 27 Qumﬁuﬁr 2551]
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* Cyber crime statistics (by type) Cyber crime statistics (Dec. 31,2007}

Year Total |[Hacking virus | Internet fraud | Cyber violence izl wn_ahsite izl e Other
operation and sales
02 | 41,300 9,707 19,335 4, 726 g6 1,778 5,432
0z | 51722 4,89 26, 875 4,331 1,713 BYT 8,563
04 | 63,384 10,553 30, 288 5816 2410 1,244 12,633
05 | 72421 15,874 a3z 1,850 1,233 11,125
06 | 70545 15,979 322 2284 8813
07 | 7E.830 14,037 5,505 8167 10,135

Tnean aAftyAnaTdAe \,\,,ﬁ‘-.\ paus T

2001-2007 Aa™

* Status for cyber crime agrest Status erier arrest(De 1,2007)
Total ; ; - by : General cyber crimes
Year Afrest ) : ‘ : Arrested
Occurred Occurred
Cases FPeople Cases | People
m 33,289 22,693 8,033 22,651 15,033 16, 356
0z £0.085 45,309 32,193 36,430
03 68,445 54, 204 42,831 AE, 677
04 77,093 E1,709 52,391 58,251
L] A 15,874 !JI' 1 BT, 342 56,547 B3, 967
06 82,186 0, 54? 83,248 20,186 ! 15,973 17,438 B2, 000 54, 566 71,750
o7 sa,aﬁw_ﬁﬁﬂﬁ_ﬂ%wuq | f‘ﬁsﬂ -q T1L1TE 4853 | Tio4T
| Jillro
U

¢ o o/
— AR NI ANRTIINYIA Y
1 % acls, *nsdiAnminenfuenTgnssuaeniamesuaznsldnguananis

o a Adl o a a a6 ¥ .
nILyNRANEiLARNNABT IUNTEUIUNNIELATITHYRILITTIWMALNIUATLE,” [Online]
WWASTINT © www.topsecure.net/article_prinya_eweek_150749.html [JUN 28 nuANius
2551]

*’Korean National Police Agency, “Cyber crime statistics,” [Online]

Available from : www.police.go.kr/KNPAstatistics [1141 28 nun s 2551]
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(Organization for Economié Ceoperation and Development)6

y

i

' <9 , ,
*Usznausnsdsuinalinasameausiswivglal 25 Usuna e

Armenia, Austria, Belgium, Buléaria, Denméi‘k;_‘ Finland, France, Germany, Greece,

Iceland, Ireland, Italy, Latvia,z_l'_’u-xembourg-,j -i\}lgl_té, Meldova, Netherlands, Norway,

Poland, Portugal, Sba;m, Sweden, Switzerland, Ukraine _a‘rld United Kingdom Wag
ﬂa‘:mﬂu@ﬂﬂ@;uﬂmzuu@?mwﬁiﬂ 4 slsgma 1o Canada, Japan, South Africa
and United States

“4szneusing Albania, Croatia, Cyprus, Estonia, Hungary, Lithuania,
Romania, Slovenia and the former JYugoslav Republic of Macedonia

° COINVENTIONON CYBERCRIME: the access to thewwhole or any part of
a computer system without right. A Party may require that the offence be committed by
infringing security measures, with the intent of obtaining computer data or other
dishonest intent, or in relation to a computer system that is connected to another
computer system [Online] Available from :
www.conventions.coe.int/Treaty/EN/cadreprincipal.htm ['3/14‘1‘7; 12 UN91AN 2551]

°OECD Guidelines for the Security of Information Systems were

adopted as a Recommendation of the OECD Council on 26 November 1992
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9(a) Whoever=(1) Having fﬂ_kﬁ’bwingly accessed a computer without

authorization or exceeding autharized acc_eés,‘.‘and by means of such conduct having
’ )
obtained information that has been determined by the United States Government
: 2270

pursuant to an Executive order or statute o require protection against unauthorized

disclosure for reasons, of national defense or foreign felations, or any restricted data, as

defined in paragraphj’/ of section 11 of the Atomic Energi}\ct of 1954, with reason to
believe that such inforrrjr_]ation SO obtained could be uséd to the injury of the United
States, or to the advantage of any foreign,nation willfully communicates, delivers,
transmits, or causes to' be.communicated, delivered, on transmitted, or attempts to
communicate, deliver, transmit or cause to be communicated, delivered, or transmitted
the same to/any person not entitled to receive it, or williully-retains*the same and fails to

deliver it to the officer or employee of the United States entitled to receive it;
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A A

‘ﬁ‘Wﬂ‘WW M??ﬂl,ﬂ??lfmﬁfa@uw ANHTULIALIIN (the term "com@Uter" means an electronic,
magnetic, optical, electroehemical, or other high speed data processing device
performing logical, arithmetic, of'storage functions, and includes.any data storage
facility or communications facility direetly related to or operating in conjunction with such
device gbutisuch term daoes notinclude an automated typewriter ontypesetter, a portable
hand held calculator, or other similar device)

" Auaauanuna (exceeds authorized access) Nbend1dll FCAA
UIM9T 1030 (e) (5) nNNeda miﬁﬁ@jmﬂuﬁmmﬂmﬂﬁémwLmﬂ%ﬁmﬂ%’ﬁaﬁumﬂﬂ
salanuulasdeyaluneniamefiiudeinidlidansienluviawasuulas (the term
"exceeds authorized access" means to access a computer with authorization and to use

such access to obtain or alter information in the computer that the accesser is not

entitled so to obtain or alter)
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"2 United States Department of Justice, Prosecuting Computer Crimes :

Computer Fraugrand Abuse Act [[Online] Available “from | ;" www.cybercrime.gov

[d”m‘?i 1 ANAWUE 2551]

“The punishment for anloffense under subsection (a) or(b) of this
section is--(1)(A) a fine under this title or imprisonment for not more than ten years, or
both, in the case of an offense under subsection (a)(1) of this section which does not
occur after a conviction for another offense under this section, or an attempt to commit
an offense punishable under this subparagraph

" The punishment for an offense under subsection (a) or (b) of this
section is--(1)( (B) a fine under this title or imprisonment for not more than twenty years,

or both, in the case of an offense under subsection (a)(1) of this section which occurs
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(@) (2)) eraugnesdlsznauls fail

after a conviction for anothier.offense under this,section, or an attempt to commit an
offense punishable underithis subparagraph

A (a) Whoever--(2) intentionally accesses a computer without
authorization,or exceeds authorized access, and thereby obtains-
(A) information contained in a financial record of a financial institution, or of a card issuer
as defined in section 1602(n) of title 15, or contained in a file of a consumer reporting
agency on a consumer, as such terms are defined in the Fair Credit Reporting Act (15
U.S.C. 1681 et seq.);
(B) information from any department or agency of the United States; or
(C) information from any protected computer if the conduct involved an interstate or

foreign communication
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e punishment for anloffense under subsection (a) or(b) of this
section is-- (2)(A) except as provided in subparagraph (B), a fine under this title or
imprisonment for not more than one year, or both, in the case of an offense under
subsection (a)(2), (a)(3), (a)(5)(A)(iii), or (a)(6) of this section which does not occur after
a conviction for another offense under this section, or an attempt to commit an offense
punishable under this subparagraph

"The punishment for an offense under subsection (a) or (b) of this

section is--(2) (B) a fine under this title or imprisonment for not more than 5 years, or
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both, in the case of é;n_:"offense under subsection (a)(2), or é"rj‘-éttempt to commit an
offense punishable undér this subparagraph, if-- )-
(i) the offense was committed for purposes of,commercial advantage or private financial
gain;
(i) the offense was committed in furtherance of any criminal or tortious act in violation of
the Constitution or laws,of the United States or of any State, or
(iii) the value of the information obtained exceeds $5,000

s (a) Whoever--(3) intentionally, without authorization to access any
nonpublic computer of a department or agency of the United States, accesses such a
computer of that department or agency that is exclusively for the use of the Government
of the United States or, in the case of a computer not exclusively for such use, is used

by or for the Government of the United States and such conduct affects that use by or

for the Government of the United States;



71

= el M vamy o Q = b4 A
3. peuunes Nl iensas1 suzrevanieniEniaeldnuiTegn
Tminevredniuiguiaauigenidnilneanis

4, m'\immzmurﬁi@mﬂ%ﬂ@uﬁqLm@ﬁ@mﬁgmﬁm

v
= o

Y ° a A o = ° | a =
gnszinAnnuianINnai Alnwliu vselneananldiiu 1 1 wiedis
A9L5U ANNNIRIT 1030 (©)(2)(A) wazlunstinnssinAuiialuEIms) 1030 NAawA

azgnasneliu wisetneaianlaifiu 10 U veesisavial3y munias) 1030 (c)(2)(C)

a ) o ¢ [
4. mwwmgmwﬂmﬂaqummmafaﬂTm FYNNIRTY 1030 (a) (4)

% A o 9 i‘,s ~ el o 19 | o A
4) IﬂﬂgLL@gm\iﬁl@rﬂ@Iﬂﬁ LﬂqﬂQﬂ'ﬂﬁJWQLmﬂﬁ‘WﬂJﬂq?ﬂ@\i nu ®H1NNQWHWQM?Q

a o o I 2 ?:/ - ..9..1 o : 4&‘ i 1 1o
Aureuduna waznsyianigralulagislanalnaz lafuldaedeaniiale  duusdng
)

i

)
¥/

J

" paNNaLAa SN "'qa‘ﬂmﬂu (protected computer) #fien1Aly FCAA

A oy

W79 1030 (e) (2)an mqummm I%ImﬂL@Wﬁﬂu@muummummﬁmmm

anigeLin u‘?‘@luhiiﬁﬁmﬂuwmmﬂu ImnamRInans  on ldvEadmiuanitiu
NsRuTaigUIaTesanigewsnT wasiRaiuAnnmia lunieldvsed uiuaniiunis Ry

a '

A o o a dl ¥ a o A tﬂl 1 9 A
mm‘gmm@mmg@ma‘m (B) Gﬁﬂgﬂlﬂuﬂ’]?ﬂ’ﬁ/\l’]m%ﬂﬁ?@ﬁlﬁﬁ]@@‘ﬂ@’]??:ﬁﬁqqﬂﬂﬂﬁ‘ﬁsﬁiﬂ

sendeLlsvine muﬁ\m@uﬁaLﬁlﬂﬁé’l{mgu@ﬂﬂ?:mmﬁgﬂLu??m%qgﬂl%ﬁmmﬂum?ﬁﬁ
Wﬁtﬁﬂfﬁﬁ%ﬁmﬁ@ﬁ@mﬁwdwma'?”gu?mwdwﬂﬁxmmmwﬁ*ﬁ;@Laﬁ‘m ((2) the term
"orotected computer! means a computer--(A) exclusively forthe Uséiof'a financial
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communication, including a computer located outside the United States that is used in a

manner that affects interstate or foreign commerce or communication of the United

States)
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A Whoever--(4) knawingly and with intent to defraud, accesses a
protected computer without authorization, or exceeds authorized access, and by means
of suchgconduct furthets thelintended fraud @nd obtains'anything ofialue, unless the
object of the fraud and the thing obtained consists only of the use of the computer and
the value of such use is not more than $5,000 in any 1-year period

' The punishment for an offense under subsection (a) or (b) of this
section is-- (3) a fine under this title or imprisonment for not more than ten years, or both,
in the case of an offense under subsection (a)(4), (a)(5)(A)(iii), or (a)(7) of this section
which occurs after a conviction for another offense under this section, or an attempt to

commit an offense punishable under this subparagraph
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% (5)(A)(ipknowingly ca,usegd,the transmission of a program, information,

‘|' 4
code, or command, and as a result of such'conduct, intentionally causes damage

without authorization, to a protected computer' 4

(ii) intentionally accesses a protected compufe‘r Wlthout authorization, and as a result of
L .H

such conduct, recklessly causes damage or—'

(iii) intentionally accesses a protected computer W|thout author|zat|on and as a result of

such conduct, cause_sjdamage, and

(B) by conduct describeo in clause (i), (ii), or (iii) of subparegraph (A), caused (or, in the
case of an attempted offense, would, if completed, have caused)--

(i) loss to 1 or more persons during any 1-year period (and, for purposes of an
investigation, prosecution, or other preceeding brought by the United States only, loss
resulting from' a related.course of canduct affecting 1 or' more otherprotected
computers) aggregating at least $5,000 in value;

(i) the modification or impairment, or potential modification or impairment, of the medical
examination, diagnosis, treatment, or care of 1 or more individuals;

(iii) physical injury to any person;

(iv) a threat to public health or safety; or

(v) damage affecting a computer system used by or for a government entity in

furtherance of the administration of justice, national defense, or national security;



75

ANARg DAz RAAMAENE mNKIRTY 1030 (a) (5) (A)
(i) WAz 1IMI1 1030 (a) (5) (A) (i) s avAUsznauneuinue liuans1eiy Tneis
(i) waz (i) Tulesflsznauunnsneiuluiissduaesanun §lsuassuanasflsznay
v o X
sanld Aatl
¥ K a rdl Yo o o
1. l@puIdnDeAaNNamasn lasuntstlasiulnsalsAainaiuna
2. ynliifinau@eanne (1030 (a) (5) (A) (i) s dszuminaisadu
mqlﬁ’tﬁmmm Reimsl (1030 (a) (5) (A) (i)
3. M Ane
3.1 \@eving liteend 5000 iayansy neluniled vise
3 S IR R LA A RIS unneT Vi

3.3 5L AIS1UTIN9F9N 8l

\
9 v

3.4 344714 290N WD BRI 18 AN TWUAL AU EUDIATBITUY
= i
B =

3.5 g lidendisdesansznusiaszuurenioimeitgnlilnaviae
z%w%’umidmmfygqulumﬁu?uﬁimuﬂqﬁﬁﬁu NG YT
o9 4
PN CTLAN O TR

e .-'IJ
il " |

(@) (5) (A) (i) Anwliu vsalnwdnan

9 o a >~
HNTEN1 ﬂ'ﬂll[il@[ﬂ’ﬁ\lll’]ﬁ]?’l'] O:?J A

- el

Tdiiu 5 T visenedaiienliu mmsnmnsn 1030 (a)@)(B): daglunstinnseinpanuiinly

NIM91 1030 Wnenhasgnadineliu vsalneasanlEine-20 U ivenadisdiu anw

N1M37 1030 (0)(4)(CHUAZENIENIAINHARINNIATIT1030 (a) (5) (A) (iil) ATnwnl5y

wralnaanlaiiu 1 11 Werys1yiadiu Bauxnpsn 1030 (c)(2)(A)*

o
Az lunIUN

“The punishmentifor an offense underlsubseetion (a)wor (b) of this section
is—(4)(B) a fine under this title, imprisonment for not more than 5 years, or both, in the
case of an offense under subsection (a)(5)(A)(ii), or an attempt to commit an offense
punishable under that subsection

* The punishment for an offense under subsection (a) or (b) of this
section is-- (2)(A) except as provided in subparagraph (B), a fine under this title or
imprisonment for not more than one year, or both, in the case of an offense under

subsection (a)(2), (a)(3), (a)(5)(A)(iii), or (a)(6) of this section which does not occur after
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a conviction for'another offense underithis section, or'an attempt.to commit an offense
punishable under this subparagraph

* e punishment for anloffense under subsection (a) or(b) of this
section is—(3)(B) a fine under this title or imprisonment for not more than ten years, or
both, in the case of an offense under subsection (a)(4), (a)(5)(A)(iii), or (a)(7) of this
section which occurs after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph

? James T. Tsai, “The Misery of Mitra : Considering Criminal
Punishment for Computer Crime,” [Online] Available from :

http://law.bepress.com/expresso/eps/853 [’Tuﬁ 20 4ngAN 2551]
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exceeding 12 months or to a fine not exceeding the statutory maximum or to both;
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(b) on summary conviction in Scotland, to imprisonment for a term not exceeding
six months or to a fine not exceeding the statutory maximum or to both;
(c) on conviction on indictment, to imprisonment for a term not exceeding two
years or to a fine or to both
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% 2(1) A personris guilty of an offence under this section if he commits an

offence under section 1:above (‘the unau%ho}_rised access offence”) with intent—

(a) to commit an.effence to,which tms section applies; or

(b) to facilitate the Eordmi§sion.of s&‘f‘cﬁian offence (whether by himself or by any
other person); : :
and the offence he intends to.commitor facfli{a__’(e_e ‘_is referred to below in this section as
the further offence. = T“

s

(2) This section applies to offeﬁé'éé%
(a) for which 'tk]"e‘s'em&ed by law; or
(b) for which a pérson of twenty-one'years of age of over (not previously
convicted) may be sentenced to imprisonment for a term of five years (or, in England
and Wales, might be_so sentenced but for the restrictions imposed by section 33 of the
[1980 c. 43.] Magistrates' Courts Act 4980).
(3) It isdgmmaterial for'the purposes of this/section whether the furthéer offence is to be
committed on the same occasion as the unauthorised access offence or on any future
occasion.
(4) A person may be guilty of an offence under this section even though the facts are
such that the commission of the further offence is impossible.
(5) A person guilty of an offence under this section shall be liable—
(a) on summary conviction, to imprisonment for a term not exceeding six months

or to a fine not exceeding the statutory maximum or to both; and
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(b) on conviction on indictment, to imprisonment for a term not exceeding five

years or to a fine or to both.
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43 (5) Access of any kind by any person to any program or data held in a

computer isunauthorised if—
(@) he is not himself entitled to control access of the kind in question to the
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(b) he does not have consent to access by him of the kind in question to the
program or data from any person who is so entitled.
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