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Web services technology has been in the mainstream of today’s software
development. Software designers can select Web services with certain functionality
and use or compose them in their applications with ease and flexibility. To distinguish
between different services with similar functionality, the designers consider quality of
service. Privacy is one aspect of quality that is largely addressed since services may
require service users to reveal personal information. A service should respect the
privacy of the users by requiring only the information that is necessary for its
processing as well as handling personal information in a correct manner.

This thesis presents a privacy measurement model for service users to
determine privacy quality of a Web service. The model combines two aspects of
privacy. That is, it considers the degree of privacy principles compliance of the
service based on privacy policy, and the sensitivity level of user information which
the service requires. The service which complies with the privacy principles and
requires less sensitive information would be of high quality with regard to privacy. In
addition, the service WSDL can be augmented with semantic annotation using
SAWSDL. The annotation specifies the semantics of the user information required by
the service, and this can help automate privacy measurement. We also present a

measurement tool and an example of its application.
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Auwesia [5] WhumnaluladiNeaniuuuiniuuannisueddnniinenssndandnng
= . . . =2 o s D~ a
ysaiealale (Service-Oriented  Architecture:  SOA)  TaNmuUNganawIF i uLInng
(Service)  MAWLAYUNIINNUIEUIWNABNNIADSTLABNALAB SN UILILILATATE 131
o a dl a as = Y a dl VY Y a = Y a 2
e fmarlienansnesueisn1sBenlduinag e lidaeldusnisanunnzanlduznislé
1 v Q‘I Y @ dl d‘ v 1 o/ A [~3 c &
atiegneied Inaniwnldidugelunisuanilasudeyassndnefiu Ae nedndidules
(Extensible Markup Language : XML) @4iilunisi laauiuwnannasu (Platform) Taenng
Auiagvisd (World Wide Web Consortium : W3C) lanmualiinsinasalail (Simple
Object Access Protocol : SOAP) ilulnsnasaunsgiudmiunisiudedayaresiuimes
FALAZN1HIIALAA (Web Services Description Language : WSDL) Lﬂummg’mmgﬂuﬂ’ﬁ
a3U18LFNII0ILIa IR IHInaazBaAN L AUAI AT ATUTINTZANNATNITOLAY
stuuunnslitEnng saNvieiavuAnIIRAsauazAIweNag18913N19 TunisdAumuLAL
L‘*ﬁﬂ'ﬁ‘*ﬁ;ﬁ%ﬁ.@‘mi%ﬁuﬂﬂugaai@ (Universal Description, Discovery, and Integration :
ubDI) TenlFeuaiewduszuugudeyaniiumeaziguatinissine rewivaefiely Tng
ghnlaaznauuagluuulunistsniadeyatnaaiug Wusnisuazinvuataile (API)
AFUN1TUTZNALAZNNTAUUILIENITLA LR ST

2.1.2 LIRS IBTIAMNUNILLAZLARLDINLARN

WUERSITTEIANNUNNE (Semantic Web Services) [6] LIUN19WmUNAL a5

é’ a o d@l %’/ dgl dl [~3 A a o
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wsn1senaas ldliiue Mannssiuandesnisesgueldisnis duduiiagvizgasls

WAUINIRTFIULAL HAFITTIANNNNNEALNN TAENIT RN NS LA FITITIANN NN
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AzABININUAAINANAUTIRILTNNSar LT 9N et lurauwnvzalaiwneaiulviag Ty

naupzniulngldaauinlaa (Ontology) [7]



LAALAIALAR (Semantic Annotations for WSDL and XML Schema : SAWSDL) [8]
o aa dl QI o a a . . o o 17 !
AMUUAIBNITNALLANA1B LN ITIANNUNNE (Semantic  Annotation) AnLdn T ludau
AN yaglndiandnsidaiia (WSDL 1.1, WSDL 2.0) A9n1i 2.1 Liud@nnsaninuinalu
Input/output message structures, Interfaces k8 Operations Husi NS NANR LT
ANNUNNEANABNNTUITINEAIAN Bz LULaa TN TaaLNe A A MUMNN BN AL R LT
punnatgnldlunisAuninaznislsznauimaiials duduluawide (9]  diaue
wAn19nITaenAUesiTlae I FN 1 THNANKAIUIENIN9N1981 A8 BNIINNAL LT

ANHINNE AL LAA LRI ALAALALATNIAUNN AR AL

|+ complex types :
| rsimple tvpes 8
I+ elaments :
: + attributes |

model
reference

XSD type |11
definition

0.n ot
in F
maodel P
reference
0.n ]
l opetration

model
reference

interface

O wsSDL 2.0 component
O sAWSDL extension

i 2.1 dansinee hdamaiiannsaniiueaieiasa [9]

1
o % < o

A - a a @ o) X o
AMNATNN 2.2 LL@@QiW@L@’&L’ﬂfmLﬂ@“ﬂ'ﬂ\‘lLQULsﬁ‘ﬂﬁ‘stﬁﬂ’]ﬁ‘@\isﬁ@@uﬂ’] Taed Lt

siaansdunmiluinaaainyTgnAn (Customer Account No.) UAINENNIAUAITIAY Taus

a

'
a '

azsENIsarLanaTINLazsaduA e lugiliay Universal Product Code (UPC) nng
ﬁqqmmmLeﬁ@ﬁmzmuﬂﬁu@muzn”nigqﬁﬂﬁuﬁq%a@W%Lﬂu@muzﬂ@Lf&ﬁ paLFLYTa
Mdwmtunig  Iddaimainisiniuauvang Wiudumesadalsng luweavisdos
modelReference Ila loweringSchemaMapping  W#az modelReference ﬁ‘zumwﬁﬂﬁﬂu
%Lmuﬁﬂ‘iuLmﬁ@%mm@amuﬁﬁgﬂﬁﬁu Aa2E LY LeAUA OrderRequest gnasune

AnglARLEL S “OrderRequest” ‘Lu@@u‘im‘ﬂ@%ﬁgmﬂ@ “http://www.w3.0rg/2002/ws/sawsdl/



spec/ontology/purchaseorder” (MW 2.3) WATLAAVILAE loweringSchemaMapping fign
Aiulfedmus OrderRequest iuriu valddmiunisunyl (Mapping) lunstlilszyy
wnansdndidnueanuanidniefmusliy OrderRequest  avgnundanndeyaduuumnly

Tuipaasingls

<wsdl:description
targethamespace="htp: /fwww,w3.0rg/2002 fws/sawsdlfspec fwsdl forder #"
rmlng ="httoe /Ao w3, 0rg/2002 fws fsawsd| /spec fwsd| forder #"
wmlng iwsdl="http e w3.org s fwsd]”
wmlng s ="httpe e w3, org 2001 HMLSchema"
wmlng isawsd|="htp: Ao, w3, orgfhs/sawsd| ">

<wsdltypes =
<ys:schema targetNamespace="http: /fwww, w3.0rg/2002 fws fsawsd|/spec fwsdl forder #"
elementFormbefault="gualified">
<¥5:element name="0rderRequest"
sawsdl:modelReference="http:/ /www.w3.0rg/2002/ ws,/sawsdl/spec/ontology/purchaseorder#0rderRequest"
sawsdl:loweringSchemaMapping="http:/ /www.w3.o0rg/ 2002/ ws,/sawsdl/spec/mapping/RDFOnt2Request.xml" >
<ysicomplexTypes
<5 SEgUENCE >
<xgelernent name="customerMa" type="xs:integer" /=
<xs:element name="orderltem" type="item" minOccurs="1" maxCccurs="unbounded" /=
</fis isequence =
</fxscomplexType =
< s elements
<¥3.c0mplexType name="item"=
<xgall>
<yxg:element name="UPC" type="xs:string" />
<fusiall=
<xsattribute name="gquarntity" type="xsinteger" /=
<fus:complexTypes
<xs:element name="0rderResponse" type="confirmation" />
<xs:simpleType name="confirmation"
sawsdl:modelReference="http:/ /www.w3.0rg/ 2002/ ws/sawsdl/spec/ontology/purchaseorder#0rderConfirmation">
<xg:restriction base="xs:string"=
<x5 enumeration value="Confirmed" /=
<¥5:Enumeration value="Pending" /=
<¥5!Enumeration value="Rejected" /=
< fus restriction=
<fussimpleTypes
<fus:schema=
<fwsdl:types=

<wsdl:interface name="Crder"
sawsd|: modelR.eference ="htip: //example.org/cateqorization,/products /electronics">
<wsdl:operation name="order" pattern="http:/fwww . w3.orgfnsfwsdl/in-out”
sawsdl:modelReference="http:/ /www.w3.0rg,/2002/ws/sawsdl/ spec/ontology,/purchaseorder#RequestPurchaseOrder" >
<wesdl:input element="0OrderRequest" /=
<wesdlioutput elerment="CrderResponsa" /=
< fwsd| :operation =
<fwsdlsinterface =
<fwsdl description=

o o 1%

AN 2.2 FaaeiNaena139 8 AaNRIN1IANALAIMNUNILAE B ALEARLGA [8]
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2.1.3 aaulnlaa

aaulnlaa [7] umaTulagnisdunisiauinis@saonuunnaasda s gn

N e ussensuwIAnaeslamuTarauanANaularesdesinge nagnialulniuu
o [ '8 1 al 1 i’/ v Y % ai di L4 6
wazANdniussenddunatulilalanauuazgniesninige e liuyeduas
a o Iy ~ a = ~

panamasianidnlalulnuurreretianananlazesdasine mesuiniadainism
ugasaani lugtlaesszuudryansal (Notation) &nFeengl W AANA (Class) BuALAUT
(Instance) AMNANWUT (Relationship) AMANLIR (Property) Hazng (Rule) tagldnum
AmFuuanIANF (Knowledge Representation Language) T9HANNGALALLAZIENAT
unnInnresunelaeldneessnani (Natural Language) NldANAwin@ausenuide
dezTupinaussenefadenasuudynse) ialinnsldssuudnydnwaiavdadenaiununy
(Semantics) THmansing asniamasviramsasiiadila anunsnldimauvanauaziinldld

o A 1 !

Uselomild nnsdsegyndldaauinlaaluilaqiiuiatisunsnaalidnazidusdiuiduigs



ANUNNY (Semantic Web) mﬁmmimﬁmmé’ (Knowledge Management) ANINNUUNDY
daya (Data  Mining) NIIABAUANIAUNA (Information  Retrieval)  N19iszanana

g

NMEI8991ENF (Natural Language Processing) waziasiiawizarusutloynissmisg

&9

(Artificial Intelligence) 1uHNN7 199 10LNLLED

2.1.4 Wasiamauddsaulata (andia)

Weflamauwdfeunlata (Formal Concept Analysis : FCA) lugnmiae
NouuaRTia (Lattice Theory) finiaualng Rudolf Wille el a.a. 1982 [10] tasiiunns
Uszynsresnnufuanfinduies evdiefinislezgnflflunuduueiudfulueznis
Jnsvideya Insaunnaziflumvsnduesdeuians (raudld) uazuanvidosn

O vesianauind (Formal Context)

Wafidamrauindiuguuunisuansdayaluendalnedeyaazilsenavllsaaans
dou Aa LIAAiATeIAauELs WRANAnTeanyIlofuasANANRUSIEN  (Binary
Relation) 1919AuEUANLLE ANTTE
nuuarudniuswasianawiing De= (G, N, R) Tae

G uaninfnrenguasudldansassunalésneg G = {g1, g2, -+ Im}
N fumpresnnanimvesaeudld N = (nq, Ny, ..., g}
R \lupanudaiugszndne G uaz N3a R € G X N sathagu g R nysie

(g1, 1) € R Tewnnaivpewdils g Auenvisdas nq usu

Wasianauindesunelinngasaannsisasaamiia (Cross  Table) #1979 2.1
& o & & . y ¥ = = | A @ @ ol
wansvlafiiapaufindaes  “Drinks” dagyalumnisieuanaazasinsinee Aiudeuiansi

o/ o 6 o &

ANNUSILILAFVIFL G

AN9199 2.1 ArRAWLdanununasianauing “Drinks” [11]

Soft Strong Warm Sparkling With caffeine
Mulled wine X X
Coke X X X
Tea X X X
Coffee X X X
Mineral water X
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o o
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o L 2 o =< = o WM 1 = [y X °
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dl o | 1 d! o/ U v i’/ A v A
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o % ! a
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NIEAA (Intimate) ﬂﬂﬂuﬂﬂﬂiﬁﬂL'ﬂqu Lﬂuﬂ]@ll@‘i/]Lﬂuﬂqu@UM?Q1NWQﬂ?$@QWVW?JSLVIN

a

[ %

a ¥ dy % 1 o A a dl o aa o a
nadlawe deyatszinnildun nasdunedniamanieAaun Uity aan nisniiiv
aHa ] o o a A o o c v v d‘ dl o o a =
TINAIUAL ANTNINITHAY LIWAKNAUS TayaganIn Tayaninaaiun1sa1HluARNIg
a1y 1 AAWINEH TUARRYT H1AINN9TUNNTATEIUNIINNEI YN WIANITNIEINTEY

tneinlnarasiidlunisandmazniw ilusiu

2.1.6 AMNLIUAIUED
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AHLTIUAIUAY (Privacy) 13J1°ﬁG'élﬂﬂmimiﬂmﬂmiuﬁwﬁu WEINATUINITNIAIN
RICY PR INCrS “ANBETNINdIUYARR” S John Sturt Mill iinAenanaiiessesinaie
Hanlaliaununaaesdnsiasnindauyanalion “urﬂﬂmnnﬁuﬁuﬁam%‘mmiéwmﬂm
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TuTa.A. 1890 Warren waz Brandies MRanunaqiuansainsiilugdausa (Privacy

Right) 141 “The right to be let alone” [15] kazlsdianAnNdN R usszrdnamnuiludlusn

¥ o
<e o oo A
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dl al o a dl o [~ 1 o o g
nialuanAfieunaseuaquanizaududausa fvunlae The  British
Committee on Privacy and Related Matters 1331usnefis @nsaasaaniiuagdauyanad
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] 4
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(Fair Information Practice Principles : FIP) %Lﬂ:mﬁl Department of Health, Education and
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411F27299 Organization for Economic Cooperation and Development (OECD) An2wlud

a

A.A.1980 (W.A.2523) [18] duilundannisignlddsaadlu Privacy Legislation lusnuddy
sinee) Nanfigalulan Usznaudioy 8 dau [19] Aeil
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o <
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¥ =

o @ A ?.'/ [ % =3 ¥ IS ¥
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3. wanmsiuundnglszasnlunisaniy (Purpose Specification Principle)
¥ o o <3 k7 Y o dld ¥
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wasuulasingiseasd

4.vandasannalunisuldld (Use Limitation Principle) fayadauyanaazsiagls
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[
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Tayaviraiinguuielieuia
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6. uannisitlawnedaya (Openness Principle) Avsaziulaunelnavialiizesnis
Dareluudnisimun n9Ufis wazulounadudeyadouynna azsiasdinunislunig

p3vaaalfdndnisiiudeyadiuynnastidonasnaundnsuzrasdagaiiainy wiau

o o

eingisvasdudnlunisindayadaudamatiulllde uazimusatnsdniaudnlashe
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Data Protection Detective (DPD), Canadian Model Code for the Protection of Personal
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AL ﬁ@ﬂum%ﬁmiﬁﬂuumi@ﬁﬁuum Web Services Architecture Requirements [21]
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¥ o

Tugnuninaqdasiuainuidudaudq 13 ludanvundan AC020 uazdatiasf AR020.1,
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AR020.2 U8z AR020.3 31fiasiinsintlasdeyadiuyansnesldisnisiumesis nand
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nsugnanlaung ANTNdIUFAR 1A LRSI TR NA NI 4aAAREIAN P3P (The Platform

for Privacy Preferences) [22] uazulaunsaduiiludousnaesiumaidaiyldaiunsm
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Lmqﬂ\iiﬂ Gﬁﬂif‘ﬂﬂqqﬂﬂ@\‘m@ﬂqﬂuﬂﬂ U

ACO020 enables privacy protection for the consumer of a Web service across multiple
domains and

O AR020.1 the WSA must enable privacy policy statements to be
expressed about Web services.

O AR020.2 advertised Web service privacy policies must be expressed in
P3P.

O AR020.3 the WSA must enable a consumer to access a Web service's

advertised privacy policy statement.

O AR020.5 the WSA must enable delegation and propagation of privacy
policy.

O AR020.6: Web Services must not be precluded from supporting

interactions where one or more parties of the interaction are anonymous.

andaninualuianansinduaziiudnanluazsaaiulauiananuiiudousiaaas

=3 o . % dl a =X 7 ra; Y a =3
nuiasT (Privacy Policy Statement) VI@ﬁ‘LI’]FJﬁ\‘i‘L&IFLI‘LI’]EILLZ\]Z%@ﬂ{]Lﬂmsﬂﬂm‘ﬂﬂiﬂ’]ﬁ‘mu

A | ¥

wefigazlfiRsfedeyadiuynnaree liTn1siuies
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2.2 uIAFENLNL D
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wuamn lun1efn A NidudeudaduindaniaandAyrudaauces luany

29N19 LU 29N19590A N1swaeBannsating nnsunne san19vTandiaenisNIsANEN

ugi FatedrAyniladenanenisineaanuiiludousinfe P3P (The Platform for
. o o a aa o) dl o o o

Privacy Preferences) [22] timunlnasuidagvamidulnsinaaaninauiuudmluimuu

wadimasreefldinanintinnlunissesasaonuiiudoudaiuiulasd InaazuFaumay

wlauraauiudousareiulafiudsngldniuunld draanndasiunisinanunay

sniusall weluniensaiudinrnulaufaauiiudausivaaiulaminlidanndaaiu
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waldulunisdnilasdayaseudnefldiudules delimuzaniuduime fHaveLiu
wasiglsznay (Composite Web Service) [23] nuAasanuquniiele Mulaunemanudy

! o/ 1 ¥ o 1% ! o Y o 431
mumLL@zmm@@ﬂmm@wwzfluma?@ mma‘mummlﬂumumiq ANU

Ao a a [ 'Y Y I~ ' @ I
2.2.1 IUARENLNLITRINUNITIAAIAMNNLL BAIUARIN UL U8 AN NLTIY
/UMD
uanannisdszgniuuafnnisdnilesdeyadouynnaluwenaindusiiusiie
1 v U < = @ a o a g U 1 a o
2EN9NAIN9UI9A9 TN UL asI TN NNNTHNMAAATN 1T 11 Tuauade [23,  24]
auan1einAsiiudousnaeldiume fnlaanansandulaunaauilugauma
[~3 = v o/ [ ] (% 26 ¥ A 1 dl A = dl
1aiuirafigaanndasiuulounaarifludoudaaedlduzaly inaidanaasianngg
puseanisaasd I luntsUnilesdayadauyananinige uananniudadnistinuul At
NfiansuluAuNINI89LFNNg (Quality of Services) iuﬂﬂﬁLﬁﬂﬂI%LEULSﬁﬂﬁmﬁiWQj an
gﬂLmuuﬁq 1913]e [25, 26, 27] W@UEN1TIAAINITTNEIANLTTUALAY IaLRA1T0N
1 o (~3 L) dj [ o/ AJ = 1 [~3 L)
ulaung AN UdUA AU saT aailutiaqanidaluni1siansasndiuLgasiaay
Unflesdayaresfldlaninesla imzulaunaannududausaiininsgiusiee) Aldnas
v o A e N
AN NAINUAEIFINNA1 T uAa
2.2.1.1 T3R8 89 Yu LAZADLY [25] WadiiNINITLINNaANIT AN LTI
doudnresf lfasiansaniilesd lduaz fareaivimefinies Anaueuddanas W
WUAUNITENIN “Privacy Policy Checker (PPC)” Waldlunnsnmagauuasiudseiumns
WIUA1A DI LT RST L AIRINAN AN TN WA Az Ta U e A 1T A UFA 21893 L
LIA5AT N1INANTUNATALLUUALLLNATNNAN A NLT WA WA AE19898191 0 National

Privacy Principles (Privacy Amendment Act 2000) 2841/32inARa4IATIAL AIAT19R 2.2
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AN9199 2.2 Privacy Principles [25]

Principle

Brief Description

Collection

An organization must collect information only if needed and in a
lawful manner after disclosing its identity and consequences of

information release to the user.

Use and disclosure

An organization must not use or disclose personal information
for reasons other than the purpose for which the information is

collected.

Data quality

An organization must take reasonable steps to make sure that
the personal information that it collects, uses, or discloses is

accurate.

Data security

An organization must take reasonable steps to protect the
personal information it holds from misuse, modification or
disclosure from unauthorized access and also destroy unused

personal information.

Openness

An organization must set out an easily accessible document that
clearly expresses policies on its management of personal

information.

Access and

correction

If an organization holds personal information about an individual,
it must provide the individual with access to the information on
request by the individual as per the rules and also it cannot

provide reasons.

Identifiers

An organization must not adopt as its own identifier of an
individual that has been assigned by: an agency; or an agent of
agency acting in its capacity as agent; or a contracted service

provider of a Commonwealth contract.

Anonymity

Wherever it is lawful and practicable, individuals must have the
option of not identifying themselves when entering transactions

with an organization.
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A13197 2.2 Privacy Principles [25] (fia)

Principle Brief Description
Transborder data An organization in an external territory may transfer personal
flows information about an individual to someone who is in a foreign

country with individual’'s consent to transfer.

Sensitive An organization must not collect sensitive information about an
information individual unless the individual has consented or the collection is
required by law; or the collection is necessary to prevent or
lessen a serious and imminent threat to the health or life of any

individual.

e AuTaLN s AT UA LA URI AR ZUANNNTA L AT AL L UUN LAN AT WA

] 1 o <3 v

° 2 e o o . o . )~
Muudalszifunanla A9 2.3 Faat 1 iuuannIsnuIILTINd ey (Collection) d

v P%
a o o AR

Y

TNAZIUL 0-3  T9UNNAINIHLsEIAUNAaINaTuIieinn 3 dadiuiuudniiae o
22y A o @ o a o & >

wnneneliindn gl luleurspnuiudauianduldauvanaesnisivsusindeya

e dou 3 unnedaulaunaadniiudousareiume Matdullaundnnisfivsausy

fR3amNIUN1TAIARD LAY

O ulauneaauifudousasesszydeyanaziiususan

0 ulaunaAnuiludaudofesszyasnisiiususindays

O ultinamanuiludausasessyydnglsrasireinisiusumndeya

AN9197 2.3 Privacy Principle Compliance Ratings [25]

No. Privacy Principle Rating Range (Tjmax)
1 Collection 0-3
2 Use and disclosure 0-2
3 Data quality 0-2
4 Data security 0-2
5 Openness 0-2
6 Access and Correction 0-4
7 Identifiers 0-2
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AN9197 2.3 Privacy Principle Compliance Ratings [25] (5f)

No. Privacy Principle Rating Range (Tjmax)
8 Anonymity 0-1

9 Transborder data flows 0-2

10 Sensitive information 0-1
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<wsdl:description
targetNamespace="http://localhost/ws/sawsdl/spec/wsdl/register"
xmlns="http://localhost/ws/sawsdl/spec/wsdl/register#"
xmins:wsdI="http://www.w3.org/ns/wsdl"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:sawsd|="http://www.w3.org/ns/sawsd|">

<wsdl:types>
<xs:schematargetNamespace="http://localhost/ws/sawsdl/spec/wsdl/register#"
elementFormDefault="qualified">
<xs:elementname="RegisterRequest"

<xs:complexType>

<xs:sequence>

<xs:elementname="Name"type="xs:string"sawsdl:modelReference="http://localhost/ws/ontology/Pl#PersonName"/>

<xs:elementname="Address"type="xs:string"sawsdl:modelReference="http://localhost/ws/ontology/Pl#HomeAddress"/>

<xs:elementname="MobilephoneNo"type="xs:string"sawsdl:modelReference="http://localhost/ws/ontology/Pl#CellphoneNumber"/>

<xs:elementname="Email"type="xs:string"sawsdl:modelReference="http:/localhost/ws/ontology/Pl#PersonalEmailAddress"/>

<xs:elementname="StdID"type="xs:string"sawsdl:modelReference="http://localhost/ws/ontology/Pl#StudentID"/>

</xs:sequence>

</xs:complexType>

</xs:element>
<xs:elementname="RegisterResponse"type="xs:string" />
</xs:schema>

</wsdl:types>

<wsdl:interfacename="Register"
<wsdl:operationname="register"pattern="http://www.w3.org/ns/wsdl/in-out"
<wsdl:inputelement="RegisterRequest" />
<wsdl:outputelement="RegisterResponse" />
</wsdl:operation>

</wsdl:interface>

</wsdl:description>

o o
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1. Collection: An organization must collect information only if needed and in a lawful
manner after disclosing its identity and consequences of information release to the user.
1.1 Privacy Statement states the kind of data being collected.

1.2 Privacy Statement states the method of data collection.

1.3 Privacy Statement states the purpose of data collection.

0-3

2. Use and Disclosure: An organization must not use or disclose personal information for
reasons other than the purpose for which the information is collected.

2.1 Presence of the rules in the Privacy Statement that impose control on the use of the
data for the stated purpose.

2.2 Presence of the rules in the Privacy Statement that control the disclosure of the data

for the stated purpose.

3. Data Quality: An organization must take reasonable steps to make sure that the
personal information that it collects, uses or discloses is accurate.
3.1 Privacy Statement states the required information for the specified purpose.

3.2 Privacy Statement states the optional information.

0-2

4. Data Security: An organization must take reasonable steps to protect the personal
information it holds from misuse, modification or disclosure from unauthorized access
and also destroy unused personal information.

4.1 Privacy Statement specifies the access controlmechanisms.

4.2 Privacy Statement specifies the encryptionmechanisms.

5. Openness: An organization must set out an easily accessible document that clearly
expresses policies on its management of personal information.
5.1 Privacy Statement specifies the purpose for collection user information.

5.2 Privacy Statement specifies the manner in which the user information will be used.

0-2

6. Access and Correction: If an organization holds personal information about an
individual, it must provide the individual with access to the information on request by the
individual as per the rules and also it cannot provide reasons.

6.1 Privacy Statement specifies the methods of accessing user information.

6.2 Privacy Statement specifies the cost of accessing user information.

6.3 Privacy Statement specifies the methods of updating user information.

6.4 Privacy Statement specifies the cost of updating user information.

0-4
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7. |dentifiers: An organization must not adopt as its own identifier of an individual that 0-2
has been assigned by: an agency; or an agent of agency acting in its capacity as agent;
or a contracted service provider of a Commonwealth contract.
7.1 Presence of the rules in the Privacy Statement that impose control on the use of the
data for the stated purpose.
7.2 Presence of the rules in the Privacy Statement that control the disclosure of the data
for the stated purpose.
8. Anonymity: Wherever it is lawful and practicable, individuals must have the option of 0-1
not identifying themselves when entering transactions with an organization.
8.1 Privacy Statement states the scenarios where user can remain anonymous.
9. Transborder Data Flows: An organization in an external Territory may transfer 0-2
personal information about an individual to someone who is in a foreign country with
individual's consent to transfer.
9.1 Presence of the rules in the Privacy Statement that impose control on the use of the
data for the stated purpose.
9.2 Presence of the rules in the Privacy Statement that control the disclosure of the data
for the stated purpose.
10. Sensitive information: An organization must not collect sensitive information about an 0-1

individual unless the individual has consented or the collection is required by law; or the
collection is necessary to prevent or lessen a serious and imminent threat to the health
or life of any individual.

10.1 Privacy Statement specifies the choices available to the user to set the user's

preferences for the use and disclosure of sensitive user information.
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% Web Services Privacy Measurement System

12 April 2012 3:10:59 Welcome Punyaphat Chaiwongzsa  Last Visit: 12 April 2012 02:48 AM | Edit Profile | Logont
Add/Edit Serivees

Web service: SendService
1. Collection : An organization must collect information only if needed and in a lawful

manner after disclosing its identily and consequences of information release to the
user. (0-3)

Privacy Statement states the kind of data being collected.

Privacy Statement states the method of data collection.

Privacy Statement states the purpose of data collection.

Privacy Principle Compliance Ratings

2. Use and Disclosure : 4n organization must nof use or disclose personal information

for reasons other than the purpose for which the information is collected. (0-2)

Presence of the rules in the Privacy Statement that impose control on the use of the data for the stated
purpose.

Presence of the rules in the Privacy Statement that control the disclosure of the data for the stated ol
(A
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% Web Services Privacy Measurement System

12 April, 2012 3:11:50 Welcome Punyaphat Chaiwongsa Last Visit - 12 April 2012 02:48 AM | Edit Profile | Logout
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Privacy Principle Compliance Weighting
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% Web Services Privacy Measurement System

12 April, 2012 312:55 Welcome Pusyaphat Chaiwongsa  Last Visit- 12 April 2012 0243 AM | Edit Profle | Logout

AddEdit Serivees

Prmciple Compliance Rating
Principle Compliance Weighting No. Privacy Principles Ratings (R;) Weighting (P;)

Define Weights for Privacy Principle Compliance

Web service: SendService

1 Collection 3 10
2 [Use and Disclosure 2 10
3 Data Quality 0 10
4 Data Security 2 10
5 Openness 0 10
6 Access and Correction 2 10
[dentifiers 0 10

8 Anonymity 0 10
9 Transborder Data Flows 2 10
10 Sensitive Information 0 10
Total 11 100
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ﬁ Web Services Privacy Measurement System
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AddEdit Serivees Web Services Privacy Measurement

Result for Web Service: MailBoxValidator Email Validation. Operation: all operations
Pririciple Cnmp]iceaﬁng s Sensitivity Level of Personal Information
— 3 T Semantic
Principle Compliance Weighting No.| Data Element e D, I, [P |A, Sy
1 EMAIL PersonalEmailAddress| 043 0.0 oo 043
2 [LICENSE 0.0 0.0 oflo 0.00
o 0.43
s Privacy Principle Compliance Rating
No. Privacy Principles Rating (r) Weight (p,) Score

1 (Collection 1 10 333

2 [Use and Disclosure 2 10 10.0

3 Data Quality 1 10 5.0

4 Data Security 2 10 10.0

5 (Openness 0 10 0.0

6 |Access and Correction 0 10 0.0

i dentifiers 0 10 00

8 IAnonvmity 1 10 10.0

2 [Transborder Data Flows 0 10 0.0

10 Sensitive Information 0 10 0.0

Total 7 100 38.33
w=05p=052NP, =038 NS, =005
P =P, FB-NS,)
3833 043
=05 =38, S ety
+ Overall Privacy Quality in Positive Aspect
Low Medium High

Principle Compliance Rating

Sensitivity Level B Privacy Score

Privacy Aspecis

Privacy Quality (P)

0 01 02 03 04 05 06 0;7 08 09 10

Score Range
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SendService Web Service

http://www.esendex.us/Reference/Privacy-Policy

2 MailBoxValidator Email http://www.fraudlabs.com/privacy.aspx
Validation Web Service
3 EmailValidation Service http://www.serviceobjects.com/privacy-policy
4 FraudLabs Credit Card http://www.fraudlabs.com/privacy.aspx
Fraud Detection Web
Service
5 Optimal Payments Credit | http://www.optimalpayments.com/legal/
CardWeb Service
6 Payment Express Service | http://www.paymentexpress.com/about/about_payme
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Privacy Policy
Effective Date: October 01, 2010
1. Introduction

1. Esendex respects the confidentiality of information relating to identified or identifiable individuals, and we are committed to
preserving the privacy of all visitors towww.esendex.us (the "Website"). This privacy policy describes how we use and protect the
information that you provide to us through this Website.

2. This Privacy Policy covers this Website. Other Esendex entities and/or websites may have their own, possibly different, privacy
policies. We encourage you to read the privacy policies of each of the Esendex websites that you visit.

3. BY REGISTERING OR PLACING AN ORDER ON THE WEBSITE, YOU CONSENT TO THE COLLECTION, USE AND TRANSFER
OF YOUR INFORMATION UNDER THE TERMS OF THIS POLICY.
2. Information that we collect from you

1. When you visit, register or order products or services on the Website you may be asked to provide certain information about yourself
including your name, contact details, credit or debit card information, your mobile telephone number and network details.

2. We may also collect information about your usage of the Website as well as information about you from emails or letters you send to
us or during telephone conversations between us.

3. Although not collected through our Website, we also collect the content of messages transmitted via our services, such as SMS
messages and emails. We store the content of such messages on our servers, and may keep such information indefinitely.

3. Use of your information

1. Your information will enable us to provide you with access to all parts of the Website and to supply the goods or services you have
requested. It will also enable us to bill you and to contact you where necessary concerning your orders and your ongoing account with
us. We will also use and analyze the information we collect so that we can administer, support, improve and develop our business.

2. In particular, we may use your information to contact you for your views on our services and to notify you occasionally about
important changes or developments to the Website or our services. Further, where you have consented, we might also use your
information to let you know about other products and services which we offer which may be of interest to you, including available product
and service upgrades and special offers, for which we may contact you by email, regular mail, telephone or fax. If you change your mind
about being contacted in the future, please let us know by emailing us at marketing@esendex.us
4. Disclosure of your information

1. The information you provide to us will be transferred to and held on our parent company’s computers in the United Kingdom
indefinitely, and may be accessed by or given to third parties, some of whom are located outside of the European Economic Area, who
act for us for the purposes set out in this privacy policy or for other purposes approved by you. Those parties process information, fulfill
and deliver orders, process credit card payments and provide support services on our behalf. For example, your mobile telephone
number and the contents of your SMS messages will be given to mobile network operators for the purposes of providing you the goods
and services you have requested. We will disclose your name, address and credit card details to Natwest Bank Plc for the purposes of
processing your credit or debit card payment and to credit reference agencies for the purpose of setting up your account with us. By
allowing us to collect information about you, you consent to the foregoing transfer and processing of your data.

2. We may also pass aggregate information on theusage of the Website to third parties, but this will not include information that can be used to identify you.

3. WE APPRECIATE THAT UNSOLICITED COMMERCIAL MAIL IS A NUISANCE. WE THEREFORE NEVER DISCLOSE YOUR DETAILS TO ANY
THIRD PARTY FOR MARKETING PURPOSES.

4. Information about you in our possession may be disclosed as part of any merger, acquisition, sale of company assets, or transition
of service to another provider, as well as in the unlikely event of insolvency, bankruptcy, or receivership in which your personal
information would be transferred as one of the business assets of the company. We do not guarantee that any entity receiving such
information in connection with one of these transactions will comply with all terms of this policy.

5. We will comply with any subpoenas, court orders or other legal processes for any of the information about you in our possession,
and we may use such information to establish or exercise our legal rights, or to defend against legal claims.

6. Except as provided herein, we will not otherwise share, sell or distribute any of the information you provide to us without your consent.

5. Cookies

1. Cookies are small amounts of information which we store on your computer. Unless you have indicated your objection when disclosing
your details to us, our system will issue cookies to your computer when you log onto the Website. Cookies make it easier for you to log
onto and use the Website during future visits. They also allow us to monitor Website traffic and to personalize the content of the Website for
you. You may set up your computer to reject cookies; but, in that case, you may not be able to use certain features on the Website.

6. Security and data protection

1.We employ security measures intended to protect your information from access by unauthorized persons and against unlawful
processing, accidental loss, destruction and damage. In particular, your information will be stored on a dedicated server architecture
within a secure data facility and we use internet standard encryption technology known as 128 bit SSL (secure sockets layer) to encrypt
communications between us and our customers.

7. Accessing and updating

1.You may see the information about you that we collected through this Website and now hold. You may ask us to make any
necessary changes to such information to ensure that it is accurate and kept up to date. If you wish to do this, please contact us
at support@esendex.us
8. Children

1. We do not knowingly collect or maintain personally identifiable information via our services or the Website from persons under 13
years old, and no part of our goods and services are directed to persons under 13. IF YOU ARE UNDER 13 YEARS OF AGE, PLEASE DO NOT
USE OR ACCESS THE WEBSITE AT ANY TIME OR IN ANY MANNER. If we learn that personally identifiable information of any person under 13
years old has been collected without verifiable parental consent, then we will take the appropriate steps to delete this information. If you
are a parent or guardian and discover that your child under the age of 13 has set up an account with us, then you may alert us
at support@esendex.us and request that we delete that child’s personal information from our systems.

9. Other websites

1.For your convenience, this Website may contain links to other websites, including some websites administered by us or
administered by other companies on our behalf, as well as to websites unrelated to us. This privacy policy does not apply to these other
websites. Each website should be checked for its own privacy policy.

10. Governing law

1. By choosing to visit the Website or otherwise provide information to us, you agree that any dispute over privacy or the terms
contained in this privacy policy will be governed by the law of the State of California. You also agree to arbitrate such disputes and to abide by
any limitation on damages contained in our Website Terms of Use, Terms and Conditions of Service, or any other agreement we have with you.
11. Changes to our privacy policy

Any changes to this privacy policy in the future will be posted to the Website and, where appropriate, through email notification.

12. Contact
1. All comments,queries and requests relating to our use of your information are welcomed and should be addressed to support@esendex.us.
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Privacy
FraudLabs.com Privacy Statement
FraudLabs is committed to providing you with excellent service for all of our products and services.
Because we respect your right to privacy, we have developed this Privacy Statement to inform you about
our privacy practices for the entire FraudLabs.com site. If you have any questions or concerns about this
privacy statement or the practices of this Site, please contact:info@fraudlabs.com.
Merger or Acquisition
If FraudLabs is merged or acquired by another party, your personally identifiable information may be
transferred to such entity as a part of such merger or acquisition and you expressly authorize such
transfer.
Consent
You may choose not to provide personal information, in which case you may still freely browse the Site.
Although participation in some online services and offerings may require information about yourself,
providing such information is entirely optional and not a requirement to browse Site generally. When you
provide personally identifiable information that may be used for purposes not specifically related to the
purpose for which the information was collected, we will provide an opportunity to opt-out of such uses.
Cookies and Tracking Technology
A cookie is a small data file that certain Web sites write to your hard drive when you visit them. A cookie
file can contain information such as a user ID that the site uses to track the pages you've visited, but the
only personal information a cookie can contain is information you supply yourself. A cookie can't read
data off your hard disk or read cookie files created by other sites. Some parts of FraudLabs's website use
cookies to track user traffic patterns. We do this in order to determine the usefulness of our website
information to our users and to see how effective our navigational structure is in helping users reach that
information.
If you prefer not to receive cookies while browsing our website, you can set your browser to warn you
before accepting cookies and refuse the cookie when your browser alerts you to its presence. You can
also refuse all cookies by turning them off in your browser, although you may not be able to take full
advantage of FraudLabs's website if you do so. In particular, you may be required to accept cookies in
order to complete certain actions on our website. You do not need to have cookies turned on, however,
to use/navigate through many parts of our website, except access to certain of FraudLabs's web pages
may require a login and password.
How We Use Information Collected
FraudLabs uses information for several general purposes: to fulfill your requests for certain products and
services, to personalize your experience on our website, to keep you up to date on the latest product
announcements, software updates, special offers or other information we think you'd like to hear about
either from us or from our business partners, and to better understand your needs and provide you with
better services. We may also use your information to send you, or to have our business partners send
you, direct marketing information or contact you for market research.
Data Security
Your FraudLabs account information is password-protected for your privacy and security. FraudlLabs
safeguards the security of the data you send us with physical, electronic, and managerial procedures. In
certain areas of our websites, FraudLabs uses industry-standard SSL-encryption to enhance the security
of data transmissions. While we strive to protect your personal information, we cannot ensure the
security of the information you transmit to us, and so we urge you to take every precaution to protect
your personal data when you are on the Internet.
Children and Privacy
Our websites do not target and are not intended to attract children under the age of 13. FraudLabs does
not knowingly solicit personal information from children under the age of 13 or send them requests for
personal information.
Third Party Sites
FraudLabs's website contains links to other sites. FraudLabs does not share your personal information
with those websites and is not responsible for their privacy practices. We encourage you to learn about
the privacy policies of those companies.
Our website may contain links to websites operated by other companies. Some of these third-party sites
may be co-branded with a FraudlLabs logo, even though they are not operated or maintained by
FraudLabs. Although we choose our business partners carefully, FraudLabs is not responsible for the
privacy practices of web sites operated by third parties that are linked to our site. Once you have left our
website, you should check the applicable privacy policy of the third party website to determine how they
will handle any information they collect from you.
Changes to this Privacy Policy
FraudLabs will amend this policy from time to time. If we make any substantial changes in the way we
use your personal information we will make that information available by posting a notice on this site.
Questions or Suggestions
If you have questions or concerns about our collection, use, or disclosure of your personal information,
please email us at privacy@fraudlabs.com.
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2. Information that we collect from you

1.When you visit, register or order products or services on the Website you may be asked to provide
certain information about yourself including your name, contact details, credit or debit card
information, your mobile telephone number and network details.

2.We may also collect information about your usage of the Website as well as information about you
from emails or letters you send to us or during telephone conversations between us.

3.Although not collected through our Website, we also collect the content of messages transmitted
via our services, such as SMS messages and emails. We store the content of such messages on
our servers, and may keep such information indefinitely.
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3. Use of your information

1. Your information will enable us to provide you with access to all parts of the Website and to supply
the goods or services you have requested. It will also enable us to bill you and to contact you
where necessary concerning your orders and your ongoing account with us. We will also use and
analyze the information we collect so that we can administer, support, improve and develop our
business.

2. In particular, we may use your information to contact you for your views on our services and to
notify you occasionally about important changes or developments to the Website or our services.
Further, where you have consented, we might also use your information to let you know about
other products and services which we offer which may be of interest to you, including available
product and service upgrades and special offers, for which we may contact you by email, regular
mail, telephone or fax. If you change your mind about being contacted in the future, please let us
know by emailing us at marketing@esendex.us

4. Disclosure of your information

1. The information you provide to us will be transferred to and held on our parent company’s
computers in the United Kingdom indefinitely, and may be accessed by or given to third parties,
some of whom are located outside of the European Economic Area, who act for us for the
purposes set out in this privacy policy or for other purposes approved by you. Those parties
process information, fulfill and deliver orders, process credit card payments and provide support
services on our behalf. For example, your mobile telephone number and the contents of your SMS
messages will be given to mobile network operators for the purposes of providing you the goods
and services you have requested. We will disclose your name, address and credit card details to
Natwest Bank Plc for the purposes of processing your credit or debit card payment and to credit
reference agencies for the purpose of setting up your account with us. By allowing us to collect
information about you, you consent to the foregoing transfer and processing of your data.

2. We may also pass aggregate information on the usage of the Website to third parties, but this will
not include information that can be used to identify you.

3. WE APPRECIATE THAT UNSOLICITED COMMERCIAL MAIL IS A NUISANCE. WE
THEREFORE NEVER DISCLOSE YOUR DETAILS TO ANY THIRD PARTY FOR MARKETING
PURPOSES.

4. Information about you in our possession may be disclosed as part of any merger, acquisition, sale
of company assets, or transition of service to another provider, as well as in the unlikely event of
insolvency, bankruptcy, or receivership in which your personal information would be transferred as
one of the business assets of the company. We do not guarantee that any entity receiving such
information in connection with one of these transactions will comply with all terms of this policy.

5. We will comply with any subpoenas, court orders or other legal processes for any of the
information about you in our possession, and we may use such information to establish or
exercise our legal rights, or to defend against legal claims.

6. Except as provided herein, we will not otherwise share, sell or distribute any of the information you
provide to us without your consent.
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6. Security and data protection

1. We employ security measures intended to protect your information from access by unauthorized
persons and against unlawful processing, accidental loss, destruction and damage. In particular,
your information will be stored on a dedicated server architecture within a secure data facility and
we use internet standard encryption technology known as 128 bit SSL (secure sockets layer) to
encrypt communications between us and our customers.
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7. Accessing and updating

1. You may see the information about you that we collected through this Website and now hold. You
may ask us to make any necessary changes to such information to ensure that it is accurate and
kept up to date. If you wish to do this, please contact us at support@esendex.us
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10. vandeyandminuesulng (Sensitive Information Principle)
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AN aas3an | 1 2 3 4 5 6

1. Collection

fa7 1.1 W W v v

ﬂ’ﬂﬁ 1.2 v v v

fiofi 1.3 v v v v v v
AALUULAN AN 1 3 1 3 1 3 2

2. Use and Disclosure

il 2.1 v 7 v v v

fia? 2.2 v v 7 v v v
ANAULANNAINTT 2 2 2 2 2 2 2

3. Data Quality

fa7 3.1 =

fafi 3.2 w3 v
ANAULANANINGT 3 0 1 0 1 0 0

4. Data Security

faf 4.1 v 2 7 v v v

Yot 4.2 2 v I v v v
ANAZLLLANNMANNST 4 2 2 2 2 2 2

5. Openness

fa7 5.1 v v

fo7 5.2 r r v - v r
ANAULANNATNST 5 0 0 2 0 2 0

6. Access and Correction
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a1 6.4 r r r - r r
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7. ldentifiers
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No.| Data Element Semantic Annotation D, N Pa| A S,
1 _lrecipient - 0.0 0.0 0[O0 0.00
2 |body - 0.0 0.0 0[O0 0.00
3 ltype - 0.0 0.0 010 0.00
4 _loriginator CellphoneNumber 0.86 0.0 110 1.86
5 _|validityperiod - 0.0 0.0 010 0.00
6_lrecipients - 0.0 0.0 0[O0 0.00
7_|messages - 0.0 0.0 0[O0 0.00
8 lid - 0.0 0.0 0[O0 0.00
S 1.86
NS, s 0.06
F19797 5.12 seAuANgaulmaesioyadiuyararetafiTnaae Ly 2
No.| Data Element Semantic Annotation D. N P.| A, S,
EMAIL PersonalEmailAddress 0.43 0.0 010 0.43
2 |LICENSE - 0.0 0.0 0] O 0.00
SY: 043
NS, .. 0.05
F1379% 5.13 szAuaneenmresdeyadanynnateseiimmasesi 3
No.| Data Element Semantic Annotation D. N Pa| A S,
Email PersonalEmailAddress 0.43 0.0 0 0 0.43
2 |LicenseKey - 0.0 0.0 0 0 0.00
Siue 0.43
NSst 0.05
FN319% 5.14 szduaNsaulmaasdayadiuyprataamafmadaLd 4
No. Data Element Semantic Annotation | D, L, [Py A, S,
1 |IP - 0.0 0.0 0 0.00
CITY, REGION, POSTAL, COUNTRY,
2 [SHIPADDR, SHIPCITY, SHIPREGION, [HomeAddress 014 00 [ O | O | 0.14
SHIPPOSTAL, SHIPCOUNTRY
3 [DOMAIN - 0.0 0.0 0 0 0.00
4 [PHONE CellphoneNumber 0.86 [ 0.0 1 0 1.86
5 |BIN CreditCardNumber 014 | 00 |1 O 0 0.14
6 _[BINNAME BankName 014 | 0.0 0 0 0.14
7 _BINPHONE - 0.0 0.0 0 0 0.00
8 |LICENSE - 0.0 0.0 0 0 0.00
9 IQUERYID - 0.0 0.0 0 0 0.00
St 2.28
NS, 0.06
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No. Data Element Semantic Annotation D, Lo | Pal| As S,
1 [accountNum - 0.0 0.0 0 0 0.00
2 |storelD - 0.0 0.0 0 0 0.00
3 |storePwd - 0.0 001010 0.00
4 |merchantRefNum - 0.0 001010 0.00
5 Jamount - 0.0 001010 0.00
6 |cardNum CreditCardNumber 0.14 001010 0.14
7 |month - 0.0 00010 0.00
8 lvear - 0.0 00010 0.00
9 |cardType - 0.0 00010 0.00
10 lissueNum - 0.0 001010 0.00
11 |cvdIndicator B 0.0 001010 0.00
12 |cvd - 0.0 001010 0.00
13 |confirmationNumber - 0.0 0.0 0 0 0.00
14 |version = 0.0 0.0 0 0 0.00
15 |platform - 0.0 00010 0.00
16 |provider / 0.0 001010 0.00
17 tag 7 0.0 001010 0.00
18 |value - 0.0 001010 0.00
19 lidicator - 0.0 0.0 0 0 0.00
20 [cavv - 0.0 0.0 0 0 0.00
21 |xid - 0.0 00010 0.00
22 |cardPayMethod B 0.0 001010 0.00
23 [firstName, lastName, firstName?2, |PersonName 0.71 001010 0.71

street, street2, city, stateregion,

country, zip, street2, street22,
24 |city2, stateregion2, country2, HomeAddress 0.14 00 [ O 0 0.14

zip2, street?, city, stateregion,

country, zip
25 |phone, phone?2 HomephoneNumber 0.14 001010 0.14
26 |lemail, email2 PersonalEmailAddress | 0.43 001010 0.43
27 |carrier - 0.0 001010 0.00
28 [shipMethod - 0.0 00010 0.00
29 [recurringlndicator - 0.0 0.0 0 0 0.00
30 JoriginalConfirmationNumber - 0.0 0.0 0 0 0.00
31 JpreviousConfirmationNumber - 0.0 001010 0.00
32 |customerlP - 0.0 001010 0.00
33 |productType - 0.0 001010 0.00
34 [targetVirtualAccount - 0.0 0.0 0 0 0.00
35 |cardRiskService - 0.0 0.0 0 0 0.00
36 [dupeCheck - 0.0 00010 0.00
37 [dynamicDescriptorplatform - 0.0 001010 0.00
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No. Data Element Semantic Annotation D, Lo | Pal| As S,
38 |mphone - 0.0 001010 0.00
39 [origMerchantTxn - 0.0 0.0 0 0 0.00
40 [reversalAmount - 0.0 001010 0.00
Siue 1.56
NS, .. 0.01

FIN319% 5.16 szfuANsaulmaasdayadiuAns T T TMAdaLT 6
No. Data Element Semantic Annotation D, N P, | A, S,
1 lpostUsername - 0.0 0.0 010 0.00
2 |postPassword - 0.0 0.0 010 0.00
3 [amount - 0.0 0.0 010 0.00
4 |oillingld - 0.0 0.0 010 0.00
5 |cardHolderName PersonName 0.71 0.0 010 0.71
6 |cardNumber CreditCardNumber 0.14 0.0 010 0.14
7 _[clientinfo - 0.0 0.0 010 0.00
8 leve2 - 0.0 0.0 010 0.00
9 [dateExpiry - 0.0 0.0 010 0.00
10 |dpsBillingld - 0.0 0.0 010 0.00
11 |dpsTxnRef - 0.0 0.0 010 0.00
12 lenableAddBillCard - 0.0 0.0 010 0.00
13 |enablePaxInfo - 0.0 0.0 010 0.00
14 |inputCurrency - 0.0 0.0 010 0.00
15 |merchantReference - 0.0 0.0 010 0.00
16 [paxCarrier B 0.0 0.0 010 0.00
17 |paxCarrier2 - 0.0 0.0 010 0.00
18 |paxCarrier3 - 0.0 0.0 010 0.00
19 |paxCarrierd - 0.0 0.0 010 0.00
20 JpaxDateDepart - 0.0 0.0 010 0.00
21 |paxDate? - 0.0 0.0 010 0.00
22 |paxDated - 0.0 0.0 010 0.00
23 |paxDated - 0.0 0.0 010 0.00
24 JpaxTime1 - 0.0 0.0 010 0.00
25 JpaxTime2 - 0.0 0.0 010 0.00
26 JpaxTime3 - 0.0 0.0 010 0.00
27 paxTime4d - 0.0 0.0 010 0.00
28 |paxLeg1 - 0.0 0.0 010 0.00
29 |paxLeg2 - 0.0 0.0 010 0.00
30 |paxLeg3d - 0.0 0.0 010 0.00
31 |paxLeg4 - 0.0 0.0 010 0.00
32 |paxClass1 - 0.0 0.0 010 0.00
33 |paxClass2 - 0.0 0.0 010 0.00
34 |paxClass3 - 0.0 0.0 010 0.00
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No. Data Element Semantic Annotation D. I, P, | A S,
35 |paxClass4 - 0.0 0.0 010 0.00
36 _[paxStopOverCode1 - 0.0 0.0 010 0.00
37 |paxStopOverCode2 - 0.0 0.0 010 0.00
38 [paxStopOverCode3d - 0.0 0.0 010 0.00
39 |paxStopOverCode4 - 0.0 0.0 010 0.00
40 |paxFareBasis1 - 0.0 0.0 010 0.00
41 |paxFareBasis2 - 0.0 0.0 010 0.00
42 |paxFareBasis3 - 0.0 0.0 010 0.00
43 |paxFareBasis4 - 0.0 0.0 010 0.00
44 |paxFlightNumber1 - 0.0 0.0 010 0.00
45 |paxFlightNumber2 - 0.0 0.0 010 0.00
46 |paxFlightNumber3 - 0.0 0.0 010 0.00
47 |paxFlightNumber4 - 0.0 0.0 010 0.00
48 [paxName - 0.0 0.0 010 0.00
49 |paxOrigin - 0.0 0.0 010 0.00
50 |paxTicketNumber = 0.0 0.0 010 0.00
51 |paxTravelAgentinfo - 0.0 0.0 010 0.00
52 [xnDatal - 0.0 0.0 010 0.00
53 |ixnData2 - 0.0 0.0 010 0.00
54 |txnData3 - 0.0 0.0 010 0.00
55 [xnRef - 0.0 0.0 010 0.00
56 [xnType - 0.0 0.0 010 0.00
57 |dateStart - 0.0 0.0 010 0.00
58 lissueNumber z 0.0 0.0 010 0.00
59 |enableAvsData 3 0.0 0.0 010 0.00
60 lavsAction - 0.0 0.0 010 0.00
avsPostCode,
61 HomeAddress 0.14 0.0 0O 0.14
avsStreetAddress
62 |enable3DSecure - 0.0 0.0 010 0.00
63 |paRes - 0.0 0.0 010 0.00
64 |clientType - 0.0 0.0 010 0.00
65 liccData - 0.0 0.0 010 0.00
66 |deviceld - 0.0 0.0 010 0.00
67 |cardNumber2 - 0.0 0.0 010 0.00
68 [track2 - 0.0 0.0 010 0.00
69 [txnDescription - 0.0 0.0 010 0.00
70 |currency - 0.0 0.0 010 0.00
71 |cardDetails - 0.0 0.0 010 0.00
S e 0.99
NS 0.00

Lws




82

AN9199 5.17 Han1siaA1ANTludausaanulaufaAuiiludauaassamasan b

NAK/AU
~ N (a2} < Tp] (o]
g g a a a a
< < ({9 ([5d ({4 (c
. Lo (@ (o ® (o (o (o (o
No. Privacy Principles @ @ @ @ @ G|
g g g g g g
p=| p=| b= b= = p=|
l‘!g l‘!g 1‘23 l?g 123 1?3
1 Collection 10 3.33 10 3.33 10 6.67
2 |Use and Disclosure 10 10 10 10 10 10.0
3 |Data Quality 0 5 0 5 0 0.0
4  |Data Security 10 10 10 10 10 10.0
5 |Openness 0 0 10 0 10 0.0
6 |Access and Correction 5 0 5 0 0 0.0
7 |ldentifiers 0 0 0 0 0 0.0
8  |Anonymity 0 10 0 10 0 0.0
9 [Transborder Data Flows 10 0 0 0 0 0.0
10 [Sensitive Information 0 0 10 0 0 0.0
PCom 45 38.33 45 38.33 40 26.67
A13719% 5.18 AN aAIANNITINAIuFaaa s LT I N1 Ay
= - nansnagavasAAN ludIusa
\ S
& g S g (AUUIN)
bg K= ag § < & < 2
g & g 5 ag g, nsdsziiiuann ?f:m‘umw ANAIMW g
= 2 (2 ¥s 2 - aauluivas o
we (SO N < wawaanaiu | ., ANty
Ef « p L ABYARIULAAR oL
o °@ dausia (NPeom) A - NS, ) Aus (P)
1 6 8 1 0.45 0.94 0.70 unans
2 1 2 1 0.38 0.95 0.66 unans
3 5 2 1 0.45 0.95 0.70 1unang
4 1 9 4 0.38 0.94 0.66 unang
5 15 40 5 0.40 0.99 0.70 1unang
6 6 71 3 0.27 1.00 0.63 unans
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+ Overall Privacy Quality in Positive Aspect

Low Medium High

Principle Compliance Rating —

Sensitivity Level W Privacy Score

Privacy Aspecis

Privacy Quality (P)

01 02 03 04 05 06 07 08 09 10
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