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## 5271456821 : MAJOR COMPUTER SCIENCE

KEYWORDS: RUNTIME DECTECTION / SOFTWARE MODIFICATION / SYSTEM CALLS
SATHAPORN SA-NGOUNWONG : RUNTIME DETECTION OF SOFTWARE
MODIFICATION. ADVISOR: PORNSIRI MUENCHAISRI, Ph.D., 70 pp.

Runtime software modification is mostly in negative proposes for software piracy
or software attack. Runtime software modification can be introduced in many ways.

Software parasites are some effective way of this modification method.

We propose a method called “Restricted System calls Detecting” for detecting
the modification caused by software parasite. We select group of system calls that can
lead to the Runtime software modification which are called “Restricted system calls”.
We categorize the Restricted system calls into three groups, Other process modification
system calls, Self-modification system calls and Encouraged modification system calls.
We evaluate the software parasite attack by finding the pattern of Restricted system

calls calling of running software.

Our proposed method can detect the software modification caused by software
parasite with high speed and accuracy that we conclude the good result in data

analysis section.
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NANTIAINALTULALIINT mlock ﬂﬂ@q@ﬂ'ﬂiulﬂﬂﬂ']?LLﬂiT?l'ﬂﬁ;llﬂslu

eI ANAN TUTEnINaN1ANRaRanan
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F19797 3.2.2 A9 NETUARIIT UL N ZULY

No. System calls Category Descriptions

1 ptrace OM To allow a parent process controls the execution of
a child process

2 mmap SM To create a new memory mapping in the virtual
address space of calling process

3 munmap SM To delete the memory mapping for specified
address range

4 mremap SM To extend or shrink the process's memory mapping

5 brk SM To change the amount of space allocated for
calling data segment

6 mprotect EM To set protection of memory mapping (focus only
write flag)

7 mlock EM To lock part of process's virtual address space into
memory

8 mlockall EM To lock all processes's virtual address spaces into
memory

AN9NN 3.2.2  WAAIANAIITLLIRNITLLUNWAS TN i1 Aan s TN g
A7291N17l AsuiUasran LU NI9uia N e Tudiuaa9 88z Ia AUadLAa AN A

3 nal a Y
ANNTOANTN LWNLWNiﬁIMﬂWﬁNuQﬂ n

3.2.3 UANNITNNIWARIIEN1SF RSD

Tudouiiiiiuaunanisinerunes RSD - lugtluuuresdaniiiney uas

pseudo code Walidrasanudnla wazainsarinluwmundlugeWiuasn bauld

AN 3.2.3-1 lunsasuneanismineuaed RSD lugtunudaaniiuey

Tauwtiald 4 d9ununIngINn13n1 RSD lunnd 3.2.2 Tael ludauwsn (Part A) lunng

P o o o o aa % o -
mﬁ\rJ"\@@Uﬂq?L?ﬂﬂim\?’]uﬁqﬁQ?ZHULQW’]XLLUUWQW)]N@%@QI‘]J?LSE@WLﬁ‘ﬁﬂm’]ﬂqﬁ\uﬁﬂﬂu@ Iu

1 ' ' !
o = o a

duiiang (Part B) ilun1ssin@uladnAdassuungn Bunthuiiu Adessuuuilatlsmany
viselal Hlallgnsinauazgndssel dadausiely uwitnldAndesruufianansountlalunag
a8 RSD avsniatiuiinuunaiaalilsiog (PID) %@QIﬂ?LsﬁzﬁﬂﬂﬁﬂVl’N‘ﬁQﬂﬁ‘ﬂﬂ adluRauls
Geulaelilsmatmune (TargetProcessMap) 391 lun"9Aszsinisd aeuutas

Tulsafinmnselyl
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Tudaunau (Part C) Wlunnssinduladnadaszuungnisaniiluandsszuum
Tswaufiladaeaiseli 'l ldavgndslldadoustaly ustinld RSD azinnismssasandn
winealsaaresfFunaideszuuet lusanisdhvunevseld 1 ldeguansdntlseaii
nsufiladatesng RSD azliaulasianisizanldauadsszuusinans usitinvunsias
TsuranesfBanardsszuuetlusoudadenTailsmad e duuansdnTusmaiugnds
Wianisufilalaallsimadu 39ann1msiageungAnssnaes senAwaisdn aziinis
al v o oI/ -e:ll % dll 1 1 v o oI/ -e:ll o
Fanlfauadsssunuilallsmaduetiegu ptrace uarazmndauAdessuunlysiaany

% o dll al v o y o 1 o I
nsufilasiaieaane We RSD Asanugduuunisizanlnuadasinans aziiseenudn

Aeaan NRSM vizanisun laldsiman lddnAnagiueium

1
al

Tudaugavinadound (Part D) udausn@uladnAdsszuungnisanldau

uuiluardsnnaliiianonudassanisuiladeganelullsmasala 1ldld RSD ald

| '
o

o a 5% ] o | A o z:lltzl = '
mmumﬂm WetN 11 RSD AzNNN13371891131A99aNLINT M UANAINA A NIAENFBNTS

1
o o

wlasudasresldsma dafhunesnismanuazliitsedaldsmanizanldauandasanann

I
o

ANt RSD azaugiinniznaaaunisBenldeuadsssuuguiiaundd

azgndsivganneulnelfuisalaaszuutlfimnas
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—»%

Part A

Catch all system calls
Calling from Kernel

Part B /V
/ \\\\

_ Yes
= Msystem calls‘? N Put the Target process

Into TargetProcessMap

B

No
" Is Caller process

T No

Part C L= Part D

T T -
< Is SM system cal!s:?,/ - Is EIVI system calls‘? 2—PC )

Yes {Yes
Report modification
chance
e

&ll‘l Ta rgetProcessMap’7 4
/

I Yes

Report NRSM

~

AN 3.2.3-1 997989 RSD
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o % a o o a P4
UBNATNHINULAINITATUIENITNINTULEN RSD FN'ZQ’]N’]?D@ﬁU’]Hi@@’J&I

394 pseudo AININT 3.2.3-2 iadnesantsun IR Tenfuag 3eldsunsuduiuaiig

RSD wtugniasuanlugiuuuandsaes SystemTap  Iaaisnsaziaanaaslilsunsunis

NMANLAN 1
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WHILE NOT Exit DO

IF ptrace IS CALLED THEN
IF TargetProcessMap[Target PID] IS NULL THEN
TargetProcessMap [Target PID] = Caller PID
ENDIF

IF brk OR mmap OR
munmap OR mremap IS CALLED THEN
IF TargetProcessMap [Caller PID] IS NOT NULL THEN
SEND “PID”;Caller PID;”is NRSM”
ENDIF

IF mprotect(write mode) OR mlock OR
mlockall IS CALLED THEN

SEND “PID”; Caller PID; “ has a modification chance”
ENDIF

ENDWHILE

AT 3.2.3-2 pseudo 184 RSD
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3.3 YUADAUNITANLUUINUIARE

lwindaniflunisnanniedumaulun1s8 LU An LAZNI7aaNLULN LA

iaua i udaunudo sntlszyns uazaialiinagensiuad RSD Aanunsonteulinunls
v ] del v °9_/; al a o 3 al

aanuuuld tneludauliaziszneufon duneuniswsanszuulifinag laudanissses

o

FaNALSINANAAALNITNINL TIUALLDEIALAALTUADUN AT

3.3.1 LATUNTSULLND 1 LU

o

NaUNIN1INAAELNITNINIULEY RSD  avfiusisanszuudimRnisaynd
dll = | ¥ v o o o v v d” | a = nexl

waziAreailasnee] Winseudiniunisinau lvndellaziilunisesunefeduneunis

iuusteszuuljimnisayndineliisesdunisiaeiuaes Systemtap Inadsaazidannis

° o dgl
NWNIUANU

o FuussliiszuulfuRnisayndannsanenlndgedalsin nnwnd
uaz aunsnaan lnsayndinesiuals
e JFuussliiszuudiAnisaundannisnsesiunisinenuaes

Systemtap

PeaziRYATUABNNIFTENIZULIMNA gnasunelilu nnaANwan <

3.3.2 1aadn1stlagunilasaanAnasanzineu

ludquilaziflunisnannianisasieaanmuasinaldd1usurlasunilas
FaNFALIF AU N9 N AU UNAFALNIINI9IULAY RSD  91418190ATIANINNT

wlasudasninetulaizely 1uddaildindan1E3an mmngansiinslsdn lun1ailasuudlag

$2
o

& I'e o dl ac o & I8 . :j 1 [~1 :; o %
gan s funieineu 19ian1singensiuag parasite duundailuduneulaadaadlfsad

o irnugaialAnvasmaniuailsdn Inaasnalnadae libtest.c way dih.c

a o

TuAsesnRnfiszuLlf RN sayndEuLSan s



32

o aanlng gmansinglsdn Telsznaudag 2 doupe
O dauiluilsdm (libtest.c) Tadautazifludauniiniiniuan

1031586 fiosmanindliiaglugilaasinefiualugadielsnis

|
o

pan NS lunaaunsninlilnedAng

gcc —fPIC —c libtest.c —nostdlib [enter]
sudo Id —shared —o libtest.s0.1.0 libtest.o [enter]

sudo cp libtest.s0.1.0 /lib [enter]

wava ndunaudazlalausTrastanmuniilsdn
(libtest.s0.1.0) TaaidiagrinlianalAdanuuuda /i Faflu

alnasda1usuAulaLsi 1899 L UL N A

O dauuninszang (dih.c) dauilazniutinfunsdnlausiadin

Tuunsngamansiunsitnuune Tepanng lHAdeA14

gcc dih.c —o dih [enter]

o :// d” % g o‘d‘ d! ¥ o o
nasandunauiiaglfsenAuafae din sﬁ\i@%@jﬂlﬁ@’?ﬂﬁ‘ﬂ

Fenldanuinaunsaansuafiisanlddaaansinsidinuune

® ypdaunNITunInIzanalsdnlildsllsunsunmdauatinedng wullsunsy
AN1UULLLAUTALND AR A AN NN 1HIUAY a1nfumpTaga L
nunenaalilsmauasllsnnsuneaday dandisnaallsaaianiudgniy

NNTWNTNTTANemaNFLaFLIAR AoaAnda

ps ax |grep [TelUsunsunagay] [enter]

azdangurnaiarldagasesidsunsunlinaaey aaniuninisuns

gansnflsdn e llsunsunmdausioaAda
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Jdin [wuneiaridsina] puts [enter]

I
o

o naagaudnlsdngnunsliliesansfuafilunevisalisisunnds

cat /proc/[“wmilL@ﬂﬂil,ﬁﬁ@]/maps [enter]

= U 1 o dl v
avilsnguazidenlpsaineesmiaanuann i luldsunsunaasy
MIUUA ANUATIAnlaLsIIEa “libtest.s0.1.0”  BINLWLAANIING

unsnszanamansuaflsdnannsonszvinlfateanysnd

3.3.3 n1sAsrauINstlasundasaanAnasunizineu

o dl 6 '8 -] v 6 ‘s a dJ
PAIRNNNARDUNITLU AL WU AT N FRITUUENINU Aetan sk FUTART
Tanananaluringa 3.3.2 ilun@ausasuan lugiuilaznanieaan194319 LANA4aLNg
N197U4299 RSD e lddmsumnsaninislasuidasaansuisluanenianuiinntinly
v ¢ﬂl o TT u’/l U ‘ﬂl & '8
ANINLIARANANINUAT TUADUNITAINULALNAFALNITATIANINITU AL UL Aasaanng

(2
o

YUENNIURIENIT M RSD @189 0LARS AR

o istnars RSD Tnaa$19lWdTe “RSD_Script.stp” LuszuuLfjiFnsa
undnsizan (s anniuindayaluniauuwin o unldasluaasil RSD i1

o K
NITUUNN

o Tautinpnemdalud Al RSD BNNINIUNIGILA2EANRS

sudo stap RSD_Script.stp [enter]

avdsngdiendn “RSD Started.” @9uanddn RSD Vv uiEeLfen

" ANNUWIARBNTINMLARD AAFUANIZTRNAUI TN ATTIUIRTELULFITANNS Ubun Linux wazliiTansiersatie
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B1829n1719% RSD LAASHALANIZANTATIANT NRSM 2nN17001 LA Taer 14

EO
S

BN

sudo stap RSD_Script.stp | grep NRSM [enter]

yiradnfiaan1s1i RSD 1unnse uNaniIsnsan lleeng aunsnnn

181ms

sudo stap RSD_script.stp > [TaWan#iesnstiuin] [enter]

panagaunNieatlilsgaasaansiuafiiinvune alduuneiaalilsima

=79 f s Ao |
Wlunsunsile@n “N'&’]S\I’]ﬁ‘ﬂW?Q@ZQ@UMNWEIL@‘ﬁﬂﬂﬂiﬂﬁ‘ﬁﬁ@ﬂ‘l’]’]ﬂ’]u@ﬂmuu

I
0 o

svuulfimnisianue i nadlauiisnsandsladaaniuiniang

ps ax [enter]

|
o

~ a A 9 °
$30MTIAADLLANIZNLLATD IS AN NI UTRAEIANES

ps ax | grep [%@I‘Llilﬂm] [enter]

sanshilsgauazunngiaallsimaargnianieanguinaaus aeng

I
o

nn1sunsaanmLasladn lddssanmuafiilvunafoaanda

Jdin [muneaailswesa) puts [enter]

aniumnTagauIlsdnuns lldsmansduasiivunalfvraly foanas

R340 LEIUUaE A NA el simad unna e lEAnda

cat /proc/[‘wuwLmtﬂim]/maps [enter]

g ! o dl 4 A 1 :// dJ
@Zﬂ‘i’]ﬂ{]‘i’]ﬁlﬂ’]ﬁ‘ﬂ\?ﬂu'}ﬂﬁ'ﬂﬂ\l“’ﬂi’ltﬂﬁ‘m@L‘]J’WMN’]EI%N’]M@%VNHN@ EIN

lausauastansuaslsdnnldnasauidadi “libtest.so.1.0” A1ATIANL

1
a o

dl 1 nI/ =K 6 'y a o v 1 L
mi@umaﬁmﬂm'guuummwﬂwm uaftled IEIV]WQWHVL@@HWQ@NH?M
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®  [H799RALNITINENIULATAY RSD I4I1N1I0MTIAIUNNTUA LA AR T A

|
o

vizeld Inedasunavlydantinsnaadandslii RSD_Script.stp 1971

- A e IS
T9azisngnirmauNanITAsarInIsilasullassanAuafanu

o

o v = dy
N19ulF 3 netsail

=

da 4 .
O NIUNNNITATI_ANUNIT AL A9TEndellsimanng

$2
o A

7129 UNAAZLTlUANT

1 1
a =

[@eldsuangnulasunlad] (uunamalilsmangn

wWasuwlas]) NRSM by msnaiaalusaiiflugilaauulas

AaagN

gnome-screensaver(2178) NRSM by 3856

o nsndnmangsanulenalunisasuulasdeyalulisis

v
o A

N1997ENUNAR LTI LAY

[@aldsina] ((vaunenaallsisa]) has a chance to modification

AangiN

metacity(2075) has a chance to modification

AINAFAUNIINIGIUIBY RSD  aznsznlne undaansuaflsdm e

a <

gan e i luaseuuszuulfiRn1saund Aa1ntiuAmINIInIAae uNANIININIULRY

q

1 b2
=

RSD 9141311709931 A Kl asuudasninetulfvizald Inauanismsanis tataualy

LN 4
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3.3.4 nsussiliunansznuaas RSD NiAaszuUU]RNS

lugdoutlaznanneniIzaaniuunislssiiunansenuaad RSD  Nilsa

a wva .e:ll o ' dl zﬂl 1 =X o g rt:ll t:ll ¥ [
?ZU‘]J?J{]‘]JIF]H’]?V]VI’N’]M@% FIUNANAIININITNINUIRIEANALITNLNUIURIA LAY

'8

Uaanduaasgansiund WranatndeaanswasnniaunaafuaNlaansauadssuL

ARNTALAES UBNAINAINAINITALATAI NN UE lUN19R LRI T WAL T UAD

= o o ]

1 a e/ dl L & © [~1 = dl o
m@ﬂizmummzuuﬂgummﬂumm:maﬂmLm‘mmu Lﬂuﬂﬂﬂﬁymwummmﬂmmuﬂu
ety f181819045199rUUATIANNY NHAINAINIIDE Tnea1un90RTIAUINNg

tﬂl 6 v (2 -] & 6 o 1 :/J o £ o
Lﬂ@ﬂuLLﬂmmfaV\lmmﬂmnﬂgﬂ LU LAENNINII U RITRNALITAINAN2TI1 11 1IN19N1971

TnesanresszuuUURNsanLs=&NENINAY 50% WFeNNNdn Witianuaned1danisiienuy

a ea 1

gasganAua Sl Usz@ninan visasunauszuulfiifinasad19uniiuies Asiunng

Uz HUNANNIINUTBINITAIA TN eanT ANATATY LT

AsnmaseuransznuAaszuuUfiRnslwae RSD Aneuiiu §3duli
ABNITNINAFALAILNINARBLNNTE [20] (Load testing) TLiUNARELAANNIETINAAA

ga9szuulng s n1Imedauinsznlagasellsunsntssinunansznuaas RSD  Nilsa

o

seuulfumnag Iaalisunsndsviiiug aznagauaanudaluniiauiuzestensugg 3

1lsznn9sail
O ANBEYlUNIIRBILATANMLEAIINAN (Memory allocate/deallocate)
O ANNBAUNIIANUIUNNAIAANERS (Arithmetic calculation)

O AN lunaBunuaznauannWes Ty (Function call/return)
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Memory
..p| alloc/free

' .
. ,-‘: ( \
Timer 1sec. time-up trig .~ Arithmetic -

control oo ‘iiif:. .................. > testing Test results

—
)

Function
“.p| call/return

—

Performance test framework

AR 3.3.4-1 nasneuaesilsunsudssifiuaansenueeas RSD

AN 3.3.4-1 LAAINIINI9I U TN TN s I HL Tt UANUIUASY

o QII 1 1 o v a a a [~ o O o/
ANINNUNLAA A UNAda LA INITaN LA T 1 AU Tngariidaupquananiufdaniiy
o 1 dll a al 1 ] o o K s dll v
N139119 T ULBINNAIU LNBATLYN 1 WD) LAAZAIUNARRLAZNINTTUNNNARS NS el

Tunsnsusziiug salil snsavidanaasaansininagaungaslily nAnuwn A

N19UsLIHUNANTLNUYRY RSD  AdAaszUu neznilaealFeaiiey

A oa o - a o , P g

svuuliimnag 2 szuu Taevs 2 szuy axilsunsntlasidiu vinaues) urdlines 1 svuung
o ] ay o 1 % 1 I's ' r-‘ll .e:ll o

RSD enueg] Inedidianivuadnaninwanden 1 anfaund uay Tlsunsuau) Anneuuy

seul fewdauniunilsznis nsnaumeunanislesilu wanslfisanini 3.3.4-2

Performance Performance

test RSCA test

framework framework

Test System 1 Test System 2

N 3.3.4-2 mMalFeueunansznuees RSD MisessuLfjiFnIs
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WAALHITRURIN1INAFAUALATUBA LA TLTLATN LT LR WY NI9TWTINNA
1000 AFY ANTULNHANTNNIWD IFTIUN AN AU ARAe T 1 AUINITuAaTday

aun9nNulFAuaunsay nan1slssunIMNeIL amnsngeazRali luuni 4
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HANIFILATIS R AYA

Tuduiliflun19978918HANINAZALN1IN1911ad RSD NlAdtaualllu

Unh 3 lnsnani1magauazlsznaudae 2 d9uAa Nan1N19 U4 luN1IMTIANINT

Wasunlasgansuasluanenieu faanisaiaasniailasundaslna ldaansuasilsdn
a < a o Aa

WAZHANIINAZALANAIUNTNAD NAa1aIN17l sz luNansznulun199197U4299 RSD NNAa

P = a & \ AN e A
s2ULUUANNT TEAZIBLATRINT 2 dauliaall
4.1 HANI5YIN9UARY RSD

ad dl g [X o % !
aMndanIgnaaaunIsidas Ll asran Ao lua e iy Aaan1suns

I
A a

ganfuafisden T demanfuainldenassuussuudumnsdyund 8 s1en19 18T
FANFUITANINIINAFAL LAZHANIIATIAUINTLU A UL AEaNA U5 RSD 411190

R399 A LAR 1WA 4.1

o~ = LAy 0
AN9199 4.1 HanigATAanInIgilagullasansAul Fanienienu

Target Software NRSM Fault negative
OpenOffice Yes No
Nautilus Yes No
Gnome-terminal Yes No
Update-manager Yes No
Qcalctool Yes No
Gnome-nettool Yes No
Mozilla-firefox N/A N/A
Google chrome N/A N/A

v
o

= ac l A = k% =
mﬂ@:vaﬂmﬁmaﬁmummaﬁwM@ﬂummam 4.1 mmmﬂﬁmﬂm U

TupednilisniilusneTeaestanAuI SANINTNARALNITUNINIZANE TR

FaN w53 ARINNA PadNdNdad NRSM  1T114n1991847191 RSD M39anU41HNNg
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waslasaansuafreninalilsimavizald Teluntuunane RSD Azaaaaulfianinisunsg
sdmldegansuninaaauizaly “Yes” uunaDde RSD  411190A79au1N19Lagilag
FaN AL FUIULN I UNAATULH TIATHNANITNARAUNLLT RSD  A1NITDATIANUNNT
wlasulasmansinsuasransinsninnainilsdn tEinauianus anduies Mozilla Firefox
09; 1 v ‘#I 6 'S = 1
uaz Google Chrome wtulianunsnaginisnsaanlé iasaingansuaiiledelaiarunsm
uwndlilemenuaditlmnigls ananyAgiundngenduailsdnazendeteslndzesiiduuy
ELF $9ufLN1991971289AN44 “Id” 9 Mozilla Firefox wa Google chrome lalléiinnsld
n:lldl 1 o ] o d‘ o/ :: = “ ” H
lausinlddaesdasniuldsiodau Aaiuuanimagesassieas “N/A” (Not Applicable)

a

Feazfiaannioauluniaufile Mozila Firefox uaz Google Chrome @< liaglusauianues

v
a o

a
JNUIREU

lugeg Fault Negative tT1n15u8m997 RSD s8N UHANHAMNRANAI AR
auviTalyd F2a819189N19INENTUNARANAIARIUALILTY ANITUNINTLanauasaansLg
1sdm T samansinsiduuneflunEeaides s RSD 389 1UNaN1TAT9au 9wt nFgal

a

A1 UNRANAAF 8L LIUEN “No”  wangdntiinnsseanunafilanainfiuay
a d”
A

AINNINARBLNITNIILIBS RSD AN19ATIANLN17Ie 1 UNATLTIY Fault
Positive lunsaindnisatinTlsunsy (Program debugging) 2189n13lEauldsunsudszinm
IDE (Integrated Development Environment) QtDesignerH waz Netbean®™ Tailalinns
prntlsunsy ladnaziflunisuganisiieuaasilsunsudansg (oreak) vise ufiladauils

AeluTisungnlusendnaninisaiinlilsunsad RSD a¥sneiIuInmsany NRSM @awflunnsg

Aﬂla ] -dl @ a t:ll ra = ! 1
7129 UNHANAT A TLELaN Gﬁ\‘iLﬂuﬂW?Nﬂ‘W@”lﬂVIIN REGIGEIT LK

" http://gt.nokia.com

5 http://netbeans.org
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4.2 uaNsENUARY RSD Aaszuulljiinnig

AINNIINAFBLHANTTNUNIININUIEY RSD lfeszuuLfiifinisfeenis

nagaunisy lwindied 3.3.4 annsnaguanimasenlifimnged 4.2

FINTWTN 4.2 WAAINANIINARRLIEANTENUFRIT UL TRNN5289 RSD

Load test cases Number of loop in | Number of loop in Performance
1 sec. without RSD 1 sec. with RSD comparison
running running (Slow down ratio)
(average of 1000 (average of 1000
samples) samples)
Memory allocation/free 292254 268272 0.918
Arithmetic calculation 1518488 1431902 0.943
Function call/return 1502089 1403504 0.934

fayan197199 4.2 Lans I AUIINANITNAABLANTENITNINUTDY
a o, Qll-ezl 1 o 1 o dl”
szuulfumnis lwaneid RSD wazlaifl RSD inaueg InenAgaLN1TI9 UL UL
ganAwas 3 Uszn1sliun n1ImadeunIsaedlazAuMdagAIINan (Memory allocation/free)
N1INARBLNITATUINNATIAANERS (Arithmetic calculation) wazn1mAgaUn17iLuay
[ = & o dl o Y o s [ o o rz:ll
naUAINNNTEaNRaidy Taindaredn 1snadauazLadnd liARaNTLINATNAAL THARANYN
2 LAAIAIUIUTALNITNILLRAE 1000 ATY 1adusazidianimmageunialunan 1 3u1%
Tuanen il RSD vnueg Tuaaduiii 3 ludnuausaunisinanulagiads 1000 A3 2199
wiaziafianismeaaunieluinan 1 3unluaniend RSD Mnenuat uazaaanigavineilu
AnBFeudauaN3a lun19919 3519199 uUAR RSD wazszuulld RSD  1asl
szeinslaun1s Speed up/ slow down [21] A9&NNNT 4.2
t1
t2

rs = ANNTIN 4.2

A o

Ha s Aa SRIndaunnuEessyuLR Al

t e e lunnsinasesssuuiilid RSD
N9UaE

t2 A8 1nalFlunsneLeeszLLRil RSD

N9UaE
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AMNUANNINAALAINA1a 11304711690 Tuanue RSD Mnenuilis deus
1 o a oA o U a oA o v QII
neENUAanITiINIuresrruuluRng tneinldsruudgumnisineudiaelaeiane

1svinns 7% Maazidenadansnldlunimaganandlily ANANuan A
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A7UNANITINY UAzADLAUD LU

Tudouiiiflunisefuneiedieaguiliaineudsadisunn Tesauds

132813019 wazn1n1aulaasnlulidninaanuatandavizaly wananniidauidals
1 =K v [ o v 4' o o 1 dl [~1 o o a o Q; o aa

naniediednrin uardeiauauusdrAtysine ivaluuuamiedmiuanuidenazinianis

71 RSD lildszenaliiiiadsslomisiallluauinn

5.1 agiuannsaan

¥
a o A

.e:{' ¥ o aa dl L
aneuddeilfiniaueisnisasaninisasutassensiuaFlune
) [ = [ 3 y o )
auscanisnsaanInsizanlduaideszuuaesidsiag Inaedanisineuaes
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No. System calls Descriptions

1 ptrace NAME
ptrace - process trace
SYNOPSIS
#include <sys/ptrace.h>
long ptrace(enum __ptrace_request request, pid_t pid, void *addr, void *data);
DESCRIPTION
The ptrace system call provides a means by which a parent process may observe and control
the execution of another process, and examine and change its core image and registers. It is
primarily used to implement breakpoint debugging and system call tracing.
The parent can initiate a trace by calling fork(2) and having the resulting child do a
PTRACE_TRACEME, followed (typically) by an exec(3). Alternatively, the parent may
commence trace of an existing process using PTRACE_ATTACH.
While being traced, the child will stop each time a signal is delivered, even if the signal is
being ignored. (The exception is SIGKILL, which has its usual effect.) The parent will be
notified at its next wait(2) and may inspect and modify the child process while it is stopped.
The parent then causes the child to continue, optionally ignoring the delivered signal (or even
delivering a different signal instead).
When the parent is finished tracing, it can terminate the child with PTRACE_KILL or cause
it to continue executing in a normal, untraced mode via PTRACE_DETACH.

2 mmap NAME
mmap, munmap - map or unmap files or devices into memory
SYNOPSIS
#include <sys/mman.h>
#ifdef _POSIX_MAPPED_FILES
void * mmap(void *start, size_t length, int prot , int flags, int fd, off_t offset);
int munmap(void *start, size_t length);
#endif
DESCRIPTION
The mmap function asks to map length bytes starting at offset offset from the file (or other
object) specified by the file descriptor fd into memory, preferably at address start. This latter
address is a hint only, and is usually specified as 0. The actual place where the object is
mapped is returned by mmap, and is never 0.
The prot argument describes the desired memory protection (and must not conflict with the
open mode of the file). It is either PROT_NONE or is the bitwise OR of one or more of the
other PROT_* flags.

3 munmap NAME

mmap, munmap - map or unmap files or devices into memory
SYNOPSIS

#include <sys/mman.h>

! http://linux.about.com/library/cmd
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#ifdef _POSIX_MAPPED_FILES

void * mmap(void *start, size_t length, int prot , int flags, int fd, off_t offset);
int munmap(void *start, size_t length);

#endif

DESCRIPTION

The mmap function asks to map length bytes starting at offset offset from the file (or other
object) specified by the file descriptor fd into memory, preferably at address start. This latter
address is a hint only, and is usually specified as 0. The actual place where the object is
mapped is returned by mmap, and is never 0.

The prot argument describes the desired memory protection (and must not conflict with the
open mode of the file). It is either PROT_NONE or is the bitwise OR of one or more of the
other PROT_* flags.

mremap NAME
mremap - re-map a virtual memory address
SYNOPSIS
#include <unistd.h>
#include <sys/mman.h>
void * mremap(void *old_address, size_t old_size , size_t new_size, unsigned long flags);
DESCRIPTION
mremap expands (or shrinks) an existing memory mapping, potentially moving it at the same
time (controlled by the flags argument and the available virtual address space).
old_address is the old address of the virtual memory block that you want to expand (or
shrink). Note that old_address has to be page aligned. old_size is the old size of the virtual
memory block. new_size is the requested size of the virtual memory block after the resize.
The flags argument is a bitmap of flags.
In Linux the memory is divided into pages. A user process has (one or) several linear virtual
memory segments. Each virtual memory segment has one or more mappings to real memory
pages (in the page table). Each virtual memory segment has its own protection (access
rights), which may cause a segmentation violation if the memory is accessed incorrectly (e.g.,
writing to a read-only segment). Accessing virtual memory outside of the segments will also
cause a segmentation violation.
mremap uses the Linux page table scheme. mremap changes the mapping between virtual
addresses and memory pages. This can be used to implement a very efficient realloc.

brk NAME
brk, sbrk - change data segment size
SYNOPSIS
#include <unistd.h>
int brk(void *end_data_segment);
void *sbrk(ptrdiff_t increment);
DESCRIPTION
brk sets the end of the data segment to the value specified by end_data_segment, when that
value is reasonable, the system does have enough memory and the process does not exceed
its max data size (see setrlimit(2)).
sbrk increments the program's data space by increment bytes. sbrk isn't a system call, it is just
a C library wrapper. Calling sbrk with an increment of 0 can be used to find the current
location of the program break.

mprotect NAME

mprotect - control allowable accesses to a region of memory
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SYNOPSIS

#include <sys/mman.h>

int mprotect(const void *addr, size_t len, int prot);
DESCRIPTION

mprotect controls how a section of memory may be accessed. If an access is disallowed by
the protection given it, the program receives a SIGSEGV.
prot is a bitwise-or of the following values:

PROT_NONE

The memory cannot be accessed at all.

PROT_READ

The memory can be read.

PROT_WRITE

The memory can be written to.

PROT_EXEC

The memory can contain executing code.

The new protection replaces any existing protection. For example, if the memory had
previously been marked PROT_READ, and mprotect is then called with prot PROT_WRITE,
it will no longer be readable.

mlock

NAME

mlock - disable paging for some parts of memory
SYNOPSIS

#include <sys/mman.h>
int mlock(const void *addr, size_t len);
DESCRIPTION

mlock disables paging for the memory in the range starting at addr with length len bytes. All
pages which contain a part of the specified memory range are guaranteed be resident in RAM
when the mlock system call returns successfully and they are guaranteed to stay in RAM
until the pages are unlocked by munlock or munlockall, until the pages are unmapped via
munmap, or until the process terminates or starts another program with exec. Child processes
do not inherit page locks across a fork.

Memory locking has two main applications: real-time algorithms and high-security data
processing. Real-time applications require deterministic timing, and, like scheduling, paging
is one major cause of unexpected program execution delays. Real-time applications will
usually also switch to a real-time scheduler with sched_setscheduler. Cryptographic security
software often handles critical bytes like passwords or secret keys as data structures. As a
result of paging, these secrets could be transfered onto a persistent swap store medium, where
they might be accessible to the enemy long after the security software has erased the secrets
in RAM and terminated.

Memory locks do not stack, i.e., pages which have been locked several times by calls to
mlock or mlockall will be unlocked by a single call to munlock for the corresponding range
or by munlockall. Pages which are mapped to several locations or by several processes stay
locked into RAM as long as they are locked at least at one location or by at least one process.

On POSIX systems on which mlock  and munlock are available,
_POSIX_MEMLOCK_RANGE is defined in <unistd.h> and the value PAGESIZE from
<limits.h> indicates the number of bytes per page.

mlockall

NAME

mlockall - disable paging for calling process
SYNOPSIS

#include <sys/mman.h>
int mlockall(int flags);

DESCRIPTION
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mlockall disables paging for all pages mapped into the address space of the calling process.
This includes the pages of the code, data and stack segment, as well as shared libraries, user
space kernel data, shared memory and memory mapped files. All mapped pages are
guaranteed to be resident in RAM when the mlockall system call returns successfully and
they are guaranteed to stay in RAM until the pages are unlocked again by munlock or
munlockall or until the process terminates or starts another program with exec. Child
processes do not inherit page locks across a fork.

Memory locking has two main applications: real-time algorithms and high-security data
processing. Real-time applications require deterministic timing, and, like scheduling, paging
is one major cause of unexpected program execution delays. Real-time applications will
usually also switch to a real-time scheduler with sched_setscheduler. Cryptographic security
software often handles critical bytes like passwords or secret keys as data structures. As a
result of paging, these secrets could be transfered onto a persistent swap store medium, where
they might be accessible to the enemy long after the security software has erased the secrets
in RAM and terminated. For security applications, only small parts of memory have to be
locked, for which mlock is available.
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RSD SCRIPT

/*
RSD_script.stp
Used for detect run-time software modification via restricted system calls calling.
This script can run on Linux OS with SystemTap and Kprobes installed.
This script was tested with Ubuntu 10.10.
Created by : Sathaporn Sa-ngounwong
Chulalongkorn University, 2011.
*/

global TargetProcessMap
global NRSM_list
global CHANCE_list

/* other process modify system call */

probe kernel.function("sys_ptrace") {
//'1!'!Y uncomment below code for debugging !!!!
//printf ("%$s(%d) call sys_ptrace\n",execname(),pid())

TargetProcessMap [$pid] = pid()

/* self modifier system call */

probe kernel.function("sys_brk") {
//'!!! uncomment below code for debugging !!!!
//printf ("%$s(%d) call sys_brk\n", execname (),pid())

if (target_list[pid()] != 0)

{
printf ("%$s(%d) NRSM by %d\n",execname (), pid(), TargetProcessMap[pid()])
NRSM_list[pid(),"sys_brk"] <<< 1

probe kernel.function("sys_old mmap") {
//'1!'! uncomment below code for debugging !!!!
//printf ("%$s(%d) call sys_old_mmap\n",execname (),pid())

if (target_list[pid()] != 0)

{
printf ("$s(%d) NRSM by %d\n",execname (), pid(), TargetProcessMap[pid()])
NRSM_list[pid (), "sys_old_mmap"] <<< 1

}

probe kernel.function("sys_munmap") {
//'!1!1 uncomment below code for debugging !!!!
//printf ("%$s(%d) call sys_munmap\n",execname (),pid()

if(target_list[pid()] != 0)

{
printf ("%$s(%d) NRSM by %d\n", execname (), pid(), TargetProcessMap[pid()])
NRSM_list[pid(),"sys_munmap"] <<< 1




54

probe kernel.function("sys_mremap") {
// 1t uncomment below code for debugging !!!!
//printf ("$s(%d) call sys_mremap\n",execname (),pid())

if (target_list[pid()] != 0)

{
printf ("$s(%d) NRSM by %d\n",execname(),pid (), TargetProcessMap[pid()])
NRSM_list([pid(),"sys_mremap"] <<< 1

/* memory content modify system call */

probe kernel.function("sys_mprotect") {
if ($prot & 0x2){
//''!1! uncomment below code for debugging !!!!

//printf ("$s(%d) call sys_mprotect for write\n",execname(),pid())

printf ("$s(%d) has a chance to modification\n",execname(),pid())
CHANCE_list[pid (), "sys_mprotect"] <<< 1

probe kernel.function("sys_mlock") {
// ' uncomment below code for debugging !!!!
//printf ("%$s(%d) call sys_mlock\n",execname(),pid())

printf ("$s(%d) has a chance to modification\n",execname(),pid())
CHANCE_list [pid(),"sys_mlock"] <<< 1

probe kernel.function("sys_mlockall") {
// ' uncomment below code for debugging !!!!
//printf ("$s(%d) call sys_mlockall\n",execname(),pid())

printf ("$s(%d) has a chance to modification\n",execname(),pid())
CHANCE_list[pid (), "sys_mlockall"] <<< 1
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* perf_test.c
*

* Created by Sathaporn S.

*

Jul 2011

hkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkhkkkkkhkhkkkkkkkkkkkkkkkkk ok kkk ok k k& k k%

*

this program used for exercise system by test following criterias.

1. allocate/deallocate memory
2. large number arithemetic calculation
3. call/return function

This test will create 4 processes,

First is
Second is

Fourth is

*
*
*
*
*
*
*
*
*
*
*
* USAGE:
* command format
*

*

*

*

*

*

*

*

*

*

main process for controling all sub processes.
memory allocation/free testing process.

Third is arithmatic testing process.

function call/return testing process.

./perf_test [wait time] [loop number]

- [wait time] is interval time that first process let
the second process to collect the test data

— [loop number] is number of time to test

program will automatically terminate after reach the loop number

ok ok K ok ok ok ok K ok ok K ok ok K ok K ok ok K ok ok K ok ok K ok ok ok ok K ok kK ok ok ok ok K ok ok K ok ok ok ok ko ok K Kk ok K ok ok K ok ok K ok K ok kK ok ok Kk kR ok Kk kK /

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <fcntl.h>
#include <iostream>
#include <fstream>
#include <string.h>

#define WAIT_TIME1
#define START_SIGNAL
#define STOP_SIGNAL
#define BUF_SIZE 100

using namespace std;

void test_function(int i)

{

/* default wait time */

0 /* start signal */

1 /* stop signal */

/* memory allocation buffer size */

long a = i1i*0xXFFFFFFFF;
long b = 1i*0xFFFFFFFF;
long ¢ = i1i*0xXFFFFFFFF;
long d = 1*0xFFFFFFFF;
long e = 1*0xFFFFFFFF;
long f = 1i*0xFFFFFFFF;
long g = 1*0xFFFFFFFF;
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int main(int argc,char** argv)

{
int wait_time=WAIT_TIME;
int loop=1;

/* get inline parameters */

/x o/

if (argc > 1)

{
/* get wait time value */
wait_time = atoi(argv([1l]);
/* get loop number */
if (argc > 2) loop = atoi(argv[2]);
else loop = 1;

/* pipe file descripter */
int pipefd([2];

/* signal data buffer */
char sigbuf=0;

/* create pipe */

if (pipe2 (pipefd, O_NONBLOCK)==-1)

{
printf ("create pipe error\n");
exit (-1);

}

/* first process create */
/* the second process */
pid_t pid = fork();

/* for second process do */

if (pid==0)

{
/* create result output file */
ofstream fp_out;
fp_out.open("malloc_result.txt",ios::out);

/* close unuse write end of pipe */
close (pipefd[1]);

/* loop until reach loop number */
while(loop > 0)
{

/* clear counter */

long count=0;

/* loop until got stop signal from
* first process */
while(sigbuf != STOP_SIGNAL)
{
/* increment counter */
count++;

/* do memory allocation test */
int 1i;
char * pch = new char[BUF_SIZE];
for (1i=0; i<BUF_SIZE; i++)
{

*(pch+i) = 1i;

}

/* free memory */
delete[] pch;

/* read signal from first process */
read (pipefd[0], &sigbuf,1);
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}

/* display counter value after receive stop signal */
printf ("$d: (2)%lu\n", loop, count) ;

/* update result to file */
fp_out << count << endl;

/* decrement loop number */
loop--;

/* wait for first process start signal */
while (sigbuf == STOP_SIGNAL) read(pipefd[0], &sigbuf,1);
}

/* close result output file */
fp_out.close();

_exit (0);

/* for first process do */

else

{

/* pipe file descripter */
int pipefd2[2];

/* signal data buffer */
char sigbuf2=0;

/* create pipe */

if (pipe2 (pipefd2, O_NONBLOCK)==-1)

{
printf ("create pipe error\n");
exit (-1);

}

pid_t pid2 = fork();

if (pid2 == 0){

/* create result output file */
ofstream fp_out2;
fp_out2.open("arith_result.txt",ios::out);

close (pipefd2(1]);

int c=0;

/* loop until reach loop number */
while (loop > 0)

{

long count=0; /* clear counter */

/* loop until got stop signal from main process */
while(sigbuf2 != STOP_SIGNAL)
{
/* do calculate testing */
unsigned long arithresult0 =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresultl =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresult2 =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresult3 =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresultd4 =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresultb5 =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresulté =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresult7 =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresult8 =
OxAAAAAAAA/0x55555555*%0x33333333;
unsigned long arithresult9 =
OxAAAAAAAA/0x55555555*%0x33333333;
count ++;
/* read signal from first process */
read (pipefd2[0], &sigbuf2,1);




/* display counter value after receive stop signal */
printf ("%d: (3)%lu\n", loop, count) ;

/* update result to file */
fp_out2 << count << endl;

/* decrement loop number */
loop-—;

/* wait for first process start signal */

while (sigbuf2 == STOP_SIGNAL) read(pipefd2[0],&sigbuf2,1);
}
/* close result output file */
fp_out2.close();

_exit (0);
else

/* pipe file descripter */
int pipefd3[2];

/* signal data buffer */
char sigbuf3=0;

/* create pipe */

if (pipe2(pipefd3, O_NONBLOCK)==-1)

{
printf ("create pipe error\n");
exit(-1);

}

pid_t pid3 = fork();

if(pid3 == 0)

{
/* create result output file */
ofstream fp_out3;
fp_out3.open("call_result.txt",ios::out);

close (pipefd3[1]);
int c=0;
/* loop until reach loop number */
while (loop > 0)
t
/* clear counter */
long count=0;

/* loop until got stop signal from

* first process */

while(sigbuf3 != STOP_SIGNAL)

{
/* do calculate testing */
test_function (0xXFFFFFFFF) ;
count ++;

/* read signal from first process */
read (pipefd3[0], &sigbuf3,1);

}

/* display counter value after
receive stop signal */

printf ("%d: (4)%lu\n", loop, count) ;

/* update result to file */
fp_out3 << count << endl;

/* decrement loop number */
loop——;

/* wait for first process start signal */
while (sigbuf3 == STOP_SIGNAL)
read (pipefd3[0], &sigbuf3,1);
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}

return 0;

else

/* close result output file */
fp_out3.close();

_exit (0);

/* close unuse read end of pipe */
close (pipefd[0]);

close (pipefd2[0]);

close (pipefd3[0])

7

printf ("performance testing start...\n");
printf ("first process waiting for second process(%d)
%d secs \n",pid,wait_time);

/* loop until reach loop number */

while (loop > 0)

{
/* sleep parent for 1 and 2 secs */
sleep (wait_time);

/* set stop signal value */
sigbuf = STOP_SIGNAL;
sigbuf2 = STOP_SIGNAL;
sigbuf3 = STOP_SIGNAL;

/* send stop signal to second process */
write (pipefd[1l], &sigbuf,1);

write (pipefd2([1], &sigbuf2,1);

write (pipefd3[1], &sigbuf3,1);

/* decrement loop number */
loop--;

/* waiting for second process */
sleep(1l);

/* send start signal to second process */
sigbuf = START_SIGNAL;

sigbuf2 = START _SIGNAL;

sigbuf3 = START_SIGNAL;

write (pipefd[1l], &sigbuf,1);
write (pipefd2([1], &sigbuf2,1);
write(pipefd3([1l], &sigbuf3,1);
}
exit (0);
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¥
L%

AUADUNITLATANTZULFIUTUNITVINIULRY RSD

2 1
a o o o

szuulfumnis i uenuiddetiae Ubuntu Linux weituildnaaeunismieuaes
RSD MA@ Ubuntu  Linux  10.04 x86  d9a1n1santailuanliiain

http://www.ubuntu.com/download/ubuntu/download

AnAsrzuul AN sAundfunIATatAaNNAeS YiTe LATaIAaNTiaInafialau

q
|

(Virtual Machine) Gaazlinatqfelusnaazidsn auisaAneANBENIEaNN

b

http://www.ubuntu.com

Mﬁwmﬁmﬁ%@a‘:uuﬂﬁﬁﬁmiﬁmﬁﬁﬂu’é@ﬂ Bn13tfuusialil Ubuntu  Linux
aunsoRnsesenFuas1udunesidnlilag anadluanlng sourcelist  ann
http://mirror1.ku.ac.th/apt-ubuntu/10.04 @Wmfu‘fl’m’]? double  click 7;1‘1/\]25
source.list &y Ubuntu azfnnafinunasiaserenfua i ludesruniag

v 1
o Y o

87 TR vinnnsdanlfudegudieyazesszruunisinfafieaAnds
sudo apt-get update [enter]

avtlngmeanisdiudedieys ANIni -1 seaunanwaTaaNy 0l
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D @ @ sathaporn@ubuntu: ~

File Edit View Terminal Help

Get:4 http://mirrorl.ku.ac.th lucid Release.gpg [198B] N
Ign http://mirrorl.ku.ac.th/canonical/ lucid/partner Translation-en US

Get:5 http://mirrorl.ku.ac.th lucid-security Release.gpg [198B]

Ign http://mirrorl.ku.ac.th/ubuntu-security/ lucid-security/main Translation-en_

Ign http://mirrorl.ku.ac.th/ubuntu-security/ lucid-security/restricted Translati
on-en_US

Ign http://mirrorl.ku.ac.th/ubuntu-security/ lucid-security/universe Translation
-en US

Ign_http:ffmirrorl.ku.ac.thfuhuntu—securityf lucid-security/multiverse Translati
on-en_US

Get:6 http://mirrorl.ku.ac.th lucid Release [57.2KB]

Get:7 http://mirrorl.ku.ac.th lucid-updates Release [57.3kB]

Get:8 http://mirrorl.ku.ac.th lucid-backports Release [57.3kB]

Get:9 http://mirrorl.ku.ac.th lucid Release [8,215B]

Get:10 http://mirrorl.ku.ac.th lucid-security Release [57.3kB]

Get:11 http://mirrorl.ku.ac.th lucid/main Packages [1,386kB]

99% [11 Packages bzip2 1,794kB] [wWaiting for headers]l

A $-1 nstFudlgsunasmnssmansiuog

AnuluaniAasiuagatlAnlfan www.kernel.ora/pub/linux/kernel/v2.6/ Tasiaan

weftunluindnpadiuatescuunnidemieuedlseunn 1-2 1addi arunem

AFIRADULIDTTUUDILADTLLAAEIANAS
uname —r

ananinaniadaazgniivaslu /home/[user name)/Downloads TsTaadlWe
azag/lugil linux-[kernel version].tar.bz2 aniuAnaanlWdnailnanizauses

I
'

wanlusaTawnas /usr/src/ FnsiAn4a
sudo cp ~/Downloads/linux-[linux version].tar.bz2 /usr/src/

AN

sudo cp ~/Downloads/linux-2.6.39.4.tar.bz2 /usr/src

nnsupnaasiuagaslaan e lfinalnas /usr/src AEANRIAIUANN TILAURINIT

1
o o

ANAIAINAILAAS FAININT 9-2

cd /usr/src

tar jxvf linux-[linux version].src.tar.bz2
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File Edit View Terminal Help

linux-2.6.39.4/arch/sh/mm/consistent.c
linux-2.6.39.4/arch/sh/mm/extable 32.c
linux-2.6.39.4/arch/sh/mm/extable 64.c
linux-2.6.39.4/arch/sh/mm/fault 32.c
linux-2.6.39.4/arch/sh/mm/fault 64.c
linux-2.6.39.4/arch/sh/mm/flush-sh4.c
linux-2.6.39.4/arch/sh/mm/gup.c
linux-2.6.39.4/arch/sh/mm/hugetlbpage.c
linux-2.6.39.4/arch/sh/mm/init.c
linux-2.6.39.4/arch/sh/mm/ioremap.c
linux-2.6.39.4/arch/sh/mm/ioremap fixed.c
linux-2.6.39.4/arch/sh/mm/kmap.c
linux-2.6.39.4/arch/sh/mm/mmap.c
linux-2.6.39.4/arch/sh/mm/nommu.c
linux-2.6.39.4/arch/sh/mm/numa.c
linux-2.6.39.4/arch/sh/mm/pgtable.c
linux-2.6.39.4/arch/sh/mm/pmb.c

AN 9-2 NsumnTasalAnvadAafiua

annuiuneli folder /usr/src a¥il folder linux-[kernel version] ﬂﬁ"mgﬁm\l’] AN

NIN1943514 symbolic link  NngalnatpeinasnstuielidnesenisBunldausae

ANAa

sudo In =s linux-[kernel version] linux [enter]

FlNDEINg

sudo In —s linux-2.6.39.4 linux [enter]

antiuazisng symbolic link T4 linu

© © ® sathaporn@ubuntu: /usr/src

< o =
X WUHIAINTINN 9-3

File Edit View Terminal Help

n@ubuntu: fusr/src$ ls
linux-2.6.39.4.tar.bz2

(Inux-2.6.39.4 linux-headers-2.6.32-28

sathaporn@ubuntu: /usr/src$

sathanar

linux-headers-2.6.32-28-generic

A1 9-3 N19911 Symbolic link
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a <

6. ImednAszuudfiRnisaundasiinddwivdiuuwswneiiuaielddviunaning

Q
1

wafiua Teazgniivegiinawes /oot liinanisAnaaningliuusaaiiualiley

Walnas /usr/sre/linux Aaadamallil
sudo cp /boot/config-[kernel version]-generic /usr/src/linux/.config [enter]
Fineing

sudo cp /boot/config-2.6.32-generic /usr/src/linux/.config [enter]

7. insUFuusiaIng config druduieaiiuaialiisasiudeys debug-info Tnanilalna

v
o A

Aaaldsunsn gedit Aol
sudo gedit /usr/src/linux/.config [enter]

ANUUAUNIAII1T CONFIG_DEBUG_INFO AInIWh 4-4

® @ @ *.config Kusr/src/linux) - gedit

File Edit View Search Tools Documents Help

| g [goven v ﬂsave ﬂéﬁ <y Undo ;fﬁ [é tl Q C&

] *.config ¥

5623 # CONFIG_DEBUG LOCKING API_SELFTESTS is not set *
5624 CONFIG STACKTRACE=y

5625 CONFIG_DEBUG_KOBJECT=y

5626 # CONFIG DEBUG HIGHMEM is not set

5627 CONFIG DEBUG BUGVERBOSE=y

5628 # CONFIG_DEBUG_INFO is not set

5629 # CONFIG DEBUG INFO REDUCED is not set
5630 # CONFIG_DEBUG VM is not set

5631 # CONFIG DEBUG VIRTUAL is not set
5632 # CONFIG_DEBUG WRITECOUNT is not set
5633 CONFIG_DEBUG_MEMORY INIT=y

5634 # CONFIG DEBUG LIST is not set

5635 # CONFIG_TEST_LIST SORT is not set
5636 # CONFIG DEBUG SG is not set

5637 # CONFIG DEBUG_NOTIFIERS is not set
5638 # CONFIG_DEBUG_CREDENTIALS is not set
5639 CONFIG_ARCH WANT FRAME_POINTERS=y

5640 CONFIG_FRAME_POINTER=y

5641 CONFIG BOOT PRINTK DELAY=y

SEA7 # COMETA RCIL TNRTIRE TEST ic nnt cat

Plain Text v Tab Width: 8 v Ln 5628, Col 31 INS

NN 9-4 AU CONFIG_DEBUG_INFO

D

uila B ALLATRINNE “4 BANUAZIANIATEIUNIE “=y” NAANTAININT a-7
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© @ ® *.config (/usr/src/linux) - gedit

File Edit Vi h Tools Docum
L T V. LY
Lo loren v Bisve & @ue o X T QG
| *.config 3
5623 # CONFIG DEBUG LOCKING APT SELFTESTS is not set 2

5624 CONFIG_STACKTRACE=Y

5625 CONFIG DEBUG_KOBJECT=y

5626 # CONFIG_DEBUG_HIGHMEM is not set
5627 CONFIG DEBUG BUGVERBOSE=y

5628 CONFIG DEBUG INFO=y

5629 # CONFIG_DEBUG_INFO REDUCED is not set
5630 # CONFIG DEBUG VM is not set

5631 # CONFIG DEBUG VIRTUAL is not set
5632 # CONFIG_DEBUG WRITECOUNT is not set
5633 CONFIG DEBUG_MEMORY INIT=y

5634 # CONFIG_DEBUG_LIST is not set

5635 # CONFIG TEST LIST SORT is not set
5636 # CONFIG DEBUG SG is not set

5637 # CONFIG_DEBUG_NOTIFIERS is not set
5638 # CONFIG_DEBUG CREDENTIALS is not set
5639 CONFIG ARCH WANT FRAME POINTERS=y
5640 CONFIG_FRAME_POINTER=y

5641 CONFIG_BOOT_PRINTK DELAY=y

ERAT # FAMETA RrII TARTHBE TECT dc nat cat

Plain Text ¥ TabWidth: 8 ¥ Ln 5628, Col 1 INS

AR 9-5 N13ui e CONFIG_DEBUG_INFO

Ansiunn g uastlalusunsu gedit

° X i A o o ' v ¥ o e c oY v o o g
N1N17 config V’ﬂﬁl’]\‘l“"l“l’]‘l’l'?ﬂ’]?ﬂﬁ“]_lLL[”NLL@"JEL‘VITTLILﬁ”ﬂﬁ‘Lu@“ﬁﬂﬁ‘sﬁIﬂﬁWJEW’WZ{\WIEVL‘]JN

cd /usr/src/linux [enter]
sudo make oldconfig [enter]
azdsnguiihaanansAtninfaning -6 Wineulnalda1Fenainadainns

nszinlélnenm Enter key Agl8aunumA1nu

® @ @ sathaporn@ubuntu: jusr/src/linux

File Edit \ Terminal

.config:1115:warning: symbol value
.config:3033:warning: symbol value
.config:3034:warning: symbol value
.config:3@35:warning: symbol value
.config:304@:warning: symbol value
.config:351@:warning: symbol value
.config:4179:warning: symbol value
.config:4203:warning: symbol value
.config:4480@:warning: symbol value
.config:478@:warning: symbol value

' invalid for BT SCO i
' invalid for MFD_WM831X

' invalid for MFD_WM835@

' invalid for MFD_WM8356 I2C

invalid for AB310@ CORE

' invalid for FB_VESA

' invalid for MMC_RICOH_MMC

' invalid for LEDS_CLASS

' invalid for RAR REGISTER

' invalid for EXPORTFS

Restart config...

General setup

S

Prompt for development and/or incomplete code/drivers (EXPERIMENTAL) [Y/n/?7] y
Cross-compiler tool prefix (CROSS COMPILE) [] (NEW) l

A 9-6 N3UFULAaLARS LA
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aungzyiaNsliuusaaTaanysniAnINg 9-7

* Library routines
*

CRC-CCITT functions (CRC_CCITT) [M/y/?] m

CRC16 functions (CRC16) [Y/?] y

CRC calculation for the T1@ Data Integrity Field (CRC_T1@DIF) [Y/7] y
CRC ITU-T V.41 functions (CRC_ITU T) [M/y/?] m

CRC32 functions (CRC32) [Y/?] y

CRC7 functions (CRC7) [M/y/?] m

CRC32c (Castagnoli, et al) Cyclic Redundancy-Check (LIBCRC32C) [M/y/?] m
XZ decompression support (XZ DEC) [Y/?] (NEW) y

XZ decompressor tester (XZ DEC TEST) [N/m/y/?] (NEW)

Averaging functions (AVERAGE) [Y/?] (NEW) y

#

# configuration written to .config
#
sathaporn@ubuntu: /usr/src/linuxs v

AN 9-7 nstiunn @ lsuusaeaiug
‘19// QI 3 6 '8 v o y 1 d’j
ANTUENNINTAaN INAIADFIuA AreANdIsa 1T
sudo make [enter]

azl3ngs1eazideAn1sAaN INGAININT -8 saauntsnanlndinasiuaiaia

! ¥
=<

anysol deszavioanlunisrenindluediulsz@nininaasaniauaian

seuudfiRnisvnanu

usr/src/linux

include/generated/bounds.h
arch/x86/kernel/asm-offsets.s
GEN include/generated/asm-offsets.h
CALL scripts/checksyscalls.sh

HOSTCC scripts/genksyms/genksyms.o
SHIPPED scripts/genksyms/lex.c

SHIPPED scripts/genksyms/parse.h
SHIPPED scripts/genksyms/keywords.c
HOSTCC scripts/genksyms/lex.o

SHIPPED scripts/genksyms/parse.c

HOSTCC scripts/genksyms/parse.o

HOSTLD scripts/genksyms/genksyms

cC scripts/mod/empty.o

HOSTCC scripts/mod/mk elfconfig

MKELF  scripts/mod/elfconfig.h

HOSTCC scripts/mod/file2alias.o

HOSTCC scripts/mod/modpost.o

AN 9-8 NzraNInaAasiua
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10. $nsdnsslugasine renndeutesuialdasrundnindwinaueging

sudo make modules_install [enter]
o o o ol/ dltsdl al o rulz 'S
PBAIAINNINTIATRANA mummwu ’Q“’ﬂﬁ"m{ﬁﬂ/\l@mﬂ NUTDALALINULIDTTULRILADTLUR

nelFinawmes lib/modules

11, anuiinasasneidnmiaeaandaiian (Ram disk) ey auieiWdsinge

1 lun12@3us20U 2u190nseinlae1dA149

cd /lib/modules [enter]
sudo mkinitramfs —o /boot/initrd.img-[kernel version] [kernel version]
[enter]

o

12. ngaassdanananiflugusunisEuszuu v lag

a

cd /usr/src/linux [enter]

sudo make install [enter]

TudunautiacifoyanlddruiunisBussuumndnaunalsilnaines oot A

wanelu AW 9-9

D © ® sathaporn@ubuntu: /boot

File Edit Vie
sathaporn@ubuntu: /boot$ Ls
abi-2.6.32-28-generic memtest86+ b1n
config-2.6.32-28-generic el Map
config-2.6.39.4
jl]

dl erdl QI d” o a :/l e
NIAN N-9 VL‘V\IZW]LWNﬂJuﬂﬂﬂ’ﬂqﬂﬁlﬂﬁNLﬂ‘ﬂiLu@
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13. dFuuma grub menu Walfianunmazenlfawasiiua ludlilnannads
sudo gedit /etc/default/grub [enter]

NIN1TABN NI ANRTRA11 GRUB_HIDDEN_TIMEQUT A9AWH 4-10

200 *gru*.: (fetc/default) - gedit

File Edit View Search Tools Documents Help

L2 [Ggoren v Blsave &= <jundo A BB QG

7 *grub %

1# If you change this file, run 'update-grub' afterwards to update

2 # /boot/grub/grub.cfg.

=

4 GRUB_DEFAULT=8

5 #GRUB_HIDDEN TIMEOUT=0

6 GRUE HIDDEN TIMEOUT QUIET=true

7 GRUB_TIMEOUT=10

8 GRUB_DISTRIBUTOR="1sb_release -i -5 2> /dev/null || echo Debian”

9 GRUB_CMDLINE LINUX DEFAULT="guiet splash”

10 GRUB_CMDLINE LINUX=""

11

12 # Uncomment to disable graphical terminal (grub-pc only)

13 #GRUB_TERMINAL=console

14

15 # The resolution used on graphical terminal

16 # note that you can use only modes which your graphic card supports via VBE
17 # you can see them in real GRUB with the command "vbeinfo® v

PlainText ¥ | Tab Width: 8 ¥ Ln5, Col 1 INS

A 910 nAsdfunsans B luy

I
o

Tuin g grub wazLlfutlsmydvsuBuszuudan Ands
sudo update-grub [enter]
FalsruuBuninanulmidaaAds
sudo reboot [enter]

14. 99A1LHY grub LAANINIENITLABTILARIMTLENNNININIW lRBNINYIBdARTILALNGS

1
o

duninnsranlng i (Faetine panlnafosaddu linux- 2.6.39.4) saauayndia

NN NUBENAN DI
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15. MNN9FARY Systemtap AreAdasia il

sudo apt-get install systemtap [enter]

'
o

FRAUNNIAAAY SystemtaplaFaanysal NAAELNITNINIUIBY Systemtap AtIAIA
sudo stap —e ‘probe begin { printf(“Test\n”) exit() }' [enter]

azfietsngdenanu “Test” waneanuiinaauandng MNIBTANSFTENIELLIATAANYTT
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AMARUIN

25AwISNIENARAUNITINIULDY RSD

® AgaaARNNIMeTANaed (Virtual machine) NAART RSD

VM Product: VMWare Workstation, Version 7.1.4 build-385536

VM OS: Ubuntu Linux 10.04 x86
VM RAM: 1GB
VM CPU: Default generic CPU with 2 cores

VM Hard disk: 40 GB
VM Network:  NAT
VM Resolution: 1366 x 768

o ItasnauRmedNTAnRIARLnRe5S AR
OS: Windows 7 Enterprise, 64 bit,
build 6.1.7601, Service Pack 1
RAM: 4 GB
CPU: Intel Core i5

Resolution: 1366 x 768
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UssiRgLiauINeNUNus

WIHADING A99UHE FANETUN 3 NINJIAN 2515 U NPUNNENILAT
° [ =2 [ = o a = :// o IS a
AnFanisAnwnseiy Useniatiatinadanandugs aanannfumatulagonguipainaim
wmatianganne lutinnsdnm 2535 wasaintulailantaniauluaunisdguassuy
AruANNTNAR UTEmlunguillnsial saviAsadiuus ng antdulidianisanusnlu
NANGRIUIYUITAINTINANGATTUNA AEIAINTINANGATABNNILALS ANNaD1TY
walulaEwszaauindidnanummisananszils uilnnsdnmn 2548 wazlidindnusialu
WANGATINENANAATHMNLITUTGR NIAWENLIA191TNT AaansaiuuangndelullnisAnm
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