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CHAPTER |

INTRODUCTION

1.1 Introduction

Currently, there are tremendous Internet services available for the
Internet users. However, these services are visible in various forms for users, such as
web applications, ftp sites, or social networkss One common service is the
entertainment media that-users-ecan access through-the Internet channels. In addition,
these entertainment media are protected by the Intellectual Property (IP) law and the
media providers must not abandon this IéJ}N. Many protection systems and mechanisms
are implemented, but the mosticommon solution is the use of the member system for the
online media players. Unfortunately, the miém,per system can be counted as the primary
protection of the IP over the online distribé{jon since the illegal usage occurs after the
legal download finished. J d j‘_,

iy i
Since the downloaded ﬂles?fw!u_se problem of the IP intrusion, some

encryption mechanisms are imbiéfnénted and 'é%gedded into the media files before the

download starts, sudh_:as digital signature, fingerprinting, an_d watermarking. The benefit
of these protection methods is that the copied of all illegal files cannot be accessed by
any illegal users. Unfortunately, these mechanisms are motivation for implementing the

cracking mechanisms. /Thus, it is like an'endless chain rule of the IP protection.

1.2 Problem Description

Presently, the infringement of musical file types, especially .mp3 and
.mp4, is widely occurred over the Internet, and it cannot be easily prevented. Hence,
there are many researches and development of new techniques and methods to protect
these file types. One of the existing methods is to manage and restrict the access right

to a file for each user by implementing the member system. Unfortunately, the



protection cannot cover when members download files according to their right; then,
distribute it without permission.

Although various techniques and methods have been proposed and
installed in the real world, users of these multimedia files are able to detect. Thus, the
protection mechanism becomes a stimulus for users who are also hackers because of
the challenge in breaking the prevention mechanism. As a consequence, the
implementing of these mechanisms should be blinded from these users as much as
possible.

Based on the contents meniioned previously, the problems that are
considered in this research are listed as ?gllow.

1. Most ofithe available protection mechanisms cannot cover the illegal

copiedfor the jiles: )

2. Most of thé availabte "pfr'.otection mechanisms can be detected by

v
3. Most of the protection rﬁ?ggh‘gnisms create motivation in breaking the

hackers.

encryption or protection."treth!niques.

Referring to the b'rbb'lems ab(;?:\fé%f:fhis research presents a mechanism to
protect the downloaded file “from ‘any fai.tﬁjlés.'s,"distributorS under the objective of
eliminating hackers’ nmﬂvaﬁeﬂ—ﬂ%e—ﬁfepesed—meehamsm W|II not be obviously shown
the blocking of the IP protectlon but it can guarantee that users will not be able to use

and distribute without authorization from the company.

1.3 The Objective of Research

In this thesis, the main peintiis to improve the protection mechanism that
can prevent the unlawful usages of unauthorized users by applying a simple virus
technology. Another objective is to indicate that if the protection mechanism was not

detected by users, the motivation to break the encoding audio files will not exist.



1.4 The Scope of Study

As the fact that there are different digital media formats over the cyber
world, such as .mp3, .mp4, and .wma, the research will focus only the audio file
according to the size and popularity of use. In addition, in this research, the prototype
system will be performed on only one type of the audio file format which is .mp3
although there are various types of audio files available over the digital world. The
reason of choosing this format is because it is the most common usage and can be
played by all media player software. ' ‘Howewver, the implemented mechanism is
expected to be able to apply to-other types of media.

After thewimplemeniation, the evaluation of the proposed solution is
performed. The samples fopthis test arei randomly selected from unknown population
with and without computer teohnical,_ bao_kground. The reason of choosing these two
groups is based on the assumphoe the-t the motivation in hacking the protection
mechanism may be different. Moreover tﬁere are various age-ranges existed in each
group, with the same distripution. Hovvever e:ll Samples are Thai citizen.

There is no Comparrson of: performance between available protection

mechanism and the proposed mechamsm ‘Gecause the protection mechanism of all

H =

a-”-‘

commercial software cannot be found.

1.5 Expected Outcorrqes

Thellexpected ocutcames/for-this' study™are the: protection mechanism
preventing an audio file, such as .mp3 format from copying and distributing by illegal
distributerss cAdditionally,sthesprotection meehanism mustinot-bersrecagnized from any

hackers and users.

1.6 The Benefits of Research
The benefits of this research will be as follows:
1) The new protection mechanism can prevent the unlawful usages of

unauthorized users by applying a simple virus technology.



2) The motivation to break the encoding audio file will be decrease
because the protection mechanism was not detected by users.

3) The intellectual property (IP) of the media is protected.

This thesis proposes a virus-based encoding technique, or byte
encoding protection mechanism for preventing an audio file from copying and
distributing by illegal distributors. Thus, Chapter Il provides related works, and details

of related theory, such as format of the .mp3. Chapter Il will describe the architecture

9
.
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CHAPTER I

RELATED WORKS

21 Related Works

Digital right management, or DRM, is known as a set of technologies
used by publishers to protect all digital media from an unauthorized access in order to
maintain intellectual property that are distributed over the Internet or the digital world.
Currently, the IP protection.is a serious i§sue lor any.business companies who provide
services in all kinds of digital.media. Thé digital pretection is the main concern of every
business multimedia dist#ibutors since! it |s difficult to control after storing into a storage,
such as hard disk, orgs€Ds 0on distributLed over the Internet [1]. Thus, DRM is an
important subject of all digitalimedia éerveﬁs.‘

Various techniques'have bﬁen proposed to manage different kinds of
digital media. The practical method has!'JtL):een proposed in the year 2004 by Louma
and Vahtera [2], this paper stated that multi%jjl%_* agreements and the negotiations among

. aest il

actors must be concluded and signed%jbé‘fore performing any protection and

management processes. ~Howéver, these agreements.aresideal in the real world since

users may break the:a_i_:;reement without intention.

Accordihg to Jonker and Linnartz [3], there are two fundamental
concepts to secure theseqdigital resources from unauthoriéed access. The first method
is to encrypt centent of ithese resources a_certified mechanism and the private key
concept. The other alternative method is to store these contents behind a specific
devicegsuch ' as|firewall, [including access keys. Although encryption methods and
implementing of protection are applied when storing multimedia contents into media,
these protections exclude the situation that the media is the Internet channel.

The research of [4] proposed a broadcast encryption method which
enables media or broadcast-based distribution possible for any low-cost devices.
Therefore, the media can be protected and using distributed over the Internet easily to
any consumers. Moreover, this concept is applied to the consumer products, such as

DVD-audio players and DVD recorders. The similar objective is applied to the research



of [5] who proposed the “family domain” concepts. Additionally, in the year 2004, the
“Authorized Domain” technique is proposed by [6].

Moreover, the integration between the digital right management and
fingerprinting system had been proposed by [7] in the year 2006. This technique
embedded a fingerprinting code generated from a fingerprinting server into the audio
content, this fingerprint code will be verified when a client requests the file. In addition,
in the year 2009, [15] proposed a framework to analyze collusion attacks on
fingerprinting systems and improve a new technique called Anti-Collusion Dither (ACD)
which random dither signal to the compressed.host before embedding so as to make
the effective host signal appear more coﬁ;inuous.

Several models {101, [11], [12], have been proposed which have used
different technologies likeswatermarking;, flngerprinting [11], cryptography etc. There are
several of techniques which/have been :p}oposed for copyright protection of digital
content. One general but efﬂcientmétho@ is'the use of a watermark technology. The
digital watermark is a signal embe_,dd_ed m tﬁe multimedia content. This technology aims
to protect the digital media contents . It giv.’ésf:the contents available freely for download
as a preview. Thus, when this tébhhique isébb’i‘fed to the multimedia files, it has to be
modified as proposed by [8]{9f. In 8], tih"é".ﬁroposed technique is embedded the
removable watermarkiate-the-audio-files-that-causes-ihe aqdio files to be in the lower
quality. Based on tHe'simiIar objective, [9] proposed ar;: unconventionally invertible
perceptible WatermarI{ihg method based on DCT :(Discrete cosine transform)
coefficients. This mechanism can be used to, protect the audio content by two methods.
The first method, “perceptible watermark”, aims to reduce the audio quality by adding
an audible remoyable, Watermark.as a paitiof theaudiolsighal.ZThe 'second method,
“imperceptible watermark”, is the use of a secret key for digital right management
control. Furthermore, the technique of [13] guarantees that the received data is the
original copy for their receivers.

Since DRM is a significant factor related to the business operations, so
[14] proposed a scheme that can convert one DRM’s content to other DRM’s content.
They provide the conversion process which is separated into two steps. The first step is

mutual authentication to determine whether it is a legal DRM, to verify the target user,



and to check the license to find permission. The second step is the conversion from the
source DRM content to the target DRM content. The conversion means that the specific
DRM content is converted into neutral DRM content format. This content format
provides the secure structure to protect the DRM data which offers beneficial for
providers and users; providers can extend their service area without opening their
secret and users can freely enjoy using audio content without considering that DRM
system is used on their audio player.

Although various methods have.been mentioned above, integration of
DRM and fingerprinting in [7], removable watermarking in [8], and etc., most of them are
complicated and might not be practicgl. Maoreover, the significant issue of these
researches is the noticgable #6f  protection methods that users might recognize,
especially audio files. This recognitiorjﬁ IS a motivation for some users who love
challenging in breaking the proteoti‘bn rﬁgéhanism. Therefore, the destruction of the
protection rules begins. & Agcording' to "}this motivation, this research proposes a
mechanism that most users are ha_,rd‘_Iy realiZé_d as the protection mechanism. Therefore,

the IP protection is maintained. "-f.,r.f_,

2.2 Principal of virus

A combuter virus is a program that was '(v:reated which has ability to
spread from one computer system to another computer system. Spreading of computer
virus will be embedded withfa.computer program or hiding in the memory, which can be

the main memary. or.the cache memorny.

2.2.1 'Spreading oficomputer virus

Virus can infect to a computer via a diskette or a flash drive, when the
infected device is used. Then, virus will transfer to the computer. Another way to infect
is spreading itself through the computer network; the virus uses the transferred packets

such as E-mail or downloaded files from un-trustable sources.



2.2.2 How virus infected system?

By far one of the most common way, a computer becomes infected is the
user accepts all operations without reading the prompt or understand what it is asking.
Some common example:
1. While browsing the Internet, an Internet advertisement or window appears

that says “your computer is infected” or that “a unique plug-in is required”.

Without fully understa H\lt\ ha't etting and click accept the prompt.

ers is prompted (often checkboxes

ARSI IR Y

Fig.2.1 Virus appended to a program



® Append virus: This way virus will attach with a target program. When the
target program was executed, the virus will be executed before the target
program after that the target program will working properly, as showing in

Fig. 2.1.

Before Infection : After Infection :

Virus
Code

Original®
Program
File

® \Virus that ‘will embedded to the first

:“““‘ """"""""""""""""""" -
and the last'p 0 ‘,

] ”
the target p *I gram started and after it flnlshes see in Fig. 2.2.

ﬂUEJ’JVIEWIﬁWEJ’]ﬂ?
QW]NT]‘J'&J&IW]’MEI’]QEI

ntrol the processes before
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Before Infection : After Infection :
. Virus | —.—._ -
Code
Original
Program
File Original
Program
File

® |ntegrated vi , . nent: / ram will be embedded and

a common audio formatfor-consumera udio storage, 't‘ as a de facto standard of

digital audio Compresﬂm

A I NYNTH NS o e v

Picture Experts Group as part of itssMPEG-1 standard and later extended in MPEG-2

o) FETEVEE V00 S 33 Ve ke tars

engineerg at Fraunhofer IIS, University of Hannover, AT&T-Bell Labs,Thomson-Brandt,

D ybﬂ of music on digital audio

CCETT, and others. MPEG-1 Audio (MPEG-1 Part 3), which included MPEG-1 Audio
Layer I, Il and Ill was approved as a committee draft of ISO/IEC standard in 1991,
finalized in 1992 and published in 1993 (ISO/IEC 11172-3:1993). Backwards
compatible MPEG-2 Audio (MPEG-2 Part 3) with additional bit rates and sample rates
was published in 1995 (ISO/IEC 13818-3:1995).
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The use in .mp3 is a lossy compression algorithm is designed to greatly
reduce the amount of data required to represent the audio recording and still sound like
a faithful reproduction of the original uncompressed audio for most listeners. An .mp3
file that is created using the setting of 128 kbit/sec will result in a file that is about 11
times smaller than the CD file created from the original audio source. An .mp3 file can

also be constructed at higher or lower bit rates, with higher or lower resulting quality.

The compression works, by:reducing accuracy of certain parts of sound

that are considered to be beyond ‘\l olution ability of most people. This

method is commonly referred.to as \ ing. It uses psychoacoustic models
: , >

to discard or reduce pr dible to human hearing, and then

records the remaining i

AU INENTNEINS
RINNIUUNIININY
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2.3.1 MP3 Structure

An .mp3 file is constructed from multiple .mp3 frames, which can be
classified as a header and a data block. This sequence of frames is called an
elementary stream. Frames are not independent items ("byte reservoir") and, therefore,
cannot be extracted on arbitrary frame boundaries. The .mp3 data blocks contain the
(compressed) audio information in terms of frequencies and amplitudes. Fig.2.4 shows

that the .mp3 Header consists of a sync which is used to identify the beginning of

a valid frame. This is followed by & t i ,Epis is the MPEG standard and two

bits that indicate that laye i: hence I@io Layer 3 or .mp3. After this,

the values will be differ, .de i ‘?"".'- 03 file.  ISO/IEC 11172-3 defines the

along with the specification of the

AT NN
N
.mp3 frames; as notec y P | \

which precedes or follows the

AU INENTNEINS
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CHAPTER 11l

EXPERIMENTAL DESIGN AND METHODOLOGY

In this research, the member system of audio files downloading is
applied as a fundamental protection mechanism for the digital right management over

the Internet.  However, in order to fortify the Intellectual Properties (IP) of the digital

media over the Internet, the mechanis alled Byte Encoding Protection (BENPro) is

proposed after the media has & a provider. This proposed system

of the digital media providi istsTof t systems.  The first subsystem s
responsible for digital medi >ond subsystem is the digital media

access controller. architecture of the protecting

Fig.

technique.

ﬂuEJ’JVIEJVITWEﬂﬂ‘i
QW’]Nﬂ‘iﬂJ UA1AINYAY
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Byte Encoding Protection (BENPro) System

Audio Preparation System
(APS)

Audiofile )| » Encoding | | Embedding
module module
iz,

rr -
.IIJF

Digital Media Access C$|tro
W'F

(
T—

Extraction . f :
module o L \ reen
(ExtrcM) f 5 ' lation

Encoded
Partial
Audio file

itecture for audio files

|de- must start their services by
passing all audio files t9 the Audio Preparatlon System (APS) before broadcasting

through the Intﬁeuﬂ !}%ﬂéﬁﬁ ﬁw %J 6'% ﬂ%d and embedded with

an executable file. Therefore, this pregcess is the flrst step of the protectlon mechanism
ARSI THAN NG TEY

Since the BENPro mechanism is relied on the member system, all
members must install the Digital Media Access Controller (DMAC) as if it is the media
player of the BENPro system. The system is responsible for decoding and playing the
requested audio file downloaded from the Interet. Moreover, this system will delete
the necessary information that the DMAC uses to play the audio after the play is

terminated. Therefore, the functions of the DMAC are the second protection step for all
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audio providers. Details of all these systems, the APS and the DMAC, are described as

follow.

3.1 Audio Preparation System (APS)

The APS is responsible for creating all protected audio files. It consists
of two methods inside this system: the encoding, and the embedding algorithm. This
APS is the important part in preparing the original files before they are retrieved and
accessed over the Internet. Although us;erfs can obtain the digital files by authorized
download but they cannot distributed the fL({MEpsion of audio files to an unauthorized
person because the propqsed algorithrg,s havé'aé;’vaqted some part of the audio files

and stored it in the PartialvAudio Qatab%se (PADB). “Details of all these processes are

described in the next secflo/

3.1.1 Encoding Module f SRR
It is necessary t ,t,bhefor? all digital media are distributed over the
Internet, the providers mustengode fhesé"ﬂlps using some available techniques. One

ey SRAY 43
interesting encoding technique is theijangr;nfg bytes among contents of the file.
Every multimedia file will contain fields to inform the file format for media

players. Thus, changing the file content by Q-)f_mqhmg among bytes, as shown in Fig.3.2,

will change the valu'g’ls of these meaning fields.—This é‘s’[he first step of the data

w i :
protection process for-audio files. When these encoded\&audio files are executed by
various media players,"éuch as windows media player, \}\/ﬁamp, and aimp player, most
of these mediarplayersipresentithegdowagualityof seund;yincluding the annoying signal,

or cannot be recognized, by any media players.

n-byte block

Original MP3 {
Swap n-byte block
Encoded MP3 {

Fig. 3.2 Encoding technique
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Although the contents are changed, it cannot guarantee that hackers are
not able to swap them back to normal. So, the second module, embedding module, in

the APS is applied.

3.1.2 Embedding Module
This module is implemented to serve the objective that the downloaded
files must not be able to run by an unauthorized person under an authorized download.

eless the set of stuffing bytes in this

The concept of this module is based s curity protection mechanism, byte stuffing
of the transferred packet over

research is an executable edés t nal Music Player (ADMP). This

ADMP will be partitioned--lsr""

Wapping bytes, see Fig. 3.3.

Encoded audio file

Partial audio content
Stored in Partial audio database

ADMP

'anm MU by el R

The mechanism of this module is that the audio file will be segmented

into small pieces, as shown in Fig. 3.3. However, the total amount of segments will be
equal to the size of the ADMP executable file which will be embedded into the same
locations of all segmented contents. After finishing the segmentation, these segments

will be stored in the Partial Audio DataBase (PADB). These parts of the audio files will
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be called by the ADMP whenever users request for accessing the file under a control of

the second system, the DMAC.

3.2 Digital Media Access Controller (DMAC)

The second part of the BENPro is the most important part after the audio
file was encoded by the APS. The execution of this system starts when users select an
audio content with permission through the DMAC interface. Then, the downloading
mechanism will start, the encoding audio will.bessent to the user system, called as a
client. This encoding audio will-be extracted to.obtain the ADMP as a back-end process
by the DMAC system. Then; the ADMP will perform itstask by playing the audio files as
requested while the network.€onnection rlnust be available. Additionally, all clients can
control the play through the DMAC inte_rfe_oe, as shown in Fig. 4.1 and details are
described in Chapter 4. - ;

According to the fuoctionsﬁng;the DMAC mentioned above, this system
must be installed in the User's "co'mputer'"-'éfter the membership is assigned and it
consists of 2 important modules The first parI |s the Extraction Module (ExtrcM) where

the ADMP will be reassembled and temporary saved in the user’'s hard disk. The

second part is the Decodmg and Integratmg Module (DIM); this module will reorganize

the encoded audio file to be similar to the orlglnal one. Moreover it is responsible for
integrating the remaining part of the requested audio file to the decoded content. Thus,
the final outcome from thée precess of the DINLIs the original audio file that is ready to be

played. Details of these modules are described as follows.

3.2.1 Extragtion-Module(ExtrcM)

This"module ‘is "an“executable  file that will 'be run ‘when“users call for a
play. The DMAC will start this ExtrcM after the download of the selected audio finished
and the encoded audio is stored in a temporary space. The ExtrcM will extract the
ADMP out from the content of the audio file, remaining only the pure encoded content;
these output files will be stored in the temporary space in the user's hard disk. The
ADMP will play the selected audio file as a background process without user’s

interference.



19

3.2.2 Decoding and Integrating Module (DIM)

This module is an executable file which is hidden in the client's computer
after installed the DMAC media player. Itis used for reorganizing the audio file content,
including reassembling the partial audio file from the server. In the process of
reorganization, all swapped contents from the encoding process will be restored back to

their original locations. However, this decoded file cannot be accessed by any media

‘ naining part from the server site.
lile the is decoding, the remaining contents

back to their original locations.

players until it will be integrated with

Within this mod
from the server site of the @

Thus, after finishing the ile‘is ready to play.

After finishi \ ) \ “f P will run under the control of
users via the user interfac ' ,- inter ‘ : le'is the interface that interacts
. 7 y, pause, and stop the audio
erface module, the request will
) : the DIM process. Nevertheless,
this audio file will be erased@ﬁ?’ r exits the playing mode or closes the
program. Fig. 3.4 il f:* >ase ySte Furthermore, the class diagram

: Y ]
of the whole system pr‘ﬂe .

AUEINENINYINg
RIAINTUNRINIAY
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BENPro System

create protected audio file

|
I<<uses>>

Audio Provider User

//.\\‘i‘\

.»_'t.;,

Use case diagram: Template
® Use case name: BE
® Participant actors:

L Audl .
® User V
® FEntry conditionm
® User plays amaudio file usingsBENPro System.

» rouofildd £ IVTEVITWENT

L4 An audio provider cregtes the protected audio files using encoding

ARHNNIUNN1INETRE

® The process of create protected audio file calls the partition-audio-file

process that will segment the audio file into small pieces and store it in
database then embedded the ADMP into the same locations of all
segmented contents.

® The audio provider grants permission for retrieving the protected audio

file.
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® A user plays the protected audio file using the DMAC.

® The process of the play-audio-file extracts the ADMP player out from the
protected audio content; then, the process of the partition-audio-file will
be called to retrieve the partial audio contents and merge them back to
the audio file.

® The ADMP will be executed via the back-end process to start the playing

audio file.

® The user presses

® Fyijt conditions

Use case diagram: Sce

® Scenario Name:

® Flow of events

® Rall put the o iginatatdio filesi NPro system to created protected
audigfile-using-encoding-anc-crmb:

® Nitch retrieve om-Ball.
i

® Nitch start playing the protected audio file with DMAC.
o

" AT ‘3 Wﬂmw I EpS e cudo e

® Nitch tries to use others features of the DMAC, such as pause and stop

QWIRNNIAAE ANeNaE



APS

-checkfile
-mp3name
-Mp3Length
-Mp3EncodelLength
-Mp3PlayerLength
-EXEPlayerLength
-Mp3TempLength

DMAC

-CheckTime
-CountTime
-isPause
-isPlaying

+ButtonLoad_Click()
+ButtonEncode_Click()
+ButtonEmbed_Click()

process.

q .
|

1 7: ButtonStop_Click()

|

|

|

|

|

|

|

|

|

|

|

|

-Mp3Duration
-numlist
-numplaylist
-PathApplication
-PathCheckPause
-PathDecoder
-PathExePlayer
-PathParameter
-PathParameter2
-PathTempMp
-Play ri 1

> 8: KillProcess()
> 9: FileDelete()

DIM

+DecodingAndIntegrating()

1

1

ADMP

+StartProcess()

22

Fig. 3.6 Sequence diagram of the BENPro system
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From Fig. 3.6, the process of the play, pause, and stop process can be
describes as follow.
(1) Users press a play button on the DMAC interface.
(2) The DMAC starts the playing function and commands to manipulate
the play will be sent to the DIM module.
(3) A protected audio file will be decoded and integrated with partial

audio content and the ADMP will be extracted from the protected

audio file.

(4) The ADMPwill e mand.

(5) Users pFe AC interface.
(6) Theﬁ‘ ‘ \ ion file and send the pause

interface.

f YHANHNI Ny O
ammmmwnmwé‘a

According to the activity diagram, Fig. 3.7, the first step is that user press

a command button on the DMAC interface. Once an icon is pressed, the DMAC calls
the playing function and commands to manipulate the play are sent to DIM module.
Then, a protected audio file is decoded and integrated with the partial audio content.
Moreover, the ADMP is extracted from the protected audio file. After finishing the

decoding and integrating, the ADMP executes the command as requested. When users
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press a pause button on the DMAC interface, the DMAC will update the configuration file
which is stored in the user computer and send the pause command to the ADMP. On
the other hand, if users press a stop button on the DMAC interface, the DMAC will Kill
the ADMP’s process and all files in the temporary storage such as the ADMP, the
configuration files, the completed audio file, and the partial audio file will be eliminated

from the user hard disk.

3.3 Steps for create protected audio \
R\ ’, //

'"f ”r"—ﬂ
=

3.8 Audio Preparation System

ﬂuﬁl’f]‘l’lﬂﬂﬁ"r’tﬂ’tﬂ‘i

the Audio preparation system ﬁs there are w significant parts:
e pelplE ’t RIS WA IH B TE Y v o0
shows the interface of the APS program. Mechanisms to perform these tasks are

described in the following sub-sections.

3.3.1  Mechanism to create an encoded audio file
The objective of this mechanism is to transform an original audio file to
be a new audio file that cannot be run smoothly with another media player.  This

mechanism is based on the encoding algorithm as elaborated below in Fig. 3.9.
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While Mp3Input.Length <» Mp3Input.Positicon
If Mp3Input.Length - Mp3Input.Positicn »= 2848 Then
"Write the Original data 2848 bytes to Mp3Output
Else
'define LastByte of data by (Mp3Input.Length - Mp3Input.Position)
'Write the LastByte a into Mp3Output
End If

If Mp3Input.Length - Mp3Input.Position »>= 256 Then
'Read 128 bytes from Mp3Input and keep it in buffera
'Read the next 128 bytes from Mp3Input and keep it in bufferB
'Write data from bufferB and bufferA into Mp3Output respectively

Else
‘define LastByte of data b

If LastByte > 128 Then
"Read 128 bytes i

"define LastByt

'Read LastByt

"Write data f 30utput respectively
Else i W
"Write the L v TR Ny,

h - Mp3Input.Position)

n buffera
- Mp3Input.Position)

End If
End If

End While

In the first f the encoding algorithm in Fig. 3.9, it will read the
original audio file for 2048 b afidw —'-—_ the audio output file. For the second
part, it will read the original file or25 - eping in two buffers (bufferA, bufferB),

—d"/‘;""’l i =

and separating equaﬁx for 128 byfés Aﬁé‘? re swapping in pairs and wrote

into the output file. -’:o""‘ , the al

swapping the bytes td}nsure
original data, or over 256bytes for swappings n the first part, if the remaining bytes are

@ymwegw§ INBIHR G e trr s, ey

are the last swa

QT STT TR B B B o

the remagmng bytes whether it is more than 128 bytes by keeping the remaining in the

recheck the condition before

g byte.ﬂare over 2048 bytes for the

variable name LastByte. If it is larger than 128 bytes, the program will read the original
audio file for another 128 bytes and keep it in the bufferA then swap it with the rest of the
original file and forming a new audio file. If the last byte is less than 128 bytes, read the
original audio file and write into the output file.

Finally a new encoded audio file is obtained. Additionally, this file will

not be run smoothly with other music players.
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3.3.2 Mechanisms to create an embedded audio file

Embedding ADMP file and extracting some part of audio file from

encoded audio file, we have steps as follow:-

While Mp3EncodeLength <> Mp3EncodeInput.Position
If Mp3EncodeLength - Mp3Encedelnput.Position >= 1928 Then
"Write the Original data 1928 bytes to Mp3Embed
Else
"define LastByte of data by (Mp3Epce
"Write the LastByte into Mp3EmbEd
End If .

"L h - Mp3EncodeInput.Position)

%,

If EXEPlayerLength - EXEPlaye
"Read 128 bytes fro

"Read 256 bytes i
Else . "
"define lastEXEP, F y KEPlayerLength - EXEPlayer.Position)

"define AmountL rd (Mp? J odeInput.Position)
"Write the AmountLa 7
End If
End While

rithm as shown in Fig. 3.10, the

program will read the encoded-audio file es and write it into audio output file.

For the second pa 28 bytes and write it into

temporary file, called t'"l partial aud -l read 128 bytes of the ADMP
file and storing into the buffer and read the encoded audio file 256 bytes then keep in
Q

fa
another buffer. fphztlth?o ﬁrﬁ Wrﬁ vﬁﬂor] ers and write it into the
new audio out ile, called protected audio file using the ADMP 128 bytes, and the
- ¢ o
MOCY W AT E UM 1]
more th b .

After the remaining bytes of the ADMP are not greater than 128 bytes, it
will read the encoded audio file according to the last byte of the ADMP which storing in
the buffer and write it into a temporary file. Finally, it will write the last byte of the ADMP
to output file then read the encoded audio file of the remaining bytes and set up a new

protected audio file.



CHAPTER IV
EVALUATIONS AND EXPERIMENTAL RESULTS
4.1 Evaluation Method

In order to evaluate the proposed mechanism, there are two testes have
to be performed. The first testing step is to test the implemented software in which the
proposed protection technique was implemented. The second testing step is the
statistical test where the experimental results®*gathering from various samples are
computed and compared.with-statisticalvalues.to-confirm the assumption of protection

technique. Details of these evaltations,are as follows.

|
4.2 Sample groups and testing condition

Since the objective 0Of this reséarcﬁ‘ is to implement a protection technique that
users cannot be recognized, the testing md:-cators are the quality of sound evaluated by

a sample group, and the number of USErsy H’] the samples who has curiosity in the IP
..l’ "

protection mechanism. The sample groupy 12@,persons consists of various academic

backgrounds: computer technicians and non;t_e_t;hqlmans. Moreover, there are 20 audio

files in the test.

43  Software Evaluation

After fir;ishing the implementation, the :system was tested by the
developer. Thettest uses a simple software testing technigue; with this test, there are 20
audio files that have been tested. The results of the 20 audio plays indicate that when
the encoded audioiiile,is accessed by the DMAC, the 'quality of the,voice is the same as
the original file. Unlikely to the play with the general audio players, the presentation

quality is low and unsmooth. Fig. 4.1 shows the interface of the DMAC program.
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-
ot Digital Media Access Controller

File Help

01. SUNDAY AFTERNOON mp3

02. SEBELUM KAU TIDUR.mp3

03. HANYA SATUmp3

04. FRIEND {ACOUSTIC VERSION).mp3

4.4  Testing Hypoth

Since the propo ishi as i d completely in the software

mentioned above,  are randomi ted by volunteers to test the
proposed protection techni

be listed as follows.

s P PeopleEho kgro ndﬂvill have the same decision

about re—dpwnloading the au%file when it cannot be opened.

s P B DY B TR T e o e

about re- downloadlng‘lhe audio file when it cannot be opened
AR TR NG = v
the test ©f this hypothesis is based on the Likelihood Ratio with 95% confident level
(0L=0.05). The result from the SPSS shows that people who have different backgrounds
will have the same decision about re-downloading the audio file when it cannot be
opened, according to the Likelihood Ratio = 3.067, df = 2, p-value = 0.216 > 0=0.05.
The raw data confirms that most users, both technical and non-technical, will re-

download the audio file (technical = 81%, non-technical = 86%,).
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Hoiag: PeOple who have different age ranges will have the same decision about
re-downloading the audio file when it cannot be opened.

Hiiag: People who have different age ranges will have different decisions about

re-downloading the audio file when it cannot be opened.

The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that people who have
different age ranges will have the same decision about re-downloading the audio file
when it cannot be opened, according to the Chi-Square = 0.589, df = 2, p-value = 0.745
> (1=0.05. The raw data confirms that most.users; both youth and working age ranges,

)

will re-download the audio file (age (16-25) = 83.33%, age (26-35) = 84%).

4.4.2 Test of remove andiquit.tising DMAIC when it cannot open the audio file
Hoeq: People who have different ’backgrounds will have the same decision
about remaove and quitﬁ usihp the DMAC when it cannot open the audio
file,
H,,ee: People who have d[fferent".fbch‘kgrounds will have different decisions
about remove and quit usingije’::'DMAC when it cannot open the audio
file. o |
Since some raws-in-the-contingency-tabie contains‘vnumber of data less than 5,
then the test of this hybo‘thesis is based on the Likelihood R;tio with 95% confident level
(00=0.05). The result fr&m the SPSS shows that people who have different backgrounds
will have the same decision| abaut re-downloading the! audiosfile when it cannot be
opened, according to the Likelihood Ratio = 5.023, df = 2, p-value = 0.081 > 0=0.05.
The raw data confirfis, that-mast users, ‘bath technical and non=technical, will not remove
and quittusing the DMAC when it cannot open the audio file (technical = 51.6%, non-
technical = 55.67%).

Huong: People who have different age ranges will have the same decision about

remove and quit using DMAC when it cannot open the audio file.

H,at People who have different age ranges will have different decisions about

remove and quit using DMAC when it cannot open the audio file.
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The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that people who have
different age ranges will have the same decision about remove and quit using the
DMAC when it cannot open the audio file, according to the Chi-Square = 3.402, df = 2,
p-value = 0.183 > 0l=0.05. The raw data confirms that most users, both youth and
working age ranges, will not remove and quit using the DMAC when it cannot open the

audio file (age (16-25) =57.33 %, age (26-35) = 50%).

4.4.3 Test of find the crack or tools to fix the program when it cannot open the audio
file 4

Hoeq:  People whooh@ve: diiferent backgrounds will have the same decision
about find.ihe crack or to&ls to fix the program when it cannot open the

audio file. e
Hi,eq:  People”whe have differen-t; backgrounds will have different decisions
about find the crack of tooléj‘-p fix the program when it cannot open the
audio file. 'r-_f";r:,q -
The test of this hypothésis-is basé‘_d-;fdh the Pearson Chi-Square with 95%
confident level (00=0.05). The-result frorTi;*"—ttHe‘:-SPSS shows that people who have
different backgrounds=willLhave-the-same.-decision-about fjh,d the crack or tools to fix the
program when it cann-ot'open the audio file, according to Cﬁ:i‘—Square = 2.450, df = 2, p-
value = 0.294 > (120.(55. The raw data confirms that most users, both technical and
non-technical, will ot find the €rack’ aritools-tolfix the pragram-when it cannot open the

audio file (technical = 52.67%, non-technical = 46%).

Hisag: PEOPlE Who have different age ranges will have the same decision about
find the crack or tools to fix the program when it cannot open the audio
file

Hisagt People who have different age ranges will have different decisions about

find the crack or tools to fix the program when it cannot open the audio

file.
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The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that people who have
different age ranges will have the different decision about find the crack or tools to fix
the program when it cannot open the audio file, according to the Chi-Square = 14.886,
df = 2, p-value = 0.001 < 0=0.05. The raw data indicated that a number of users in
ages 26-35 will find the crack or tools to fix the program when it cannot open the audio
file (age (26-35) = 48.33%) more than the users in ages 16-25 and most users in this
range will not find the crack or tools to fix the program when it cannot open the audio file

(age (16-25) = 50.67%).

4.4.4 Test of realize the DMACswas protected when it cannot open the audio file from

other sources )
Hoeq: People who have different backgrounds will have the same decision

_—

about realize the DMAC vva% protected when it cannot open the audio file
from othef solirces. -
H,, People who have qiﬁerent'r-_f'égc-kgrounds will have different decisions
about realize the!DMAC was @étted when it cannot open the audio file

from other sourees. —4
Since some fows.in-the contingency table containsi Aumber of data less than 5,
then the test of this hybothesis is based on the Likelihood Rgfio with 95% confident level
(00=0.05). The result from the SPSS shows that people who have different backgrounds
will have the different decision about realize the, DMAC was protected when it cannot
open the audio file from other sources, according to the Likelihood Ratio = 6.668, df = 2,
p-value™s (0:036y <~0l=50.05, «~Theyraw date) indicated thatl asfew users in computer
technician will not realize the DMAC was protected when it cannot open the audio file
from other sources (technical = 61%) but most of users in non-technician will realize the

DMAC was protected when it cannot open the audio file from other sources (non-

technical = 52.67%).
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Houag: People who have different age ranges will have the same decision about
realize the DMAC was protected when it cannot open the audio file from
other sources.

Hiag: People who have different age ranges will have different decisions about
realize the DMAC was protected when it cannot open the audio file from
other sources.

The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from she SPSS shows that people who have
different age ranges will have the same decision.about realize the DMAC was protected
when it cannot open the audio.file fromJother sources, according to the Chi-Square =
2.405, df = 2, p-value = 0:800 > OL:0.0S; The raw data confirms that most users, both
youth and working age ranges, will not reil‘alize the DMAC was protected when it cannot
open the audio file from other dourdes 7(ag<ji£;1 6-25) = 54%, age (26-35) = 60%).

4.4.5 Test of realizes the down_loaded éiljlgio,_. file was encoded when it cannot be
opened. A tl

Heses:  People who ‘haveé-different @dkbrounds will have the same decision
about realizes the.doWnloadea—iaﬁdio file was encoded when it cannot be

openea.

H,:, People-who have different backgrounds \/\:/:iil have different decisions
about realizes the downloaded audio file was encoded when it cannot be
opened!

The testyof this hypothesis is based on the Pearson Chi-Square with 95%
confident level~(0=0.05).c%The resultyfromnthe SPSSrshowsythat people who have
different backgrounds will have the same decision about realizes the downloaded audio
file was encoded when it cannot be opened, according to Chi-Square = 1.644, df = 2, p-
value = 0.439 > 0=0.05. The raw data confirms that most users, both technical and
non-technical, will not realizes the downloaded audio file was encoded when it cannot

be opened (technical = 57.67%, non-technical = 52.67%).
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Hosag: PeOPle who have different age ranges will have the same decision about
realize the downloaded audio file was encoded when it cannot be
opened.

Hisag: People who have different age ranges will have different decisions about
realize the downloaded audio file was encoded when it cannot be
opened.

The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that people who have
different age ranges will have the same decisionabout realizes the downloaded audio
file was encoded when it cannot-be ope_r{ed, according to the Chi-Square = 2.060, df =
2, p-value = 0.357 > 0.=0:05. .The raw Qata confirms that most users, both youth and

i

working age ranges, willsnot sealizes the downloaded audio file was encoded when it

cannot be opened (age (16-25) = 57:33%,?@ (26-35) = 53.33%).

v

4.4.6 Test of realizes the down]ogded é@]giq_. file was encoded if copied to others
computer and it cannot be opened.: "'}'Jf.-_‘

Hees:  People who ‘haveé-different @brounds will have the same decision

about realizes the.do'vvnloade'dia’udio file was encoded if copied to others
compiiferand it cannot be opened.

H.sea: Peopié who have different backgrounds ’-v?/-illl have different decisions
about realizes the downloaded audio file was encoded if copied to others
computer andiiticannot belopeneéd!

The testyof this hypothesis is based on the Pearson Chi-Square with 95%
confident level~(0=0.05).c%The resultyfromnthe SPSSrshowsythat people who have
different pbackgrounds will have the same decision about realizes the downloaded audio
file was encoded if copied to others computer and it cannot be opened, according to
Chi-Square = 1.340, df = 2, p-value = 0.512 > 00=0.05. The raw data confirms that most
users, both technical and non-technical, will not realizes the downloaded audio file was
encoded if copied to others computer and it cannot be opened (technical = 51%, non-

technical = 55%).
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Hoeng: PeEOPlE who have different age ranges will have the same decision about
realize the downloaded audio file was encoded if copied to others
computer and it cannot be opened.

Hieng: PeOPle who have different age ranges will have different decisions about
realize the downloaded audio file was encoded if copied to others
computer and it cannot be opened.

The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that people who have
different age ranges will have the different-deeision about realizes the downloaded
audio file was encoded If copied to J&)thers computer and it cannot be opened,
according to the Chi-Square =_46.1 /8, df‘ =2, p-value = 0.001 < 01=0.05. The raw data
indicated that a number0f users in age; 16-25 will realize the downloaded audio file
was encoded if copied toiothers Combiuterj;a"ﬁd it cannot be opened more than the users
in ages 26-35 (age (16-25) =/56.67%) anc":j most users in this range will not realize the
downloaded audio file"was encoded. if céfb__;eq to others computer and it cannot be

opened (age (26-35) = 49.33%). ... "-fjff__

-. TJ"

4.4.7 Test of thinking this data’ proté‘ction wilid‘?'e".difc‘e the hackers’ motivation.

Hyee:  Peoples Whe—have—dﬁerent%ackgrounds-Will have the same decision

about fhi‘s data protection will reduce the hac:l;ers’ motivation.

H,.co: People Who have different backgrounds will have different decisions

about this data protection/willreduce the hatkers’, motivation.

Since some rows in the contingency table contains number of data less than 5,
then the“testiofithisthypothesistis Hased onithieLikeliheod Ratio withy98% confident level
(0=0.05)s The result from the SPSS shows that people who have different backgrounds
will have the different decision about this data protection will reduce the hackers’
motivation, according to the Likelihood Ratio = 13.804, df = 2, p-value = 0.001 <
0=0.05. The raw data indicated that a few users in computer technician think this data
protection will reduce the hackers’ motivation (technical = 80%) but most of users in
non-technician think this data protection will reduce the hackers’ motivation (non-

technical = 91.67%).
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Hoag: PeEOPle who have different age ranges will have the same decision about
this data protection will reduce the hackers’ motivation.
Hi.a,: People who have different age ranges will have different decisions about

this data protection will reduce the hackers’ motivation.

Since some rows in the contingency table contains number of data less than 5,
then the test of this hypothesis is based on the Likelihood Ratio with 95% confident level
(0L=0.05). The result from the SPSS shows that.people who have age ranges will have
the same decision about this data proteciion=will reduce the hackers’ motivation,
according to the Likelihood Ratie-= 3.04?;), df =2, p-value = 0.218 > 01=0.05. The raw
data confirms that most users, both youth‘ and working age ranges, though that this data

protection will reduce the hackers’ moftivation (age (16-25) = 84%, age (26-35) =
87.67%). “—

4.4.8 Test of thinking the defect is an effé;pt from the transfer mechanism rather than
the protection mechanism. = =
' )
Heseq:  People who have different '6équgrounds will have the same decision
i s is A4

about the defect |s an effect frg_m'.‘the transfer mechanism rather than the

Il

protections-mechanism.

H.geq: Peop]ef who have different baokgrounds—'v'yj‘ll have different decisions
about thé_ defect is an effect from the transfer mechanism rather than the
protectionimeghanism.

The test ofl.this hypothesis is|based on the Pearsom Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that joeople who have
differentibackgrounds willlhave the lsame!decision about|the defectiis @n effect from the
transfer mechanism rather than the protection mechanism, according to Chi-Square =
2.353, df = 2, p-value = 0.308 > 0.=0.05. The raw data confirms that most users, both
technical and non-technical, though that the defect is an effect from the transfer
mechanism rather than the protection mechanism (technical = 74%, non-technical =

79%).
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Hosng: PeEOPle who have different age ranges will have the same decision about
the defect is an effect from the transfer mechanism rather than the
protection mechanism.

Higag: People who have different age ranges will have different decisions about
the defect is an effect from the transfer mechanism rather than the
protection mechanism.

The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that people who have
different age ranges will have the different deeisien about the defect is an effect from the
transfer mechanism rather than.the protgction mechanism, according to the Chi-Square
= 18.129, df = 2, p-valug.=0.000.< OL:Q.O5. The raw data indicated that a number of
users in ages 16-25 will_realize the defectlLis an effect from the transfer mechanism (age
(16-25) = 85%) rather than the proteéii;on rﬁéchanism more than the users in ages 26-35
and most users in this range:will not rea'tjze‘; the defect is an effect from the transfer

mechanism rather than the protéction mecﬁégisqn (age (26-35) = 67.67%).
y '_.;'J,__
4.4.9 Test of using the DMAC and the BEN .{_o.;ngfstem was easy.

Hoeq:  People who have different b?—;(;'kgrounds will have the same decision

] =

i

about Using the DMAC and the -BENPro systém was easy.

H,eq People/who have different backgrounds j&ill have different decisions

about using the DMAC and the BENPro system was easy.

The test of this ‘hypethesis is baséd on the Pearson Chi-Square with 95%
confident level (0l=@.05). dhe result from: the 'SPSS showsgthat people who have
different backgrounds will have thefsame decision about usingathe DMAC and the
BENPro'system was|easy, according to.Chi-Square = 2.870 df|=+2, p-value = 0.238 >
0=0.05. The raw data confirms that most users, both technical and non-technical,
though that using the DMAC and the BENPro system was easy (technical = 67.33%,
non-technical = 65.67%).

Hoong: PeOPle who have different age ranges will have the same decision about

using the DMAC and the BENPro system was easy.
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Hiong: People who have different age ranges will have different decisions about

using the DMAC and the BENPro system was easy.

The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (00=0.05). The result from the SPSS shows that people who have
different age ranges will have the same decision about using the DMAC and the BENPro
system was easy, according to the Chi-Square = 2.046, df = 2, p-value = 0.359 >
0=0.05. The raw data confirms that most users, both youth and working age ranges,
though that using the DMAC and the BENProssystem was easy (age (16-25) = 67.67%,
age (26-35) = 65%).

3
4.4.10 Test of the quality'of the.played audio is the same as the original file.
Hooes:  Peopleswho iave differerft backgrounds will have the same decision
about the guality/of the pla;eg audio is the same as the original file.
H,oe:  People who ghave differen%‘ backgrounds will have different decisions
about the quality of t‘k-le playg:g ;audio is the same as the original file.
The test of this hypotheéisj IS baé-é'#d“'on the Pearson Chi-Square with 95%
confident level (0.=0.05). The rgs,u‘lt'_ﬂshovvs :tJIrj)_‘gt;Reople who have different backgrounds
will have the same decision alc_);mt the qua@t{f_the played audio is the same as the

| i

original file, all of users in both technical and non-technical/give the same scores, which

is rating 3. The raw da_ta confirms that most users, both technical and non-technical,
though that the quality. 0f the played audio is the same @s the original file (technical =

100%, non-technical = 100%)x

Hoong: PeOPle who have diffefent age ranges, will have the same decision about
the quality of the playedraudio s the same as the joriginal file.
Hiong: People who have different age ranges will have different decisions about

the quality of the played audio is the same as the original file.
The test of this hypothesis is based on the Pearson Chi-Square with 95%
confident level (1=0.05). The result shows that people who have different age ranges
will have the same decision about the quality of the played audio is the same as the

original file, all of users in both youth and working age ranges give the same scores,
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which is rating 3. The raw data confirms that most users, both youth and working age

ranges, though the quality of the played audio is the same as the original file (age (16-

25) = 100%, age (26-35) = 100%).

4.4 .11 Testing of General Aspects

Table 4.1: Experimental results

Experimental Results

Specialist Age Q1 Q2 € 3F W [o¥ Q5 Q6 Q7 Q8 Q9 Q10
Non-technical | 16-25 | Mean 2.63 1.73 1.438 1.53’ 1.70 1.77 2.73 2.63 | 2.03 3.00
Std. Deviation | 0.566"1 0.640 | 0.626 | 0.571 | 0.750 | 0.728 | 0.450 | 0.615 | 0.765 | 0.000
26-35 | Mean ?,..f‘2/,5‘3 . § 8l ||L ™33 WO 1.47 1.53 2.77 2.10 1.90 3.00
> )
Std. DeVIayﬂ( }:‘681 0.490° | '0.711 | 0.615 | 0.730 | 0.776 | 0.430 | 0.607 | 0.607 | 0.000
r 4 TIERET
Total Mean / i.2.58 1.55 ;1“38 1.58 1.58 1.65 2.75 2.37 1.97 3.00
o I . :
Std. Deviatioy‘ 01619.' ’0.5_524 0 C 6%‘ 0.591 | 0.743 | 0.755 | 0.437 | 0.663 | 0.688 | 0.000
r a J ¥ ] .":.d
Technical 16-25 | Mean 287 4 A0/ 460 4 170 | 173 | 163 | 2.30 | 247 | 203 | 3.00
] 5 # _'.(
Std. Deviation | 0.850 [+0750 07'{_/4-: 0.702 | 0.740 | 0.669 | 0.535 | 0.681 | 0.809 | 0.000
r i —
26-35 | Mean 250 163 | 167 | 1.97 | 173 | 143 | 250 | 1.97 | 2.00 | 3.00
’ A :TJ':,‘ -.| -
Std. Deyiation 0.682 | 0765 0.8.'9‘8" 0.765 0.7851.,- 0.817 | 0.630 | 0.765 | 0.788 | 0.000
il .
Y -l L
Total Mean | } 243 Ko Steh 1.83 1.73"' Jl 1.53 2.40 222 | 2.02 3.00
Std. Deviation | 0.767 | 0.752 | 0.809 | 0.740 | 0.756 | 0.747 | 0.588 | 0.761 | 0.792 | 0.000
Where:  Q1: You designed to_re-download the audio files ifyou are unable to open it.

Q2:
Q3:
Q4:
Q5:

player.

Q6:

with others computer.

Q7.
Q8:
Q9:

DMAC and this system are easy to use.

You think this data protection will reduce the hackers’ motivation.

Q10: The quality of the played audio is the same as the original audio file.

You find'the crack or tools to fix the program when you cannot open the audio files.

You designed to remove and quit using DMAC if you are unable to open the audio files.

Yourealizedithe DMAC was. protected, if you aresunable tosopensa downloaded fileyfrom other sources.

You think the defect is an effect from the transfer mechanism rather than the protection mechanism.

You realized that'a downlgaded audio file was encodéd ifiyou are unable’ta open it via another media

You realized a downloaded audio file was encoded if you copied that file and were unable to open
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The Table 4.1 above shows the experimental results that gathering from
various samples, 60 samples from computer-technicians and 60 samples from non-
technicians, and age between 16-25 and 26-35 years old for each group of the samples;
using the DMAC and others audio players. In this testing, it has 10 questions for these
samples to evaluate the scores, rating one, two, and three. From the question 1 (Q1),
“You designed to re-download the audio files if you are unable to open it”, the average
scores from computer-technical and non-technical are 2.58 and 2.43, it shows that most
of samples decided to re-download the encoded audio file when it cannot be opened.
The average scores from both sample groupsin.@?2, “You designed to remove and quit
using DMAC if you are unable to.open thé audio files”, are 1.55 and 1.67, and in the Q3,
“You find the crack or tools#0 fixithe program when you cannot open the audio files”, are
1.38 and 1.58, these results indicate that ilmost of users did not decide to remove or find

A w7

a crack to resolve the prablem. " ;

In additiongwhen run down'lpat;ied audio files from other sources with the
DMAC and the results from @4, “Y_,oq realiz:e._?:i__‘,th_e DMAC was protected if you are unable
to open a downloaded file from other sou.’r;:zés‘.” from non-technician is 1.58 and from
technician is 1.83 which means: rmést sampﬁ%ééf’;‘n non-technician does not realize the
DMAC was protected. Moreover; the testini@j':-'i'é*'élso performed in the situation that an
encoded audio file Was=disiributed-to-others-users; ihe e\{aluation score in Q5 “You
realized that a downl-oaded audio file was encoded if yo; are unable to open it via
another media player.” :f-rom both sample groups are 1.5:8 and 1.73 confirm. In the Q6
“You realized azdownloaded! audio:fileiwassencoded if you| Copied that file and were
unable to open with others computer”, the results are 1.65 and 1.53, these results from
Q5 and @6 indicate that most-samples didn’t realize the file|was €ncoded or the audio
player was protected by some security mechanism. Furthermore, both of the sample
groups believe that the defect is an effect from the transfer mechanism rather than the
protection mechanism.

Finally, in the Q10: “The quality of the played audio is the same as the
original audio file”, although the encoding algorithm is just swapping bytes along the
audio content and it did not affect with the quality of the sound audio but the test needs

to check by let the samples listen a protected audio file by the DMAC and an original
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audio file plays with another music players. The result shows that all samples both in
computer-technical and non-technical give the same scores, which is rating three. So,
these results can confirm that the protected audio file and the original audio file

represent the same quality to the users.

AuEINENINeINS
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CHAPTER V

CONCLUSIONS AND DISCUSSIONS

5.1 Discussions

According to the high demand in digital media over the Internet,
especially audio and video files, the DRM to protect IP becomes an important role in the
digital businesses. Various researches are proposed and implemented to protect these
media. One popular and acceptable methodsissthe.implementation of a member system
where all agreements are-signed-among proviaers-and clients based on the concept of
[2]. Moreover, most protectionmethods have applied encryption techniques to protect
the files from unauthorizedfacegesses [3]‘[4]. Another technique that is applied to the
digital documents is the use ofithe watermark mechanism.

However, these methoas nfgénijoned above are complicated and cannot
protect the digital files" from hackers gf iII_egaI distributers after the files were
downloaded legally. In addition,- 51{):rohibiti.(:t>£)‘__qiﬁ accessing the files by the protection
characteristics that is obviously iseen or infdfn%lgffd to clients is a good simulator to all

hackers. Therefore, these interdiction mecha"rfi_sms_cannot complete the mission.

Considering the BENPro technique, the pro‘te_ction mechanism applies a

simple shifting andi'stuffing bytes of the audio conterﬁé with an executable file.
Additionally, some part'of the audio file is extracted andStored in the database of the
audio provider={ (So, altheugh sthe, audiofiles awere wnfaithfully distributed by some
authorized users, these files Cannot be played by any audio player as expected. Thus,
the audio files,are protected because some, part.of-the.audio,in.the.PADB still needs the
authority checking when'users request the play.

The result of the test indicates that after downloading the files and
running it by other audio players, most users hardly realize the shield mechanism. This
is because all downloaded files that run by other audio players can play without
satisfaction and correction. Thus, the evidence leads to indicate the defense
mechanism of these digital files is unclear to hackers. Therefore, the motivation in

illegally cracking the files is low comparing to other implementing methods.



42

5.2 Conclusions

Since the audio services are very popular over the Internet, the IP
protection becomes a serious issue for all audio providers. Although many methods
have been proposed and implemented, especially the encryption technique, these
methods cannot protect the illegal usage from unauthorized users after legal

downloaded was granted. Moreo e protection mechanisms are obviously

detected by users, especially re strong stimuli with high challenge
for hackers.

This thesi €S NPro hanism which is a simple
protection method. ] an prevent the unlawful usages of
unauthorized users b iles at the PADB; this part of the
e client when the audio was
accessed through the ADMP functi Bely /. In. , the partial audio file that is
retrieved by users will be able | ’ ‘ » smooth by general audio players.

Consequently, the hacking f tiil Wil screased. Therefore, the objective of the

7

y
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Appendix A

The questionnaire satisfaction of applying virus technology on BENPro system

Agreements
3 = Agree
2 = Neutral
1 = Disagree

1. General Data |
- Academic Background i /f;: [1 Non-technician

- Age [116-25 y% (126 - . 1 Above 35 year old

46

.'g to above agreements

\ \ \ Rating
. \ 5 12

4.  You realize the DMAC was g 8 nab open a downloaded file
# - =g
from other sources. L ;
5.  You realize that a downloaded audioc as if you are unable to open it

> i
via another media player. et

unable to open WM‘

o v :
6. You realize a dowﬂhaded audio file was enc@g‘hﬁe and were

7. You think this dat: _ictign will reduce
T

8. You think the defecf_l“'s an effeci
protection mechanism.

9. DMAC and this system #zﬁy to use. /s
ailalss ansailan

10. The qualit*Or thﬁy&]a&d& i;F'n : ﬁ e'i%, the iri a&i}; file

U

|
ARAINTUNRIINNAE
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Appendix B

Installation of BENPro protection system.

Before install the BENPro system we need to prepare the system which
can separate into 2 parts

- Microsoft .NET Framework

- Windows Installer




2. Open the BN MP3 Player folder and you'll see the setup file.

The inst‘e_rﬂujde you thiough the sTep_Wiléd to install BN MP3 Flayer on pour computer. !

EJ’JVIEWI‘B'WEJ"IT]? |
Qﬂifuuﬁ’l?ﬂmaﬂ

'‘SRMIMNG: This computer program is protected by copyright law and intemational treaties.
Unauthonzad duplication or distribution of thig prograrm, or any portion of it, may result in gevere civil
‘o eriminal penalties, and will be prosecuted to the maximum extent possible under the law,

2,

YR

. Cancel ,J] I < Back I I et I

48
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4. Click on Next button to choose where you want to install this product and you
can changed the location of the installation. By the way you can check the disk

cost for installation.

Select Installation Folder

The installer willinstall BN MP3 Flaye = follovi .

Il %r, enter it below or click "Browse'.

Folder: - . .
C:4Program i BN MPS Player

Toinztall in thiz falder, chi

Disk Cost...

(18 BN MP3 Player l==] & )
En ‘@

Pragram Files

¢ o
q | Foalder: C:%Program Files\skz Community BN MP3 Plaper,

Lox | Ccancel |

Cancel RE ¢ Back. ] Mests

N = — ~




5. After finished choo

installation.

8] BN MP3 Player =|E=] %=
Select Installation Folder @
1) BN MP3 Player Disk Space R
The list belaw includes the dives pou can install BN MP3 Plaver to, alang with each drive's
‘available and required disk space.
Y olume Dizk Size Available Required Difference
B2GH 927EME A028KE8 9271MB

E: 52GB 16GE OKB

16GE

rﬂl BN MP3 Player

| Click "Mext" tos it the |nsta||at|on

‘lJEJ’JVIEJﬂ‘iWEJ’mﬁ

AININUNIINYAE
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6. Click next to start the installation process.

EETCIC R e

Installing BN MP3 Player &‘

EM P32 Player is being installed.

Please wai...

|
BN MP3 PIaer has been suscesstul installed.
Click "Close" bty

UEJ’JWIEWI‘B'WEJ"Iﬂi

AINIUNAIINYINY

Please use Windows Update to check for anp critical updates to the MET Framework,

Cancel ‘ [ < Back J L ..Q@&‘?:}......;I
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8. When go to the installed folder you'll see these files.

ﬂ‘lJEJ’J‘VIEWI?WElI"Iﬂi
ﬂmmnimum'mmaa

52
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Appendix C
BENPro program manual guide.
BENPro program manual is separate into 2 parts, first part is Audio preparation

system and the second part is Digital media access controller.
1. Audio Preparation System

1. Double click aps.exe to open the APS program.

AULINENINYINS
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2. Click load file button and choose the audio file that you want to encode.

oS

E Lk 1 | 3 vwan = Q¥ i* @3-
',ij}l.“lhnh

3] (v Srghe] Sarubiba s - Higand.med
1107 157 b il

01 - viiin mpd

a0 - ey

A2 -Hasd Shead [Cover] - 1lwvipuas-Rllalnnned
] 02N e - i)
el 03 Seangeng Siystem - tiesmpd

AUHINENINYINS

PANTUNNINGA Y



55

4. Click the encode button to encode the audio file then choose the location to

save this file.

et =il
[ tasmma e

| Savair | [ Deshiog - @
: = PSP i) o
\rinstal bt
MyFocenl | DRuTarmene
Dincumentz rerr e o s sy A B HPE ol

ﬂUEJ\’J‘VIEWﬁWEJ’]ﬂ‘i

||||En|:|:u:|e Successhullll

’QWWﬂ\ﬂﬂ‘iﬂJ I INgNa s
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6. Click the load file button and choose the encoded audio file to embedded to

ADMP into the encoded file.

ol Mp3 test
E:\Lwaa\[New Look irn: | @ Desktop

_E EMV Documents

i Iy Computer
Wty Metwark Places

by Fecent
Documents (Cibg
Ii (CIMp3 dad
FEE [C7)Senior Project '
Desktap & I[Nk Eiru;llr_ T5crdbig & figea - famennd.mpa
. \\

.

s —

Y
My Documents

B3

by Comnp

g

My Mebwo

— g |
AWBINENINEINT

by

ammm:ﬁwﬁwm@




7. Click embed button and choose the ADMP file after that choose the location to
save the protected audio file.

5 Mp3test .|

Open
C:hDocuments ¢

Lodk in: _;} SeniolF‘r-oiect ~ @ 5 A

Load Fils 5 E BN MP3 Plaver_install rar
fa Eexe-Flayer.exe

MyRecent | [1MP3 Encoder.exe
Documents |

L
Desktop

CJ ™

My Documerts

[T Eﬁ_mputer | |

‘ I Fileiarme: i (E;é-ﬁa_e;:;a ______ - i Open
o) s eark o

My Netllit. | glesgbde T = TR W - Cancel |

F . . F. 4

a5l Mp3test

C:ADocuments .

LoadFile | " |

My Recent

Documents

My Documents

e

My Corputer

‘} File narne: Yew Single] Scrubbte Sudiazen - daagnd mpd Save
.
ty M etwork, Save a3 vpe: - | Cancel
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8. After finished embedding ADMP file it will show the success text in the text box

below.

Ca Mp3test
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2. Digital Media Access Controller

1. Open the folder that installed the BN MP3 Player.

ﬂmaﬂmmummmaﬂ
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3. Click File -> Open File... and choose the protected audio file.

4. The audio file that wg cho ' \ DMAC playlist and you can

: 3
double click on the name o_r.{i@J i
i ‘-( oo

con to start the playing process.

(W BN MP3 Player.

@ . @ . mmmmw
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5. If you want to pause the audio file the you listening, you can press the pause

button and you can press the play button if you want to continue playing.

o BN MP3 Player

r'|||:1 Unloves ic
Tal‘t:m - g14tsamm lamp3

LANENSneIns
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6. If you want to stop playing the audio file, you can do it by press the stop button,

7. If you want to uninsta an do that by go to the folder that

install the program and double; click

install.bat file to remove this program
from your comp s
\Z Y|

- ;‘H‘I‘L = - j"'
Wiowe

Wﬂlo@lﬂ the BN MP3 P Wizard

Pl BBV N B

N ¢

R RATUUNINNE

|
- = =

) (o ) () |
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