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Summary |Heap-based buffer overflow in the GPU process in Google Chrome
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nvdcve—EDlB.xmlIS.QME, Updated:4/21/13 at 03:08
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—<nvd pub_date="2013-02-20" xsi:schemal ocation="http://nvd.nist.gov/feeds/cve/1.2 http://nvd.nist.gov/schema/nvdcve.xsd" nwd_xml_version="1.2">
— <entry type="CVE" severity="Medium" seq="2008-0967" published="2008-06-05" name="CVE-2008-0967" modified="2013-02-13" CVSS_version="2.0"
CVSS_vector="(AV:L/AC:M/Au:N/C:C/T: C/A:C)" CVSS_score="6.9" CVSS_impact_subscore="10.0" CVSS_exploit_subscore="3.4" CVSS_base_score="6.9">
—<desc>
— <descript source="cve">
Untrusted search path vulnerability in vimware-authd in VMware Workstation 5.x before 5.5.7 build 91707 and 6.x before 6.0.4 build 93057, VMware Player 1.x before
1.0.7 build 91707 and 2.x before 2.0.4 build 93057, and VMware Server before 1.0.6 build 91891 on Linux, and VMware ESXi 3.5 and VMware ESX 2.5.4 through 3.5,
allows local users to gain privileges via a library path option in a configuration file.
</descript>
— <descript source="nvd">
Per: http:/fcwe.mitre.org/data/definitions/426.html 'CWE-426: Untrusted Search Path'
</descript>
</desc>
— <loss_types>
<avail/>
<conf/>
<int/>
<sec_prot admin="1"/>
</loss_types>
— <range>
<local/>
</range>
—<refs>
<ref url="http://xforce.iss.net/xforce/xfdb/42878" source="XF">vmware-vmwareauthd-privilege-escalation(42878)</ref>
<ref url="http://www.vupen.com/english/advisories/2008/1744" source="VUPEN" adv="1">ADV-2008-1744</ref>
— <ref url="http://vaww.vmware.com/security/advisories/VMSA-2008-0009.htm!" source="CONFIRM" adv="1">
http:/fwwnw vmware.com/security/advisories/VMSA-2008-0009._html
<[ref>
<ref url="http://www.securityfocus.com/bid/29557" source="BID">29557</ref>
— <ref url="http://www.securityfocus.com/archive/1/archive/1/493080/100/0/threaded" source="BUGTRAQ">
20080604 VMSA-2008-0009 Updates to VMware Workstation, VMware Player, VMware ACE, VMware Fusion, VMware Server, VMware VIX API, VMware ESX, VMware
ESXi resolve ritical security issues
<fref>
¥ @
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CWVE-2004-0793 LG
3y Fusl WRUA 16 1a UG = tasaadladum
santsaunldsinm 263,000 shantg (0237 Jumi)

CVE-2004-0793 - National Vulnerability Database

web nyd nist. goviview/ __/detaii? . CVE-2004-0793 - umt - wilawiiil

Mational Cyber Awareness System. Vulnerability Summary for CVE-2004-07593. Criginal
release date-10/20/2004. Last revised:01/11/2013. Source: US-CERT/ ...

CVE-2004-0793 - CVE - Mitre
cve mitre_org/cgi-bin/cvename.cgi?.. CVE-2004-0793 - uﬂaﬁﬁwﬁ
nanssum A asataain robots txt naeleehl - SuuduiuAn

Vulnerability C\VE-2004-0793 - CXSecurity
cxsecurity. com/cveshow/CVE-2004- . - auigalusnT - uni - uslawsinil

20 s.;. 2547 — Details of vulnerability CWE-2004-0793.The calendar program in
bsdmainutils 6.0 through 6.0.14 does not drop root privileges when executed ...

CWVE-2004-0793 = Packet Stomm
packetstormsecurity com/files/cve/CVE-2004-0793 - uny - uilamiil

2 a.g. 2547 — The calendar program n bsdmainutils 6 0 through 6.0.14 does not drop
root privileges when executed with the -a flag, which allows attackers to ...

CVE-2004-0793 - Naked Security
nakedsecurity com/cve/CVE-2004-0793/ - uad -_u.ﬂﬂﬂu‘f'aﬁ

Common Vulnerabilities and Exposures (CVE) is a dictionary of common names (i.e.,
CVE Identifiers) for publicly known information security vulnerabilities.

CVE-2004-0793 - Naked Security
www.naked-security.com/cve/CVE-2004-0793/ - uwmy - wilawiinil

U1I30I20j3. 10!20!20[]4. CME—EUU-&—D?BB_ Ther calendar program in bsdr:nainutila 6.0
Nl 3.4 Fastenisdunndieyacinuniaiuladnia
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Tunisnsasannidasuudas IngldEaamanduuafulunisdunideyanu Google

Search API [9]

F19797 3.1 et enanisdumndagaainiiia

CVENAME DATE WORD COUNTS
CVE-2003-4696 2013-02-12 04:23:28 455
CVE-2003-4696 2013-02-10 15:14:25 531
CVE-2003-4696 2013-02-08 08:11:35 530
CVE-2003-4696 2013-02-07 07:33:58 540
CVE-2003-4696 2013-02-06 08:33:32 548
CVE-2003-4696 2013-02-05 03:46:36 626
CVE-2003-4696 2013-02-04 09:26:04 626
CVE-2003-4696 2013-02-03 06:41:30 634
CVE-2003-4696 2013-02-02 10:51:08 815
CVE-2003-4696 2013-02-01 01:23:05 850
CVE-2003-4696 2013-01-31 08:19:39 814
CVE-2003-4696 2013-01-30 03:24:02 414

HAAWEN LAaNN19AuINGayaR1uNIe Google Search APl Hanmauziiluan
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FauneananaIaNInnndIaLsuiuAIdN ATy
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o o = o o 'S . ~ o ° = |
sfuAnuedaladnnuuuanisaes wita [6] WeldlunisAuanilFeuiiauAinia

o

A g
ANNIIN 1 AN

logqg(result)

®pir = 1§ 10810(1000) ,if result < 1000 "

1,if result > 1000

nanIsAUIfaaaNNIsnIINIsuealaddiayaivearnazaanlunig

= o o a o ~ o o o o Ay '
Wheumeuaisunsasuulasesdeya wazissandeyadmiunisminmuilesdiaya Insed
UMTINABIHANITAUNT (W_hit) HIANABNTTNNUBINANTAUAALLTLIATUIUGIRATDY

Ha1H B9 Google Search APl HANQNEATAINANIIAWMNNTIATIYINGL 1000 [9]

TuAn9799 3.2 aziiuda nastauansivfieyaniAua NI uaNNIN 1

pupadind W_hit Sendunafion Telunisimilasdeyasesnimasesionsmans 1l

prnanlalusneniznsauulaesdeyaludnuzaeanauaznislideyaiidmias

Hunatonlunisaiisuuusaiaesdrndunisinuanaieliaruuassiuiiaziiluaesdieys

fiihululEde 1000% Fapn X iusuauesiufin i lunstssidiuna fafualdvanani

Fayauinmsiudgelies lugluunaesdndy Geinuaugeganiiulydas s X* G
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cvename last_update | log10(word count) _hit Normalized
CVE-2004-0793 2013-01-12 2.02 0.672 3
CVE-2004-0793 2013-01-13 2.02 0.672 3
CVE-2004-0793 2013-01-14 2.01 0.670 1
CVE-2004-0793 2013-01-15 2.05 0.682 6
CVE-2004-0793 2013-01-16 2.05 0.684 7
CVE-2004-0793 2013-01-17 2.01 0.670 1
CVE-2004-0793 2013-01-19 2.02 0.672 3
CVE-2004-0793 2013-01-21 2.03 0.676 5
CVE-2004-0793 2013-01-23 2.03 0.675 4
CVE-2004-0793 2013-01-26 2.01 0.671 2
CVE-2004-0793 2013-01-27 2.01 0.670 1
CVE-2004-0793 2013-01-29 2.01 0.671 2
CVE-2004-0793 2013-01-30 2.01 0.671 2
CVE-2004-0793 2013-01-31 2.03 0.676 5
CVE-2004-0793 2013-02-07 2.08 0.692 9
CVE-2004-0793 2013-02-10 2.06 0.688 8

3.4. n15UszidunNg

naannIsdiudgedeyaninmisnei 3.2 ttndeyauedalad lunu

nszuaunnsaeInIsniasdiayalaeldlilsunsu Weka
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ANBRENTUAURLASUBIINATTN

e

TIRANG

[10] IAeId519ULANADIUDY

dununisiasuutlasaesdayaniuniged 3.1
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BRelation change in cve 7 day

fattribiute cwve atring

Rattribute davl NUMERIC
Rattribute dayz NUMERIC
Rattribute day3 NUMERIC
Rattribute dayi NUMERIC
fattribute days NUMERIC
fattribute days NUMERIC
Battribute day7 NUMERIC

RBattribute class{increase,decrease,swing,full cycle, stable,

Edata
CVE-2004-0793,.5,5;6,3,3,6;5, recurrent
CVE-2006-0175,2,2,2,1,2,2,2,5table
CVE-2006-0218,4,4,4,3,2,2,2,decrease
CVE-2006-0434,2,3,4,4,3,3,3,full cycle
CVE-2006-0487,6,5,2,1,3,3,4, recurrent
CVE-2006-0533,6,5,4,4,2,2,2, decrease
CVE-2006-0585,4,5,4,4,2,2,2, decrease
CVE-2006-0633,5,5,5,46,5,5,5,/9table
CVE-2006-0697,6,6,6,4,4,3,4,decrease
CVE-2006-0707,1,2,3,;3,2,2,3,3table
CVE-2006-0857,13,13,5./2,7F,7/8;3teble
CVE-2006-1423,8,7,6,6,6,6, 6;,3table
CVE-2006-1898,2,2,2+1,1,1, 1, ,decrease
CVE-2006-1918,1,1, 1,3 1,/1 /1 Stakle
CVE-2006-1978,3,3,3,2,1,1,1 decrease
CVE-2006-2084,4,3,4,1,2,2,2, 3wing
AN 3.5 5

ragrauuuanassdiayaduitilnasy

recurrent}
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v =l v
3. A01ULANAY (Decrease) dayailuualinanas

4. ADUTUNIN (Swing) Tayaiinialauulasliuasadin
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v 1 ¥
5. an1urWuAY (Recurrent) fasyaanaaudonauuiaay
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300 256 252

200 — 1440
100 4 59 62 .

o . , . .
Stable Decresing Increasing  Recurrent Swing Full Cycle
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State of Lifecycle
700
bll
600
500 -
400 -
294
300 -
2086
200 - 182
9
0 ] . . .
Stable Decresing Increasing  Recurrent Swing Full Cycle
NN 4.2 FAAINTBIANIULIIRTTN 15 T1d
ndl aala ¥ o o
A1 NN 4.1 A1 ULUANTIRLAUNNY 7 3L
CVE-Year Stable Decrease | Increase | Recurrent [ Swing Full Cycle Total
2004 0 0 0 0 0 1 1
2005 0 2 0 0 0 0 2
2006 3 10 3 5 2 2 25
2007 1 3 3 3 1 1 12
2008 0 9 2 7 1 0 19
2009 3 13 4 5 0 2 27
2010 4 6 3 11 3 2 29
2011 27 27 15 51 5 9 134
2012 19 38 214 447 36 65 819
2013 2 148 8 63 15 57 293
Total 59 256 252 592 62 140 1361
ndl aala ¥ o o
AT NN 4.2 ADT1ULUANTIREUDUUNAY 15 91U
CVE-Year Stable Decrease | Increase | Recurrent [ Swing Full Cycle Total
2004 0 0 0 0 1 0 1
2005 0 2 0 0 0 0 2
2006 2 3 0 8 9 3 25
2007 0 0 1 2 7 2 12
2008 0 2 1 5 8 3 19
2009 2 2 2 9 9 3 27
2010 0 1 1 6 16 5 29
2011 4 10 18 23 58 21 134
2012 1 8 152 116 378 164 819
2013 0 31 7 125 125 5 293
Total 9 59 182 294 611 206 1361
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CVE-Year Tracking Ignore Total
2004 0 1 1
2005 0 2 2
2006 10 15 25
2007 7 5 12
2008 10 9 19
2009 9 18 27
2010 17 12 29
2011 71 63 134
2012 697 122 819
2013 86 207 293
Total 907 454 1361
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2007 10 2 12
2008 14 5 19
2009 20 7 27
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2011 99 35 134
2012 646 173 819
2013 257 36 293
Total 1087 274 1361
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