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This research presents a network intrusion detection system, which is
categorized as a type of signature-based detection method. A domain specific
language, called isDSL, is developed as a means of declaring intrusion signatures.
The isDSL rule syntax is defined based on the structure of TCP/ IP stack, and the
sign of attack is prescribed as a combination of properties and values that could
span across the packets or TCP/IP layers. The prototype of intrusion detection
system has been implemented. It consists of three major components: 1) isDSL
parser, 2) Network traffic monitor, and 3) Network intrusion detector. The isDSL
parser supports the parsing of the intrusion conditions prescribed in a rule script
into a set of rule structures used for matching with the network intrusion packets.
Traffic monitor is the engine responsible for capturing the network packets and
storing them in the buffer for further inspection. The Network intrusion detector
applies the genetic algorithm for searching malicious states on network traffics.
Preliminary experiments were conducted to study the performance of the
presented approach. The findings reported that the application of genetic
algorithm for searching the signs of security breaches against declarative rules
would be efficient and promising.
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1. laarwdnwslawy wagduasdwildlunsdoungildlunisnsradungfnssu
A 1 Ao a IS
nsyngneseneunlnslaeanai/lod
2. lhszuunsadunisyngniesernenUssgndlgtunauisidaiugnssulunishum
SULUUNGANTTUNITYUNINATEY BTN TNz laluas1

1.7 HAUNANUWIININYITNUS

duniswesinenidnusiflasunisifuiiduunanadvinsides “sDSL-A Domain
Specific Language for Intrusion Signature Declaration”, (ASEA), 2013 LagunAINNIVINIG
399 “Domain Specific Language for Detecting Intrusion Signature with Genetic
Search”, International Journal of Security and Its Application (IJSIA), Vol. 8 No. 2
March 2014

1.8 ansun1sansgaliavnluinentdnus

Ineninusindademeendu 6 uwndwielddl unil 1 Wuumhnanieudun
wazANdAveslann  InqUIsasRveInITITY  YBURYRINITIY Uselemifianinae
iuuazsamuiiu unil 2 nanfmguiuazaiddeNifedewn 3 nandaisduiuns
o undl 4 naMTInTeBNRUULAAINSYUUAMNLLIN NS TeRIaue unfl 5 nanads
Bnsuszdiunaziananisaasuazunil 6 agUnanTIde dolaueuuy wazuusdImiy
NIFDluaUIAR



uni 2
= av o d v
NEWI LASITUIIYNNYIVD
2.1 ngufiiiiedos
2.1.1 AMEIUWNIEIALUUY %39 ALdawaa (Domain Specific Language - DSL) [1]

nszuaunstunisuAtameneg ssfinszurunislunsvhenudiladgw detiee
aunsamisns viewrsesdefloruidamtug 1sdennsruaunisin nsadsuuusiaes
oy (Domain modeling) w3afiSenfuialuin n159As1eilauu (Domain analysis) 34
anunsauvalailu 2 daude Tawudgm (Problem domain) wag latuusiney (Solution
domain) Tnelamuilamazdsznaude asiertetiudgmidug i{‘ﬁllﬁlmﬁaﬂ NSTUIUNTT
sudefosrinvectam waslamurneulseneudie wmadia 35015 wesdle e HONATENIG
\3nsilefranunsaudlaamild Fsnsfnwideldfininamensaiasideslod awmom
waglawummaudndefudnng 1

Problem domain artifacts

Solution domain artifacts

Mapping problem domain
to solution domain

A9 1 nMaweureveslamutymuazlauuaineu [1]

funoulumadenlesymanlauudymivdanaia vioiamslumsuidanilu
Tnufmeuiiy azdesiinisadrefdmsisan (Common vocabulary) #ldlunisesunedad
aula (Entity) Aidanumneiienfusswinsisaesian wusdsdedu (Stock trade) Tu
Tnwntlymvesdlifdenisasdenieru wazilssdunistevefululawudneuiiegly
wosflefllddorey fnmd 2



Problem domain artifacts

Solution domain artifacts

vocabulary

A9 2 Adnsanveslamudymuazlawuaineu [1]

nAunereNiazenlaslawutgn waglamumineudineiulduinliia
o X A A @ a o N a | [
AMwgnwzlawutuienagidudsnldluniswenlos dsnsganlawutgm Tudilawu
AnauliegeTIuTU kaggnAaInsaniy

Solution domain artifacts

Problem domain artifacts

Is the interface for DSL
domain users implementation

Common
vocabulary

AN 3 99AUTENBUVBINIWA N IALLY [1]

PN 3 Mwrdnglamulseneuse 2 @uranade duiiduaniuduesnim
Fumzlawu (DSL script) Fadugeansnswensedugldlunisliou eruniwdnnizlawu
wagaunvniiAruavesn 1w wIzlamu (DSL implementation)

29AUTENDUAIAYUBINTYITLNIZIAUUTE NOUAEY



1. mwnmsisunsuaeniames (Computer Programming Language) : A15¥141u
Y9I NIElaLIFasaIsa bty sdvihandilaladg wazniwdmig
lawuagdesaunsaddbineuiameosvinaule

2. 5I5UTIRVRINIYT (Language Nature) : ANWAULTOINTITHNIEIAUUIZADIY
ANdenAdonUlaUYeI Ty e ANTLY waznITUIUNITTINIUYINTEI
Weligeivglulawmtuaunsadile wagldnuld

3. mﬁammmmaﬁﬁa%@a&hﬁﬁﬁm (Limited expressiveness): AT NNIELALIU
waninsann s lusunsuidluiioswainissessuarunainnatsedlasaasng
Lmemmmsmmqmaammﬁmmmﬂizqﬂsﬁﬁ’uﬂﬁymﬁm9]19’1’ LANIEIDY
ﬁwﬁ’masﬂu‘lmmuﬂaymﬁm Fsldanansanaunuiieszuuly wildlunsudtam
fUU BT UL

o w 1

4. ol (Domain Focus): awifignarinegnelulaunduagiiusslovd i
ansnsossylamuiiadlaldedndnauiessylitanuidanuiinnduasisg
Tudagtiunmwsunglauuldsunuiouoiamn feiniwaggnaiisiulag
Qﬁmmzﬁtu‘immﬂmmfuﬂ a1 mzlawuansaidla wagunluladne Tagly
Fududostinnminudilagulusinguds dwmalinsinsedeansszninagieglulawy
Jaym wazfeoniamnszuuidulusgresuiu uasiihlagnieansety Tumsiedl 1 uans

fognsrainsiin Tz lamululglunsundameng

P13 1 fegrenndiwazlamuninlulglunisundem

AMEIVNNIZ ALY ANa5U1Y

saL arenilglunisieave(Query) grudeyaidiedusiug
(Relational database) kazn133nn1svays

HTML AMBSNOUANSUN ALY

CSS N1918aLI8ALNUAaN YUY (Style sheet)

YACC, Bison, ANTLR | A191lun15@3519@3Lka9gu (Parser)

RSpec, Cucumber AUNIBUINTVIAED UM BN ANTIN (Behavior-
driven testing) iummgﬁ' (Ruby)

Ant, Rake, Make AMwnlslunsasIessuugenALIS

o 1 I~4 =
AT INL A UANNNT UMY 3 USennAe



1. anwsumiglasunieglu (ntermal DSLs) : Aennwdumielamuililassas
ﬁugmmaqnmﬂﬂmﬂsmﬁqﬁﬁagjLﬁmﬁlﬁ%aﬂ’jwmwﬂaaﬁ (Host language) Tunns
afrunmnsnglanuuiiodennumnsununwlusunsuiiafndnisieuae
Sefiuszuuinvesnwilead fegswosniwidmzlamuneluiiiuiiiinde
awiFea (Rail) figniwunduuuntwnsd (Ruby) vandigléidsuniwides s
Wisuailoutdndountvnst Taeshlunsumelasuaeluaggnimundy
diodulavssvesnvlsafiosnsanuasmntunsldaululawuniag fanim
7l 4 uansesdUsznevreanwsulanmunely

Host language

— (for example Java, Ruby, Groovy,
/ —F B/ Clojure, Scala)

o= ]| El

Solution domain model

* Uses host language infrastructure
« Uses host language toolset
& « Bound by the syntax & semantics that
the host language offers

AN 4 99PUsENBUVBIN I NEIaun ey [1]

2. awdwmglauniguen (External DSLs) @ ABA191d 1w launmu Y
Weatuayun1sviuvesszuunilegnau lageadnugiulasiasianlaidaiu
AMwATegnow  ¥39019gNIALITUIINAWIDUIL N1 1aNdULea Tngazd
lassaanugiungniaukendieanun lumsasishiensal wagineduiusues
AT UL LYY AIATIEEAIANA (Lexical analysis) fauasdiu (Parser)
) ¢ . . < v ) ~
flaniw(interpreter) n1saanlng (Compilation) LUuUAY AN 5 uaAS
23AUTENEUYBINIIT NN IAILAE DN

(STTITID
Parses /
interprets —— =

LR

DSL II
script F;l h'
Solution domain model

Custom language infrastructure
e lexical analyzer
s parser

A I3 °
AN 5 @Qﬂﬂﬁgﬂ@‘UEU@QﬂTU'W']LWW%I@LNUﬂqEJu@ﬂ [1]



3. awsumelamufilififuatudufn (Non-textual  DSLs):  Aon1wnsimie
Tniuftadrsduuudsndon Envionmentlual Aiflgauszasdifionisudtiym
dmsulawunillaeanis lnednsadsduindouvaniion simul (ntegrated
Development  Environment,  IDE) wiesuisainuazainlunisuiily waz
atfuayumsWanvedlanndiala

v

JRUDINITNAIUIN1ENT NN T LT F 9T

1. nMsiauianfan 13 nElamuausavenefdladie Tnenisusulasu wse
LHLBINAINUAINITOVDINIYN

ey lulamudaudnlalunwduwiglamuvinliudana (Productivity)

[

U

e eXe

3. mwdglawugnesniuuliaulaanizsuluuwnsssuseaugs (High level
of abstraction) yihliiiAasalUNNSIS BRI N B LRNvRI LY

[

YDLFLVDINTNAUIN YD LA UTI AT

1. msimuawdnglawurilaen wagldmineinsas devilieudssunadly
nsimwIIaliAusanSHeININFedY

[ o o & v ¥ a v =2 2/
2. myiaMwInmzlamudndudeddanuslulawunaziauw siufeius
Tumudmnssulawy wazn1saiansdinglamy

o w

3. MIMuresnIInizlaaue1ildtediaisesdseansainnisinau
YBITLUY

2.1.2 3¥UUASIRIUNITUNSA (Intrusion Detection System, IDS) [4-6]

N13M3393UN5YNTN (Intrusion detection) AanszuuMstuNIsiEng wazdiasien
foyalnoiignusrasdiidfumdeyaiiuszasdde (malicious information) Tue A.A.1987
yEIndumesiug Buinsunsvatedessuupenfinmes wasiaSetnaluremiafiddalu
nsfndodoanslunisvingsfedmmaliAndeanaulssiansneiinannty fodradude
anAuiAnduiudoyaiidndy ednetouanisdu uieseuuuinis (system service) Audwwa
WiAnanudemedenugniewedteys anuausatunsiiuinisvesssuula vieny
Uidefiovesesdnsld vili Dorothy Denning  Laue "wuudrassnsnsradunisyngn’
(intrusion detection model) dsrplAnusenszdlunsidelunsimussuunsraduns
yngnifissnndu Tnsssuunnadunisyngnasdeaduszuuiiannsoudafoudld viedquals
nsuisnmassanauiifnduiussuuaeufinnes wisinietefiquald Satlagtuiiisszuy
N1395333UNTYNINLTINAYE (commercial intrusion  detection) wazkuuiladuadu
(open source) Lﬂuﬁiﬁﬂmnma 19U Real secure, Trip wire, Snort, Shadow Wag STAT
Dusiu



Usglanvesszuunsadunsyngniinisnauwanrlosuanunsoudslidu 2 Ussan
Tngyopo

1. szuuamadunisynsnussianleadiua (Host-based IDS) AplUsiinsuvse s¥uy
nsrfumsynInfigninisasuussuunenimesifionsadudoyainduazoon
NABUNUADT WALATIFUNITNNIUYBINTEUIUNTT (Process)  uazlldves
S2UU (System file) wiaudafiou wartufinasdonlud (Log file) lunsaifidunis
un3n viseduseanay

2. 5xUURTadUNTYNINLATeUTY (Network-based  IDS)  Aeszuudingiady
msasasneluiedetisiinsldaueiedisilunsynnudeUssasdieg
vi3ol TneszuunsadunisyngnUssanilazam aunnifaedodisdiddluman
n3mapUileAuNIULLUTIIIAds Weudafeundesziunisyngniu

ATHULANANTENINTFUUATIITUNITYNINUSEANLEAMIUE WazTEUUnTIaTuNIsUn
JNLASOUIBUUILANAUNTZUUATITUNITYUNINUSTANTaadiuaasituluinisun Jaassuui
gnIruURTIITuNIsUNINUsEIaniianegintedlanseviavinty Tuvaeiseuunsindunis

Y 9

UNINLATDUI8ALNTIITU kaziasiaudyn ¥5en15UNINTBIENINLINABUVBLATEYET

2N

3D

uenanigafinmseeniuuszuunTIadunsynniinuaneis 2 Ussianiiutmia
unanwadl An SEUUATINTUNTUNINUTEIALEAAIUA kaEIEUUATIATUNITUNINATEUNY
\ishefuEonin svuunsIadunsyngnuugnEay (Hybrid intrusion detection) Litels
anunsndeiivests 2 sUuuulidetu nessuuamatunisynsnuuy gnaautiuasdieniy
Baveu (Flexibility) Tumsfindauazifiusefuaasnds (Security level) Tigeduld &
AT 6 LARITEUUATINTUNTYRTNYSELAMANGY

Firewall

Hybrid HIDS
Implementation

HIDS
Implementation
on Administrator
workstation

AN 6 FTUURTITUNITYUNINUTEATNGNRY) [6]
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JEUURNTIITUNITUNINIINLUAIETENITIUNIRTIaTU anansauusla 5 Useian fie

1.

mansfuaindeyanisldnuiauni (Misuse detection) : 1HuszuUATIITY
M3YngnAlInaNN1IITIIMIUUUUNITYNFNABAITIATIZINGANTIN W30
wnnsaiiidianlueietne wldifiesuiisuiuteyanisynnniengds
FaAulilugrudeyasruu Famniuisuiiisunssfunansiingingsunio
wansaiiudunsyngnnmsnratuuuuiaeiifeiifoaunsnlusuny vieads
ngldlunsnsrdumsyngnlinasiianuuiudigs uifideidedeliansn
seafunslendsunuulmifliiresudinnsoifvlilugudeyauasldszoziian
AeudrannlunsiSsuisungildlulseuana

msnsrduandeyanisldsuuniionsiamianuiinund - (Anomaly-based
detection) : sgfimeudinssdwudussuuiinsaduandeyansldnuiinund
Tnsasfudoyamsldouiund lunsnsamanuiaunifiindu Ssdlngjas
T¥mnufifertunsSeuiveandes (Machine Learing) wazmsiumilestoya
(Data mining) Whantaelunisizeudwaingsy videmsldauiiuni ieldlunns
pRduaaRnUnd sienisynanfiiinduld FdiideRAeannsnsesiunisland
sunuvlmiqld waginisuszananafisaniiniuuuusn uilldeldufedeende
Foyaililunisidoudas wazmnduguuuunstdnuifauudaning 7laly
sULUUNITYNTN onaneliiAinnnsaduiiianainidsuan (Fault  Positive

Detection)

mimwﬁu‘[mamﬂﬁa%aﬁ%’mﬁaﬁuiwﬂmaa (Protocol anomaly detection) :
Hunsasadunsyngnlnsrfodeyaveaunniiniaiediefidaudaiulnsinasa
lunsindedeoans %anwamm%’uﬂszmwﬁ%mﬁamﬁm@jgmmu (Pattern
matching) Imaﬂgﬁiﬂuﬂﬂimwaangﬂﬁmumimsﬂwﬂwmauﬁaqﬁi% Uoh
rosismInsadulssaniae fenudangulunisuens (scalability) wiensidiu
npfildlunisesiadu uiliteideAeminnislasfidusuuuulnditlineiatuan
rewiliFesimungluiiefiasfinsgigunuunslaiidy
FBN1395999UINE0UE (Stateful detection method) : 1UW3Tn1ImsI9dUNT3
UniﬂmamuvmLLuuauImeﬁamsmmamuv%mmmmm vidonslaufdl
manetumey L%uﬂivmumimamaﬁuaqiwﬂmaa #9i/lof a¥in15v1 Three-
way Handshake Fadaoueiiuiueu winszuusnaduldindaausiitaluand
Aupfazuisfeudusiu

N13M5299UA83TN15V19893aRN (Heuristic-based  detection) :  1Ju35n13
am9duiinnannsiTauanismeduneduadafias ¥ uneuds (Algorithm)
iaqlunsviuneviesnduindeyaiinuilunsynsnvield dsinliaunsaan
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nadildlunisasasdunisyngniifinnuddeuld egalsinuisnisnsiadud din
Ao lANAN1INTINTUNRANAIALTIVINGS wazFaInstayaneuntind N

UELANUBINITNDUAUDITDITFUUATINTUNITUNTN wutliaesUseiande 1) 013
AOUAUBILUUAL (Active responses) ApszUUATIITUNMIYNINTaNINTIRTI9FURa1ANTa
mavAUBIsian1sUN Nl dnluliale IneUsiaangaua (Administrator) lneanunsaiudeya
voan13ynIn Wleflasidenisnmanouaussiunisynsndudldogiegniios iwussiunislau
Tnon1sdanindende s 2)  n1snouauesuuulsifiusy (Passive  responses) sEUU
arRdunisyngnidonunsyngnagimsudadeuludsguasyuu mieszuuiisuiiaveuly
N1339N13N1YNINIIMIILAINITYNIN IneUsiaannistanauluudnlud@ainssuy nsi9du
N15UN3N

n1swUsUsELanvesszuuasafunsynintasldinamiaildlunismiuasudoya
(audit information) axnsawusle 2 Ussiavde

1. mMImuaeuiinsgsiluiiaidie(Real-time audit analysis) : A9TEUUNTIITY
Ainziilsvananadeyaiideries fnldszuuasadumsynsniedetne Tnevi
nsmsradudeyanisyngnwdonq funisindedeansienisnsradeulssiani
FeamsmheUszianaiifininuaiunsagenn wisliaiunsadinszideyals
oe95InL52 Tngegedandosaunsanumsyngnieunariimsyngniuagd swa
seszuLihsy Taflefiazaninsnananudeme wieseiunsynsnléiunan

2. mamuaau‘iLﬂswﬁmwé’ﬁmamiai (Post-event audit analysis) : %30 JEUU

a

ATIATUNITUNIAWUUYINIAN (Interval-base IDS) ABIFUUMIATIIIUNMTYNIN
druvesUszinanatayan1synin wazdunsIuTINdeyaIie innsiAs 1y
iuldfinnusdeiies nieinuludinar Inevnliazldiunisdearsnd
[ o < 1 1 =

ANWALNITINIURUUNUTIUTIN (Store)  wazdssio (Forward) w3aldlunis

Jl- Sa

Jasiendeyanisunsnidanugideuning siludesddiaanlunisussaianad
W
2.1.3 Inslnmaadi@ii/lai (TCP/IP Protocol) [7]

Inslwaeadididulnsinaeaildlunisavauguuuunisdeaisluasoviafign
NAWTULIENTENTNNAIMUVBIENIFRLUTN IO DOD (Department of Defense) &a433Lk3n
Tlunisnmadunan wazsenisiulafisinsivesssuuesotiedsinlnlnslanoadidn/lof
Juiunsvane nglnsinaeaidi/lefididuseasnne Wsllanuundeds (Reliability) Tu
nsdadeyansunludlatenielaedrgnaesanysal nellingusvasdvedinslnaoaid
] a v dy
W/ lofigiadl

\ielvinsAnsiedeansseninsssuunuandaiula
2. wranaulanainlunisdetayadindunsludalatenis Inelin1snsivaey
oA TULAZE A
Y Y Y
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3, Gdaaluﬂ’mﬁlsuﬂfgmﬂiﬁﬁLﬁmﬁzgm%uﬁ’umidﬁagamﬂﬁumiﬂé’mmawm
dielalvideyavessfduazdiuiinmuidme

4. aansafudumailflunsindeangdauazgsuldegismlu
fanuegawhlunisfearstoyanarssuuuuiaiifesnisaruiilunisdedeya
LAZABIN1IAINYNABIVBITBYA

Host A Host B
Application Application
identical |
i iR -
message
Transport Transport
identical [
- — — = === === e e m e e —— -
packet
Internet Internet
identical -
fr T datagram
Network Network
Interface identical Interface
-=="7  frame T T=-_

Physical Net

N7 7 Tessasawuutuedlnsinasafidn/lan [7]

yalnslnpeadidil/leil (TCP/IP Protocol suite) gneaniuumenann1suadlaseaing
wuutu tnensdsdoyantdnisiuuwhuyaEncapsulate) wazn1snenuAuya (Decapsulate)
Joyaluusastulaganunsoutsdunsuiingeunisinnuesnutu 4du (nwil 7) e

1. ulsasiyleas (Host to host layer) : Aotufiuiinveunisvaulifannse
WFousioniasesumaludundosanemals Tnsazegluinietneviesiu (Local
network) iy Fslnslnroandnililumsssysunisonaiosineg Ao 0713
winslnmAoa (ARP  protocol) %q%ﬁﬁmﬁﬁumLLazizqﬁ']Lmﬂwaﬂmmmq6‘]
dielitanansadstoyaldogragniios

2. Fudumediun (nternet layer) : Astuiisuinveulunisideuressninaundetng
TnomsdedoyafivuinidniiGonitlefinnaunsy (P datagram) luniwil 8 @s
\Junisdeanslaslumneiaviiegledl (P address) 1Jusaimuadumsuas
Uanens lngannsadaduyadeyaifeavsnsvaemafeafuls udyndeyad
donadsUamendhinfoutuiiosnnmadideyaluduiasiinssuiunanszans
foyaluluia3edne (Fragmentation)  waznsTUIUNITTIVTIMAUAIENIS
(Defragmentation) tislunsdifiteyafidunlifidduiazansosunuazies
Ailoudeyaiuniale
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0 4 8 16 19 24 31
VERS | HLEN | SERVICE TYPE TOTAL LENGTH
IDENTIFICATION |FLAGS| FRAGMENT OFFSET
TIME TO LIVE | PROTOCOL HEADER CHECKSUM

SOURCE IP ADDRESS
DESTINATION IP ADDRESS
IP OPTIONS (IF ANY) | PADDING
DATA

A9 8 1aseas1svaslafininiwnsy [7]

3. gunsualesa (Transport layer) : AatunSurnyauluNITAIUANNSLYBNADIN
) o ' I3 Y} P |
funsbugauanenig lnganunsawualnsinasaseniu 2 anwuLn1sause 1)
Insinpeafndi (TCP Protocol)  tHulwslnasaninisidousowuudui
(Connection-oriented)  @an1aluwnniie (Packet) ludiuiivesndn (TCP
header) Aan il 9 AilYayaNATIERUAIAUNITIOU WALTUTENINIAUNNLAE
Uaeneiiisendn (Acknowledgement) ieguduindeyaiidedeivanglaignig
agegnaesanysal lngluvaisunisveusdevedinslvnaeai@ilefiasini sy

v A | A = & & 1

NIEUIUNITATNNTLYDUADNLIYIINILILLIUALYA (3-way handshake) 8139

A v | a v o a aa
iAsesuMazUatennounavdIteyanenIni 10 uag 2) Inslaneagdil
(UDP  Protocol) wJulnslnmaaiitiunisasalsndasnisadusi lagaziinag
nyaaeutayamugnded uiarliiinnsneunduusiegnsla Sunn1siteusowuy
o A ' = g o " Y] [z a
Jmsiteaumowuubiiinnsdiin (Connectionless) Tagildazldiunisdaans
foen1sdetoyauuusieLilad (Stream) FBINIIATINGIINNTIAIIUYNFABIVOS

v | 44' a P . = ! aa
GUEJ%a LYU ﬂqiaaﬁqiLLUULaﬂﬂUubL@W (Voice over IP) #1599 ﬂ']iﬂ’]ﬂ‘l/]@@l'ﬂ@l@ﬂ/l’m

DUMDIUA
0 4 10 16 24 31
SOURCE PORT | DESTINATION PORT
SEQUENCE NUMBER
ACKNOWLEDGEMENT NUMBER
HLEN |RESERVED | CODE BITS WINDOW
CHECKSUM URGENT POINTER
OPTIONS (IF ANY) | PADDING
DATA

A a I3

AN 9 TASIAS19VBINTNLNALAR [7]

4. Fun1suszens (Application layer) : ABtuUNSURAYEUNSYONRBTENIAMONELA

o {

FusgninauaTosunmazyatenie segradu nslnaealenitil (FTP) nAjuAy
msdsdeyasninszuulid vielnslnaeaieaduiil (SMTP) Nguanisinauues
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SETUUAAMUNEBANNTITINA
S D

SYNx

SYNy, ACKx+1

W»

ANA 10 NTEUIUNNTNIIELIUALTA

2.1.4 msyninuulnsinaean@i/len (TCP/IP Attack) [8]

nslauduulnsinaeadidn/lefind gl 6 Ussuaneadl

1.

'
a o w [

nslauFiNani1sseun1sliusn1s (Denial of service attack) un1stauAyviy
~ ) v ' v a v o ~ ~ 9 a
Winsedunistmtdnuneldanuisaliusnisiawu nslauilaudlagldnisianig
A I v acs Ay Y a 9 Py | I a Y]
Wausanuldsuesnlnusnisael) Tnenisdsunninn Syn  USunasnluda
@snesidmune waglineuunniin Syn/Ack Adsnann@svinesidivung lae
Tulnsinaeanddiled aeilinTeenlvusnisaziigisianlunisse Ack LWnLARIN
A Ay | P < ) ¢ ) a A o 9
\38IITpIIBnaUNazauLNALAA Syn sanandiWesegnstey 75 Aundl Vil
llanansaliusnmslaaseanseswedugls ewintviesmiiunsideunsaliing
Fanstestunislaufivssinniaglinisnsesmsodnduunniiniiduives
FIUIULNNBTBIN U BAANTIDUABAUNITTBIVDLU

[

mslauElaemssinduunniin (Packet sniffing attack) AonszurunsAgyNINan
Fuunnifslueseteiiothdeyaluld dlunisharsnisinwanuduvesdoya
(Data  confidentiality) #3813y lAANITYNINLUUALNEG (Man-in-the-
middle  attack) figlandfdununarstihdoyaidnduldludsuudlanievasy
wUasdayaunniinudmdwoludatenidalunisiatemiugndemsiiures
U9ya (Data integrity) SenIneddInazgSUTayALYUNITANTUIANUNY
Sidnnselind (Email) wiedeyanienisiiuiiovasuulasuddsreludagfudema
TArAmdsmedudu Fannsestunislaufivssinniannsavinldlaenis
sady (encrypt) doyafiazddluadoris Tnsduneuisiiteslutlagtudy
MD4, MD5, wag SSH L‘f;luéful,ﬁaL*‘ﬂumi%’ﬂmmmé’umaﬁa;ﬂaﬁa’[’%ﬂfliﬁué'w?h
yaAa (Authentication) vesvfFunaridsiifavilumadidstoyald dagna
szuuNsBudufyaralty Kerberos  agnslsfnuesdnsvansesdnsildszuy
mstudusymaafdsiinnudeddunsinvanuduvesieyadiegiatu ns
Feuserulnslnaea Telnet Fsilnsiirsiaduieyavessianuildlunig
fududiyana ogrslsAmuglandanunsafndvieyaiidrsiadu uazily
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00ASWASY (decryptldmnsianuildlaiudmnsmedadumuiinnainues
:uu‘wsj (Human error)

nslaufuuuUasuuas (Spoofing  attack) 1funislaufiianansaiieduiu
15015 uazwendusnlilunindendoviilinisdadeyaaindunialdds
Uanemsiianan  Tesnisleudusuaninsiaduldernuindmsunisidau
i3etnglutligiu wWumsideudeuvuidineslnauoud (Server-Client) Tulws
neaiidi fidvuneavdusulunisideuse (Sequence number) vosunALiing
dufletlosnisanudndounazanufanainlunisdsdoya TeszuinanisiFudy
msideusevedinsinaeaiidd avdnszuiunisnszuiunisviadusuduraiiie
a$amsiwaty (Session) MaideureseninaeseafiliusnsuaziadesUanenis
BaffyngnitannsaasimneavdduililumadouseannsoaaunniinUasy
Tngldmneaunmsidonsotulunsdsfeyaiionaonduninldsumatunmadon
sield Tnevhluidennislaufiuuuiidn msgasdamadiu (Session hijacking)
nslaufmsnalusiva (Process table attack) Fsdneglunisgunuunislaufiiie
mssriunsiiinmsussinvmilaudamgiaainnisaialdsiwanisviaulu
ars1aluswaurniiy dlaldaunnensidu niieussutanandonui
wiheauswenaiesdiliusnisdy dwaldlvliauisaluuinisld Tnenis
Taufussmiiinandnuvarnsdouseiinieiliuinsfodinsadelusivad
Jan1suszmranadeyanisiosveneundineundulliuniesiivinnisfesve
fegragulunsiauselydmunomanesa 79 wislnslnaoailaines (finger
protocol) Tuiidi/lefifiaefinsadlusaanisiauiisefuddaniasesiisos
voluszuuuFtAnisgiind (Unix) udhaaduseanumasdisinisioswethluify
Tumsduswadudu Tnenrstestunsteniivssianiaunsainlalaonis
avvdeusuIgesiidmiuiulyswalunnsdusea viensimuasiia
Auan (timeout) v8sn15dowsie
nslauflaeNIzuIUNITaTNUNIBLETAIUIRIINTINADa TN (TCP sequence
number generation attack) @alpevilununaaadrsululnsinaeadidfazlaly
msdmuadifunisdedeyalunnglud Byte)  isvesaiosdumanaziados
Uanemadielinsaesilsanusaldmunaavaduresi 2 fslunmsasadeuay
gndesvesdfuteyailésu ddlunsruiunmsnsvindusuduvaiiie Suduns
Feuseaeiinsadavunaauddusudy (nitial sequence number) ISN fiagld
Tumsideuseveandesiumalnonisduen ISN weansasdumadaazgnasiuly
wnnLie Syn TdauaiosUanemsanduiaieatenicarnoundudas unnuin
Syn/Ack lugaiiassiundlagszyan ISN Lazesdanemafiazlilunisifeuse 3
MnguLuunMshnusainanglasfannsalavfiaioatmaneld Tasnsai
unnLfin Syn Afnsszymnelay ISN vedesesfiyngnusssyvneiarlofiuoan
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safuveansaadmngluduaiondinnesiliuinng lriaseadsmioids
unniAn Syn/Ack fiszymaneias ISN vesioudininesluduaieatmne S
Toufagldnsnudomnoiay 1IN veuaiendsnediu uilanfiagyinisadig
Ack wnnifinififoya 1SN fignadstu (nemsduiiteliinssdu ISN veuaTes
@Sunesilsusnisiiddludandeativune dnumnnfeutudsdoyalsifluds
in3eudsnneflagszymineiavlefivoansaiuveaiontmung dawnn 1SN
vouzeadsnnesfdanluunnin Ack nssiuisN vesniondinesfiddluds
iwseatming awiliadeadiinessudeyaliffienatiuddsineliiAnay
Fomeuazmeudoyanadnsludaunseatmngluunniin Syn/Ack vesA3es
@Svlnesilvuinsfennd 11

Server
Intruder
SYN(ISN_Intruder), SRC=Taget
ACK(ISN_Server), SRC=Taget _
ACK(ISN_Server), SRC=Taget -
bad-data
Target

SYN(ISN_Server), ACK{ISN_ISNX)
bad-data

-~

d‘ a %4 o %
ANT 11 NSIANALAYNTEUIUNITES NNUUEVAINU

6. nstaufuuuleianswuanu (P half scan attack) Wunislaufndunynsdesnis

= @

ni1udeyavesasetlivung lagasesdmuigliauisatuiindenvenis
Wousialila (ws1gldifinn1si@endedse) lesanguninetdedisinives
=l 6 L3 aaa = 1 = <
nszvIuNMIaIndusuausalulnsinaead@din/lod lnonsdauissunnia Syn 1
Sanosnrteqvouninatnuneg wavdsunniin  Rst  LieSlnnsoundnnis
Wausalu lnerinuianasnvauasaadmuneiinisialiusnng Aaziinismneu

nauludsglavdneuiaziinisenidnnisweusotiy
2.1.5 YuABUABIIINUTNTIU (Genetic algorithm) [9]

a

& ad a o I3 a va o av a aa . .

TunouITBIugNITY 1WuN19iSeus N1 muIN15989d9li8Tn (Biological
Evolution) 7ingn1sAniFenlagsssuy@ (Natural selection) Fudendaddindivunzay
(Fitness) n3adiwusliuvesnisdugnuaiuuinnitfazaiunsanissegsenlugudaly

= N a s a ada 1% ° =%
wenINHlums@iinewadvesdulidinazusenauniglasiuley (Chromosome) $1U3UNil
Feudarlaslulovarlasunisaignensiaiugnssuiiidnuwuzroinsdugiuainvessunay
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wilaedin1sluidey (Crossover) swaugnIsuseninalasiuley vieoinnsUdey
sanugnIsusuunlineinTuinieunseisundinisnateius (Mutation)

nsUszgnaldtumeuiBideiugnssuanusoldlunisuddguinismandiaian
(Optimization problem) w%mimﬁmauﬁaﬁqm (Optimal solution) lasnIsit1sia
Tnslulewdmiudgmiiatuiemefmmeuviormanumngaufiafigandontuiuyseag
filnAndmeuimngauvied siatusnssululashileudsdidauvanzaniian Toe
nszUIuNTTesTuReUIR B sTusnasuiituneudanmil 12

Generate . .
R A Fitness Evaluation
Population

Reproduction
Population

Throw
Candidates for crossover and mutation

‘:4' ] o & Al a o
AINN 12 GU‘L!G]EJL!‘V]'JI‘IJSU@QGUUGIEJU'JﬁLGUQWUﬁQﬂiﬁJ

fumeuiBideiugnssndunssuaunsudlneduannsadisauigiuiieg vie
Usgrnsguusndion p lesluley 9ndudssansandignisussdiuaanamangay
(Fitness Evaluation) Tneiilesnunisuseifiuuds Annumsnzanazdudiisusnniminge
Huvenszurumsinidenlnesssund deaumigruiiiimiuimnzangeaziinuinasdud
szgndmdeniduuszvnsjudalugsninanuigiudu udlisndudesgnidoniane uazde
$nsdrunsunuil (Replacement ratio) fifvualis uiuandnluuszvinssiua p N
thidensenrnhasduldvinssuiunsleivasunagnsnaneiuglvinane Suauu s
fidnwazudnssanifudeazgninlusmiuaindndiuiu (10p Fusznoufuduaundnly
Jutinly

[

Y a gj ad a U a dy
VDAVNUYUABUITLYINUTNITHUAIU

1. anunsafumAtneuvesauuigiulunious funsAumanNAgIutug

a

2. fanuganguanansadiuldiudynlanarnratesluuy Yusgiunisiinsva

Ly

Wugnssuveslam

3. JuneuIsgeiugnITHaINsaAUMIAInaUYesly I lagmIINANNAFINTIWIY
wnvhdlemanazrgaanAunfigavediuladiienitnsaumkuulaeiluy
AUMIANBURUUTIAZAUNFATIY

v

oA nveItUnDUIBIBIUgN TTUisaTl
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1. anugnlunisiisiadymmelastuley Geanusamaineunfanaameilendu
AT AN

2. WifinssuussiuAnauifian 1Lo991nTunauIBITaiugnssuoIfenIsAUNI
171]'44 | aa

AnanzionvfinlymiAafigaesdiu (Local optima)

A
3. Talunisussunanannn 1eeandlafentuaAumLzauUsENauAevae
JuaaulunIsUsEIUAN

2.2 MuddeiiAeadas
2.2.1 Using Constraints for Intrusion Detection: the NeMoDe system [10]

Hunuddeiiiausnisuszendld Constraint programming TunsAumIULUY
waAnssumsynniaietne Tavannsadeuteuladed i (Constraint) Tuguvesntwn
Fumglanniiieliszuunsadunsyngn NeMoDe ansnnsiadumsyngniiddnuas
SfunansnisesunniAneiensld Fansdummginssunmsyniniaiotieves
NeMoDe 81A835n15AUMULUU Adaptive search Wag Gecode lnatin1siusaulisuton
dordevesnisdumiia 2 sUuuy Tagluninil 13 uansaeniinenssussuures NeMoDe

Code
Parsing Generation Recognizer 1: }
( E. Gecode

< Recognizer 2: | Select ,
Semantic o] Adaptive best
Wodel § ~| Search f solution /
\ ' > Recognizer 3:
| & Other
Network / 0/ ),
traffic :

(

A 13 annilmenssuszuLeee NeMoDe [10]

18NN NNLIALLUNNUITTULAUD AL DIAINAN NS UTBINTITIUTNTY
983111 (Constraint programming) tieasnelanfvzldanuiussuuAumNMsynINilamaala

2.2.2 Snort-Lightweight Intrusion Detection for Networks [2]

JumAdeiinauenuandiuardefvosmansaiszuunsindunsyngniaiede
Snort  ftiaueszuunsaiunsynInedetieiiiuuinudniiaranaudidounas
Aldanelumsindsszuuamatumsyngniedetiedmivesdng uasthiauoandnenssusis
3 d1ures snort MsEneUMszUUnDRTateyaIA3et18 SEUURTINTUNTYNTN waTTEUY
Wadoudlflunsdimunisyngnuenainieitedinsuan sénvazasang sudslasadns
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mMsfumULuUngAnssuiiunsyngniasevie huugnlgees snort AanInil 14 degieng
lgly snort wagn 1wy 15

Chain Header Chain Header Chai

Source IP Address Source IP Address
Sour
Cestination IP Address _’ Destination IP Address —’ Dest
Source Port Source Port Sour
Destination Port Destination Port Dest
Chain Option Chain Option
Content
TCE Flags

ICME Codes/types
Payload Size

etc.

Chain Option

Content

TCP Flags

ICMP Codes/types
Payload Size
etc.

Al 14 Tassasensdumguuuunginssuidunisyngninsetinauuugnld (2]

alert tcp any any -» any 80 (msg:"CGI-nph-tst-cgi";
content:"cgi-bin/nph-test-cgi?"; flags: PA;)
alert tcp any any -»> any 80 (msg:"CGI-test-cgi";
content:"cgi-bin/test-cgi?"; flags: PA;)
alert tcp any any -»> any 80 (msg:"CGI-perl.exe";
content:"cgi-bin/perl.exe?"; flags: PA:;)
alert tcp any any -» any 80 (msg:"CGI-phf";
content:"cgi-bin/phf?"; flags: PA:)

AW 15 FIRENNNNITNTITUNITUNIATS snort [2]

2.2.3 Bro: A System for Detecting Network Intruders in Real-Time [3]

Jusuddslausumaudalunsiaunssuuenadunisyniniaiedisiianunse
soesunsiauluisedigvuialnglazaiuisainulunaiasads lnenisiauazinig
Smuaule Ut vessEULTiadnan1nn1wilus (Bro language) sauddlaseaiienisvhaiunes
svuulus sanmil 16 uenaniiiddeldiauedgymuaztosifavesmsiaunsanises
Indlunmsvhauresssuunsadunsyngaluanzdngnn dsegratgminlunisiam
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Real-time notification

| Policy script
! Y Serp Record to disk

i

‘ Policy Script Interpreter

A

E Event control Event stream

b

Event Engine

i
E Tepdump filter Filtered packet stream
il

libpcap

Packet stream

ANT 16 TAs9a519955UUlUS

2.2.4 Detection of Performance Deviations in the Load Testing of Large

Scale Systems [11]

Wunuideiineivesiunisiidituanssauzueeszuu (Performance counter) 11
1lun1simsziinszuvtiudulunudannadseeun1susnig wse auaals (Service Level
Agreements - SLA) w3l Inglunuddeillatimsssydudsivaussousvasssuulininimg
17

10-Fold | Count= %

No|Performance Counter Variables Selection 5 Freg>20

1 |% CPU Time 10 v ¥
2 [% Disk Time 10 ¥ ¥
3 |Disk sec/Write |
4 |Available Bytes 2
5 [Pages/sec 5 ¥ ¥
6 |Database Cache Request/Sec 4 v
7 [Network Interface Bytes 5 ¥ ¥
Total/sec
8 % CPU Idle Time 6 v ¥

9 [Datagram Rec/sec |

18 Ava. Disk Read Queue Length 0

AW 17 FLUTTUALTIOUSUDITEUY
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2.2.5 Intrusion Detection with Neural Network [12]

HusAdeiahessuunsadumsyngnlaglilassinedssamionanldlunsiSeus
wazandmginssunisldnussuy Wy sveznamioauilunisidauidddussuy Tagld
Foganntuiinnsldrmunlilunsiinlassmeuszamifisudieliaunsnand uazusnues
Mayngnld Adeiiiiauslsuszanduuannsldteyaansyuu sntieasaduzuuuuns
ynsniedetnelasmniteyatuiindrdsigldanldanlilunmsieseiieduunnisyngn
PN 18

as awk be bibtex calendar cat chmod  comsat Er cpp

cut cvs date df diff du dvips egrep m emacs
expr fg“;.’it filter find finger fmt from ftp gec b
hostview Fm e heE Fs zip hostname  id ifconfig  1spell ast

?d ess Foo Pq pr lprm Is machine mail make
man mesg metamail mkdir more movemail mpage mt mv netscape
netstat nm objdump perl  p ping ps pwd rcp resize
rm rsh sed sendmail .-sl%-p sort, strip atby tail tar

tesh tee test tgif to}? ) tput tr tty uname vacation
vi virtex  w we whereis __ xbiff+4 xcalc xdvi xhost  xterm

AN 18 S18N1SAEINITLUNITIATIZI



UNN 3
ASandusuiY
3.1 LUIRA LUNITWRIUN

mu%’aiauammaﬁ’%ww‘lmL:uuLﬁamiﬁmumgﬂLLUUWQaﬂﬁumiqﬂgﬂ (Intrusion
signature domain specific language) WiodaRLoaAWoA (isDSL) Lﬁﬂﬁﬁﬁﬁ’m’@ﬂ’uﬂiﬂa%ﬂ
nglunisasadunisyngniasetisuuulnliing Tnserdedeyaluunninalnsinaeaiidilod
lngdn1sviaunegy

Write DSL
& _______ > seript € --- DSL Syntax

Domain Specialist -
|

\ 4
DSL Rule
script

1

\ 4

DSL Parse

v

Intrusion
Rule

S

ANA 19 ATNFIWNANTABIUNITHAL AT LTI UNIYIT WL ALY

N0 19 ansaesuiensruaumInsidaunndumglannlunsdoungly
manmIdugikuumsyngntuedodield Tnsduduanlidamsimelnmuargnidouiy
Tnefidermngiianmnsodly Wewdu visudlulsviuiiilodesnsairsnguionginssuves
sUuuumsyngnuazislongildriunsnseaeuaugniesudIniningszuuuasdoyauas
npioglunndunglaundeiuasduiiaidu Sadldlumahauresssuuanadunms
yngnanung it lileeideney

3.2 KWUIAATUNISWAIUINNYFUNUS VD IDaRLDELDA

N13uasdIu (Parsing)  vunseuiunisiienisliuivesanseiignasnseanunain
MNYAUNUSVDINIY PINITAS19NNYAUNUSVDIDARLDALBA LTUIANUAAN NS N WUL VD
& Ao A ~ Y U o e ' a = ' Y] a
Furaian/led lnglunisadrnnneduiusfossiuinisdsuleulvvasrmnudnyuzodd
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afeaweasondudumuduvesiidi/lof elillermgiuasetignouiamesaiunseg
wWlalade Tngludadioausalanuuaveulvsussinnuduiusiulutusiee asiasmelull

1.
2.

5.
6.

drumuesdmesiiamsy (Ethernet frame header)
dutIr0901sNULNALAA (Arp packet header)
druiveslefinimiunsy (IP datagram header)
duhvesfigiunniin (TCP packet header)
drwfvesgAfiunniin (UDP packet header)

durvefteulaLnnLAn (DNS packet header)

(%
o

MNYFUNUGVIDARIOALDALITNDIUAIR U Nz TBIwNNLAR Feluudaztuay

= Y Y =i a = a P P
UAUANBEUSAIFTITN 2, 113191 3, AN 4, AN 5, AN1TNN 6,La¥HI1519N 7

[

a a s &
MITNN 2 ﬂmaﬂwmzmﬂuamaimmmim

AMANYME A5U"Y
Source Mac address NULLAVVDINITAATOUIHVYBIATOIAUNN (VA
48 Un)

Destination Mac Address | ¥118Lau989n13ALASBY1EVDUATBIUAEN

(un 48 Usn)

Protocol type nneavszylnsiveeanly (wwn 8 Jn)

M13799 3 AdnwazAgluaIRwNNLAG

AMANYME A5U"Y

Arp Operation mdwasinlnsivasa (A1 1 Buefinissees,

AN 2 NUIYDINITABUNAU)

Source Hardware address UYLAUTTYTNDYVBAATIRUN (V1A 48 Tn)

Destination Hardware address | #ingiavszyiiogveainiasuatsnie (vun 48

)

Source Protocol address mneaviieglnsinaeaverunia (vun 32 Jn)

Destination Protocol address | nuneiaviteglnsinaeavesiatenis (1una 32

)




M15°99 4 Aasdinuaiznglulefininunsy

AMANYME A5U"Y

Source IP address mnegavlafivesdunie (vun 32 Js)

Destination IP address | nungwavlafivasuareni (vuna 32 Os)

Time to Live wYsEAINATIluNsdsiasenIaluneiunige lny
Tunsdeausiazivundnazanasnsiay 1 Wedlaniu
Toyadgnunian viselddeia (vun 8 In)

Fragmentation Flag mﬁizqmiu,emmmLmiﬂum‘%miw (Wun 3 Us)
Protocol field vinoiavszylnsleeaildlunaunsy wuie 8 In)
Total length ATANLEIEFIEAVRIAMLATH (VIR 16 U)
Version westuvadlofininunsy (vun ¢ In)
Identification MNeLaYsEyleRveInewnsy (Wun 16 J)

13991 5 Aasanuazneluidiunniie

AMANYME A5U"Y
Source Port mneavniginesnveds (un 16 Un)
Destination Port Mg ineInvesu (vun 16 Un)
Acknowledgement MUPLATTEYRVANTABUNEU (1A 32 U) Liveld
number lumsnsaaeuiuAmelavaunIsditayaves
AU
Y
Sequence Number MeaYsEYSTUNTaayaveTukaziddlung

(%
[

delayausizase (vuna 32 On)

Next sequence MNVTTYMINgaIaRUTestoyannly (vun 32
number Um)

Window size yueestisiddoya (vua 16 T)

FIN flag widnfuanaiteyaluilsdfdsmauds (uia 1 Tn)

SYN flag LLWﬁﬂﬁLLamdﬂ%’a;ﬁaﬁﬁaLﬂuﬂﬁayjaﬁuﬁumiﬁama

WiaUszaununelavanulidennasd (vuna 1 On)

RST flag wdnfkanenisenidannisiieusie (vun 1 Un)
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PSH flag wrdnildaunisidie push ludsivivesvesuey
watulatenie (e 1 On)

ACK flag WNENALERINITTUNT VNG (Ve 1 Tn)
ECE flag widniuansinduunniin echo (vwn 1 On)
CWR flag wrldnideanslunssuiunsanmuLesnlunsedy

@un 1 Us)

URG flag wndnfiuanadeyaisniu vieldeyaiay (1wn 1
Un)

NS flag widnfinansindnistesiunieunUadeya (aum 1
Um)

Reserved field Wunnanulldmsvouwran (un 3 9n)

= @ aa 3
1599 6 AasnyazglugANWNNIA

AMANYME A5U"Y

Source port MNULAINBIAYANUBIR LN (Vua 16 Tn)
Destination port mNgaINesngANveIUatene (vua 16 Jn)
Packet Length AVINENIVRIEATIUNNAN (Vua 16 Tn)

A5 7 AasanwaznelubeuaduwnLie

AENEAIY A1B3UNY

DNS identification mneLavlafunIReULDALNNLAR
. o = =

DNS operation ANFIVDIALDULDALNNLAR

nsoenkuuMneduiusvesdatieaueaiiulunlasadrsuvudfuduvedinsin
noadiai/lofl Fag193amunmsvdnnsieruuatya wagnisunzuaUgadsnIwd 20 Litelv
Aidemaanunsadilaliie wenvninsfienuinesiuea (Terminal) wiedoninumuneuny
AudnwuzvounninluIneduiuivesdadiioanealdinissiunmdnymuy Source
Hardware address waz Destination Hardware address lugaufivastuasnunnifindly
ogludruiivestudimonidassy  uasaudnumy Source  Protocol  address way
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Destination Protocol address Tudiumvsstuaisnunniadnlululeofinimiunsuiioan
AU IGDUVDINDSHUDATILAANILUANTIN 8

: [Frame :
| [Datagram |
| [Facket :
| ] |
/” | 1 :
L |
____________ vser data
e Appheader | user data
D T-l
f 3 Packet | TCP header application data
\
| b
;’ \Datagram IP header | TCP header | application data
!
Frame ‘ Ether header IP header ‘ TCP header | application data

AN 20 Tassasauudnutuvasnsinaaaian/lod

A15197 8 N1INYNUNBITUDAVDIDARLDALDATILUINNLAIAUTU

A
o o/ (4

L‘VIE]%%?I‘IJ@@ amwumaeqmé’nwm: LLNUAINUWUNNY
srcMac mesiinmsy Source Mac address
desMac mesiinmsy Destination Mac Address
protocolType Bmasidausy Protocol type

arpOp masidalsy, orsnunniin | Arp Operation

srclP Towamwnsa Source IP address
deslP Towamnsa Destination IP address
ttl Tofinmunsy Time to Live
fragment Tofinmunsy Fragmentation Flag
protocol Tofinmnsy Protocol field

length lofimansy, gAfiuwnyin Total length

version TofimmLAsy Version

id Tofinmunsy Identification

srcPort FgAuNnLAR, gATLNNLAR Source Port

desPort TRRUnALA, qaﬁLLWﬂLﬁm Destination port
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ackNumber TRAuwnwnLAn Acknowledgement number
segNumber TR RwwnLAR Sequence Number
nextSegNunber TR AwwnLAR Next sequence number
winSize g RunALAn Window size

fin TRARuwnnLAn FIN flag

syn T RunALAn SYN flag

rst T RunALAn RST flag

psh TRAuwnnLAn PSH flag

ack ARAuwnnLAn ACK flag

ece g RunALin ECE flag

cwr AT AunALAn CWR flag

urg ARAuwnwnLAn URG flag

res ARAuwnnLAn Reserved field

dnsiD gATiLNNLAR, Aloweaunniia | DNS identification
dnsOp gATiLNNLAR, Alowoaunnifin | DNS Operation

aaa

lassaslunsileudadieaneaisgnuusniginautuyesiiai/led lnedimesiuead
T lun1SHUITURIAITI99 9

AN519% 9 Wasiueanttlunswusturasnan/lod

Tuun AN afuYduvaIaNigndd
Rule ngvesdanioauon ety
Frame dmesidawisy N§v09danLoaIea
a § @
Datagram AIRATY Bweositlamsu
TCP_Packet AFRLWALAR EATIRRIGE)
UDP_Packet gATILNNLAR gATILNNLAR
DNS_Packet AULLELNALAR AduloaLNNLAR
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Faguisninazgniioviusiginanvestufiginiuasionasy “[” waz “1” Jusnuse
nlduanvounvesnesiveanuanuaelutuiue) degrelunimi 21

[Frame
[Datagram

]

AN 21 AR89 YUNDULALVBULYA ML A AT

¥

= a = = O a s & & & o
ﬂQWNVNWU%SQﬂWWV]Zlﬁ@IWUQ Frame @91u18039UBMNaILUANSUIUUIUNNBNAL

q
I

Ivun Datagram Favunefiatuniniunsy luwdastuaganunsadeuleuluvesnndnvusioy

ameludiutuvesaudnvardugaiulvuafinimvus wu luguaiaiunsuazaiunsailey
Foululagldmaudnuazsnefiogludunaunsuls wu srclP, deslP, version usiu

N1598NWUUINNYFUNUSVDILNUALUD AL AR DB N UL LATIAS19LA8SINVD S
NAINTNG 22

[Rule + “RuleName” + IdentificationList
[Layer 1
Conditionl-1,
Conditionl-2,
Conditionl-3,
[Layer 2
Condition2-1,
Condition2-2,
Condition2-3,

[Layer N

]

A7 22 TsasnaneduiuslagsIuveIng

lassasingisudumelnun Rule a1uaietaveeng (RuleName) wagdiuusi1eei
Usenald (dentificationList)  Iaedawusazgnldlunisieuieuly (Condition) w9
Aasanwarlutuny Fduwsavtuaranunsaeuteulvresnudnyusnegngluddutuny
Iuanfivua 1y Condition1-1, Condition1-2 wag Condition1-3 egludu Frame 2
= B Yo o | =
ansasutoulalansiagnslunini 23

[Rule “Frame Attack” (a,b,c)

[Frame
a.desMac = “FF:FF:FF:FF FF:FF”,
b.srcMac != “F0:AC:19:28:55:BC”,
c.desMac = b.desMac

A o 1 a 5
AN 23 G]'J@EJ']\TﬂWiLGUfJUﬂQGLU%u Frame
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NN 23 kaAINY¥e “Frame Attack” wazuseniemiulsildfe duds a, M
wUs b uagdius c lngniseeniuunneduiusvesdeulrludafioauweasisuuuufe WWeu
AIkUS MIUMEENUTE “.7 LAINIUAILNESIUDAURIAMEN BAENILNTIVADUT LAEeId
IS 1 (% A [ ! (Y 4’5 1 « 9
WeulunveIAIANEN YL NN TIRE0UNUAYBIRMAN YAULTY 19U a.deslP = “127.0.0.1

L] IS = < - = = = v [ ! Y LY ! )
waguiiauieuluiiowSsuiieuiunuan vz 19ikUsAu 1w a.srclP = b.deslP 1Ju
au Inensdsuteulvaslidydnvasininmmnulisuiisufedyanual “=” uazdyanual

“_»

nsafefuusludafieaneaiiiiofiuaudnaiuisavesnisldaunsnesuiy
mnuduiusvesnudnunriegseninsseninaunniin (Across packets) I Gavilvidadie
awsaaunsaltlunisedunesUuuunsyngniitinannguueaunnifinld Tnsarumangvesin
wUsludafioauoasunuanunevesunninnilegfinsiaaeuty fMuus a vanedianis
ﬁmumwmﬁmﬁau%%a “a”, awmds b ‘wmaﬁamsﬁmumLLWﬂLﬁmﬁau%%a “b”
ufefugadn I imunaLsIzLIumIINE YA uan vz Ys suNAL AR AUl
U 1 a.srdP = “127.0.0.17 vineiaunnifntaulede a fenudnvalefisums vty
A1 “127.0.0.1” , b.sralP 1= c.deslP e nunsdunniinfiaulede “b” fienudnunsle
fisunmslivifuraudnsarlefivaememsaunnidsiiaulade “c” Hudu vonanidadie
awoaldfvundndnuvalindesmnelanzdmiunsiisuisuanudnuuslefinennsaly
Sulefimmunsulasameiedudnual “in” wardudnwal “in” Woldlunsesursnuneias
lofluoninsainegludisArvesvunsiavueninsainiedioniel lnoavesnudnuasi
WIBUITBUAINNIANIUUA subnet mask  VBINUILLATLOALATALASDUIUUSIAINRUIBLAY
wanasaLadeteliivy “192.168.0.0/24” e “172.10.0.0/16” Inssegrevaaieuly
Uszaanil 1wy a.deslP in “192.168.0.0/24” vnededeulefivanaiavlofinennsalateni
YownNLARFILUS a eglutimuneauaiatiy “192.168.0.0”

Hesnnmsivualuuaildlunisdeunguazieulvvesleeafioauoavzgnuuadu
Foulvluduvesiidi/lof uazRoulvmiluilaiduniua Tneilnunnagfmisei 10

A A o Y a_a
m15197 10 Wnuaildlunisadenguazioulvvesdasioatea

Tiun ANURUNY

rule LAUATINYBINYG

ruleName Tnundong

paramList TWUATIINITAILYS

idList Tnupiildad9sensfuUsuuuIng

conList Tnundeuluimun Tnefnadoulalunrazdu wa
Goulvuuuiladdy




>

tcpStackCon Tundoulaluduidi/lof

frameCon Tnuadoulvlutudmesidaisy

datagramCon Tnuadoulvvestusnegmelddunmunsy
tcpPacketCon Tnusdoulvvestusnemelddusidiunnin
udpPacketCon Imﬂﬁaulwaqsﬁ’wmqmﬂéf%“uqﬁﬁuwmﬁm
dnsPacketCon Tnuadoulvvastusegmeldduiisueaunniin

frameConList

Tnuadaulvlutusmasidsinsy

datagramConList

Tuntaubvlutummknsy

v
[

tcpPacketConList | Tnunidoulaluduiidfiunniie
- = Y aa o
udpPacketConList | WuaReulvlugugftiunnie
dnsPacketConList | lnualeulaludumiduoauwnniin
frameConStmt Tnunvesuseleadeulalududimesidninsy
datagramConStmt | Tnunwesuseloateulalutuninunsu
tcpPacketConStmt | Tnuavesussloaldoulaluduiidfiunniie
udpPacketConStmt | Wuaveussleanoululudugfnunniin
dnsPacketConstmt | nunvesussleadoulalutufiduoaunniin
packetComparer | InunvesuseloaeulunisiuSeuiisuunniin
biOp wInaefldlunsiUssuiisuAnuan v ves
wnnLin
inOp wiomnenlglunsUSeuiisumnudnualedn
GG
controlFuncStmt | InuavesUseleamaululuguwuuileidu

30

Tun i 24 uansinegsnslsunneduiusvesluun rule, ruleName, paramList

wae idList Feawuliinualnunazgnldlunisasnsuundu wulnua paramList aviilnun

idList Wuluuneoe

rule:= [ + ruleName + paramList + conList + ]
ruleName := Rule + name;

paramList.Rule := ( + idList + )

idList := [identifier]+

A9 24 enanneduiusvedluun rule, ruleName, paramList tag idList
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MNYFUNUSVDINNUA idList  NHBINITHAIAIUAILUTVDID AR LOALDATIAILTA
Uszniananantlafikusduly Jaldanvaainisiuglaeisuainuievaalnus identifier Ao
[identifier]+

Fretrinnuduiudvednuaildlunisadredovlvluusarfulnsinaeaiiai/loi
wuludulofinmunsuilivun datagramCon vminidulnuaiisausaudeulvvostusineg
aelddumaunsy uay datagramConList WWulnuaiisausainunyssloadouly wieluna
datagramConStmt #aus 0 Tnunduly dauandlunmd 25

datagramCon := datagramConList | datagramConList + [ + TCP_ Packet +
tcpPacketCon + ] | datagramConList + [ + TCP Packet + tcpPacketCon + ] + [ +
UDP_Packet + udpPacketCon + ] | datagramConList + [ + UDP_Packet +
udpPacketCon + ]

datagramConList:= (datagramConStmt) *

datagramConStmt := d IpCon | d TtlCon | d FragmentCon | d ProtocolCon |
d LenghtCon | d VersionCon | d IdCon;

A7 25 MNneduiusvedluun datagramCon , datagramConlList Wag datagramConStmt

Tunuifeilinsimuailanduaiunu (Control function) vesdadieawea 2 fandu
loun 1) fafduilu (Count function) AeilaAtuivagldlunisiuduauunniinilnudnuae
ATAFULNALAR AN UBFILUTUNTv0IRen T WSsuisufuAIT I uILwnnAn A uReulY
LLamﬂﬁﬂ'waé’wéﬂuy%uﬁuaﬂ’iﬁ’lmuLLWﬂLﬁ’mﬁﬁﬂmé’ﬂwmzmqﬁuqmé’wmmmLL‘wmﬁm
AknusgdinUsing1Tuintdua1wIusnnsA e dudaulansaly Wy Count(a,100)
‘VimﬂﬁaﬁuﬁwmuLLWﬂLﬁmﬁﬁﬂmé’ﬂwmzmqﬁ’ur—qmé’ﬂwmmaﬂLmeﬁm a  AAYINAU100

A 1 ¢ v o o o A s A o Y a o w 1 [
ielduay 2) HATuaIAu (Sequence function) ABTNATUNYINTRUNTINTIVEDUAIAUNDUNRST
YDINNLANALNUAISFILUTUNI SIS I8P UANEITUVDIAIUTUNDTIIUA TIATaTNS
sztfuAryduinuseuiiisuaiduiinssfuaiduresdwusdndnavuaniely iy

= < a o w 1 I3 @ <3 4
Sequence(b,a,c) BuNBRLNALNR b Ja1duinney wwnie a kazunnne ¢ Wudu lngluun
M susuReulunddnyagkuuilanduruauilfielnun controlFuncStmt LA
26 kaMINISUYNUINNUEUNUSVRIUA controlFuncStmt

controlFuncStmt := countFunction | segFunction | packetComparer
countFunction := Count + ( + identifier + comma + number + )
segqFunction := Sequence + ( + segParamlList + );

segqParamlList := (identifier)+

ANA 26 Deunnedunusvedlium controlFuncStmt

(%
[V

lngUsyluailendamuauazaisiegluveuiunvadvun Rule Fsoguandiquduidi/
lLofidannn 27
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[Rule + “RuleName” + IdentificationList
[Layer 1
Conditionl-1,
Conditionl-2,
]
controlFuncStmtl
controlFuncStmt2
controlFuncStmt3

AT 27 Deunnedunusvedlium controlFuncStmt

megnsldauilandualuau Count() ¥8Ing “Syn flooding” ANy 28

[Rule "Syn flooding" (a)
[TCP_Packet
a.syn =1
1
Count (a, 30)

AT 28 NYAITNTIIIUNITYUNINLATEUE “Syn flooding”

Fauly Count(a,30) Tunwmnedsiudwuwnninaiinaanvueg flag syn Tuduiid
AAfAwinAU 1 duddwauwindu 30 unnieusell
3.3 WWIAATUNTHAINITZUUATIIIUNITUNINYDIDARLDALDR

N1598NKUUTEUUATINNUNITYUNINVRIDaRLeauen TuwiAntunsussyndldtunau
BgaiugnIsulunsfuninguveaunniiin (Combination  of  packets) fignfieulaeg

'
a

Wermgiiedaneanea nanquuesswnniaiduauuigiuvesdymazgnidnsiaduye
lastulguielglunisAunisiedunaudsilaiugnssy Ingsiaiugnssunielula slulauagly
eaunuAsurissndaveannniaiiogluveulunvein1saum

ey

Chromosome population

o Parse

isDSL script

'z,"‘
Index of network Packet

Rule

structure GA search

AWM 29 MIVIUYBITEUURTIITUNSUNINIlATIaTsvRINng

mMshauresszuuasaTunsyninagldlassaiisvesng (Rule structure) Tunnd
29 fildanmsnasdndafieausaanius TunsnsavaoumqudnvurveaunninLAS et e
paafungilddenuliniold denrsinuresiuneuitideiusnssuaseguuiiugiuves
Nneduitusvesdaoauealunismuaulunduastunounisdniunisvestunouitids
ftugnssy (nmdl 30) dedl
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1. Sunwiulsresdafieaweavgldlunisimuadiviuvesmniialunguunniing
Duguwuunginssunisynin

2. Rouladernunveidafioaneaszidudinimuanisinnuessilsdduainy
wangaulunsUseivkayivinsuuuaundteafsvedasiuleuvsonguuagunn
Hanessiudeulvvesmelulassadnaweny

MNumber of combined packets Start
Rule

[Rule(a,b,c) "Attack typel”

Initial packet
[Fraﬂ[liatagram > combiiation
a.srcIP != b.desIPF, ¢
c.srclf == a.srclP Fitness function .
[TCE_Packet evaluation Mutation
a.fin '= 0,
b.rst = 1,
b.srcPort = E080
1 ermination
] condition Cross over
satisfied

]

Count(a, 30)

\/—\

NN 30 ANUENTUSIENINTURRUIBTITUENSTUINBdUTUS Y0 e DaRoaIea

TnglumsidrsialaslulauvestunawdBiaiugnssy azldiumisssdwasunning
agluveuiwnnisaunlusianugnssulagazisesdanudiduvesiiusludafioawen
Megdlun i 31 waRIRIBENNYNIINTIITUNITYNINTD “Attack typel” HfauUs 3 fafe
a, b uay c madhsialaslulaumnia ssvilaggueadnsdasiunusvaawnniiia (Index refer

0 s o o L= ! < v o ) a
to packet) ludwiesndnduunannnsedieundusianugnssy ngluniladasiulouaed
IUUTTARUEN TNV AUTIWIUIINIUFILUTYRDaRaLRARE 3

Packet captured in the buffer Chromosome population

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Index 6F network packet captured in Buffer Tt
S - - P L
[Rule(a,b,c) "Attack typel” | - Jz/
[Frame = e
[Datagram a b c
a.szclP != b.desI?, srelP | desIP § srcIP
c.arcIP == a.deslP desIP

Chromosome encoded
(Combination of packets)

P Y ) A
ANA 31 NSNS TalAsluleuYIdan.oaLea
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Fanrsesreaeuiioulvsiiaqluleteaiieanealunisdunisnisyngnazsinlaeg
WisuisuAvesnadnvuridmunegluldeulviudmnudnuazyosunniiniignénsdia
mushursgedaieglulasiulen Wuanamunafamumtaddei 2 gnénadanesuys
a TnefiAnadnuariifiomsaaeufeamneiavlefiduns wazamneiatlofivaenady
A
3.3 AULANAI9ZWINN isDSL waz snort

snort  \uszuunsasdumsyngniilamesuatunazfuiidenldinnludlagiu
LﬁaqmﬂLﬁ“fluszwmaﬁumiuﬂgﬂﬁlﬁﬁw%’wmﬂwmizwﬁaaLﬁaamﬂmﬁ’a%ﬁumauﬁﬁmﬁuﬁ
WUUNANEUNLASY  (multi-pattem  matching  algorithm) vinlWanusansiadugUuuy
ngdnssunsyngnratesUuuuldluadufielnglinszmudeussansnmmahauressuy
Ima%umau‘%%ﬁieﬂu{mﬁ’uﬁa Aho-Corasick algorithm

Tngngmsnsadunisyngniaietieves snort aziidnwaziiungegreieililuns
oSuBgULUUNgAnssuAsyngnvesnnLinnileq Tasmsimuaieulvvesunniiniivihng
ATIvEBULAZAMUANIINTEYIN (action) U84 snort TlazneuausailensIndunusUwUUMTYN
qﬂﬁmaﬁ’mgﬁ?w] uana Nt snort Sainswamnduiiaenda pre-processor Fadudiuiivia
Tiusunsuwesasadoungfifdnuausianizuardanuannsalunsasaduangadu
Tnengluduiazyinumdann snort aeasiaunnifnedotroudFuhluasaaeuse pre-
processor L4 Streamd pre-processor, Flow pre-processor, HTTP pre-processor,
FTP/Telnet pre-processor wag SMTP pre-processor Judy Tne Streamd pre-processor
anansavilsk snort nTaadunsyngnemsmuasuLnLins1sgluuiazimay (session) 16
d%3U Flow pre-processor ¥ilvingues snort anansaldau flowbit lunsnsiaaeugunuy
nsyn3niinanuaiengudenduld Tnslumsideunganansalingimundeulalunis
Wazuudasan flowbit 1 titeliingduildau flowbit THduteulylunsnsadunsyngn
w3etne fegransldem flowbit lumseSuneanuduiusseninnguansdaning 32

1 alert tcp any 143 -> any any (msg:"IMAP login";

2 content:"OK LOGIN"; flowbits:set,logged in;
3 flowbits:noalert;)
4
5
6

alert tcp any any -> any 143 (msg:"IMAP LIST"; content:"LIST";
flowbits:isset,logged in;)

A9 32 FeEeNg) snort NENTIENTTITL flowbit

AT A UsEnouig 2 NHN1TATITUNILLINADUL LT UNTANATIVNUAITYN

30 dwsungusniiReululunsimuaen flowbit agldeds “set” auaisde flowbit lu
aa & o A A o a a v . Y o O 4 5 O
nsalunnnanssnubeuluAmualazriinisiienldde flowbit MUAIEAIET “noalert” i
Tingusn (Ussiadl 1) szldudadoudldlunsdawnniinnssiudouly Tuvuziingd 2
(ussvindl 5) Wungildeu flowbit undueulvlunisasiadulagldmas “isset” nudae
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%8 flowbit Maetsenidau Fawmn flowbit gnimueAbialungusn ssvilingaeauds
Woulinisynsn melaReuluitngusndesgnasianuneu

N5l Streamd pre-processor (flowbit) vil9 snort @nu13ReUIEFULUUNTT
ungniasevieliinduainuatswnniale eg1alsfinau niseSulrsauduiusasiiuly

q
[

aﬂwmzmmé’uﬁuﬁ‘swdwﬂgmﬂﬂ'jwmmé’uﬁuéimmu;wnLﬁm TngunnlSeuLigunns
yM9UV9 flowbit ﬁ’umaa’%maﬂmué’uﬂ’uéizmwm@mé’ﬂwmsﬁagjizmwLmeﬁmaﬁaﬁ
aLeaRd  nues snort dildanuisasiuranuduiusidudeussnitaunninls 1y
“asrclP 1= b.sralP” (vuneaulefinunisesunniin a liwifumneaglofidunisesunn
< = « 9 I <@ 1 [y} 1
Win b) %39 “adesPort = b.desPort” (MU8LATNDTAUAENIVDILNNLAR a A UAD
¢ 2 a j6a o 2 v & o '
PUNYLRINDINUANENIIVBILNNLAG b) Tuarsufdanoanaa Wudu wanand snort g9l
mmaaaﬁmEJmmamwuﬁ‘muL’JmmammwmLLWﬂmmmL‘Uumaulﬂummsw%msumn
1% Fos1indnUsennsuilaues snort e ﬂmsusjuﬂgimmsmhmu pre-processor Fannd B
;fﬂszmumLﬂumammmgLiaamﬂ,ﬂmmu mumnmamﬂaamamaamLﬁzjmsngmmm
dlalddelaglidndudeadimnuiizesnistusunsy

#define SRC_PORT MATCH 1
#define SRC_PORT MATCH STR "example preprocessor: src port match"
#define DST_PORT MATCH 2
#define DST_PORT MATCH STR "example_preprocessor: dest port match”
void ExampleProcess(void *pkt, woid *context)
{
SFSnortPacket *p = (S5FSnortPacket *)pkt;
if (!p->ip4 header || p->ip4 header->proto != IPPROTO TCP || !p->tcp_header)
{
/* Not for me, return */
return;

}

if (p-»src_port == portToCheck)
{
/* Source port matched, log alert */
_dpd.alertAdd (GENERATOR_EXAMPLE, SRC_PORT MATCH,
1, 0, 3, SRC_PORT_MAT CH STR, 0);
return;

1f (p->dst_port == portToCheck)
{
/* Destination port matched, log alert */
_dpd.alertAdd (GENERATOR_EXAMPLE, DST_ PORT_ MATCH,
1, 0, 3, DST_PORT MAT CH STR, 0);
return;

AN 33 FIBENNYNITATIVIUNITUNIAKUY pre-processor
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N159DNUUKATNRIUISZUU
4.1 dandnenssuszuu

A01UN8NITUTEUUNRUITULU 0N T uaIud1Lnan A FIlasdIudafloawaa 67
MTIRTUNTYUNINATEUY waziEseTanisasiasiasedng TnedununinanUnenssussuy
HININA 34

<<component>>
Network intrusion detection engine

<<component>>
Traffic monitoring engine

[ ] =]
Packet Sniffer
L]

<<component>> gl
isDSL parser Send set of rules

Irony explorer Parser

AN 34 @aNUNYNTIUSTUUTNNRIL

Capture O_E Classifier

network traffic

Send network packets

~ g
[[] GAcomponent
[ ]

Alert

Write O—[

isDSL script

Fadruwasdanudnnigidengansaldlunisdeuny warnsivdeuniny
AanaaielvideulunglunglitinAinugideu wasdaudeiu fnsiadunisunine3etie
ynthillunisanduunnnaasetieiiotanieszimeiinsadunsyngnazetienass
U
4.2 ananuIndaukaziAsaslianldluntswaun

ANTNLINADULALLATDILBN T IUNITHAINTEUUUTLNBUAILSIENITINSALIS WAL
ganAkIsaInalull

4.2.1 #NTNLINABY

1. wihgUszananaduina Aes 197-2.80 Angldsn (CPU  Intel Core  i72640M
2.80GHz)

2. wieANNdn 8 Anglud (8 GB RAM)
gindanaIug 250 Anglus (250 GB HOD)
szuuUuinislulaswendiulads.1 (Microsoft Windows 8.1) uuu 64 Us
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4.2.2 \wsa9llantglun1swaun

lulaswons JwiaanAle 2010(Microsoft Visual Studio 2010)

lulaswevls neniiiamsuisna.o (Microsoft.Net Framework 4.0)

1olsil 2013 03 10(rony -.Net Language Workbench 2013 03 10)
4. fiwaupeniin 0.10.0 (Pcap.Net 0.10.0)

4.3 NSWAIUITZUY

won e

4.3.1 NMSNAIUIAILANEIU (Parser)

mMsRaLFLsduaslfiadedionmulelsd [13] Weadshensalvesszuunwazsn
Wasau M nenduiudlagldindosilonmunlelstiiuannsasvildneuas ey
GiaLﬁvaUé’QﬁaLma'augﬂLL‘U‘UT}&Jﬂé’mﬁuﬁ‘ﬁm%’ﬂammaﬁﬁaaﬂLLUUIﬂuwlﬁ 3 Sudue
nsasnemandunenunaneaalisnnsaiainlelsil (Class Irony.Parsing.Grammar) fanIn
71 35 IneRsfasuntouesn 1w MnslaInesTy TvaziBunludiuiveinatd uaza
yaudiimuaealhdesnuslugidnvesnimiiovaiing

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Irony.Parsing;

using Irony.Interpreter.Ast;

namespace Irony.Samples.isDSL
{
[Language ("isDSL", "0.9", "Intrusion signature grammar")]
class isDSLGrammar : Grammar
{
public isDSLGrammar ()
: base(false) //isDSL is case insensitive

{
}

AT 35 NMsAS1PANENAUNBANIANNAaTdeInNsalanlals T

INHUUTENAWBSLUDAYDIPARLBdwRaNNLMaIIUavad LN NEdUNUS AR UA L)
Tuund 3 adlupaialiennsalNas1aiu AININD 36
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// Terminal

var Rule = ToTerm("Rule ");

var Frame = ToTerm("Frame ") ;

var Datagram = ToTerm("Datagram ") ;

var TCP Packet = ToTerm("TCP_ Packet ");
var UDP Packet = ToTerm("UDP Packet ");
var DNS Packet = ToTerm("DNS Packet");

var srcMac = ToTerm("srcMac");

var desMac = ToTerm("desMac");

var protocolType = ToTerm("protocolType");
var arpOp = ToTerm("arpOp") ;

var srcIP = ToTerm("srcIP");
var desIP = ToTerm("desIP");
var ttl = ToTerm("ttl");

var fragment = ToTerm("fragment");
var protocol = ToTerm("protocol");
var lenght = ToTerm("lenght");

var version = ToTerm("version");

var 1id = ToTerm("id") ;

var srcPort ToTerm ("srcPort") ;

var desPort = ToTerm("desPort");

var ackNumber = ToTerm ("ackNumber") ;
var segNumber = ToTerm("segNumber") ;
var nexSegNumber = ToTerm ("nexSegNumber");
var winSize = ToTerm("winSize");

var fin = ToTerm("fin");

var syn = ToTerm("syn");

var rst = ToTerm("rst");

var psh = ToTerm("psh");

var ack = ToTerm("ack");

var ece = ToTerm("ece");

var cwr = ToTerm("cwr");

var urg = ToTerm ("urg");

var res = ToTerm("res");

var dnsId = ToTerm("dnsId");
var dnsOp = ToTerm("dnsOp") ;

var Count = ToTerm("Count");
var Sequence = ToTerm("Sequence");

a sa a o
NINN 36 N1SUTENIANDTUUDAVDIDAALDALLDA

[ (% L3

nasnuuUsENAmesiusad msumuUsLasdydnwaldenng 37

KeyTerm comma = ToTerm(",", "comma");
KeyTerm dot = ToTerm(".", "dot");

var identifier = TerminalFactory.CreateisDSLIdentifier ("identifier");
var name = TerminalFactory.CreateisDSLRuleName ("name");

var value = TerminalFactory.CreateisDSLString("value");

var number = TerminalFactory.CreateisDSLNumber ("number") ;

(% L3

A9 37 nMsUsznrmesiiueadmsuiLUsiazdydnvel

Inensasanesiivead miudulsindudesdinsaseilaidulunsssymesivead
lLolstilylasessuasinagnailandu CreateisDSLNumber lun1wi 38
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public static NumberLiteral CreateisDSLNumber (string name)

{
NumberLiteral term = new NumberLiteral (name, NumberOptions.IntOnly);
term.DefaultIntTypes = new TypeCode[] { TypeCode.Int32 };
return term;

i 38 Heddulunisssymesiiueanlelsilulasessu
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// Non terminal

var rule = new NonTerminal ("rule");

var ruleName = new NonTerminal ("ruleName") ;

var paramList = new NonTerminal ("paramList");

var 1dList = new NonTerminal ("idList");

var conList = new NonTerminal ("conList");

var tcpStackCon = new NonTerminal ("tcpStackCon") ;

// TCP_Packet

var tcpPacketConStmt = new NonTerminal ("tcpPacketConStmt") ;
var t Port = new NonTerminal("t_Port");

var t Flag = new NonTerminal ("t Flag");

var t PortCon = new NonTerminal ("t PortCon");

var t AckNumberCon = new NonTerminal("t_AckNumberCon");

var t SegNumberCon = new NonTerminal ("t SegNumberCon");

var t NexSegNumberCon = new NonTerminal("t_NexSeqNumberCon");
var t WinSizeCon = new NonTerminal ("t WinSizeCon");

var t FlagCon = new NonTerminal ("t FlagCon");

d‘ U ! a A
AN 39 ApgensUsENIALNUAYBIDERLBELEA

ntusasiehensaldmsulnuauslnug Wisldluniswasdiu Insurslnunenady
Tensalgaelvnulnundusssiagnaluning 40

// Rule

this.Root = rule;

rule.Rule = "[" + ruleName + paramList + conList + "]";
ruleName.Rule = Rule + name;

paramList.Rule = " (" + idList + ")";

idList.Rule = MakeStarRule (idList, comma, identifier);

conList.Rule = tcpStackCon + controlFunctionList;

tcpStackCon.Rule = "[" + Frame + frameCon + "]" | "[" + Datagram +
datagramCon + "]" | "[" + TCP Packet + tcpPacketCon + "]" | "[" + UDP_ Packet
+ udpPacketCon + "]" | "[" + DNS Packet + dnsPacketCon + "]";

N7 40 fegshiennsaldmsulnunvaidan.odwaa

lunisusegniangfanwaziuuans lnsaiunsadluuangiiuaued 0 Inusauly

6

gdoasunlyldilandu MakeStarRule lngszyuluuavan dydnaliveuazluungesnziy

I3
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frameConList.Rule = MakeStarRule (frameConList, comma, frameConStmt);
datagramConList.Rule = MakeStarRule (datagramConList, comma,

datagramConStmt) ;
tcpPacketConList.Rule = MakeStarRule (tcpPacketConlList, comma,

tcpPacketConStmt) ;
udpPacketConList.Rule = MakeStarRule (udpPacketConList, comma,

udpPacketConStmt) ;
dnsPacketConList.Rule = MakeStarRule (dnsPacketConList, comma,

dnsPacketConStmt) ;
controlFunctionList.Rule = MakeStarRule (controlFunctionList,

comma, controlFuncStmt);
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MarkPunCtuatiOn (" [", "] ", ” (", ") ") ;
RegisterBracePair (" (", ")");
RegisterBracePair ("[", "1");
o s
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Run Code Analysis @ {}Eﬂ.lmn}'ﬁrammarl-:xplurerlﬂ1ﬂ'|

=d| Properties

«3] References

Project Dependencies... @ Highlighter

Project Build Order... = app.config

Add " ] Condition.cs

Add Reference... =] frGrammarExplorer.cs

=] frSelectGrammars.cs
Add Service Reference... =] fmShowException.cs

d‘;.'_‘{, View Class Diagram #] Gh.cs

. “] GrammarltemlList.cs

Set as Startlp Project %] GrammarLoader.cs

Mekhin [ Dol - omerm

Calculate Code Metrics
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o 1sDSL Explorer = =
Grammar: |isDSL, version 0.9 v l:l Refresh AMutorefresh
Teminals | Non-Temminals | Parser States | Prepairation | Management
["] Disable syntax highlighting Load ... Parse Publish Rule Locate = Parse Tree | AST
o Select Grammar Assembly
T . <« IronySamples » bin » Debug v & Search Debug »
Organize « Mew folder =~ [ @
s - - -
< Favorites MName Date modified Type
1 B Desktop () Irony.dll 2/5/2014 8:29 PM Application extens... f
1 4. Downloads (% Irony.Interpreter.dil 2/6/2014 %:25 PM Application extens... |
i =l Recent places (&) Irony.Samples.dll 2/6/2014 9:28 PM Application exten
1 J CUSE-Thesis 1% isDSLSyntax.dll 2/5/2014 8:29 PM Application extens... |
1 %+ Dropbox f
1
y jl'_)rfj.e.of NWAf_:ta v 31 |
Gr File name: | isDSLSyntax.dll w | DLL files (*.dll} W
I S
Grammar Comment:

= A % I s
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nsnsadeuliensalanunsavitlalaenisideuansudlulnsu undnnasisosuding
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adl 1sDSL Explorer - B

Grammar: |isD5SL, version 0.9 v l:l Refresh Auto-refresh
Teminals | Non-Teminals | Parser States | Prepairation | Management
[] Disable syntax highlighting Load ... Parse Publish Rule | | Locate 5> | | Pame Tres |AST

1| [Rule "DNS spoofing” (a,b,c)

2 [Frame

3 [Datagram

4 c.desIP = a.srcIP, E conlist

5 b.desIP = a.srcIP

6 [UDP_Packet (Eeywor

7 a.desPort = 53, b.srcPort = 53, c.srcPort = 53,

8 c.desPort = a.srcPort, b.desPort = a.srcPort ; i frameConlist

9 [DNS_Packet - datagram (B
1a g.dnsID = b.dnsID, b.dnsID = c.dnsID E!-dat:agzam{:nn
:1 } ] ! - datagramCc|
_14 ] udp_packet
ii ] ] i - udpPacket(]
15 b l=c [ controlFunctionl;
16| ] < >

I
Grammar Info | Grammar Emors | Parser Qutput | Parser Trace | Runtime Output

Language: isDSL Version: 0.9
Description: Intrusion signature grammar
Grammar Comment:
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TrgnnuANURanaInvadlignsalluansUualeuasiiniswaasouliway Parser
Output FININT 46

Temminals | Mon-Teminals | Parser States | Prepairstion | Management

[] Disable syntax highlighting Load ... Parse Publish Rule | | Locate »» Parse Tree | AST

1| [Rule "DNS spoofing” (a,b,c ~
2 [Frame
3 [Datasgram

W

T
Grammar Info | Grammar Emors | Parser Output | Parser Trace | Runtime Output

Statistics Compile Emors
Lines: 2 LC Emor Message

Tokens: 10
arens Syntax emor, expected: comma

Parse Time, ms: 0

Emars: 1
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v a A | a a | P ) AV 1
fredaneanoa Wwelunsyulrunisuasdinvastiuisludrunlalunisnsiadaumiwdsnlad
nsUsEnAl) wednstdumnusiaenauiidig lulufanduwa sdunlaanlelsie
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private void ParseSample () {

ClearParserOutput () ;

if (_parser == null || ! parser.Language.CanParse()) return;

_parseTree = null;

GC.Collect(); //to avoid disruption of perf times with occasional
collections

_parser.Context.TracingEnabled = chkParserTrace.Checked;

try {

parser.Parse (txtSource.Text, "<source>");

} catch (Exception ex) {
gridCompileErrors.Rows.Add (null, ex.Message, null);
tabBottom.SelectedTab = pageParserOutput;

throw;

} finally {
_parseTree = parser.Context.CurrentParseTree;
isDSLCompile(); // verify isDSL Grammar

ShowCompilerErrors () ;

if (chkParserTrace.Checked) {
ShowParseTrace () ;

}

ShowCompileStats () ;

ShowParseTree () ;

ShowAstTree () ;
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Tnadladnsldrusmuusildlafinisusznaliludiutivesdafioaueaanidsazin
miLLa’TﬂLaawﬂﬂﬁmmﬁﬂumwﬁ 49 dafpaweadASUALNITUTENIARILUT a, b kaY C e
fnmsliaumiuds x wnsundnnasisesTudufiounuliana1nil “parameter [x] is not
defined”

private bool IsHasNotDefID (ParseTreeNode idList, List<ParseTreeNode>
Identifier)
{
List<string> param = new List<string>();
List<string> allld = new List<string>();
foreach (ParseTreeNode i1id in idList.ChildNodes)
{
param.Add (id.FindTokenAndGetText ()) ;
}
foreach (ParseTreeNode id in Identifier)
{
if ('allId.Contains (id.FindTokenAndGetText ()))
{
allId.Add (id.FindTokenAndGetText ()) ;
}
}
foreach(string id in allId)
{
if (!param.Contains(id))
{
_parseTree.ParserMessages.Add (new
LogMessage (ErrorLevel .Error, SourcelLocation.Empty,
"parameter [ " + id + " ] is not defined", new
ParserState ("Compiled")));
tabBottom.SelectedTab = pageParserOutput;

return true;

}

return false;
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= IsDSL Explorer
Grammar: |isDSL, version 0.9 v Refresh Auto-refresh

Teminals | Non-Teminals | Parser States | Prepairation | Management

Publish Rule Locate ==

Parse Tree | AST

[ rule

[] Disable syrtax highlighting Load ... Parse
1| [Rule "Test Paramzter not define" (a,b,c)
2 [Frams

3 a.srcMac !'= %.srcMac

4 ]

501

There were some errors, please fix

Grammar Info | Grammar Emors | Parser Output | Parser Trace | Rurtime Output

Statistics Compile Emors
Lines: 5 LC Emor Message
Tokens: 22
arens m parameter [x ]is not defined
Parse Time, ms: 0
1

Errors:
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Rule

name

variableCount

Ruletype

List<condition> conditions

Condition

conditionType
sercindex
desindex
srcProp
desProp

value
operator

Condition()

AN 50 WHUAINARIAYDILATIATINVDINY)

namluaana Rule dgflnudnuaizanande dong Sruiufuus Ussinnueang
wagsen1svesdouly dslunguianamsodideulalivarsSouls Tnsamavesdoulaiide
Zeni1mana Condition Tnglunisnszuaumsviauesilsdduiiviimihilunisuuaseindad
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w8YYD ruleHash

dl 19 Y ] ! ¢ v
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private void isDSLCompile ()
{

if ( parseTree.ParserMessages.Count == 0)

{

var rule = parser.Context.CurrentParseTree.Root;

// Create new Rule Hash dictionary
ruleHash.Clear () ;
CreateTreeDictionary (rule);

// verify that parameter has no conflict
var Identifier = ruleHash["Identifier"];
var 1dList = ruleHash["idList"][0];
IsHasNotDefID(idList, Identifier);

d' fa_ a ¢
AN 51 ﬂqiﬂaﬂlwaaﬁﬂLaﬁu@aaﬂiﬂm

private void CreateTreeDictionary (ParseTreeNode treeNode)
{
if (treeNode != null)
{
if (ruleHash.ContainsKey (treeNode.Term.Name))
{
ruleHash[treeNode.Term.Name] .Add (treeNode) ;
}
else

{

List<ParseTreeNode> nodelList = new List<ParseTreeNode> () ;
nodelList.Add (treeNode) ;
ruleHash.Add (treeNode.Term.Name, nodelist);

}

foreach (var node in treeNode.ChildNodes)

{
CreateTreeDictionary (node) ;

}

}
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// Convert ParseTree to Rule structure

Rule rule = new Rule();

rule.variableCount = idList.Count;

rule.name =
ruleHash["name"] [0] .FindTokenAndGetText () .Replace ("\"","");

if (ruleHash.ContainsKey ("frameConStmt"))
{
var frameConStmt = ruleHash["frameConStmt"];
if (frameConStmt.Count > 0)
{
rule.layers.Add ("frame") ;
foreach (ParseTreeNode n in frameConStmt)
{
Condition con = new Condition{();
ParseTreeNode ¢ = n.ChildNodes[0];
con = CreateCondition(c, idList);
rule.conditions.Add (con) ;

AN 53 Fregnan1ssausuaulvlulrue frameConStmt

IS v (%

lnglunisafrevsulvazdessivsiuaudnuasveinaraoulvdslnudnvae s
M13199 11

M319% 11 AdNwEYesAa1a Condition

AENEAY ALY

ConditionType Usznnvasdouly

srcindex ANRIALIUDIFILUTITN

desindex ArFunlsuesLUsTiaes

srcProp AAEN YA YRILNALARTIgNATINABUYDIUUTUIN

desProp m@mé’ﬂwmmaqLLWﬂLﬁmﬁgﬂmmaawméﬁLLUiﬁaaq

value ardldlunisassaeulunsdiinisnsiaaeus value fu
ANAAN YT UDILNALAR

Op ASIINEMSIUSEUTEU fie “=”, “I=”, “in” way “lin”

ANYEYRIRaTa Condition gnas1aduiveldanulagszuunsiadunisuniniedng

a o A . 1 < 1 (% a

Yosdanioauoa IneUszanveteuly (Condition type) ko duuszanaA1IAIn15199

12 wazUssinmuanasesmineaiunslunudnuue Op (Operator) wuseanidu 4 Usvinm
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Uszam ANMIY 29819

PIDOPID Houlvszwinaunniinfuunntin a=b,al=b

PPoV foulvszwiemnudnuazyeaunniiniuan a.port = 80

PPOPP Foulusgnindigudnvazyosunniiniue | adesPort = bsrcPort
RSN HULYBILNALIA

FoV LéaulmlugﬂLLuuﬁqﬁ%’u Sequence (b,a,c)

A7 13 USZLANUD9LATaaMneaHunIT

Uszian ALY f70819

Equal i3sainewSoufisuannauii a=bal=b

NotEqual | indesnawSeudisunnulyivii a.port = 80

In m%wmmﬂ%&mLﬁauﬁﬂaﬂuammaﬁa@j a.srclP in”192.168.1.0/24”
Tur9ANaaLAS ey

Notin wosmEnsiouiisuailefiuennsaiilyl | b.desP lin “192.168.0.1/24”
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private Condition CreateCondition (ParseTreeNode c, Dictionary<string, int>
idList)
{

Condition con = new Condition();

con.op = c.ChildNodes[3].ChildNodes[0].FindTokenAndGetText () == "="
? Operator.Equal : c.ChildNodes[3].ChildNodes[0].FindTokenAndGetText () =
"in" ? Operator.In : c.ChildNodes[3].ChildNodes[0].FindTokenAndGetText () ==
"!in" ? Operator.NotIn: Operator.NotEqual;

con.srcIndex = idList[c.ChildNodes[0].FindTokenAndGetText ()];

con.srcProp = c.ChildNodes[2].FindTokenAndGetText () ;

con.type = idList.ContainsKey(c.ChildNodes[4].FindTokenAndGetText ())
? ConditionType.PPoPP : ConditionType.PPoV;
if (con.type == ConditionType.PPoPP)

{
con.desIndex = idList[c.ChildNodes[4].FindTokenAndGetText ()];
con.desProp = c.ChildNodes[6].FindTokenAndGetText () ;

con.value = c.ChildNodes[4] .FindTokenAndGetText () ;
}

return con;
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private bool ConditionVaidation (Condition c)

{

c.srcIndex = c.srclIndex==null?-1 : c.srcIndex;

c.desIndex = c.desIndex == null ? -1 : c.desIndex;

string srcIndex = c.srcIndex.ToString();
string desIndex = c.desIndex.ToString();

c.srcProp = c.srcProp == null ? string.Empty : c.srcProp;
c.desProp = c.desProp == null ? string.Empty : c.desProp;
c.value = c.value == null ? string.Empty : c.value;

if (conditionHash.ContainsKey (GetMdb5Hash (srcIndex + c.srcProp +

desIndex + c.desProp + c.value + c.op.ToString()))

conditionHash.ContainsKey (GetMd5Hash (desIndex + c.desProp +

srcIndex + c.srcProp + c.value + c.op.ToString()))

conditionHash.ContainsKey (GetMd5Hash (srcIndex + c.srcProp +
desIndex + c.desProp + c.value + ChangeOp(c.op).ToString()))
conditionHash.ContainsKey (GetMd5Hash (desIndex + c.desProp +
srcIndex + c.srcProp + c.value + ChangeOp (c.op).ToString())))

{
return false;
}
else
{
conditionHash.Add (GetMd5Hash (srcIndex
c.desProp + c.value + c.op.ToString()), c);
conditionHash.Add (GetMd5Hash (desIndex
c.srcProp + c.value + c.op.ToString()), c);
conditionHash.Add (GetMd5Hash (srcIndex
c.desProp + c.value + ChangeOp(c.op).ToString()),
conditionHash.Add (GetMd5Hash (desIndex
c.srcProp + c.value + ChangeOp(c.op).ToString()),
}
return true;

}

+ C

+ C.

+ cC.

c);
+ C
c);

.srcProp

desProp

srcProp

.desProp

desIndex

srcIndex

desIndex

srcIndex
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GA
iterationCount
maxlteration
populationCount Chromosome
List<rules> 1 1
packets packetRef
List«Chromosome> population score
llllll e xpectedScore Chromosome{}
Evaluate()
Initiation() 1
Crossover() 1.+
Mutation()
1 1 Packet
L= properties
flags
Packet()
Condition
Rule conditionType
name 1 - srcindex
. " desIndex
variableCount
Ruletype srcProp
List<condition> conditions desProp
........................................................................................................ value
Rule() operator
Condition()
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sonnmsdaienlaessssfuazihluumuiivszansyanouniiuasdignazuiunisug,
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#5733 MUALATUTOUGIAATDINITIG (A1 max iteration Tumana GA) Aagvignaanainnis
n3apulassaisesngiulaglinganunisyngniaietie

public void Initiation(){// From Class GA
for (int 1 = 0; i < populationCount; i++) {
population.Add (new Chromosome (parameterCount, conditionCount,
maxSizeScope)) ;
1}
public Chromosome (int parameterCount, int conditionCount, int maxSizeScope) {
// From Class Chromosome
packetRef = new int[parameterCount];
expectedScore = conditionCount;
Random random = new Random() ;
for (int 1 = 0; i < parameterCount; i++) {
var intArray = Enumerable.Range (0, maxSizeScope) .OrderBy(t =>
RandNumber (0, maxSizeScope)) .Take (parameterCount) .ToArray () ;
packetRef = intArray;
}

score = 0;}

AN 58 Wanduisuaulumana GA wag Handumauansninasuasmand Chromosome
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public void Evaluate () {
if (rule.type == RuleType.accross) {
Parallel.ForEach (rule.conditions, c =>{
switch (c.type) {
case ConditionType.IDoID({
foreach (Chromosome p in population) {
if (c.op == Operator.Equal &é&
p.packetRef[c.srcIndex] == p.packetRef[c.desIndex]) {
p.score++;
}
else if (c.op == Operator.NotEqual &&
p.packetRef[c.srcIndex] != p.packetRef[c.desIndex]) {
p.score++;
11}
break;
case ConditionType.IDPoIDP: {
foreach (Chromosome p in population) {
if (c.op == Operator.Equal &&
packets[p.packetRef[c.srcIndex]].properties|[c.srcProp] ==
packets[p.packetRef[c.desIndex] ] .properties|[c.desProp]) {
p.score++;
}
else if (c.op == Operator.NotEqual &&
packets[p.packetRef[c.srcIndex]].properties|[c.srcProp] !=
packets[p.packetRef[c.desIndex]].properties|[c.desProp]) {
p.scoret+;
11}

break;

r.:{' 1 6
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lnguseanvaang (RuleType Tupana Rule) gnasisiuiiioutauseinnvedng
sonilu 2 Ussinn fie Singular waz Across lnguszunnusnfengiesuiegukuungAnssy
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public void Crossover () {
for (int i = 0; i < xOverPairNumber; i++) {
if (population.Count > 1) {
List<int> pairIndex = Enumerable.Range (0,
population.Count) .OrderBy (t => RandNumber (0,
population.Count)) .Take (2) .ToList () ;
int value = population[pairIndex[0]].packetRef[0];
population[pairIndex[0]].SetPacketRef (0,
population[pairIndex[1l]].packetRef[0]);
population[pairIndex[1]].SetPacketRef (0, value);
psudoPopulation.Add (new Chromosome (population[pairIndex([0]]));
psudoPopulation.Add (new Chromosome (population[pairIndex[1] ;

Chromosome cl = population[pairIndex[0]];
Chromosome c2 = population[pairIndex[1l]];

population.Remove (cl) ;
population.Remove (c2) ;

11}

AR 60 Handunszuunsluuasy

v A Y] A o £
N3EUIUNT LU UABUYRITEUUATIITUNISUN AT R eI VU TuUsennng
IdUdsunuugaiea (Single point crossover) lngaguaniudgugngusianugnssuangiy
WnavdmsynidastulauiieaqaelfandtunIng 60

4.3.3 N1SNAIUINQEINTEIINITITIATATDUY

NSNAILIAILENSEIINISes1asAsev1e Iadenldiualneniunlauss [14] Tunisan
%’ULmeﬁmmﬂLf-ﬁaszhsJLﬁamﬂizmawaé‘mdaumaﬁumsqﬂqﬂLﬂ%@ﬂwaﬁﬁwméﬁu Falng
ﬂﬂaLLWﬂLﬁmﬁﬁﬂiﬂmiwﬁ‘%aﬁzhﬂ%asﬂugﬂsum Hex stream $anndl 61 Fsfiwaunanium
laus3azasasiia (Decodeflaglusuiiuyudanunsasuldmunind 62

0000 f0 de f1 di ce b6 00 1b d4 dd 81 20 08 00 45 00 ....einn ouenn. E.
0010 02 c9 83 03 40 00 4b 06 18 7c 45 ab f8 10 9d 3c L.l BK. LJE..LL=
0020 b6 b7 01 bb 3c bd 6e 65 db 5f 56 58 a4 Oc 50 18 vl L _WX.LP.
0030 01 1b 77 Od 00 00 17 03 01 02 9c al df 46 29 4d WLl e FIM
0040 86 b2 df c2 83 ed 58 c6 0Od 54 d4 f6 3a ec 4c c2  ...... ¥, .T..:.L.
0050 f0 70 3f 0% e5 6e a4 7d 61 da 09 13 58 c4 05 9f PTG Al XL
0060 e3 3c 9c d7 ef al 8b 46 be a3 ac 27 18 &5 b9 b9 e F ... ....
0070 52 2d 9c 1e 18 19 1f 50 fa 30 2 9f 1b a7 d7 632 R P .0..... [
0080 18 7e ec 5b f5 67 1d 41 a3 c4 al 04 99 02 ec b4 B P+ T S
0090 cd 80 d8 46 2¢c 2a 93 82 a3 34 e3 5b eb da cc 18 N L T
00a0 Oe c3 56 56 69 26 7e cO cf 21 65 bb 64 b6 68 34 VW&~ Lle.d.hd
00b0 8a el 54 4e 17 42 5c 18 12 ad 87 24 41 34 7d 9b L.TNGBY. ... SadT.
00c0 fe 78 db a0 b9 a9 25 14 &5 d1 b9 25 09 8b f8 62 .x....%. e..%...b

Al 61 unniiinweseviefiogluzu Hex stream
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5
e IpV4Datagram ip = packet.Ethernet.Ipva;
71 Console.Writeline(ip.Source +" --> " + ip.Udp.Dns.Id);
72 var ack = ({{packet.Ethernet}.IpVv4).Tcp).Acknowledgmenthumber;
73 var nextseq = {((packet.Ethernet).Ipv4).Tcp).NextSequenceNumber;
74 var kind = packet.Datalink.Kind;
75 var arp = packet.Ethernet.Arp;
76 var http = ({PcapDotNet.Packets.Http.Httplayer)({({packet.Ethernet
77 var protocol = packet.Ethernet.IpV4.Protocol;
B 78
79 catch(Exception ex)
G i}
a1 | 3
a0 bl
00 % ~
ocals S X
| Mame Value Type ~ Mame
5 Operation Request PcapDot @ Openin
¢ ProtocolLength 4 byte PcapDo
4 ProtocolType Ip\4 PcapDot [Externg
P SenderHardwareAddress Count=§& Systern.( PcapDo
5 SenderProtocolAddress Count=4 Systern.( Openin
ﬁ SenderProtocollpVdAddress | [192,168,1.4) PcapDot [Externa
4 TargetHardwareAddress Count=6 Systern.(
4 TargetProtocolAddress Count=4 Systern.(
4 TargetProtocollpV4Address |{192.168.1.4} PcapDot
ﬁg Static members
= Results View Expanding the Results View will enurnerate the [Enu (2)
@ hitp {PcapDotNet.Packets Http. HttpRequestLayer} PcapDot
¢ protocol 226 PcapDot =

NN 62 ﬁ’JEJEJ"]\‘iﬁWGUENLL‘INﬂLﬁ(ﬂﬁgﬂLLUﬁﬂﬁ@E_ﬂugUﬁ’d’mlmﬁﬂﬁLLﬂUfﬂ@VlLuﬁ]lﬁ‘Uiﬁ

TA8TUNBUYDINITNAIUNLSUAUTNNSAS19EIUNT DU DA UAIUR DU LA UATDYNY Lag
Sunldaoulda (object) LivePacketDevice aasfiuaunoniunlaus1siiiasiusings1en1sues
AURBUTTEUATBVIAININT 63

// Retrieve the device list from the local machine
IList<LivePacketDevice> allDevices= LivePacketDevice.AllLocalMachine;

NN 63 NNFTIVTINTIENITVIEIURDUTEAUATDUNE

wdndendiuseUsyaiuiniotisuaiasenasrsdudildlunsidouretudiuse
Uszanufionisinduunniinedetielaeiinisfiwesie wnoeanesafiezdasuwnniin
wyedna(ldnesn 65536) wagluunueanisilndiunelseaiu agidonldluun Promiscuous
dieldruseyszanuannso fuunnifianngunniin) uazAnanauannisse (Timeout) &
awil 64
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public static void NetworkMonitor (object Device)
{
PacketDevice selectedDevice = (PacketDevice)Device;
using (PacketCommunicator communicator =
selectedDevice.Open (65536,
// portion of the packet to capture
// 65536 guarantees that the whole packet will be captured

on all the link layers

PacketDeviceOpenAttributes.Promiscuous, // promiscuous mode
1000))
// read timeout
{
//Console.WriteLine ("Listening on " +
selectedDevice.Description + "...");

// start the capture
communicator.ReceivePackets (0, PacketHandler);
}
}

PN ¢ o al A (o J 1 AT P LY < A
ﬂWWV]64‘WQﬂ%UVﬂ%IUﬂWiUﬁ@M@@ﬂUﬁ?UW@Ui%ﬁWUUW@ﬂWi@ﬂﬂU&Wfﬂﬂ@Lﬂi@%?ﬂ

ndudefiunnifadiundidunelsyauesotieazgninnisineilsiunisianis
wnniaLiensesonanzunniialulnslnaeadidi/lof Fseglureuivnvedanioaueans
A9 65

private static void PacketHandler (Packet packet)
{
try
{
if (packet.IsValid && ((packet.Ethernet.IpV4.Protocol ==
IpV4Protocol.Tcp && packet.Ethernet.EtherType ==
PcapDotNet.Packets.Ethernet.EthernetType.IpV4 &&
packet.Ethernet.IpV4.Tcp.IsValid) ||
(packet.Ethernet.IpV4.Protocol == IpV4Protocol.Udp &&
packet.Ethernet.EtherType == PcapDotNet.Packets.Ethernet.EthernetType.IpV4
&& packet.Ethernet.IpV4.Udp.IsValid) |
(packet.Ethernet.EtherType ==
PcapDotNet.Packets.Ethernet.EthernetType.Arp &&
packet.Ethernet.Arp.IsValid)))
{

a ! o LY & o v v 1 A
AN 65 @IUVDINITUNITIANITUNALARNLIINSSdIUR DU TEaULATEUNY

4.4 nMsmunausaUsza Ul lEa (User interface)

nsimudIuRnsel lduimuIaleIuladdnesulendiady (Windows  form
application) W leefifuguuulelsdunsuudnnasises Tneimuniuduludiuves
dausieusvaugldaunldlunmsifeu uily wazn1susznie (Publishingludadeauweaaniud

ImEJﬁauﬁaﬂizaﬂu;ﬂi’f@mﬁ‘]ulﬂmmmwﬁ 66
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ol IsDSL Explorer - 0

Grammar: |isD5L, version 0.9 vl o Refresh | [+ Autotefresh

Teminals | Mon-Teminals | Parser States |

[] Disable syntzx highlighting Load ... Parse Publish Rule | | Locate »» Parse Tree | AST
1| [Rule "DNS spoofing" (a,b,c) & rule
2 [Frame
3 [Datagram
4 c.desIP = a.srcIP,

5 b.desIP = a.srcIP

6 [UDP_Packet

7 a.desPort = 53, b.srcPort = 53, c.srcPort = 53,
B c.desPort = a.srcPort, b.desPort = a.srcPort

9 [DNS_Packet

1@ 2.dnsID = b.dnsID, b.dnsID = c.dnsID

11 ]

12 ]

13 1

14 ]

15 b I=c

16| ]

T
Grammar Irfo | Grammar Emors | Parser Output | Parser Trace | Runtime Output

Statistics Compile Emors

Lines: 16 LC Emor Message
Tokens: 50

Parse Time, ms: 0

Errors: 0
£ >

A 66 drusialszanuglilunisdnnisnguazaluaunsvinudafieauea

{ldaruarunsanata Publish Rule  ileUszmiangililunisnsaduludeszuy
ar9dumsyngnld Sslusunsuaznsavaeunneduiudvesaniudfidouludiuroyszaty
wazuUasdadieaneaansudlieglusulassasiaveng lnen1simuiflandudiuveens
ﬂszmﬁﬂglﬂulﬂmumwﬁ 67

private void Publish btn Click(object sender, EventArgs e)
{
ParseSample () ;
if (lblParseErrorCount.Text != "0")
{
MessageBox.Show ("There were some errors, please fix");
return;

}

// Prameter of Rule
Dictionary<string, int> idList = new Dictionary<string,int>();
int idIndex = 0;
foreach (ParseTreeNode n in ruleHash["idList"][0].ChildNodes)
{
idList.Add (n.FindTokenAndGetText (), idIndex);
idIndex++;

}

// Convert ParseTree to Rule structure

Rule rule = new Rule();

rule.variableCount = idList.Count;

rule.name =
ruleHash["name"] [0] .FindTokenAndGetText () .Replace ("\"","");

AN 67 drunilsvesilandunis Publish nglulelstdunsundnnasises
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wanndfaiuulugiurein1sinnisngaugiignusenialineuninsiuluiienis
ATUANNISYINUTBITLUUATINTUNITUNINTDIDARLOALDARIUNTIT 68

s IsDSL Explorer - B

Grammar: |isDSL, version 0.9 w|| .. | | Refresh Auto-efresh

Teminals | Non-Temminals | Parser States | Prepairation | Managsmert

Published Rule Packet monitoring Engine Status
Name Metwork Interfaces SeCU re
DMNS spoofing MNetworle adapter "Microsoft’ on lo Intrusions found: 0
ARP =poofing Metwork adapter ‘Realtek PCle G

Metwork adapter "Microsoft’ on lo Intrusion Details

Clear all log COpen Logs
< ? < ? Detection Engine
Edit Remave Start Stop Scan
Status: No Metwork Connection Status: Ready

r
Grammar Info | Grammar Emors | Parser Output | Parser Trace | Runtime Output

Language: isDSL Version: 0.9
Description: Intrusion signature grammar

Grammar Comment:

q' | | o ° a A
i 68 dsislszanudlelunisdnnisnguaraivaunsviaudaiieauea
IngrnuaunsavesdiusieUszanudldlunmd X aunsouvsesndu 3 daundngfe

1. dwildlunisdnnisngvesdadieauealdiu Published Rule) lnegldauansung
anauldunlvansudvangignusemalineuntileenisnady Edit wazaiuise
auviseaunglisesniseanainssuulalaenisnaly Delete

2. dwilldlunisaivaunisiauvesiiihse Ssnnsasiasiedetine (@1 Packet
monitoring engine)iitatiunUszanana Tnegldnuansaiendiudoussanu
13891 18M5lUM3 Network interface waznaty Start Lilei3unnsan
FuteyanninSetenienstu Stop Litengamssnduteyairiote

3. dunldlun1sAIvAuNIsNIIuYeIsEUUATIATUNITYNINLASOY 8 (dIu
Detection engine) HlEI1UAINNITALTUNTVINIUYBITLUUATIATUNITYNTA
=) ! ¥ 1 a |3 &Y v = [ (3
wTUEMIEN1sNAY Scan  waraunsaisengdenlilddeundmseoauiontng
men13nAYL Open log uag Uu Clear log

lnglunmi 69 uansdruvesileandunldlunistuiinlassasisvengvieglusuves
TridluusmeldlunmsduiinuagisenAungundaimsadunsuninesetiy
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// Save to bin file
using (Stream stream = File.Open(filename, FileMode.Create))

{

var write = new

System.Runtime.Serialization.Formatters.Binary.BinaryFormatter () ;
write.Serialize (stream, rulelist);

}

// Load List of previous 1isDSL rules

string filename = Path.Combine (Environment.CurrentDirectory,
@"rule\Rules.isDSL") ;

if (!File.Exists(filename))

{

rulelist = new Dictionary<string, Rule>();
}

else

{

using (Stream stream = File.Open(filename, FileMode.Open))

{

var read = new
System.Runtime.Serialization.Formatters.Binary.BinaryFormatter () ;
rulelist = (Dictionary<string,

Rule>) read.Deserialize (stream) ;
}
}

il 69 duvasilenduildlunistuiinuazFeonaulassasweaingaintnaluus
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5.1 MIUSEUIBUANAINNTATENTNN isDSL Uagngvas Snort

NSUSHUWEUTENINNG VR isDSL wag Snort MIUANMNEINITARINISINN 14

M1399 14 N5US8UEUAMNAINNTOURY isDSL kagngued Snort

NV Snort isDSL
1. Simple rule: @3150ATIRADUAN 1. @130 TIRABUAIAANWUETIILINN
Aaudnuazluwnninuilsg ity Ealg

2. Protocol preprocessor: @3saseyan | 2. Jaquuveuunaiuaunsaves isDSL

MInsIvaeUvessiiwesluudarinsln | Svlinsounquludiudug uennilean

AN .
Aoale AVUMVDILNALAR

3. Flow & Steam preprocessor: @130 | 3. N/A d1m3un wluu declarative
AIIRERUANNEUNUSTEnINeng o

4. fR9N13AN30eNTLUTUNTY 4. ldgmanisanusiseanisiusunsy

5.2 Yapuannsavasdanteauaalunisaiengnlelunisngiadunisyniniaiadie

MnussannsTaiuulnsinaeaiidfi/lofiva 6 Vssuniignesungliluunil 2 du 1§
grihaniinsissiiitessnuuunazairsdarieausalunisasangflilunsasiadunsyngn
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s wunistasiuuuUasuulaniunsieduldenn Wesmndunserdededuimduld
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M3NA 15 Iaruanansavesdanieateatunsasiengldlunsnsiadunisyuninng 6
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~ a & [ [
wielawd wildunisanduunniig
e lUliesgiiedisdeyaiidy

ANAU
mslaufuvudasy | A/ A79E19N4) LU DNS spoofing hag
wlaq ARP spoofing tHudu
NSLANANIT \ uagasensnnuasnsa | Heinveuavesdaiieauea
TUsid MM lunISIaN ST oA MuuRBgULEILTITDIUNALNA
UanleanaIuTIUD Wity uidayanisdsnulusway
LNALE R agluduvastoyawnniin (utu

LOUNAATU) warn1SlaufusELnNy
aunsawnlulalaenisindnsnuiu
TUsanasawiantiu (Host) ey

nslaudlay N/A Hagtumslaufivssamiannsn

N3EUIUNNTATN Jeosulalngnsidnsiadutoyaly

BV UVES N3EUIUNMITAT ALY

Inslnpeaii@i Ssunite lailigyngnanunsasiune
lolagdne

nslanfnuulod N Fo819tU IP half scan wag port

gsulanny scanning \Judu

f19819NS AN NS EIUNISIAUS NS

TCP SYN flooding: 1dunislandfglaufidsunniin SN fruauninludaeios
Whnane viliesesdmunglianansasunisiesweuinisduale funwin 70

SYN Packet -
>

Attacker Target

Al 70 nstaud TCP SYN flooding

fogvansURdamioauaaraInglilun1snsaadu TCP SYN flooding \lulumunmi E
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[Rule "Syn flooding" (a)
[TCP_Packet
ag.5yn = 1
]

Count(a,3@)

Al 71 npdadiealoa TCP SYN flooding

A 71 unnfin “a” Tdeulvnisnsiadeu SYN flag Tidlauviniu 1 way
= ¢ v CYN < “«_» ! Ao ! L= | -
Reulvvasilsiduaiuan Count) TuIuIULNAIA “a” I1TTWIULINNTIMTOWIRU 30
wnaianseld  (eedudnuiuwnniiafdanudnvuzdue) Wy wunsaglefiduniwasy
Uaemadednu) Tunmsesiadunisyninussani lnemnasaiuReuly ssuunsiaduns
yn3ngrmsudaieulvinldanunsiu

UDP loop flooding: aMw#l 72 wamsnislaufuszinn UDP loop flooding Fatliunis
TauA7uAnA1991n SYN  flooding  Aldn1sdsunniindiuauninglunislauf uanislaud

& o ' ¢ IPN v = > = 1% 1%
sukuuiiazendededinivenesn 7 Mlalaruisalenldnunseasialusivalad lu
szuulURnsaunddsdlavfidwnniianiibiiesesdminedanningiqliiunieiaes
U N153ENANE HPING ’ugaitunninalunimi 73 Tnevaldisennislaufiussiamiliiven
S - < adg v A 2 Y Y a
1101 (Tear drop) tosandunislananldinesnniinfenlunissziunislnuinig

-
»

Attacker Target

nwdi 72 n1slaud UDP loop flooding

root@badhost:~/coding# hping -c 1 --udp -s 4343 -p 7 -d 1
1xx.168.XXX.XXX

HPING 1xx.168.xxx.xxx (eth0 1xx.168.xxx.xxx): udp mode set,
28 headers + 1 data bytes

len=46 ip=1xx.168.xxx.xxx ttl=36 1d=63524 seqgq=0 rtt=284.6 ms

--- 1xx.168.xxx.xxx hping statistic ---
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 284.6/284.6/284.6 ms

ATl 73 N13i3endrds HPING ey UDP loop flooding

meogeansUidaneaweavangftdlun1snsiadu UDP loop flooding flanwit 74
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[Rule "UDP loop flooding” (a)
[Datagram
a.desIP = a.srcIP
[UDP_Packet
a.desPort = 7
]
]

Count{a,28)

At 74 ngildlunisnsradu UDP loop flooding

ngiiassturzasvaeuunnifiniidvinoaenesnuatemeiidninfu 7 wagiu
FruuunnLAninfidiuaunnnimiewindu 20 unntfaudeliientsnsiadunisynsn
Uszamil

miAdeidvonivavesnsaiuawsumnglanndgnimunegiongludiuives
Basillaisy, o15nunniie, lefinimunsy, AdAwnnie, eAfiunnin wasfieuaaunn
AR s?fﬂaimamqmﬁqmﬂﬁmaﬁLﬁmﬁuﬁ’UIWinﬂaaﬁluaﬂu%wm6] W Insinnoaledid ud
(1cMP) Tudulsasiyleadiililunisdstoudaiovlunsdiinietneintlym vielnslvaoa
sinenioguuduneundiatu 1y LevfiiR (HTTP) uastewdit (FTP) sy

fhegrnislaniifiessfunisliusnsuulnsineeassiidilutuneundindudadu
InsInasaiiogusnmilevouiunauids 1wy lunisliuinisdudsunes Micosoft IS
nestu 3.0 awsassiunisiusmsidlaenisdusviififunnifinfifidndsdosve fie “GET
/2fo0=XX< *1180>XX HTTP/1.0” agyilwusnislianunsalwusnisladueanuluiviiv
591003 Apache 1.1.1 Miveslnivesnsdumlig “index html” Fagflavdaunsniesuey
915uea (URL)  “http://www,server.com//////////Imanyl//////]” Avzanunsasedunis
T%uUSnses Apache Lasudliguieniy

Ping flooding: Lﬂumﬂwaﬁ;ﬂ%uamﬁ’ﬂmﬁ Ping l4lun1smsrageunisiteuse
seiaeseduadetialaenisds Ping Usunamnnaluduedentmune wisliliawisasu
ns¥esveuinsduald Tnevialuagldunnifin ICMP_ECHO w30 ICMP_ECHOREPLY Tunns
Yo wonnil Seanunsalandlaens Ping lUduadesdunrou uisemlofigumsludunies
Wmuneiliedesduniildsuunniin Ping  azneunduluduaisatmunesiuiuin
TneluiSonmstauiivssanis smurf Attack dadunislaufiuszinn DDOS (Distributed
Denial of Service) Aeldia3asUsunannnlunistavfifiessiunistiuinng fannd 75
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Attacker

= =

A Networks of systems

Computer Computer Computer Computer

mwﬁ 75 Smurf Attack

Large packet (ping of death): lndleun1slaufuseiny Ping flooding uaRlaumAvzas

& aa A Ay a o A ! . |
uwnniinsivunalgvseiiveyausunasingludunseadmunemiunis Ping lnvdiulngjay
a9 ICMP_ECHO wazuuunuluiulnsinaealedl uavedunis Fragmentation Tduuwn
Nndeequazdilulunsetnaiionaniasininsiadunsensasunninlaenissinauinves

<
BLWALNE

nslasfuuutasundandunslasfifiansafintufueiaung wasvensiuasitldly
madouse Vildmsdeyanndumsluiasmaiionain Tnsnslauivssnniingadu
Iernanndmsunsldeunsetnsluiagiu Inegyungnazvihnisuasuudasteyaunniiniias
Tuia3edeiiietisdedoya vieviliflavdldavdiielflunisiirisoyaiiddy wu ns
Feusauuuidiviiieslaauoud (Sever-Client)  Tulwsinaeafidd Afluuisiavdsiu
(Sequence numben) Tunmsideustevaaunnifniidufiotiosnisauddounasaufinnain
Tumsdsdoya Geseminamsisudunisdendevestnslnaoaditil szfinszurunsvindusud
wefleaiswatunisidensioszniaesosiliuinsuaziadosatema Feffyngnilananse
dsdmnsardduililunindeudeansnadunninuaslagldmnsaunindousoty
Tumsdsdeyaitevaengynsnlésumatunadeudely TnevluiFonnislauuuuii ns
19T UATU (Session hijacking) ian1slauAnUUUaDNLUAIDISN ﬁ;ﬂwﬁﬁuﬁmmaﬁwﬁ
Uasutuluduaietne tnsladoyaudiauonnsa (Mac address) venaasilanfifulod
nemnsavesiazoadmng sivldnnsdsteyalunielondmnegrildsululiddlugaunios
vouflandunu lngdiegensilsuansudsanieauaalunisnmadunislanduuuiasuudas
Fan g 79 “DNS spoofing attack” Lag ANl 80 “ARP spoofing attack” Tuiive 5.2

n1standuvulefiansaunudunislandnidyunyndesnisnstudeyareinios
Whunanedaenalsennislauduseianiiin “Port  Scanning” Tngnsdaunniindasveluda
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WIRR199edATaLtnNBLaE IR IZN1TRRUNaUINAS LU N8R LI NS INADaYDY
UINT1U9 18991 A1 TR agiinanslarnesaanziltlunsiteunaiuuinig
P ' I =~ a I Aas It & 2 a A &
N9 19U Wo$h 80 ADUINITLIVLTIWIDS, WosA 53 ADUTNITIZULTBIAILL, Wosn 1443
Ao USN1985vlieigudaya SQL wagwasn 20-21 AoUINsiWa@sies wenanil n1s
Laudusznildanseyiienimanasnsusiinuesssuulfiinisvesesaadinneiveyin
nshanAlugwesnivesssuuliRnisiug lneusas szuulfuinisazinisidanasaaniy
lun1sieusis feg1atu seuuUfuan1iulanidesilaliusnmsuunaneaanesa 135-139
waz 443 1Wudu Taenslanduszunniiasaatvuigazldauisaduninaeniudvaanisg
Woustalile (waglifianisiweunodsa) Wesannguninedetesinivenssuiunsmsiag
I3 A ~ oA I o ¢ | A

wausalulnsinaoaidn/lod lasnisdaudissunniin SYN  Tudanosnaneueanios
Wruneazdud1uin SYN/ACK  WnnlAnfnaunauanesaad1uune antuladalnniie
RST i3 @IneNannIsisusauy tngrINUIINesnvaA3aut nuieinisialnusnng
< a [y [ a a a a P [ 3
Aagdnismeunduldslandneunaziinsenidnnisieuseiy

Y ! = a fal A % = . (% PN
GDE]EJ’Nﬂ'ﬁL‘UEIUﬂﬂiU@@ﬁ@La?ﬁLL@@IUﬂWi@i’Jﬁ]"\]Uﬂ’ﬁIQ@JG} Port Scanning AYNIWN 76

[Rule "Port Scanning” (a,b,c,d)

[Datagram
g.desIP = b.desIP,
b.desIP = c.desIP,

c.desIP = d.desIP
[TCP_Packet

a.desPort = 21, a.syn = 1,
b.desPort = 88, b.syn = 1,
c.desPort = 21, c.rst = 1,
d.desPort = 88, d.rst = 1,

111

Al 76 NI lun9meaadl Port Scanning

it 76 Wudegumadeungildlunisanadunmsyngnussavlefiondu
aunw 130 Port Scanning lnge1AANENTLSVDIAIAMAN YL ITHINUNNIR 4 winLin
5¥WIN SYN unnufinfu RST uwnifin Ssiinnsnsavaoumnelavwesnie 80 uay 21 7iled
fumadisrtusarlefivaemadioatu eghslsfin nislaufivssinnianunsandnidesns
aradulalasnishidaunniin SYN TunanilndiAssiu wiedlaudenaliinsemansiniaile
yhmslaufvssaniBailiamaduldommnldifissnisesuemandnuusseniunnite
Fesogadien Fannsnsadunmslasfivssanianduuumansideselulueunan 1wunis
Auaniuguesng vieanuduiusseninngielvidafioausaiinnnuaiunsanseunqunns
Taudusznnills
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5.3 N15Us2lUIANaAMNEINI T lUN1TATIAIUNTYUNINLATDUNY

LUININNSUTEEINIANALYINNNTNAaD L NaNA@aUUTLENS AN UNITRSIVIUVDS

JPUUNTIRTUNTUNINLATYIeNUSEEnAlddunewisidaiugnssy tngldansud damioautaal
Jeudulaefirerviguildlunisnsiadunisyniniaiedisaindeyaiannisasnasnis

13818 (Network traffic log) #iai1e@uiiiodnanenisyninaseditsuazlslunisveassin
UseAnSnnlunisnsiaduvedssuunsiadun1suniniasednelausURuuNISYUNINAT e
gnidenieutdlunisveassaziluguuuunislasfiuuudasunias (Spoofing attack) iy

sUwuunslandnasiadulddeudisenniliesainnsiuguuuunmslauinusznausevane

wnnialaglddennislaufuuutasunlamveaes 2 sULUURAe

1.

nslagAwuuUasuulasiduea (DNS spoofing attack) : lun1slaufniinisuasuudas
Toyafidueaieliniontmuieiinis@ouseduiniaslatenisiiligndedasnis
a | P = = Ay P a &
WasuelofiuoansavetasasUatgms Famslaufnmenisuasuudadayasduionens
I o A ¥ = v P @ o a o
Jumsvinievlugdeya vsaweunsteyandudeanauludunatoadmng lngeide
nsrUIUNSIURIssULTelallu(Domain name system) fadussuunsuinveuly
A a g v a v ~ = RN VI |

N15wUa991n T8 AL U LA BINIRUS NS UL oML ALASEYLATANLIAUS NS LU
dldudumesiundasnisidigiivledveuniinendequiasnsaiuniinedy
“www.chula.acth” 1383094l UAzYIIN 35 0aveUdRdweadsiesiionIudn
“www.chula.acth” Tafineawnsatdussls andudduleaidsniiesazUszulanaliie
Aumlafiueainsauazmnounduluduniesildau ndnduasesldn uagyinisivey
saludunsnanlinusnis “www.chula.acth” aulefuannsanlasuannmduLea
Aac a v a g 2 Aa o W Y
WSNLaSasluNINg 77 hanINTEUIUNITS09UDUBIRLDUDALNNLNANTA1AILUN15997D
(Query) wazdolay “www.chula.ac.th” Agndumelisunsuy Wireshake wazuaznn
7 78 LAAINNLANMDUNSUINALDULDALTS WIS TanananuietaylafiLoansavodniag
AYUTN1T “www.chula.ac.th”
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Frame 157: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on
Ethernet II, Src: Cisco-Li_ba:2f:92 (68:7f:74:ba:2f:92), Dst: Tp-LinkT_c
Internet Protocol Version 4, src: 192.168.1.4 (192.168.1.4), Dst: 5.45.7
User Datagram Protocol, Src Port: 55207 (55207), Dst Port: domain (53)
Source port: 55207 (55207)
Destination port: domain (53)
Length: 41
# Checksum: 0x060f [validation disabled]
= Domain Name System (guery)
[Response In: 1597
Transaction ID: Oxddde
# Flags: 0x0100 standard query
Questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: 0O
= Queries
E www.chula. ac.th: type A, class IN
Name: www. chula. ac. th
Type: A (Host address)
Class: IN (0x0001)

OFH BB

= a &Nt N A ) o
AN 77 S1888LD8ALNNLARNALDULDANLUUNITTDIUD

[ Domain Name System (response)
[Request In: 157]
[Time: 0.308508000 seconds]
Transaction ID: Oxdddé
# Flags: 0x8180 standard query response, No error
guestions: 1
Answer RRs: 1
Authority RRs: 3
Additional RRs: 3
F Queries
= Answers
= www. chula.ac.th: type A, class IN, addr 161.200.192.248
Name: www.chula. ac.th
Type: A (Host address)
Class: IN (0x0001)
Time to Tive: 32 minutes, 38 seconds
Data length: 4
Addr: 161.200.192.248 (161.200.192.248)
= Authoritative nameserwvers
# chula.ac.th: type NS, class IN, ns ns.netserv.chula. ac. th
# chula.ac.th: type N5, class IN, ns explorer.netserv.chula.ac.th
# chula.ac.th: type N5, class IN, ns ns.thnic.net

d' = & aa c{' o
AN 78 F19aLLDYALLNALNFALDULDANABDUNAU

Ingglaudenavinislanflaenisuasuwlasunniinfioueainaundu (DNS response
packet) wazdsluaiminnissesveluddiioueadsniies vielauinsuasuuuaiunn
¢ A gy o @ va @ as ¢ = -
navivelasaadvaneiunnlihidueadsnneivasuiglauiasisuduiu lnglunm
A a a a |sa a P o a

179 uanidafieaneadnsuanilounglelun1snsiadunginssunisynniuulasy
wUashlouLea #3e “DNS spoofing”
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: [Rule "DNS spoofing” (a,b,c) :
| [Frame |
[ [Datagram I
| c.desIP = a.srcIP, [
: b.desIP = a.srcIP :
| [UuDP_Packet |
I a.desPort = 53, b.srcPort = 33, c.srcPort = 33, |
| c.desPort = a.srcPort, b.desPort = a.srcPort I
| [DNS_Packet !
| ga.dnsID = b.dnsID, b.dnsID = c.dnsID |
I |
I |
I |
I |

A9 79 M3lauFkuy DNS spoofing lugUvesdasioaueaansud

Tnenglaedansfsnnuduiusvesunniafiauls 3 unnfianudiudsiimnualunisasis

= I3 I3 & a | v A o v o a
ng Ao a, b kar c lagunniin a Wuwnaiangnasnangldanuiiinisseseludan
BDueadsnnes Inedunnin b wazunniin ¢ Mdunisnaunduannlefiioninsa 2
wradslpedfioulaalad “SavunIn1sSesvatfelnuIsnoidunislaufuuuvasundash
LOULDE

nslaufiluulasuuuasensn (Arp spoofing attack) Lﬁumﬂwaﬁ;ﬁwadmﬁmm
pr$nitaentuluguntetne Tnglddeyausinuoninsa (Mac address) vosinioslafiffy
lefiuoninsavoaaioalmmie linsdddoyaluniadestmnegnidasululidsly
Huadoswesilauiuny Fsnsirelasunivednslnaoaeswiuagmugunsdideya
aeluiedorneviesiulaglimneiavuiinueansadusimunlvualunisdstoyadaasdl
nszuaunisuseniansenszatounniie (dudaweninsavalreniavindu
FF-FFFFFFFRFF) Tuluindetneviosiudieanusnmneiavudaueninsavesgiuiinseiu
vinoiavlefiLoniasatatems Janniaiesiifimneiatlefinoniasansafuunniinensn
flonniu Aazpoundunneavudaueniasalugsidainlinindendeduluegagnios
mslaufivssianiiondsaliianislaiuuuaunaisldlnonisudsudeyailldfuudads
selufunieutmineg lnofegrsveingdafieansaililunsnsadunislauduuy
Uasuuasorsmdulununind 80

—— e — —— — — — —— — — — — — — — —— —— — ——————— —_—— ——— — —— —_— —

[Rule "ARP spoofing” (a,b,c)

[ Frame
a.desMac = "FF:FF:FF:FF:FF:FF",
[
[Datagram

I |
| |
| |
I |
: b.srcMac != c.srcMac :
| |
I a.desIP = b.srcIP, a.desIP = c.srcIP, |
| |
I |

—_——— e e o . . o o o —— —— —— —— —— — —— —— — — —— — —— — —— — — ————— ———— —

A9 80 M3laNFkUY ARP spoofing TugUvesdanieauaaansus
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lngn1snaaeiiznlszasAiiieseansmussanininvesszuunsiadunisuniniagin
i i % ' 2 o a & A
PnAIamlElunsAumInguYswnANaILTUNgANTINNITYNINYBIA 2 JULUUNTIANAT
gnienuarmIANUFURUSsEnIdnTINInateTuas ULl sIiateiug lutuneu
TeiugnTsundwaniananlunsngiaduvesszuunmadunisunin tnglunismeasadng
AVUARILUTVDITUNDUTTL TN UGN T TS UAUAT
1. wdszrinsildlenwingu 19 lastulasluusiazgu

2. gansnsunuidgmiumsleiivieuianintiu 0.3 dehlidlastuley 3 daggniden
Tnsanuiazduiierinisleiiuaey

3. msleidsunlddulszanmslaiiddsuwuugaien Inevinisleiiuaeunsmumia
wsnvedlasiulay

Tums99 16 wagm139n 17 wandnavedatadeildlunisnsiadunisynin
(Detection time)vasguiuunsynInite 2 suuuy laewdgainnisiaiilelunisnsiadunis
UNINIINIU 100 A (INMINARBIATIATUNMIYNINGT 100 ATslusazsUukuunIslau)

A15197 16 Aataasldlunisnsiadunistandnuulasutuasansn (unieiui)

805115 | IIUIUAUNLIVBINITNANEWLG

nanewug ; 2 3
0.1 0.1181 0.2166 0.2724
0.2 0.0959 0.1667 0.3496
0.3 0.1115 0.1606 0.3698
0.4 0.1220 0.2007 0.3057
0.5 0.1234 0.2216 0.3405
0.6 0.1295 0.1952 0.3399
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P399 17 Anaedsnivlunisasatumshauawuulasuwlasmduea (umieduni)

ANIINNT IUIUAMAUIVDINITNAEWUS

nanewug ] 5 3
0.1 0.4656 0.4341 0.4985
0.2 0.4505 0.3557 0.5367
0.3 0.4607 0.4197 0.4758
0.4 0.4692 0.4251 0.5230
0.5 0.4995 0.4206 0.5063
0.6 0.5388 0.4225 0.5399

INNMINARBINUTITATININAERUSTMITauNgailA1vdy 0.2 Fadanalvirives
naldlunisnsadunisynindesiiga laeannisnaasiatiatadenldlunisnsiadunis
yninvaenslanfuuulasuwlatoniniiteefigaiianiiu 0.0959 Fuil wazeIaaie
THlunisnsiadunisyngnvesmslaufivuulasuulasiidueantesfigaiiawiiiu 0.3557
W lganansuwanisnaassnuitluAdnsinisnateiugnilen nsiien 3 duridlunig

Y4 °o § v = Y 1 - =~ = Y v 4 o 1

nangugailiaildlunisasiadungigadiedseuiisuiunisld 1 vw3e 2 dwnusly
o & oA =t Y = a a o
n1snateiug witlasanngildlunisnsiadunislavdvuudasuulashduiealidnuiu
Reulvdldlunisnsaaevunniiafauladidiuiusnnnitduiuieulvvesngildlunsnis
LaufwuutasuuUatorsminlvinssuiunsussliuAimnumninzauyeanslanieuuUaoy
wlasddwedldiaiuiundt dnmsifiudiuuduwndainisnateiugain 10w 2 vinlinns
Wasuwlasguuuuvedasiulaaliduluegnsinsitu dwalirnanadeildlunisnsdu
nslanfnuuUaeuuUasiibueaivy
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mifedlfhiauemaainusinglnsuionsnsadunsynsninietneiiol
Tiiidevganunsaadingiinlilunmsasadunginssunisyniniaiedisldlasiie uay
aansaesuIBgULUUATYNIITARINANLdITuS YR sANRuE L ST sUNALAR e
funsasraedesiofidrslunisudluniwiiannsondafoudeditofanandosdiuld
uananiinUssgndldtuneuisidaiugnsnlumsdumnguveunniinfinssfunguesdad
wansarhlfanunsaiios maﬁ]aa‘uwLL‘U‘UﬂamaqLLWﬂmmwaqummimmi‘umﬂlwma
sUnuundaufu wuflazasiaaeuassazsuuudunndsainduneuisdug Tnsszuy
prdunsynniedetieiiaiduamisonanddiiduisussansamlunisnsadues
wnamuAnvesmAdefiiuanduund 5
6.2 Ya3nfin

1. 3adoausadilianunsnedureguuuunginssunisyniniadetneiildnuasrien
AndnuazvonnLinfiueniiovoulunuedafioauoals

2. szuunsdumsynnfivmuduinduseddanuiunisainiedisfatuayunis
¥aTULUU promiscuous Indatielaansasnduunniinle

3. drunlglunisunlydafeawsanimuidudldaiunsansiaaautananainiuinby
AINNNSRUNRAINYFUNUSVRIN WD AR LB EALDA LS

4. 53UURTITUNITUNINLATEUB NIRRT TussuuAusuungliaunsaldiv
s A 1 da ; % =i %
anun1saliaseviendvsinaunisldnungsls

6.3 BUINNITIAUAD

v
v v A

1. Winveulavesdsuturedinsinaeanai/led aseunquludeiuaus wu Tnsin
ABALEYIVIN (HTTP)

2. Wanlsiduatuau uaziaSevangaLliun1siiiudy iwelvaiunsaeiulengnis
ndulvdianuAsauARUNINE T
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lansaivesdanadwaa

[Language("isDSL", "©.9", "Intrusion signature grammar")]

class isDSLGrammar : Grammar
{
public isDSLGrammar()
base(true) //isDSL is case sensitive
{
// Terminal
KeyTerm comma = ToTerm(",", "comma");
KeyTerm dot = ToTerm(".", "dot");

var identifier =

TerminalFactory.CreateisDSLIdentifier("identifier");

var name = TerminalFactory.CreateisDSLRuleName("name");
var value = TerminalFactory.CreateisDSLString("value");
var number = TerminalFactory.CreateisDSLNumber("number");

var Rule = ToTerm("Rule ");

var Frame = ToTerm("Frame ");

var Datagram = ToTerm("Datagram ");

var TCP_Packet = ToTerm("TCP_Packet ");
var UDP_Packet = ToTerm("UDP_Packet ");
var DNS_Packet = ToTerm("DNS_Packet");

var srcMac = ToTerm("srcMac");

var desMac = ToTerm("desMac");

var protocolType = ToTerm("protocolType");
var arpOp = ToTerm("arpOp");

var srcIP = ToTerm("srcIP");

var desIP = ToTerm("desIP");

var ttl = ToTerm("ttl");

var fragment = ToTerm("fragment");
var protocol = ToTerm("protocol");
var lenght = ToTerm("lenght");

var version = ToTerm("version");
var id = ToTerm("id");

var srcPort = ToTerm("srcPort");

var desPort = ToTerm("desPort");

var ackNumber = ToTerm("ackNumber");
var segNumber = ToTerm("segqNumber");
var nexSegNumber = ToTerm("nexSegNumber");
var winSize = ToTerm("winSize");

var fin = ToTerm("fin");

var syn = ToTerm("syn");

var rst = ToTerm("rst");

var psh = ToTerm("psh");

var ack = ToTerm("ack");

var ece = ToTerm("ece");

var cwr = ToTerm("cwr");

var urg = ToTerm("urg");

var res = ToTerm("res");

var ns = ToTerm("ns");




var dnsId
var dnsOp

ToTerm("dnsId");
ToTerm("dnsOp");

var Count = ToTerm("Count");
var Sequence = ToTerm("Sequence");

// Non terminal

var rule = new NonTerminal("rule");

var ruleName = new NonTerminal("ruleName");

var paramList = new NonTerminal("paramList");

var idList = new NonTerminal("idList");

var conList = new NonTerminal("conList");

var tcpStackCon = new NonTerminal("tcpStackCon");

var frameCon = new NonTerminal("frameCon");

var datagramCon = new NonTerminal("datagramCon");
var tcpPacketCon = new NonTerminal("tcpPacketCon");
var udpPacketCon = new NonTerminal("udpPacketCon");
var dnsPacketCon = new NonTerminal("dnsPacketCon");

var frameConList = new NonTerminal("frameConList");

var datagramConList = new NonTerminal("datagramConList");

var tcpPacketConList = new NonTerminal("tcpPacketConList");

var udpPacketConList = new NonTerminal("udpPacketConList");

var dnsPacketConList = new NonTerminal("dnsPacketConList");

var controlFunctionList = new NonTerminal("controlFunctionList");

// Frame

var frameConStmt = new NonTerminal("frameConStmt");

var f_Mac = new NonTerminal("f_Mac");

var f_MacCon = new NonTerminal("f_MacCon");

var f_ProtocolTypeCon = new NonTerminal("f_ProtocolTypeCon");
var f_ArpOpCon = new NonTerminal("f_ArpsOpCon");

// Datagram

var datagramConStmt = new NonTerminal(“"datagramConStmt");
var d_Ip = new NonTerminal("d_Ip");

var d_IpCon = new NonTerminal("d_IpCon");

var d_TtlCon = new NonTerminal("d_TtlCon");

var d_FragmentCon = new NonTerminal("d_fragmentCon");
var d_ProtocolCon = new NonTerminal("d_ProtocolCon");
var d_LenghtCon = new NonTerminal("d_LenghtCon");

var d_VersionCon = new NonTerminal("d_VersionCon");
var d_IdCon = new NonTerminal("d_IdCon");

var ipValue = new NonTerminal("ipValue");

// TCP_Packet

var tcpPacketConStmt = new NonTerminal("tcpPacketConStmt");
var t_Port = new NonTerminal("t_Port");

var t_Flag = new NonTerminal("t_Flag");

var t_PortCon = new NonTerminal("t_PortCon");

var t_AckNumberCon = new NonTerminal("t_AckNumberCon");

var t_SegNumberCon = new NonTerminal("t_SegNumberCon");

var t_NexSegNumberCon = new NonTerminal("t_NexSegNumberCon");
var t_WinSizeCon = new NonTerminal("t_WinSizeCon");

var t_FlagCon = new NonTerminal("t_FlagCon");

// UDP_Packet
var udpPacketConStmt = new NonTerminal("udpPacketConStmt");
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var u_Port = new NonTerminal("u_Port");
var u_LenghtCon = new NonTerminal("u_LenghtCon");
var u_PortCon = new NonTerminal("u_PortCon");

// DNS_Packet

var dnsPacketConStmt = new NonTerminal("dnsPacketConStmt");
var d_DnsIdCon = new NonTerminal("d_DnsIdCon");

var d_DnsOpCon = new NonTerminal("d_DnsOpCon");

// Control Function

var controlFuncStmt = new NonTerminal("controlFuncStmt");
var countFunction = new NonTerminal("countFunction");

var seqFunction = new NonTerminal("seqFunction");

var segParamList = new NonTerminal("seqParamList");

var packetComparer = new NonTerminal("packetComparer™);

var biOp = new NonTerminal("biOp");
var inOp = new NonTerminal("inOp");

// Rule

this.Root = rule;

rule.Rule = "[" + ruleName + paramList + conList + "]";
ruleName.Rule = Rule + name;

paramList.Rule = "(" + idList + ")";

idList.Rule = MakeStarRule(idList, comma, identifier);

conList.Rule = tcpStackCon + controlFunctionlList;

tcpStackCon.Rule = "[" + Frame + frameCon + "]" | "[" + Datagram +
datagramCon + "]" | "[" + TCP_Packet + tcpPacketCon + "]" | "[" + UDP_Packet +
udpPacketCon + "]" | "[" + DNS_Packet + dnsPacketCon + "]";

frameCon.Rule = frameConList | frameConList + "[" + Datagram +
datagramCon + "]";

datagramCon.Rule = datagramConlList | datagramConList + "[" +
TCP_Packet + tcpPacketCon + "]" | datagramConList + "[" + TCP_Packet +
tcpPacketCon + "]" + "[" + UDP_Packet + udpPacketCon + "]" | datagramConList +
"[" + UDP_Packet + udpPacketCon + "]";

tcpPacketCon.Rule = tcpPacketConList;

udpPacketCon.Rule = udpPacketConList | udpPacketConList + "[" +
DNS_Packet + dnsPacketCon + "]";

dnsPacketCon.Rule = dnsPacketConList;

frameConList.Rule = MakeStarRule(frameConList, comma,
frameConStmt);

datagramConList.Rule = MakeStarRule(datagramConList, comma,
datagramConStmt);

tcpPacketConList.Rule
tcpPacketConStmt);

udpPacketConList.Rule
udpPacketConStmt);

dnsPacketConList.Rule
dnsPacketConStmt);

controlFunctionList.Rule = MakeStarRule(controlFunctionList, comma,
controlFuncStmt);

MakeStarRule(tcpPacketConList, comma,

MakeStarRule(udpPacketConList, comma,

MakeStarRule(dnsPacketConList, comma,

// Frame Rule
frameConStmt.Rule = f MacCon | f_ProtocolTypeCon | f_ArpOpCon;
f _Mac.Rule = srcMac | desMac;
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f MacCon.Rule = identifier + dot + f_Mac + biOp + identifier + dot

+ f_Mac |
identifier + dot + f_Mac + biOp + value;

f _ProtocolTypeCon.Rule = identifier + dot + protocolType + biOp +

identifier + dot + protocolType |
identifier + dot + protocolType + biOp +

value;

f_ArpOpCon.Rule = identifier + dot + arpOp + biOp + identifier +
dot + arpOp |

identifier + dot + arpOp + biOp + value;

// Datagram Rule

datagramConStmt.Rule = d_IpCon | d_TtlCon | d_FragmentCon |
d_ProtocolCon | d_LenghtCon | d_VersionCon | d_IdCon;

d_Ip.Rule = srcIP | desIP;

ipValue.Rule = value;

d_IpCon.Rule = identifier + dot + d_Ip + biOp + identifier + dot +

d_Ip |
identifier + dot + d_Ip + biOp + ipValue |
identifier + dot + d_Ip + inOp + ipValue;
d_TtlCon.Rule = identifier + dot + ttl + biOp + identifier + dot +
ttl |

identifier + dot + ttl + biOp + value;
d_FragmentCon.Rule = identifier + dot + fragment + biOp +
identifier + dot + fragment |
identifier + dot + fragment + biOp + value;
d_ProtocolCon.Rule = identifier + dot + protocol + biOp +
identifier + dot + protocol |
identifier + dot + protocol + biOp + value;
d_LenghtCon.Rule = identifier + dot + lenght + biOp + identifier +
dot + lenght |
identifier + dot + lenght + biOp + value;
d_VersionCon.Rule = identifier + dot + version + biOp + identifier
+ dot + version |
identifier + dot + version + biOp + value;
d_IdCon.Rule = identifier + dot + id + biOp + identifier + dot + id

identifier + dot + id + biOp + value;

// TCP Rule

tcpPacketConStmt.Rule = t_PortCon | t_FlagCon | t_AckNumberCon |
t_SegNumberCon | t_NexSegNumberCon | t WinSizeCon;

t_Port.Rule = srcPort | desPort;

t_Flag.Rule = fin | syn | rst | psh | ack | ece | cwr | urg | res |
ns;

t_PortCon.Rule
dot + t_Port |

identifier + dot + t_Port + biOp + identifier +

identifier + dot + t_Port + biOp + number;
t_FlagCon.Rule = identifier + dot + t_Flag + biOp + identifier +
dot + t_Flag |
identifier + dot + t_Flag + biOp + number;
t_AckNumberCon.Rule = identifier + dot + ackNumber + biOp +
identifier + dot + ackNumber |
identifier + dot + ackNumber + biOp + number;
t_SegNumberCon.Rule = identifier + dot + segNumber + biOp +
identifier + dot + segNumber |
identifier + dot + seqNumber + biOp + number;
t_NexSegNumberCon.Rule = identifier + dot + nexSeqNumber + biOp +
identifier + dot + nexSegNumber |
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+ dot

dot +

dot +

dot +

dot +

identifier + dot + nexSegNumber + biOp + number;
t_WinSizeCon.Rule = identifier + dot + winSize + biOp + identifier
+ winSize |
identifier + dot + winSize + biOp + number;

// UDP Rule
udpPacketConStmt.Rule = u_PortCon | u_LenghtCon;
u_Port.Rule = srcPort | desPort;
u_PortCon.Rule = identifier + dot + u_Port + biOp + identifier +
u_Port |
identifier + dot + u_Port + biOp + number;
u_LenghtCon.Rule = identifier + dot + lenght + biOp + identifier +
lenght |
identifier + dot + lenght + biOp + value;

// DNS Rule
dnsPacketConStmt.Rule = d_DnsIdCon | d_DnsOpCon;
d_DnsIdCon.Rule = identifier + dot + dnsId + biOp + identifier +
dnsId |
identifier + dot + dnsId + biOp + number;
d_DnsOpCon.Rule = identifier + dot + dnsOp + biOp + identifier +
dnsOp |
identifier + dot + dnsOp + biOp + value;

// Control Function Rule
controlFuncStmt.Rule = countFunction | seqgFunction |

packetComparer;

")

countFunction.Rule = Count + "(" + identifier + comma + number +

segParamList.Rule = MakePlusRule(seqParamList, comma, identifier);

segFunction.Rule = Sequence + "(" + segParamList + H
packetComparer.Rule = identifier + biOp + identifier;

biOp.Rule = ToTerm("=") | ToTerm("!=");
inOp.Rule = ToTerm("in") | ToTerm("!in");
RegisterOperators(o, "=", "1=");

Mar‘kPunCtua‘tiOI"l(" n, u]n) " n) n)u);
RegisterBracePair("(", ")");
RegisterBracePair("[", "1");
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using System;

using System.Collections.Generic;
using System.Text;

using Irony.Parsing;

using Irony.Ast;

namespace Ireny.Samples {
/{ This grammar describes programs that consist of simple expressions and assignments
/! for ex:
M ox=3
fly=-x+5
// the result of calculation is the result of last expression or assignment.
/{ Irony's default runtime provides expression evaluation.
/{ supports inc/dec operators (++,--), both prefix and postfix,

// and combined assignment operators like +=, -=, etc.

Language("ExpressionEvaluator™, "1.8", "Multi-line expression evaluator”
guag P P
public class ExpressionEvaluatorGrammar : Irony.Parsing.Grammar {

public ExpressionEvaluatorGrammar() {

// 1. Terminals

var number = new NumberLiteral("number™};

//Llet's allow big integers (with unlimited number of digits):

number.DefaultIntTypes = new TypeCode[] { TypeCode.Int32, TypeCode.Inte4,
NumberLiteral.TypeCodeBigInt };

var identifier = new IdentifierTerminal("identifier™);

var comment = new CommentTerminal("comment™, “#", "\n", "\r");
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//fcomment must to be added to MonGrammarTerminals list; it is not used directly in

grammar rules,

// so we add it to this list to let Scanner know that it is also a valid terminal.

base.NonGrammarTerminals.Add (comment);

/f 2. Non-terminals

var Expr = new NonTerminal(“Expr");

var Term = new NonTerminal("Term");

var BinExpr = new MonTerminal(“BinExpr", typeof(BinExpriode));

var ParExpr = new NonTerminal("ParExpr™);

var UnExpr = new NonTerminal(“UnExpr™, typeof{UnExprNode));

var UnOp = new NonTerminal(“UnOp™);

var BinOp = new NonTerminal(“BinOp", “operator™);

var PostFixExpr = new NonTerminal(“PostFixExpr", typeof(UnExpriode)};
var PostFix0p = new NonTerminal(“PostFix0p™);

o

var AssignmentStmt = new NonTerminal(“AssignmentStmt", typeof(AssigmentNode));
var AssignmentOp = new MonTerminal(“"AssignmentOp", “assignment operator™);

var Statement = new NenTerminal("Statement™);

var ProgramLine = new NonTerminal(“ProgramlLine™};

var Program = new MonTerminal(“Program”, typecof(StatementListNMode));
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{/ 3. BNF rules

Expr.Rule = Term | UnExpr | BinExpr | PostFixExpr;
Term.Rule = number | ParExpr | identifier;

ParExpr.Rule = (™ + Expr + "}";

UnExpr.Rule = UnOp + Term;

UnOp.Rule = ToTerm("+") | "-" | "+" | "--";
BinExpr.Rule = Expr + BinOp + Expr;

BinOp.Rule = ToTerm("+") | ™"-" | ™"*" | /" | "#**";
PostFixExpr.Rule = Term + PostFixOp;

PostFix0Op.Rule = TeTerm{"++") | ™--";
AssignmentStmt.Rule = identifier + AssignmentOp + Expr;
AssignmentOp.Rule = ToTerm("=") | "+=" | "-=" | "*=" | "/=";
Statement.Rule = AssignmentStmt | Expr | Empty;
ProgramLine.Rule = Statement + Newline;

Program.Rule = MakeStarRule(Program, Programline};

this.Root = Program; /f Set grammar root

il 84 mstlenungluiunneduiusiulelsi

// 4. Operators precedence

RegisterOperators(1l, "+, "-");
RegisterOperators(2, "*", "/");
RegisterOperators(3, Associativity.Right, "**");
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// 5. Punctuation and transient terms

RegisterPunctuation("(", ")");

RegisterBracePair("(", ")");

MarkTransient(Term, Expr, Statement, BinOp, UnOp, PostFixOp, AssignmentOp,
ProgramLine, ParExpr);
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srcMac Source Mac address | 79814 a.srcMac = “AAAAAAAAAAAA”
desMac Destination Mac #9819 a.desMac = “FF:FF:FF:FF:FF:FF”
Address
protocolType Protocol type Andidululg “Arp”, “Tcp”, “Udp”, “Dns”,
“lpva”
arpOp Arp Operation Anddulule “Request”, “Reply”
srclP Source IP address f79814 a.srclP = “127.0.0.17, b.src in
“192.168.0.1/24”
desIP Destination IP f79814 a.desIP = “127.0.0.1”, 7, b.desIP
address in “192.168.0.1/24”
ttl Time to Live 0819 attl = 10, b.ttl = 123
fragment Fragmentation Flag andidulule “None”, “MoreFragments”,
“DoNotFragment”
protocol Protocol field Anddulule “Tcp”, “Udp”, “Dns”
length Total length $19814 a.length = 250
version Version addulule 4, 6
id |dentification f9YN a.id = 112357856
srcPort Source Port f98 a.srcPort = 6113
desPort Destination port $19814 a.desPort = 8080
ackNumber Acknowledgement 19819 a.ackNumber = “123456789”
number
segNumber Sequence Number 19819 a.seqNumber = “123456789”
nextSegNunber | Next sequence $19819 a.nextSegNunber = “123456789”
number
winSize Window size 19819 a.winSize = 25
fin FIN flag addulule ande (0 vie 1)
syn SYN flag Adidulule endn (0 e 1)
rst RST flag Addululd frdn (0 vie 1)
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psh PSH flag adidulule Arde (0 wie 1)

ack ACK flag adhdululg Ardn (0 vie 1)

ece ECE flag adidulule Arda (0 wie 1)

cwr CWR flag adidululg Ardn (0 vie 1)

urg URG flag adidulule drde (0 wie 1)

res Reserved field Adidululs endn (0 e 1)

dnsiD DNS identification 18619 a.dnsID = 123456789

dnsOp DNS Operation Anddulule “Query”, “IQuery”, “Status”,

“Notify”, “Update”
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