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# # 5370280521 : MAJOR COMPUTER SCIENCE

KEYWORDS: DIGITAL CERTIFICATE / CERTIFICATION AUTHORITY / ASSESSMENT

/ PUBLIC INFORMATION
PRAPHAWADEE AKVONG : ASSESSMENT GUIDELINES FOR CONSUMERS
IN THE SELECTION OF THAI CERTIFICATION AUTHORITY USING PUBLIC
INFORMATION. ADVISOR : YUNYONG TENG-AMNUAY. Ph.D., 57 pp.

The Digital Certificate is required to secure electronic transactions. This
research proposes an approach to assess Thai Certificate Authority using public
information readily available to customers. The assessment is based on standards,
relevant legislation and consumers’ satisfaction to the received information.
Consumers can use this to assess service on their own. Also, service providers can
apply this approach to improve the public information provided about their services.
From the analysis of public information, as well as relevant standards and legislation,
33 issues have been identified for assessment, classified into 5 categories:
information on application, information on certificate usage, information on security of
service, information on operation standards and general information. At present,
there are two such authorities: TOT and CAT, with Symantec Corporation (VeriSign),
an international certificate authority, as a benchmark. TOT received an assessment
score similar to VeriSign, as it provides complete information in Thai. CAT received a

low score as it lacks information that is important for usage.
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Symantec Digital IDs for Secure Email

NEXT STEPS

Findus @

Symantec Digital IDs for Secure Email allow you to digitally sign and encrypt your

[ ¥
digital communications using a certificate. bound to your validated email address i OfficeMarketplace

Recipients of your email will know that the content came from your email address
and has remained private during tfransmission.

Learn About The Preduct Use The Product

FEATURES & BENEFITS Key Features

SYSTEM REQUIREMENTS « Signed Emails: Symantec Digital IDs can be used o digtally signed emails. Wany email
applications, such as Microsoft Oullook, display an red rivbon icon an the email to inform
your recipient that the email came from you.

« Encrypted Emails: Symantec Digial DS can also be Used to encrypt emails to protectthe
email content n transit. Many email applications, such as Microsoft Qutlook, display a blue
envelope icon on the email to inform your recipient that the email is encrypted. Only your
recipient can open your email.

« General Signature & Encryption: Symantec Digital IDs can be used in many popular
applications with digital signature and/or encryption features. For example, Microsoft Ward
allows youto digitally sign Word documents with your Symantec Digital ID. PKWare enables
you to encrypt zip files with your Symantec Digital ID

Key Benefits

« Trust: Symantec Digital IDs chain to Symantec Class 1 Primary Certificate Authority (PCA)
which has been distriouted to major software and hardware vendors. Because of this
ubiquity, Symantec Digital IDs are automatically trusted by popular applications including
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