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CHAPTER 1
INTRODUCTION

1.1. Rationale

Cambodia became a member state of International Atomic Energy
Agency (IAEA) on 06 February 1958 then withdrew on 26 March 2003
with financial problem for paying to IAEA. Therefore Cambodia did not
pay for membership since civil war from 1975 to 1979 but Cambodia
rejoined IAEA on 23 November 2009 because of need for using the
radiological materials for peaceful purpose in the country.

Even though the nuclear energy for peace has been increased around
the world, Cambodia remains have limited nuclear facilities such as none
of nuclear power reactor, lack of research institute for nuclear reactor, and
none of nuclear fuel cycle facilities. The radioactive sources have been
used in this country for medical (oncology), industrial (gauges) and
agricultural purposes only.! This does not mean that the country will not
have nuclear power plant forever.

Cambodian government is currently studying the possibility of
nuclear power plant. Nuclear energy development is considered a distant
and very long-term option.? All the current sources of electricity production
in Cambodia come from hydropower, fossil fuel, biomass (minor), solar
energy (minor) and import from neighbor countries such as Vietnam and
Thailand. Although Office of Atomic Energy Technology was established
in 2005 under the Department of Energy Technique and Nuclear Science

1 Soeung Vandoeun, 2014 IMPRO DIALOQUE FORUM 8™, 2014. Available from:
https://www.iaea.org/INPRO/8th Dialogue Forum/Breakout Infrastructure 14 Vandoeun.pdf [2015,
January 27].

2 The James Martin Center for Nonproliferation Studies, the Center for Energy and Security Studies,
and the Vienna Center for Disarmament and Non-Proliferation, Prospects for Nuclear Security
Partnership in Southeast Asia, Monterey/Moscow/ Vienna, 2012: 7. Available from:
http://cns.miis.edu/opapers/pdfs/120515_seasia_nuclear_security partnership.pdf [2015, January 27].
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of the Ministry of Mines and Energy (MME) has relevant responsibilities
to promote radiation/nuclear safety and security of radioactive sources,
Cambodia has not established a regulatory body to implement the law on
nuclear security.! Beside this, currently there are other two main
institutions with relevant mandates for the nuclear security: the National
Authority for the Prohibition of Chemical, Biological, Radiological and
Nuclear Weapons (NACW), and the National Counter-Terrorism
Committee (NCTC).

The risk that nuclear or other radioactive materials could be used in
criminal or intentional unauthorized acts remains national concerns, and
continues to be regarded as a threat and risk to international security. It is
well recognized that the responsibility for nuclear security rests entirely
with individual state. The appropriate and effective national systems for
nuclear security are vital in facilitating the peaceful use of nuclear energy
and enhancing global efforts to combat nuclear terrorism. The significant
growth is anticipated over the coming years in the use of nuclear
applications in general and nuclear power programs in particular by several
countries such as Thailand and Vietnam. This requires the development of
nuclear security infrastructure to ensure sustainable standard use of the
peaceful applications of nuclear energy.

Nuclear security is recognized as the prevention and detection of,
and response to unauthorized removal, sabotage, unauthorized access,
illegal transfer or other malicious acts involving nuclear material, other
radioactive substances or associated facilities.® In fact, the factors causing
high risks of nuclear security in the different parts of the developing world
are varied. With the international legal frameworks, the nuclear security is

3 Rhonda Evans, Establishing National Nuclear Security Infrastructure, Office of Nuclear Security,
Department of Nuclear Safety and Security, IAEA. Available from:
https://www.iaea.org/NuclearPower/Downloadable/Meetings/2013/2013-02-11-02-14-TM-
INIG/35b.evans.pdf [2015, 8 October].




a complication implementing with culture, economic, education in relation
to the context in each country, against science and technology, natural
resource, stability and instability of states.

The national nuclear security infrastructure is a part of global
framework and underpinned by key international legal instruments that
related to nuclear security. There is a need of, the appropriate training and
education at all levels in relevant organizations as well as facilities that can
play a major role in the process.® The Royal Cambodia Government
emphasizes that Cambodia requires human resource development program
in nuclear security sector. Therefore, there is a need to conduct a feasibility
study to pave the way for Cambodian government to establish sustainable
national nuclear security infrastructure as soon as the possibilities for the
prevention and for social protection against nuclear terrorism.

1.2. Objective

To conduct the comparative study of the existing national legal
frameworks related to nuclear security policy in the context of
counterterrorism in Cambodia with IAEA guidelines.

1.3. Scope

The main purpose of this study is to provide a holistic perspective
on the needs of additional resources and emphasis on nuclear security
policy in the context of counterterrorism in Cambodia.

In detail, the scope of this study:

1. Formulate guidance for the nuclear security policy in the context
of counterterrorism in Cambodia;

2. Recommend the scenario of threat and risk from the likelihood
that nuclear or other radioactive materials could be used for
malicious purposes (criminals or terrorists) such as nuclear or
dirty bomb attack within Cambodian territory (by following
IAEA Nuclear Security Series); and



3. Provide recommendations to policy makers on additional laws on
nuclear security series and policy options on nuclear security
policies.

1.4. Research Question

The thesis examines the issue on national competent authorities that
should adopt the national legal and regulatory framework as well as study
the role and responsibilities of nuclear security infrastructure.

The research study is followed by following research questions and
poses these research questions below:

1) What is nuclear security infrastructure?

2) Why does nuclear security infrastructure issue is essential for
Cambodia? And which level of national competent authorities involve in
nuclear security policy in the context of counterterrorism?

3) What is the legal and regulatory framework and are the role and
responsibilities of the competent authorities appropriately defined?

4) What types of assistances that Cambodia requires from IAEA and
other donors and related international organizations in order to improve
nuclear security infrastructure?

5) How do the national competent authorities implement the nuclear
security policy in the context of counterterrorism?

6) How do the IAEA and other international organizations support
Cambodia to develop nuclear security infrastructure?



CHAPTER 2
LITERATURE REVIEW

2.1. Introduction

So far there is no single written document on nuclear security policy
in the context of counterterrorism in Cambodia. The nuclear security issues
recognizes by the low attack of nuclear or dirty bomb using by terrorists in
Cambodia. In Cambodia, the low attack of nuclear or dirty bomb used by
terrorists became critical nuclear security issue in this country.

Many prominent scholars agree that the likelihood of a terrorist
nuclear attack is significant and possibly imminent. According to Graham
Allison, he explains “on the current path, a nuclear terrorist attack on
America in the decade ahead is more likely than not”.*

There is controversial agreement among experts about the threat
from a dirty bomb. Stephen Pincock, who writes for The Scientist, argues
that the fear of dirty bombs is overblown, as no one knows what would
happen, because no one apparently has ever set one off.> Other experts
assert that the former government of Iraqg, and also al Qaeda, have both
experimented and attempted to detonate dirty bombs.® Charles Ferguson, a
noted author on the threat of nuclear and radiological terrorism, calls dirty

b

bombs “weapons of mass disruption,” as opposed to weapons of mass

destruction.” Ferguson confirms that the devices are primarily a means to

4 Alison Graham T., Nuclear Deterrence in the Age of Nuclear Terrorism, Technology Review,
November/December 2008. Awvailable from: http://www.nuclearfiles.org/menu/key-issues/nuclear-
weapons/issues/terrorism/PDFs/Allison,%20Graham.%20Nuclear%20Deterrence%20in%20the%20Ag
£%200f%20Nuclear%20Terrorism.pdf [2015, 8 October].

5 Stephen Pincock, Terrorists Using ‘Dirty Bombs’ to Spread Radiation are a Chilling Prospect. But is
the Fear Justified by the Actual Danger They Pose?, Financial Times, 10 September 2004: 13.

6 Michael P. Donohue, “Understanding the Dirty Bomb and Its Policy Implications,” Homeland
Security Law and Policy, William C. Nicholson ed. Springfield, Charles C. Thomas, 2005: 278.

7 Karen Eschbacher, Experts Say Dirty Bombs are more Disruptive than Destructive, Patriot Ledger, 20
January, 2005.
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spread panic and fear rather than death and destruction. Other researchers
explains that label dirty bombs as weapons of mass destruction because the
long term environmental clean-up results in an effective loss of the
Impacted area for possibly decades, while increased cancer rates, resulting
in casualties years after the event has taken place, could lead to enormous
financial costs.®

Andy Oppenheimer is a specialist in nuclear, biological and
chemical weapons. In a special report in Jane’s Terrorism and Security
Monitor, which is a highly regarded open source intelligence channel,
Oppenheimer challenges the view of Ferguson and other experts that a
Radiological Dispersal Device (RDD) is not a weapon of mass destruction
(WMD). He revaluates the threat based on expert intelligence opinion and
in marked contrast to previous assessments predicts that terrorists could
Kill hundreds with a RDD and sicken thousands by using radioactive
materials that are readily available in commercial and medical use.®

Finally, there are numerous technical difficulties in constructing a
nuclear weapon. The literature describes the daunting task a terrorist group
faces in constructing a nuclear device. A dirty bomb, or RDD, on the other
hand, is relatively easy to construct and offers the fear and propaganda
value of a nuclear weapon, if not the destructive power. Operationally, for
a terrorist group, a dirty bomb is a realistic weapon; instructions are openly
available over the internet. The Islamic active online forum
Alghorabaa.net, a website that has been used by Al Qaeda and lIraqi
insurgents, recently posted instructions in Arabic on how to make a dirty
bomb.1°

8 Anonymous, “Dirty Bomb Seen Creating Mass Havoc, According to Year Long Pentagon Study”, Law
Enforcement News 30, no. 616 (Spring 2004): 6.

%A Oppenheimer, The Radiological Threat Widens, Jane’s Terrorism and Security Monitor, Special
Report, 1 September 2004.

10 staff, Al Qaeda Publishes Online Dirty Bomb, How to Guide, U.S. Fed News, 1 September, 2006.



Some authors, such as Brian Jenkins, have questioned terrorist
predilections toward weapons of mass destruction or the use of chemical,
biological, radiological, or nuclear weapons. Bruce Hoffman, a renowned
expert on terrorism, argues persuasively that religiously motivated
terrorists are more likely to use these types of weapons than secular or
ethnic terrorists.!

The role of national competent authorities in nuclear security policy
and in fighting terrorism has grown considerably since 9/11 event. National
competent authorities have been assigned new national counterterrorism
roles such as protecting critical infrastructures and key resources.

The Monterey Institute’s Center for Nonproliferation Studies:
explains the threat of nuclear terrorism “...looms larger today than ever
before.” These well qualified sources clearly support the contention that a
nuclear terrorist attack against the U.S. may occur in the not too distant
future.!2

The thought of a terrorist attack using a nuclear weapon evokes a
sense of extreme vulnerability and fear in most people. The instantaneous
destruction caused by a nuclear detonation in a major U.S. city provokes
an incomparable image of chaos and destruction. A ten-kiloton nuclear
bomb blast in virtually any major U.S city would result in hundreds of
thousands of deaths and a 1.5mile circle of complete destruction.®

White House Press Release, President Obama, in Prague at
Hradcany Square on 5 April 2009, stated: ...we must ensure that terrorists
never acquire a nuclear weapon. This is the most immediate and extreme

1 Bruce Hoffman, Inside Terrorism, Revised and Expanded Edition New York, Columbia University
Press, 2006: 269.

12 Charles D. Ferguson and William C. Potter, the Four Faces of Nuclear Terrorism, Monterey, CA,
Center for Nonproliferation Studies, 2004. Available from:

https://en.wikipedia.org/wiki/The Four_Faces of Nuclear Terrorism.pdf [6 May, 2015].

13 Sean W. Haglund, NUCLEAR TERRORISM: CALIBRATING FUNDING FOR DEFENSIVE
PROGRAMS IN RESPONSE TO THE THREAT, Monetary California, December 2009.
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threat to global security. One terrorist with one nuclear weapon could
unleash massive destruction. Al Qaeda has said it seeks a bomb and that it
would have no problem with using it. And we know that there is unsecured
nuclear material across the globe. So to protect our people, we must act
with a sense of purpose without delay.*

The potential for a nuclear bomb that causes massive destruction is
not debatable. However, the likelihood of such an attack raises three
fundamental questions that must be answered to fairly and rationally
characterize the scope of the threat: 1) Do terrorists intend to acquire a
nuclear weapon? 2) How do they intend to use it? 3) Do they have the
ability to carry out such an attack?*®

Al Qaeda’s efforts to procure a bomb and Osama bin Laden’s stated
desire to use one clearly demonstrate intent (Jason Pate and Gary
Ackerman, “Assessing the Threat of WMD Terrorism,” James Martin
Center for Nonproliferation Studies, CNS Reports (2011). Similarly, Aum
Shinrikyo’s use of chemical and biological weapons coupled with its
pursuit of a nuclear weapon strongly suggests their intentions for use
against the general population in the pursuit of political and ideological
objectives.

Nuclear Security Challenge in Southeast Asia: The development of
robust nuclear security capabilities in Southeast Asia is critical because of
the increased flow of nuclear materials and radioactive sources in the
region. The key challenges for nuclear security in the region include the

14 Arms Control Association, White House Press Release. Available from:
https://www.armscontrol.org/ObamaPragueSpeech [6 January, 2015].

15 Henry H. Willis et al., Estimating Terrorism Risk (Arlington, Virginia: RAND Corporation, 2005)

16 Jeffrey T. Richelson, Defising Armageddon, Inside NEST, America’s Secret Nuclear Bomb Squad

(New York: W.W. Norton & Company, Inc., 2009), 123-128 and Jonathan B. Tucker, “Chemical

Terrorism: Assessing Threats and Responses,” in Weapons of Mass Destruction and Terrorism, ed.

Howard and Forest (Columbus: McGraw-Hill, 2008): 214-215. Available from:

http://books.wwnorton.com/books/Defusing-Armageddon/ [6 May, 2015].
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high level of terrorist activity, weak maritime security, insufficient border

and export controls, and scarcity of adequately trained as well as supported

human resources. These can be emphasized by the following examples:

Indonesia: Indonesia has made considerable progress in the
area of nuclear safety; both the National Atomic Energy
Agency (BATAN) and the Nuclear Energy Regulatory
Agency (BAPETEN) have worked closely with the IAEA
(nuclear safety and safeguards)

Vietnam: Hanoi has expressed interest in cultivating a robust
nuclear security capacity and culture, reflecting Vietnam’s
support for responsible nuclear energy development
Myanmar: has expressed interest in developing a research
nuclear program since its efforts in the prior decade to
commission from Russia the construction of a research
reactor.’

The national competent authorities of Cambodia have not previously

had a formal role in protecting radiological materials. The national

competent authorities have issued the guidelines for securing radioactive

materials of certain quantities. These guidelines require licensees to

collaborate with local law enforcement on security for nuclear and

radioactive materials and give local law enforcement a new formal role in

radiological security. A review of scholarly journals and research databases

reveals that there is no relevant studies on the topic. While there is no

research published yet on this area, there is extensive literature on nuclear

security regime and on “dirty bombs” and the threat of terrorists using

radiological dispersal devices (RDD).

17 The James Martin Center for Nonproliferation Studies, the Center for Energy and Security Studies,
and the Vienna Center for Disarmament and Non-Proliferation, Prospects for Nuclear Security
Partnership in Southeast Asia, Monterey/Moscow/Vienna, 2012: 7. Available from:
http://cns.miis.edu/opapers/pdfs/120515_seasia_nuclear_security partnership.pdf [2015, January 27].
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2.2. Legal Framework for Nuclear Security Policy

2.2.1. Nuclear Security in International Context

Nuclear security

Nuclear security means only one word applies to both safety and
security to designate the prevention of hazards and the prevention of
malicious acts and the term “physical protection” was introduced to cover.
But on the basis of the international work carried out by the IAEA, nuclear
security refers to: “The prevention and detection of, and response to theft,
sabotage, unauthorized access, illegal transfer or other malicious acts
involving nuclear or other radioactive substances or their associated

facilities.”*8

International Priority for Nuclear Security

There is an international consensus that the responsibility for nuclear
security within a state rests entirely with that state as it’s a matter of its
national security. Furthermore each state has its specific context and
evaluation of the threat. However, the threat of nuclear terrorism has been
recognized by all states as a great important issue, which can be explained
the increasing need for international cooperation and exchange of very
good practices to carry for enhancing of international, regional and national
nuclear security.

It has to be emphasized that EU Member States contribute
permanently to the IAEA efforts and promote the Convention on the
Physical Protection of Nuclear Material (CPPNM) with all their
international relations. With the same overall objectives, the Security

18 |nternational Atomic Energy Agency, Definition of Nuclear Security. Available from:
http://www-ns.iaea.org/security [2015, October 10].
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Council of the United Nations Organization decided to adopt specific
resolutions against nuclear terrorism such as:

e The Unite Nations Security Council Resolution (UNSCR) 1373:
adopted in 2001 after the 11 September attacks, requires member
states to take measures tending to fight against the terrorism and to
control their borders.

e The UNSCR 1540: dealing with Weapon of Mass Destruction
(WMD) was unanimously adopted on April 28th, 2004. It is legally
binding, and implies in particular a change of the legislation of
member states. It decides that the states shall refrain from supporting
by any means non-state actors that attempt to acquire, use or transfer
nuclear, chemical or biological weapons and their delivery systems.
It reaffirms the interest of an international cooperation in civil
nuclear energy. In particular, it requires states to maintain
"appropriate effective physical protection”.

In  September 2005, the International Convention for the
Suppression of Acts of Nuclear Terrorism was opened for signature and on
July 7th, 2007 it came into effect. It is primarily an international criminal
law instrument that defines certain acts as criminal offences and obliges
states parties to establish their jurisdiction over such offences, to render
them punishable under their domestic law and to provide for extradition or
prosecution of alleged offenders. However, it also obligates states parties
to protect radioactive and nuclear materials, taking into account IAEA
recommendations which include INFCIRC 225.

Even if nuclear security is the responsibility of states but the
universal adherence, states have to fulfil the implementing international
nuclear security instruments is needed.

Nuclear Security and Role of IAEA
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As part of its efforts in nuclear security, the IJAEA’s Board of
Governors has been approved a series of Nuclear Security Plans that set
out the IAEA programs for nuclear security. One component of the Nuclear
Security Plans has been the development of the Nuclear Security Series of
documents  which  provides nuclear security:  fundamentals,
recommendations, and implementing and technical guides for member
states to assist them in implementing new nuclear security regimes, or in
strengthening existing regimes.*°
IAEA Nuclear Security Recommendations

At the IAEA recommendations level, one key document is the
nuclear security recommendations on PPNM and nuclear facilities
(INFCIRC/ 225/Revision 5) which has the objective to achieve effective
physical protection against the theft or unauthorized removal of nuclear
material and against the sabotage of nuclear facilities and transports.

The recommendations in INFCIRC/225/Revision 5 relate to:

e The objectives of a states’ physical protection regime; the elements
of a state’s physical protection regime for nuclear material and
nuclear facilities;

e The requirements for measures against unauthorized removal of
nuclear material in use and in storage;

e The requirements for measures against sabotage of nuclear
facilities and nuclear material in use and in storage;

¢ And the requirements for measures against unauthorized removal
and sabotage of nuclear material during transport.

Such requirements involve with prevention (first line of defense),

the detection (second line of defense), the response (third line of defense)
and mitigation or recovery procedures (fourth line of defense). The

19 International Atomic Energy Agency, IAEA Nuclear Security Series. Available from:
http://www-ns.iaea.org/security/nuclear_security series.asp) [2015, June 25].
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implementing guides or technical guidance documents give detailed advice
on how to implement the recommendations. For instance these documents
deal with topics such as threat assessment, vital area identification, security
of transport, internal threat (insider) and nuclear security culture.

2.2.2. Nuclear Security in the National Context of Cambodia

Signature and Ratification of Relevant International Agreements

Cambodia has committed a range of international instruments
dedicated to chemical, biological, radiological, and nuclear (CBRN) risk
mitigation and is a state party to the following majority of international
conventions and treaties:

¢ Basel Convention on the Control of Transboundary Movements of
Hazardous Wastes and their Disposal

¢ Rotterdam Convention on the Prior Informed Consent Procedure for
Certain Hazardous Chemicals and Pesticides in International Trade
e Stockholm Convention on Persistent Organic Pollutants

e Chemical Weapons Convention (CWC)

e Biological Weapons Convention (BWC)

e Convention on Physical Protection of Nuclear Material (CPPNM)

e Convention on Early Notification of a Nuclear Accident

e Convention on Nuclear Safety

e Treaty on the Non-Proliferation of Nuclear Weapons (NPT)

e Comprehensive Nuclear Test Ban Treaty (CTBT)

e International Convention for the Suppression of the Financing of
Terrorism.

In addition, it is a party to the Treaty on the Southeast Asia Nuclear
Weapons Free Zone (or Bangkok Treaty) and the ASEAN Convention on
Counterterrorism. In 2005, Cambodia submitted its first national report
with respect to UNSCR 1540 (in 2004). Cambodia has signed the
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International Convention for the Suppression of Acts of Nuclear Terrorism
in 2006.%°
National Legal and Regulatory Framework
Cambodia has a range of capabilities for preventing and combating
CBRN risks. Notably, several national competent authorities have
pertinent expertise and resources, and a range of relevant national
legislation has been enacted. However the capacity gaps should be
underline. Significantly, Cambodia seeks greater emphasis on prevention
and awareness-raising in its risk mitigation approach because these
activities have impact the likelihood of CBRN events. Cambodia needs
effective response/recovery capacity to deal with CBRN emergencies in
order to prevent from occurrences they occur. This section highlights
national capacities that are already in place and the main gaps in CBRN
risk mitigation that require strengthening. At the national level, the
principal legislation, decrees and decisions of Cambodian government with
regard to CBRN risk mitigation are identified:
* Prohibition of weapons of mass destruction, as stated in the National
Constitution, Art. 54
* Decision on establishment of National Counter Terrorism
Committee, 2004
» Law on the Management of Weapons, Explosives and Ammunition,
2005
» Decision on establishment of Secretariat of National Counter
Terrorism
Committee, 2005
* Royal Decree on the Establishment of the National Authority for the
Prohibition of Chemical, Nuclear, Biological and Radiological
Weapons,

20 National CBRN Action Plan, the Kingdom of Cambodia, October 2014.
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in 2006
* Decision on the Appointment of the Composition of the National
Authority for the Prohibition of Chemical, Nuclear, Biological and
Radiological Weapons, in 2007
* Sub Decree on the Organization and Functioning of the General
Secretariat of the National Authority for the Prohibition of
Chemical,
Nuclear, Biological and Radiological Weapons, in 2007
* Law on Customs, in 2007
* Law on Counter Terrorism, in 2007
» Law on Anti-Money Laundering and Combating the Financing of
Terrorism, in 2007
» Royal Decree on the appointment of the composition of the
leadership of
the National Counter Terrorism Committee, in 2008
* Law on the Prohibition of Chemical, Nuclear, Biological and
Radiological Weapons, in 2009

» Sub Decree on Chemical Substances involved with the Production

of
Chemical, Nuclear, Biological and Radiological Weapons, in 2011
» Law on Standards of Cambodia
» Law on Management of Quality and Safety
« Law on Environmental Protection and Natural Resource
Management.

Verification — Licensing — Enforcement

The National competent authorities establish verification and
enforcement measures to ensure compliance with applicable laws,
regulations and requirements, including the imposition of appropriate and
effective sanctions. A regulatory body for the safety or security of nuclear
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material and/or other radioactive material to undertake enforcement and
inspection activities has not yet been established. Such enforcement and
verification measures should be enshrined in the comprehensive nuclear
law and in relevance of other regulations.

License activities or grant authorization only when activities comply
with physical protection regulations, requirements, associated procedures,
and law enforcement systems. A clear single regulatory system for the
authorization or licensing of operating entities (e.g. industries, hospitals,
ports using radioactive sources) that have responsibilities for the security
of radioactive material has not yet been established but the clear single
regulatory is specified in the provision of the draft Cambodia's nuclear law,
including the provisions for transport of nuclear and other radioactive
material with regulatory requirements.?

Misuse of Orphan Source Risks

CBRN materials have beneficial applications but they can also pose
significant risks to public health and the environment, whether due to
accidental contamination events, the deliberate release of CBRN agents or
natural disease outbreaks. Cambodia recognizes the importance of
developing an integrated and comprehensive approach to mitigate CBRN
risks and working with international partners to coordinate efforts to reduce
dangers. Overall, among the most significant CBRN hazards affecting
Cambodia including accidents, negligence/improper waste disposal of
CBRN materials and natural disasters. At the same time, deliberate acts of
terrorism involving CBRN materials are a relatively lower national priority
because of limited terrorist activity in the country.

Approaches to Managing Sources at the End of their Life Cycle

Acquire, install, and calibrate monitoring and radiation detection
equipment according to priorities established in the national detection

2 Integrated Nuclear Security Support Plan, the Kingdom of Cambodia, Revision: 3, January 2015.
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strategy. The limitation of resources exist to request the support from IAEA
or other donors.
e Radiation detection equipment, including 6 Radiation Portal
Monitors (RPMSs) for primary inspection, and tools for secondary
inspections as well as associated trainings was acquired, installed
and calibrated through US Megaport Initiative Program in
cooperation with IAEA at Sihanouk Ville Autonomous Port in 2011
e Secretariat of National Counter-Terrorism Committee (SNCTC) has
a range of handheld detection equipment provided by the IAEA and
United States Department of Energy (DOE)
e National Authority for the Prohibition of CBRN Weapons (NACW)
also has detection equipment for responding against CBRN
incidents for analysis and identification of CBRN agents.
Nuclear Security Culture

A national strategy is developed for detection of a criminal act, or an
unauthorized act, with nuclear security implications involving nuclear or
other radioactive material that is out of regulatory control. By following
the national training course for development of concept of operations and
Standard Operating Procedures (SOPs) for Radiation Detection and
Response at Borders, it is recommended that SNCTC, Customs and other
involved national competent authorities finalized the Concept of
Operations and SOPs. The IAEA and EU provided the expert support for
these purposes.
National CBRN Emergency Response Plan

The presence of National CBRN Action Plan (NAP) sets out national
priorities for enhancing CBRN risk mitigation in Cambodia, while
furthering the objectives of international initiatives such as UNSCR 1540.
Cambodia has developed in accordance with a prevention, detection,
preparedness and response framework, this NAP covers a wide range of
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CBRN activities and is tailored to addressing the CBRN hazards — whether
natural, accidental or criminal in origin —of the greatest relevance to the
country.

In addition to providing a basis for developing projects to strengthen
CBRN risk mitigation, the NAP takes into consideration and seeks to
integrate information on existing projects and initiatives, thereby
coordinating the activities of international donors through one coherent
plan. Consequently, the NAP is fully in line with such initiatives as the
Integrated Nuclear Security Support Plan (INSSP) of the IAEA, the
activities of the committee established pursuant to UNSCR 1540, the
World Health Organization (WHQO) protocol for assessing national
surveillance and responding capacities for the international health
regulations, as well as work by INTERPOL and the World Customs
Organization (WCQ), among others.

The NAP has been prepared by the National CBRN Team under
NACW, combining the views of key national competent authorities and
stakeholders, and expresses the strategic priorities of the country. It has
been compiled in consultation with United Nations Interregional Crime
and Justice Research Institute (UNICRI) within the legal framework of the
European Union CBRN Centres of Excellence initiative over a series of
workshops hosted by the Cambodian National CBRN Team and attended
by IAEA, EU and UNICRI experts.

Human Resource Development Spreading Nuclear Safety and
Security Culture
Cambodia performs a Training/Education Needs Analysis (TENA),
involving all nuclear security stakeholders in a country to:
e Appoint national focal points in each institution
e Arrange for regular meetings to be able to perform a comprehensive
training needs analysis
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e Request IAEA assistance to perform TENA, if needed

e Develop a nuclear security human resource development (HRD)
program tailored to the country’s needs, based on the findings of
the TENA

o Identify necessary resources (infrastructure and human resources)
that can be used immediately or need to be recruited/developed

e Train and develop qualified instructors.?

2.3. Terrorism
Various definition of terrorism

There are difficulty for definition of terrorism, but for defining
terrorism is in agreeing on a basis for determining when the person use of
violation direct whom, by whom, for what ends, is legitimate; therefore,
the modern definition of terrorism is inherently controversial to state and
non-state groups. The majority of definitions in use has been written by
agencies directly associated with government, and is systematically biased
to exclude governments from the definition.
The UN General Assembly Resolution
Terrorism: is criminal acts intended or calculated to provoke a state of
terror in the general public, a group of persons or particular persons for
political purposes are in any circumstance unjustifiable, whatever the
considerations of a political, philosophical, ideological, racial, ethnic,
religious or any other nature that may be invoked to justify them. (Adopted
on 9 December 1994, titled "Measures to Eliminate International
Terrorism," contains a provision describing)
The Arab Convention for the Suppression of Terrorism
Terrorism: Any act or threat of violence, whatever its motives or
purposes, that occurs in the advancement of an individual or collective
criminal agenda and seeking to sow panic among people, causing fear by
harming them, or placing their lives, liberty or security in danger, or
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seeking to cause damage to the environment or to public or private
installations or property or to occupying or seizing them, or seeking to
jeopardize national resources. (Adopted by the Council of Arab Ministers
of the Interior and the Council of Arab Ministers of Justice in Cairo, Egypt
in 1998)

UN Security Council Resolution 1566 (2004)

Terrorism: is criminal acts, including against civilians, committed with
the intent to cause death or serious bodily injury, or taking of hostages,
with the purpose to provoke a state of terror in the general public or in a
group of persons or particular persons, intimidate a population or compel
a government or an international organization to do or to abstain from
doing any act.

United Kingdom

Terrorism: To include an act “designed seriously to interfere with or
seriously to disrupt an electronic system”. An act of violence is not even
necessary under this definition. (United Kingdom'’s Terrorism Act 2000)
FBI

Terrorism: The unlawful use of force or violence against persons or
property to intimidate or coerce a Government, the civilian population, or
any segment thereof, in furtherance of political or social objectives.

U.S. Army Manual

Terrorism: Is the "calculated use of unlawful violence or threat of
unlawful violence to inculcate fear. It is intended to coerce or intimidate
governments or societies ... [to attain] political, religious, or ideological
goals.” (U.S. Army Field Manual No. FM 3-0, Chapter 9, 37 (14 June 2001))
Department of Defense Dictionary of Military Terms

Terrorism: As the calculated use of unlawful violence or threat of
unlawful violence to inculcate fear; intended to coerce or to intimidate
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governments or societies in the pursuit of goals that are generally political,
religious, or ideological.

Terrorists determined to unleash the most devastating forms of
nuclear terrorism may try to acquire an intact nuclear weapon, however,
they are deterred by the security measures surrounding nuclear armaments,
they may instead seek to acquire fissile material by purchase, diversion, or
force for the purpose of fabricating a crude nuclear bomb, known more
formally as an Improvised Nuclear Device (IND).? Fortunately there have
not been any acts of nuclear or radiological terrorism so far in Cambodia.
Nevertheless the attack with the chemical warfare agent Sarin in Tokyo in
1995, the anthrax cases in the USA in 2001 and the smuggling of
radioactive material are becoming serious concern. Furthermore, the
attacks of 11 September 2001 clearly showed that there are groups with
considerable financial and human resources as well as the will to inflict the
highest possible damage.

Do any acts of nuclear terrorism which have not occurred is unlikely
at present and seems not happen in the future? What is east will be done,
what type of difficulty is less likely to happen? A study was conducted to
consider the technical difficulties involved, the materials needed and the
problems a terrorist group aiming to secretly implement a project would
face.

The first part concentrates on the feasibility of nuclear terrorism. It
will demonstrate that the use of nuclear materials by terrorists is very
unlikely in Cambodia. Conversely, radiological weapons may well be

within terrorists’ capabilities.

22 Charles D. Ferguson, Preventing Catastrophic Nuclear Terrorism, CSR NO. 11, MARCH 2006.
Available from: https://www.google.com.kh/?gws_rd=cr,ssl&ei=Gng_Vt_hA4vO0gTkuqi4AQ#qg=
NucTerr_CSR) [2015, June 17].
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2.3.1. Use of Nuclear Materials by Terrorists

There are two imaginable ways that terrorists can get nuclear
explosives. They could try to build an improvised nuclear device (IND) or
they could steal or buy a nuclear weapon. Before discussing these two
cases, we prefer to provide some information on the working principle of
the simplest nuclear weapons.

The Working Principle of a Nuclear Weapon

Inside a nuclear weapon there is enough fissile material for the
formation of many critical masses, but prior to detonation it is kept in a
subcritical state. In other words, the fissile material is arranged in such a
way that spontaneous neutrons cannot start chain reactions or only very
short ones, which quickly die out. The initiation of the nuclear explosion,
the fissile material is brought as quickly as possible into the state of
maximum super criticality. At the optimum moment, the chain reaction is
started by an injection of neutrons from a neutron source, thereby starting
a kind of race between two processes: on the one hand, in a supercritical
configuration of neutrons and the amount of energy released rises
exponentially; on the other hand, this energy released by the fission events
causes an expansion, which tends to make the configuration subcritical
again.

If the chain reaction starts before the system is near the maximum
reachable overcritical state, the rise in the neutron number is less steep and
the energy yield will be only a fraction of the maximum possible one.
Because of spontaneous fission, new neutrons are constantly being released
and the presence of neutrons that can induce such a pre-ignition cannot be
ruled out. It depend on how the initially subcritical mass is made
supercritical, one can distinguish between two main types of explosive
configurations: the gun-type and the implosion-type.

Gun-type
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Before the explosion the fissile material is kept in a number of
separate pieces, each below the critical size. Using conventional
explosives, the pieces are then joined together to form a single
geometrically favorable (spherical would be best) supercritical mass. The
density of the fissile material does not change, or changes only
insignificantly.

As this method is very slow, pre-ignition can drastically reduce the
yield from the design yield of, from 13 kKT down to a few tons. To have a
good chance of reaching the design yield, only fissile material with a very
low spontaneous fission rate is used, i.e. uranium with a high U-235
content.

The nuclear weapon dropped over Hiroshima was based on the gun
type. A cylindrical plug of uranium with a diameter of approximately 10
cm and a length of approximately 16 cm was fired into a hollow cylinder
of uranium. The joint weight of the two masses was 64 kg and they
consisted of 80% of U235 on average. South Africa also built six gun-type
bombs which each used 55 kg of 80% U235 and later dismantled them.
Implosion-type

A subcritical spherical mass of fissile material is symmetrically
squeezed so that the configuration becomes supercritical. Because the
critical mass is inversely proportional to the square of the density, a two-
folded compression turns an object of half a critical mass into one with two
critical masses. Such compression can be achieved with spherical
convergent shockwaves. For that purpose “lenses” of explosives with
widely different velocities of detonation waves are used. The lenses must
be arranged around the sphere which is to be compressed, so that the whole
surface is covered.

Although this method is quick, pre-ignition can still reduce the yield
from the design yield of, from 20 kT down to 1 KT or less. Yet the chance
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of reaching the design yield is good, even with fissile material with a not
very low spontaneous fission rate. Highly enriched uranium and plutonium
(preferably with a low Pu-240 content) may be used.

The bomb dropped over Nagasaki was of the implosion-type. The
core of this nuclear weapon consisted of 6.2 kg plutonium (approx. 0.9%
Pu-240).

Can Terrorists Build an Improvised Nuclear Device (IND)?
Requirements to obtain a plan

To make a working IND an accurate blueprint is required and not
only a sketch of the principles. Although it is amazing how much
interesting and correct information is publicly available on nuclear
weapons physics and technology, especially from the internet, this does not
mean by far that the said information would be sufficient for making a
nuclear explosive device. It shows on the contrary what extreme
difficulties in terms of technical skills and engineering knowledge would
have to be overcome.

There was talk of a Chinese bomb design sold by the Khan network
(22 KT uranium implosion device) to Libya. Apart from this example, we
have not heard of any blueprints being out of governmental control.

But even if a terrorist group could get hold of such a blueprint, they
would most certainly be forced to redesign. It is very unlikely that they
would have the same fissile material and the same types of explosives
China used more than 40 years ago. To adapt a plan they have to understand
it, they need to know why some decisions have been taken — basically the
same knowledge and expertise is required as for a completely new design.
A terrorist group could doubtless pay physicists to do such a job. But as
certain information cannot be found in the relevant literature, a few crucial
experiments would have to be done. This requires access to materials that
are difficult to obtain and gives rise to secrecy problems.
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2.3.2. Use of Radiological Weapons by Terrorists
Definition

A radiological weapon (or radiological dispersion device, RDD) is
any device that is designed to spread radioactive material into the
environment, either to kill, or to deny the use of an area. Sometimes, when
high explosives are used to disperse the radioactive material, the
radiological weapons are called “dirty bombs”.

A radiological weapon is not a nuclear weapon. Even if uranium or
plutonium is spread by a radiological bomb, the blast effect is due only to
the high explosive; no nuclear fission occurs, as it would in a nuclear bomb.
The blast effect of a radiological bomb is similar to the blast effect of a
conventional bomb using the same amount of explosive.

Radiation Effects on Humans
The “dose” is described the amount of radiation a person receives. The
dose rate is measured in units of thousands of a Sievert (Sv), we called the
milliSievert (abbreviated mSv).

Basically we can distinguish between acute effects with the
symptoms of radiation sickness and possible death shortly after the
irradiation, and long term radiation effects with an increased probability of
cancer mortality many years after the irradiation. The threshold value for
the appearance of acute radiation damage is around a whole-body dose of
1,000 mSv. For a population of all ages and genders, the number of cancer
deaths resulting from a chronic irradiation is estimated at 5% to 6% per Sv.
For this effect, no threshold value is known.

How to Build a Radiological Weapon?

For building a radiological weapon, the terrorists need to have access
to a sufficient quantity of radioactive material. The radioactive sources are
used in medical, industrial, agricultural and research applications in peace
use but they can be found in hospitals, medical and industrial irradiation
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facilities, universities and even homes. However, not all of these sources
would be suitable for use in an RDD. Most are far too weak to cause
extensive damage. Furthermore, many radioactive sources are in metallic
form and would not be dispersed very effectively caused high explosives.
Nonetheless, we cannot completely rule out that terrorists could get their
hands on the appropriate material and in sufficient quantities to
contaminate a large area. The safely manipulating a strong radioactive
source requires knowledge of radioactive materials and radiation
protection. For terrorists or “suicide bombers” we may assume that safety
considerations and long-term cancer risks are not their primary concern.
According to technical feasibility, we are able to conclude that the
construction of a radiological weapon is quite possible. In all cases it
requires advanced know-how and planning, a targeted approach and
considerable expenditure. Nevertheless, there is no fundamental obstacle
to hinder terrorists from building a radiological weapon.

In order to prevent the use of radioactive sources in radiological
weapons, the international conference on security of radioactive sources,
held in Vienna, Austria, in 2003, addressed these concerns and called for
international initiatives. As a direct result the IAEA “Code of Conduct on
the Safety and Security of Radioactive Sources” was revised in 2003, its
supporting “Guidance on the Import and Export of Radioactive Sources”
was developed and approved in 2004 and the “Safety Guide on
Categorization of Radioactive Sources” was completed recently. The G-8
at its meeting in Evian in 2003 expressed its full political support for the
IAEA actions and for the Code of Conduct and encouraged all states
working to increase the safety and security of radioactive sources. At Sea
Island in 2004, the G-8 gave its support to the “Guidance on the Import and
Export of High-Risk Radioactive Sources,” which was developed under
the auspices of the IAEA and was subsequently endorsed by the General
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Conference in September 2004. UNSCR 1540, in its preamble, recognized
that most States have taken effectively preventive measures in accordance
with the recommendations given in the Code of Conduct. These measures
at the international level aim at ensuring the security of radioactive sources
and reduce the probability of one falling into the hands of terrorists.
Possible Scenarios for the Use of a Radiological Weapon
Enclosed radiation source

A gamma-emitting source generates a locally limited radiation field
with rapidly decreasing intensity as distance from the source increases. A
strong gamma emitting source could be hidden in high-profile areas, such
as highly populous urban sites or government facilities, which could
expose a large number of people to intense radioactivity over a short period
of time. It is unlikely that people exposed to such a source would suffer an
acute radiation syndrome. However, on discovery panic reactions are to be
expected among all persons who have spent time close to it. In the long
term, persons irradiated by it could be subject to a very small, probably
statistically non-detectable increased risk of cancer. Once discovered, the
source can be shielded and removed relatively easily.

An alternative option would be the use of such a source to irradiate
a limited number of people over a long period of time. In this case, those
persons could suffer from acute radiation syndrome and could even die as
a consequence of the irradiation.
Contamination of food

The food or beverages could be contaminated by adding radioactive
substances, for example in production plants, during transport or at the
retail shop. The main danger in this case is an internal contamination of the
consumer. Although a selective and weak contamination of only a small
number of items would have a considerable effect, this consequence may
be harmful to the public and contribute great economic loss.
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Contamination of drinking water

Because of their high dilution in the huge amount of water, the addition of
soluble radioactive substances, even in large quantities, to drinking water
in water supply and distribution systems is not expected to result in a
contamination that would be dangerous for the consumer. However, the
low tolerance values for drinking water may be exceeded and require costly
mitigation measures.

Explosive device with radioactive material

The detonation of an explosive device to which radioactive substances
have been added produces both local and extensive contamination. Such a
device is generally called a “dirty bomb™. The local contamination is
caused by ejected radioactive material. The large area of contamination
results from the propagation and deposition of aerosols produced by the
explosion. The inhalation of radioactive aerosols results in internal
irradiation of the people concerned. Injured people may be contaminated.
It is very probable that contaminated casualties will be transferred to
hospitals, hence contaminating them too. In this case decontamination may
be difficult, time-consuming and expensive.

Air contamination by means of aerosols

With suitable technical equipment, an easily respirable aerosol is
produced. The spraying of a solution of radionuclides in a major public
building would result in the breathing of contaminated air by the people
there. In addition, the deposition of aerosols would cause a surface
contamination both of the people and of the floor of the building. Such an
attack may give rise to fears of cancer for the persons concerned and lead
to closure of the building for the time required for decontamination,
subsequent economic loss and high decontamination costs.
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2.4. Conclusion

There are radiological and nuclear materials in medical and
industrial usage within the country albeit in limited numbers. Nevertheless,
an expected growth of all activities involving nuclear and radiological
materials in South East Asia following both the development of nuclear
power, medical and industrial activities may bring an emerging set of risks
to the region and to Cambodia in the future.

A significant risk of theft, improper disposal or inadvertent public
exposure to radiological waste material or radioactive wastes may arise
from the identified vulnerabilities coupling insufficient legislation on the
management of hazardous waste with the absence of a repository for
disused radioactive sources despite the limited number of sources present
in the country. In addition, the fact that responsibilities for handling and
managing radioactive substances during their lifecycle are not always
clearly allocated adds a further vulnerability leading to the same type of
risk for radiological materials in active usage. A further concern is that
Cambodia may use a transit route for the trafficking of radioactive
materials given the existence of long borders, very difficult to monitor and
the presence of known corridors for smuggling in the region. By itself,
Cambodia has no significant organized terrorist or criminal groups within
its territory and therefore this threat is only considered as a secondary or
indirect threat.

The hurdles for terrorists to get a nuclear weapon are extremely high.
The probability of terrorist use of such a weapon is therefore extremely
low. To build nuclear weapons is a difficult task, even for countries. Iraq
tried it 15 years ago with a project on the scale of US$ 10 billion and 7,000
employees, and did not succeed. Moreover, the Non-Proliferation Treaty
(NPT), the main pillar of nuclear non-proliferation, has been strengthened
and safeguards have been improved, especially for those countries with the
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IAEA 1997 Additional Safeguards Protocol in force. The usual tools
against nuclear proliferation impede nuclear terrorism. Consequently a
stronger commitment to strengthening the NPT, the reduction of warheads
and the reduction of critical fissile material would further reduce the risk
of nuclear terrorism.
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CHAPTER 3
METHODOLOGY

The following methods were used in the study:

1) The primary data collection using in-depth interviews were
conducted with national competent authorities of Cambodia including the
National Authority for the Prohibition of Chemical, Nuclear, Biological
and Radioactive Weapons, Ministry of Mines and Energy (MME),
Ministry of Health (MoH), Ministry of Foreign Affairs. Besides this, the
interviews were also carried out with International Cooperation and a
member of CBRN National Team. This primary data collection was
necessary to gain an insight understanding regarding institutional
arrangements and related legal frameworks.

2) The secondary data analysis was carried out to collate data related
to the IAEA guidance on nuclear security, Organisation for the Prohibition
of Chemical Weapons (OPCW), Global Initiative Combat Nuclear
Terrorism (GICNT), Comprehensive Test Ban Treaty Organization
(CTBTO), legal frameworks in Cambodia, reference documents and
newspapers.



32

CHAPTER 4
RESEARCH RESULTS

4.1. Security of Sources

4.1.1. Introduction

The Cambodian government has previously obtained the assistance
of IAEA in drafting the national nuclear law, the drafted law is currently
finalizing and will be presented to the parliament before the end of 2015.
The law will address safety, security & safeguards, waste management,
transport, import & export and eventual plans for nuclear power, and a
research reactor.

A number of radioactive sources are presented on its territory and all
the sources are used for industrial, medical and agricultural purposes. A
registry of radioactive sources was established in 2008, but the process of
registration and the updating information as well as categorization
according to safety and security criteria has not been complete and still
ongoing. To support this process, a technical working Group (TWG) was
created since 2009 and a committee for national cooperation on the
regulatory framework was established.

The safety and security of radioactive sources at the Khmer-Soviet
Friendship Hospital (KSFH), which holds the medical sources for medical
purpose in Cambodia, has been managed in cooperation with the IAEA.
The safety and security measures are in place for all operational sources at
the hospital, and additional measures have been planned in cooperation
with the IAEA for the new large sources which will go into operation next
years. Furthermore, physical protection upgrades have been put in place
for a disused source found on the premises. Beside this medical purpose,
in some provinces, there may be radioactive materials that have not been
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properly accounted for, for example, the radioactive waste emanating from
mining activities.

In general, the disposal of radioactive waste is a key challenge, but
Cambodia is working on developing adequate institutional responses to
these issues including revision and formulation of legislation and related
regulations. Nowadays, there is no storage facility for disused radioactive
sources in Cambodia, and this is required to address carefully.

Cambodia rejoined IAEA on 23 November 2009 because of need for
using the radiological material for peaceful purpose in the country.
Cambodia has restarted its cooperation with the IAEA, which led to the
approval of the country’s Integrated Nuclear Security Support Plan
(INSSP) in June 2013 and is also engaged its cooperation with other
international entities, including:

e US Department of State (upgrade to Cambodian control lists for
radioactive materials)

e US Department of Energy (National response plan and training on
safeguards)

e EU Joint Research Center (feasibility study on an RN response plan)

e EU CBRN CoE (National CBRN Action Plan)

4.1.2. Orphaned Sources

Radioactive sources that are not under institutional controls because
of being lost, stolen, or abandoned are called orphaned sources.

An uncontrolled source was located near the oncology department
at the KSFH, also known as the Preah Bat Norodom Sihanouk Hospital, in
Phnom Penh, Cambodia. During a routine radiological survey by hospital
staff in 2005, investigations by experts from ANSTO indicated that this is
a Co-60 source with an activity of a few TBq. This source is buried 30-50
cm in the top-soil and is unshielded but concrete and lead blocks have been
placed over the source area, which has also been cordoned off.
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The vulnerable legacy sources included a high activity Co-60 source
buried in the grounds of the KSFH. This buried orphaned radioactive
source is most likely one or more Co-60 teletherapy sources used at the
hospital before Cambodian civil war (1975-1979). The KSFH dates to
around 1960s when the Soviet Union was actively providing development
assistance and technical cooperation in South East Asia, including building
radiotherapy facilities and supplying radioactive sources which at that time
were referred to as cobalt "bombs" for cancer treatment. The Gamma
radiation dose rate and surface contamination surveys of the buried source
site have been conducted with and without the concrete block shielding in
place. When the CerroBend and concrete shielding was removed high
radiation levels were measured, up to a maximum of 60 mSv/h at a few
centimeters above the ground surface near the hot-spot.?

Another case is that the existing of radioactive source was reported
to be stolen and then abandoned in Kampong Chhnang province, was
informed to the local competent authority by local people. The EU and
IAEA expert team had controlled the source with low activity Co-60 and
kept in safe place.

Cobalt-60 emits strong gamma rays and poses a significant threat of
radiation sickness and skin burns in the short term and causes cancer of the
liver, kidneys and bones, according to the U.S. Centers for Disease Control
and Prevention.?*

23 Andrew Popp, Cris Ardouin, Mark Alexander, Robert Blackley, and Allan Murray, Improvement
of a high risk category source buried in the grounds of a hospital in Cambodia, Australian Nuclear
Science and Technology Organisation, Locked Bag 2001, Kirrawee DC, NSW, 2232, Australia.
Available from: http://www.ansto.gov.au/ _data/assets/pdf file/ 0010/62866/IRPA2012_-
Cambodia_Buried_Source.pdf [2015, September 25].

24ANBC News, Available from: http:/Awww.nbcnews.com/news/other/six-released-mexican-hospital-
detained- theft-cobalt-60-f2D11707085 [2015, September 12].
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4.1.3. National Competent Authority

The government of Cambodia has developed standard operating
procedures (SOPs) for the detection of radioactive material at borders to
guide the operations of customs officials with law enforcement and
transport operators. The workshop targeting on dissemination of the SOPs
is periodically run by the secretariat of NCTC. The government is also
involved in other awareness raising initiatives with regard to illicit
trafficking of CBRN materials with the support of the IAEA, EU and US
government. The secretariat of NCTC is very active in assembling the
skills and resources to improve detection capabilities in the country. In this
respect, Cambodia hosted some regional meetings on this subject.

The national competent authority (SNCTC) has received the
radiation detection equipment and relevant training for the sea port of
Sihanouk Ville through the US Megaport initiative program by installing
6 radiation portal monitors (RPM). Further agreement has been reached
with the EU’s Joint Research Centres (JRC) to provide RPM to cover
Phnom Penh’s port with the customs officers who have already been
trained at the JRC Centre in Europe. Cambodian international airports in
Phnom Penh and Siam Reap will be fully equipped with radioactive
detection handheld equipment provided through cooperation with the US
DOE, US DOD and EU JRC; for further assistance, they have been
requested to install portal monitors at several land checkpoints to improve
detection of illicit RN materials.

Under the SNCTC, the CBRNE Unit is the first responder team to
respond for all radiological emergencies and under NACW, the CBRN
national expert team was established and has started working among
national competent authorities’ experts. The newly formed unit and team
will need to be fitted with the necessary tools and equipment and will
mostly be manned from the military. Part of the tasks of the unit and team
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will include intervention in emergency and rescue operations and they will
be equipped with devices allowing the detection of radiation. The human
resource has been developed through training on survey methods for
recovering radioactive sources being used in Cambodia. This training has
been provided by the IAEA, EU JRC and the US National Nuclear Security
Administration (NNSA).

4.1.4. Facility Security

The existing of radioactive sources present in Cambodia are being
used in industrial, medical and agricultural applications. The safety and
security of these radioactive sources is managed with IAEA technical
assistance. The safety and security measures are in place for all operational
sources at the hospital and additional measures have been planned in
cooperation with the IAEA for the new large sources which will go into
operation in the near future. Furthermore, physical protection upgrades
have been put in place for a disused sources found on the premises.

In some provinces, with mining exploration activities, the
radioactive materials have not been properly accounted for with relevant
quantities of radioactive waste emanating from mining activities. In
general, the disposal of radioactive waste remains a key challenge for
Cambodia. Currently, there is no storage facility for disused sources.
Therefore, national competent authorities are working on this developing
adequate institutional responses to these issues including changes to
legislation and regulations. In addition, the strengthening capabilities from
the national competent authorities are required to address the challenges.

The physical protection upgrades for high activity radioactive
sources in use were implemented at the KSFH. The US DOE GTRI
program provided physical protection upgrades to the KDFH in 2008,
where one Category | Co-60 source for teletherapy and five Category IV
Cs-137 sources for brachytherapy are in use.
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The security of facilities containing sealed sources has been
questioned by both MME and MoH investigation. The security of these
sources typically contained in medical, industrial, agriculture or research
facilities have been found to vary widely, from extensive security measures
to unlocked and unprotected. The private security is responsible for
protecting this material with trainings. The private security industry has
been beset by low pay, low or no standards, and little or no training. The
physical security of radioactive materials at hospitals has been identified
with particularly troublesome news.

The licensing and inspection system of these sources has been
criticized as being susceptible to fraud. Certain radioactive isotopes such
as cobalt-60(Co-60), cesium-137(Cs-137), iridium-192 (Ir-192) and
americium 241(Am-241) pose a greater risk since they have properties
which make them attractive to use by terrorists in a dirty bomb.

Thus, the national competent authority has to increase security of
sealed sources of quantities of concerns. These security orders are not
public information. The orders instructed licensees to install additional
physical barriers, enhance coordination with law enforcement agencies,
and create more restrictive site access controls.

4.1.5. Offences and Penalties

The Cambodian law on the prohibition of chemical, biological,
radiological and nuclear weapons has the objective to absolutely prohibit
the production, processing, acquisition, transfer, stockpiling, transportation
and use of chemical, nuclear, biological and radiological weapons and
chemical substances which are involved in the production of such weapons
in the Kingdom of Cambodia (Chapter 1, Article 1). The purpose of this
Law is to ensure security and public order, protection of environment and
well-being of people as well as to contribute to the protection of security
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and peace in the region and the world (Chapter 1, Article 2). For offences
and penalties in the chapter 11 of this law said:

- Any person who intentionally produces, processes, acquires,

transfers,
stockpiles, transports or uses of chemical, nuclear, biological and
radiological weapons shall be punished from twenty (20) years to thirty
(30) years or life imprisonment (Article 26).

- Any person who produces, processes, acquires, transfers,

stockpiles,
transports or uses chemical substances for producing chemical, nuclear,
biological and radiological weapons shall be punished from five (5) years
to ten (10) years imprisonment (Article 27).

- Any person who produces, buys, sells, possesses, processes,
acquires, transfer, stockpiles, transports or uses chemical substance
intended for use in the fields of health, industry, mine, energy, agriculture,
research and other peaceful purposes without written permission from the
competent ministry or institution shall be fined in cash from twenty million
(20,000,000) Riels to fifty million (50,000,000) Riels (Article 28).

- Any person who publicizes the data of chemical, nuclear,

Biological
and radiological weapons without permission from the competent
ministries or institutions shall be punished from three (3) years to five (5)
years imprisonment (Article 29).

- Any legal entity who is found intentionally committing offences
against this law if such legal entity allowed for or agreed directly or
indirectly to the conduct of those offences and if that legal entity had been
punished for the offences against this law, the court shall define a fine in
cash instead of the period of imprisonment as hereunder:

e The penalty in cash for the legal entity is two million
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(2,000,000) Riels for the period of twelve (12) months
imprisonment which the court will impose on that legal entity if
that legal entity is a natural person.

e In addition to the penalty in cash, the court shall add any of the
punishments as hereunder:
A. Dissolution of that legal entity,
B. Imposition of court supervision. (Article 30)

4.1.6. Conclusion

The research suggests a need to establish public private partnership
(PPP) in the radiation industry, government regulators, and our local public
safety community. This will help to protect and prevent the country from
potential terrorist uses of radiological and nuclear materials. Moreover, the
research study suggests the development and shared intelligence on
preventing terrorists from acquiring this material. The controls which are
mandated for the licensees, and not the local law enforcement agencies,
create an opportunity to create a new network for radiation security in cities
or in country.

4.2. Results from Primary Data Analysis

This section illustrates findings from semi-structure interviews with
key government officials from related institutions in Cambodia.

Most of interviewees believe Cambodia has a range of capabilities
for preventing and combating CBRN risk-mitigation. Notably, several
national authorities have pertinent expertise and resources, and a number
of relevant national legislations have been enacted. However, lack of
comprehensive and strong nuclear law for nuclear security remains
challenging tasks and need to be strengthened. Cambodia seeks a greater
emphasis on prevention and awareness-raising in its risk-mitigation
approach. Basically, Cambodia requires more effective response and
capacity to improve nuclear security situations. The national capacities are
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already in place. The main significant risks of theft, sabotage, unauthorized
access, illegal transfer or other malicious acts involving nuclear material,
other radioactive substances, improper disposal or inadvertent public
exposure to radioactive material waste or orphaned source which may arise
from the identified vulnerabilities coupling with insufficient legislation on
the management of hazardous waste, and with the absence of a repository
for disused radioactive sources can be observed. But Cambodia will adopt
nuclear law that will address safety, security & safeguards, waste
management, transport, import & export and eventual plans for nuclear
power, and a research reactor. In addition, a number of interviewees
pointed out that the responsibilities for handling and managing radioactive
substances during their lifecycle are not always clearly defined. These
might cause further vulnerability leading to the same type of risk for
radioactive materials in active usage.

Several interviewees identified that the MME and MoH of
Cambodia are separately responsible for licensing radioactive sources
according to intended use. So far, there is no clear overarching authority
exists yet, but it will be established by the national nuclear law which is in
the process of being finalized. A joint action between the MME and MoH
Is expected to establish a regulatory body following the promulgation of
the new law. In addition, one interviewee said the MME will soon draft a
nuclear safety regulation following the templates/guidelines of the IAEA
nuclear security series and will organize a safeguards team in the near
future. The MME has previously obtained the assistance of the IAEA in
drafting the national nuclear law.

The government has developed Standard Operating Procedures
(SOPs) for the detection of radioactive materials at borders that guide the
operations of customs officials, law enforcement and transport operators.
The workshops targeting the dissemination of the SOPs is periodically run
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by the SNCTC. The SNCTC is also involved in other awareness raising
initiatives with regard to illicit trafficking of CBRN materials with the
support from the US DOE and EU. SNCTC is active in assembling skills
and resources to improve detection capabilities in the country. Cambodia
also plans to install further equipment at several land checkpoints to
improve detection of illicit radioactive and nuclear materials.

Though most interviewees believe Cambodia is not a target for
terrorism that can use dirty bomb to attack in the city, Cambodia joints the
peaceful use of nuclear energy and enhances global efforts to combat
nuclear terrorism. The country recognizes the importance of developing an
integrated and comprehensive approach to mitigate CBRN risks. For
example, the national competent authority has been working with
international partners to coordinate efforts to reduce such dangers
concerning terrorist attack/threat by using nuclear or radioactive materials.
As a result, the present NAP sets out national priorities for enhancing
CBRN risk-mitigation within Cambodia, furthering the objectives of
international initiatives such as UNSCR 1540 and UNSCR 1373 which
have been developed in accordance with a prevention, detection,
preparedness and response framework. NAP covers wide range of CBRN
activities and is tailored to addressing all CBRN hazards — whether natural,
accidental or criminal in origin — of greatest relevance to the country. As a
result, the NAP is fully in line with such initiatives as the INSSP of the
IAEA. The activities of the committee were established in pursuant to
UNSCR 1540, the World Health Organization Protocol for assessing
national surveillance and response capacities for the International Health
Regulations, as well as work by INTERPOL and the World Customs
Organization (WCO).

One interviewee highlighted that national competent authority is
also being used to lead various initiatives on engagement for nuclear
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security (also CBRN safety and security) in country. While this may
overlap with the aspirations of some of the institutions, it is clear that the
strong IAEA, EU and US support is being provided to the new
governmental institution to design enhancing nuclear security expertise
and to create sustainable security frameworks that the country itself owns
and operates.

It became apparent from the interviews that, from the government
policy and program level, a number of attempts are being made to enhance
collaboration and coordination between the various national competent
authorities in recognition of concerns about the upcoming national nuclear

law.

Theses interviewees also provided further suggestions as below:

- Information sharing on respective activities in the country should
be improved.

- Proactive and constructive exchanges of opinions on how to
enhance nuclear security should be encouraged.

- Understanding of best practices in nuclear security should be
promoted in the country.

- Cooperation among government institutions to achieve nuclear
security goals should be enhanced.

- Respective initiatives in accordance with each national competent
authority to achieve the best results in enhancing nuclear security
infrastructure in Cambodia should be well coordinated.

4.3. Major Findings

Major findings from this study are illustrated below:
Formulate guidance for the nuclear security policy in the context of
counterterrorism
Finding 1. Cambodia needs strongly for human resource development
(HRD) in nuclear security. This need has been emphasized by Cambodian
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government entities to establish sustainable national nuclear security
infrastructure as soon as possible to prevent such acts and to protect society
from radiological or nuclear terrorism.

Finding 2: Cambodia is establishing formal governmental organization
and measures for managing the national nuclear security regime by:

- Designating national competent authorities and clearly identify

and define national nuclear security responsibilities.

- The MME through Department of Energy Technique and Nuclear
Science is a national focal point for peaceful uses of nuclear energy and
promotes nuclear technology and applications. The functions of the MME
include: drafting Cambodia’s Nuclear Law, preparing policies and
planning for the nuclear energy/peaceful uses of nuclear application,
coordinating with national and international institutions for development
of policy, strategy and planning for radioactive sources, and facilitating
ratification of relevant international legal instruments.

- The National Authority for the Prohibition of Chemical, Nuclear,
Biological and Radioactive Weapons or the National Authority for the
Prohibition of Chemical Weapons (NACW) was established in 2006.
NACW’s main functions include: prepare policies, strategies, NAP to
control and non-proliferation of chemical, nuclear, biological and
radiological weapons; cooperate with national and international
organizations or other states for implementing relevant conventions and
international agreements; coordinate with relevant authorities to prevent
import/export of related CBRN weapons and materials; and enforce
implementation of national laws, conventions and international
agreements.

- The National Counter-Terrorism Committee, with its Secretariat
(SNCTC), established in 2008 has the following functions: preventing and
combating illicit trafficking, importing and exporting of nuclear and other
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radioactive material; works with customs to set up RPMs program at
international airports, ports and international gates. The SNCTC involved
in the establishment of a central storage facility for radioactive materials
that are not in use, orphan sources and seized materials; acts as first
responder; cooperates with National Committee for Disaster Management
and other relevant ministries and institutions for responding to nuclear
accidents and radiological emergencies.

- The Ministry of Environment (MOE) has responsibilities for the
management of hazardous wastes, including radioactive waste
management. The MOE approves the export of radioactive waste (jointly
with the Ministry of Commerce) in accordance with Article 20 of Sub-
Decree No. 36 on Solid Waste Management (1999).

- The National CBRN Team established in 2011 under the NACW
Composed of representatives from various Ministries and other national
competent authorities to strengthen CBRN safety and security, and has the
following functions: evaluates CBRN needs and organizes CBRN incident
response exercises; coordinates and cooperates with national and
international institutions to prevent CBRN misuse, strengthens
communication and cooperation with CBRN Centres of Excellence.

- The Ministry of Health (MOHR) is responsible for the operation of
public hospitals using radioactive sources and radioactive materials.

- The General Department of Customs and Excise under the

Ministry
of Economy and Finance is responsible for the supervision and control of
customs services in ports, airports, border areas. The General Department
of Customs and Excise inspects goods and opens packages and containers,
taking samples for examination. It also has the authority to inspect private
residences and business to gather evidence or seize goods.
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- The National Police (under the Ministry of Interior) has the
primary
responsibility for the investigation and prosecution of offenders who
breach terrorism and/or criminal laws.

- Ministry of Water Resources and Meteorology is the user and is
responsible for the operation of equipment and laboratory with nuclear
technology.

- Ministry of Agriculture, Forestry, and Fisheries is the user and is
responsible for the operating of equipment and laboratory with nuclear
technology.

Finding 3: Cambodia has completed and maintained a national registry
of radioactive sources and other radioactive materials by:

- Establishing procedures for registering and updating information
for the inventory of radioactive sources and radioactive material with a
technical working group comprising of representatives from relevant
governmental agencies. The procedures were established in 2009 by the
Former Minister of Industry, Mines and Energy to prepare a national
inventory of radioactive sources and radioactive materials, but
unfortunately the working group has not been active.

- Maintaining a current register/inventory of categorized radioactive

sources and other radioactive materials:

e The Ministry of Health maintains a list of all radioactive sources
in use for medical purposes.

¢ A Co0-60 teletherapy unit that was in use at the Calmette Hospital
before 1975 appears to have been unaccounted for.

e An uncontrolled source was located near the oncology
department at the KSFH during routine radiological survey by
hospital staff in 2005 by IAEA and ANSTO.
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e The office of safety, security and safeguards under MME is
managing the equipment and works related to this action.
e The point of contact list which comprises of the members from
various ministries has been established.
Recommend the scenario of threat and risk from the likelihood
Finding 4: According to an opinion from an interviewee who is the
member of national CBRN team, Cambodia is not target for terror uses of
RDD or IND attack in the city or in the country, but the CBRNE special
force for counterterrorism was created under the secretariat of NCTC, who
Is the first responder against terrorist acts.
Finding 5: Cambodia established a national response system for
responding to a criminal act, or an unauthorized act, with nuclear security
implications involving nuclear or other radioactive material that is out of
regulatory control:
- The NACW has currently developed a NAP related to nuclear

security
assessment and response to nuclear security events. The NAP includes
relevant agencies that have responsibilities as first responders to CBRN
safety and security event. NACW consists of the Ministry of Defense and
17 other national institutions, many of them having established
responsibilities through the draft NAP related to nuclear security events.

- The NAP related to response to nuclear security events has a

mandate to
coordinate response procedures established by the National Committee for
Disaster Management.
Provide recommendations to policy makers on additional laws
Finding 6: Cambodia has no regulatory body yet concerning nuclear
security policy but the country has signed a number of international
agreements related to nuclear security and counterterrorism acts.
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Finding 7: A regulatory body will possibly be established by following the
promulgation of Cambodia’s Nuclear Law that is currently being finalized
the draft and this law will be presented to the parliament before the end of
2015. The law will address safety, security & safeguards, waste
management, transport, import & export and eventual plans for nuclear
power, and a research reactor.

Finding 8: The present NAP sets out national priorities for enhancing
CBRN risk mitigation within Cambodia, while furthering the objectives of
international initiatives such as UNSCR1540 and 1373.
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CHAPTER 5
CONCLUSION AND RECOMMENDATIONS

5.1. Conclusions
Formulate guidance for the nuclear security policy in the context of
counterterrorism

Cambodia has its own procedures for legislative development,
which is consistent with its own legal system, structures and practices
based on the social, political, economic and cultural values. However, the
technical aspects of nuclear security pose unique issues and as discussed
elsewhere, the national law on nuclear security policy will need to comply
with a range of international instruments and IAEA guidance documents.
A harmonized and consistent approach with international practice will be
very important for securing assistance and cooperation in addressing
nuclear security policy issues and for combating nuclear security threats,
including terrorism acts. Therefore, a well-ordered process for developing
national legislation in this field can enhance and expedite this very complex
task.

Ultimately, the responsibility for the final draft of a robust national
nuclear law lies entirely with Cambodian national competent authorities.
The safety, security and safeguards of any nuclear and other radioactive
materials, nuclear facilities and facilities involved with the management of
radioactive sources can be ensured within jurisdiction. The main national
competent authorities should aim to establish a nuclear law which is in line
with national processes as soon as possible. Additionally, the
implementation of the international legal instruments such as IAEA NSS
will necessarily involve a wide range of national stakeholders, including
government agencies, industry, research institutions and universities,
medical centers, etc. In other words, the NAP has been prepared by the
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National CBRN Team of Cambodia, combining the views of key national
authorities and stakeholders, and expresses the strategic priorities of the
country. It has been compiled in consultation with UNICRI within the
framework of the EU CBRN CoE initiative over a series of workshops
hosted by the MME, SNCTC and National CBRN Team and attended by
IAEA, OPCW, EU, DOE and UNICRI experts. As nuclear security
infrastructure becomes a widely recognized tool in efforts to bolster
nuclear security, it is imperative to introduce user-friendly, universal
methods for assessing it. This can be a daunting challenge because
intangible human characteristics like beliefs, attitudes and values comprise
a culture. The methodology proposed here involves large numbers of staffs
of national competent authorities and need more technical and instrumental
training, and capacity building with international organization/agency such
as IAEA, U.S. DOE, E.U. JRC, UNICRI and CBRN CoE etc. A clear
process for addressing disputes should be included in nuclear security
legislation as well. The process should include internal procedures to be
used by responsible organizations as primarily the regulatory body and
among government agencies. The law should clarify how they are to be
handled and how continuing activities are to be managed.

Cambodia is responsible for establishing, implementing and
sustaining its national nuclear security infrastructure for undertaking or
proposing to undertake activities involving nuclear material and other
radioactive material. Associated facilities and activities should establish or
improve its nuclear security infrastructure in order that it can ensure the
protection of people, society and the environment from any adverse
consequence that may arise from a nuclear security event. Nuclear security
is very important for many different stakeholders within the state,
including the government, law enforcement agencies, security and
intelligence agencies, border control and customs agencies, health
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authorities, first responders to emergencies and crises, nuclear regulatory
bodies, authorized parties who store, possess, transport or deal with nuclear
and other radioactive material, authorized parties who operate radiation
facilities or nuclear facilities, and communities and the public in general.
Recommend the scenario of threat and risk from the likelihood

The roles and responsibilities of the competent authorities should be
identified early in the planning stages for the establishment of the state’s
nuclear security infrastructure. Cambodia should ensure proper
coordination of and communication and cooperation between the
competent authorities in relation to their respective roles and
responsibilities and to perform information exchange on a secure basis with
some mechanisms that may be used: interagency agreements, memoranda
of understanding, and policies and procedures. To ensure the on-going
effectiveness of any implementing mechanism, parties to these should
regularly review, update and adjust them as appropriate and as
circumstances change. Any weakness in nuclear security undermines all of
nuclear security and provides an opportunity for those who would exploit
weaknesses to cause harm.

If Cambodia becomes a newcomer in nuclear power programs, the
nuclear security infrastructure needs to be established as early as possible
by ensuring that the legal and regulatory framework and the role and
responsibilities of the competent authorities are appropriately defined. The
interfaces between safety and security have to be considered at all levels of
the nuclear power program, so that each strength compromise with others.
An effective nuclear security infrastructure requires: an understanding of
and adherence to the relevant international legal instruments, a legal and
regulatory framework with clearly defined responsibilities among all of the
key parties within the state, development of human resources to include
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education and training, establishment of procedures and coordination
functions, and technical support for national infrastructures.

IAEA assistance to states on nuclear security infrastructure
addresses this multidisciplinary approach through: the capacity building,
the development and dissemination of key guidance on nuclear security to
support adherence to key international legal instruments and to encourage
best international practice in nuclear security among states and this
includes: nuclear security fundamentals, recommendations, implementing
guides, and technical guidance.

Overall, the security of nuclear materials, other radioactive materials
and associated activities and facilities has been taken on heightened
significance because of threats posed by international terrorism and
organized crime.

Provide recommendations to policy makers on additional laws

A nuclear security infrastructure is part of a global framework of
nuclear security and it relies upon key international legal instruments that
relate to nuclear security. At the national level it requires states to ensure
that appropriate policies, laws and regulations are in place, that national
competent authorities should know their roles and responsibilities, and that
nuclear security systems for prevention, detection and response are
designed and implemented, maintained and sustained. A national nuclear
security infrastructure comprises:

» National policy and strategy for nuclear security, including
consideration of a national threat and risk assessment that takes
account of possible criminal or intentional unauthorized acts
involving or directed at nuclear materials, other radioactive
materials, associated facilities and associated activities

» National legislation defining the roles and responsibilities of all

authorities and organizations involved in nuclear security
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* A regulatory framework for authorizing nuclear security systems
and measures and for undertaking inspection and enforcement
activities in relation to nuclear security

* Systems and measures, both technical and administrative, for
preventing, detecting and responding to nuclear security events;
including measures taken by customs and border authorities.

Other relevant legislations includes: Law on Punishment of

Terrorism (1992), Law on Management and Control of Weapons,
Explosives and Ammunitions (2005), Law on Counter-Terrorism (2007),
Law on the Prohibition of Chemical, Nuclear, Biological, and Radioactive
Weapons (2009), Customs Law, Sub-decree on Prohibited and Restricted
Goods No. 209, Sub-decree on the establishment and functions of the
Customs and Excise Department (CED). The Law on Counter-Terrorism
criminalizes certain conduct as required by the counterterrorism
international conventions, including the CPPNM and the Nuclear
Terrorism Convention.

5.2. Recommendation of Measures for National Competent
Authorities Action

This section presents the distinct sets of recommendations for
national competent authorities action, about strategies and the other
tactical measures with the scenario of threat and risk from the likelihood
that nuclear or other radioactive materials could be used for malicious
purposes (criminals or terrorists) such IND or RDD attack within
Cambodia territory by following the IAEA Nuclear Security Series. The
framework for establishing and implementing its national nuclear security
infrastructure will be based on an appropriate legal framework with clearly
defined role and responsibilities for all the national competent authorities,
and additional laws on nuclear security will be written according to IAEA
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Nuclear Security Series to Cambodian authorities for decision making
options regarding nuclear security policies.

Firstly, Cambodia should implement as soon as possible the nuclear
security systems and measures for nuclear and other radioactive materials
out of regulatory control to prevent, detect and respond to nuclear security
event, prevention measures include criminalization of acts as well as
protection of sensitive information, trustworthiness checks and promotion
of robust nuclear security infrastructure. Detection measures include
detection by instrument alarm as well as information alerts. Response to a
nuclear security event may include the need for radiological criminal scene
management and the support of nuclear forensics (a discipline of forensic
science) to support an investigation and eventual prosecution of a criminal
offence (where under criminal or penal code of terrorism laws of
Cambodia).

Secondly, this study explores a range of tactical measures for national
coordination mechanism, training, and exercise an outreach. National
competent authorities should produce strategies to help improve the human
resource development for nuclear security and cooperation with national,
regional and international institutions.

Both sets of recommendations, if implemented, will improve nuclear
security infrastructure at all levels of government and will enable each
national competent authority to respond more effectively with national
legal and regulatory frameworks and will minimize the consequences of
misuse of radioactive and nuclear materials within the country.

5.2.1. General Information

Based on the risk identification in the previous chapter, and as
recommended by the IAEA guidance from IAEA nuclear security series,
and the capacities and gaps analyzed above, the following
recommendations are made to strengthen the national capacity of
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Cambodia to prevent and counteract radioactive and nuclear risks
(numbered from highest (1) to lowest priority):
Prevention
1. Strengthen the regulatory regime of radioactive sources by
completing the relevant legislation and ensuring the regulatory
authority operates according to IAEA international standards.
2. Ensure that the registry of radioactive sources is up to dated.
3. Enhance mechanisms for disposal of radioactive sources
including building a national repository for spent sources.
4. Complete the legal/regulatory framework for waste management
to explicitly include provisions for radioactive waste.
5. Enhance controls on imports of dual use materials and establish a
control list of dual use materials for import and export.
Detection
1. Enhance detection capabilities at international airports and
borders including the installation of radiation portal monitors
(RPMs) where appropriate.
2. Improve the detection capabilities of law enforcement and other
units or teams involved in interdiction of illicit trafficking.
3. Improve detection capabilities at disposal sites.
Preparedness and response
1. Raise government agencies, private sector and public awareness
on radiological and nuclear risks and benefits.
2. Enhance response capacity for all types of radiological and
nuclear events:
e Response plans (with clear allocation of responsibilities)
e Training and human resources:
a. Training for professional group.
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b. Training for rapid response teams to identify radioactive
source, type of contaminant, etc.
e Knowledge for using and handing equipment properly.

3. Conduct exercises on the basis of SOPs, covering all aspects—
prevention, preparedness and response, recovery, interagency
cooperation — of outbreak events.
4. Establish information sharing and communication mechanism at
the administrative level: NACW, MoH, MME, MoC, MoAFF, other
relevant agencies/ ministries/actors; and national focal points, phone
numbers, etc
5. Develop a nuclear forensics program and related capacity
building.

5.2.2. Legislative and Regulatory Framework
Establish a Legislative and Regulatory Framework for Nuclear Security

Cambodia should regularly reviews existing laws to determine
where provisions specifically related to nuclear security issues (e.g.
physical protection, illicit trafficking, import-export, border control, waste
management, transportation, penalties, criminal offenses, etc.). This can be
added or amended, taking into account international legal instruments, and
recommendations of IAEA guidelines: A draft comprehensive national
nuclear law being finalized with the IAEA Office of Legal Advisor (OLA)
should adapt as soon as possible because this law will address safety,
security and safeguards, waste management, transport, import and export
and eventual plans for nuclear power, and a research reactor.

Cambodia should conduct, upon request and as needed, advisory/
familiarization missions to enhance senior level of governmental officials’
and legislators’ knowledge and understanding of international instruments
that constitute the international legal framework for nuclear security:

- An International Team of Experts (ITE) mission to promote states’
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adherence to, and implementation of, international agreements, guidelines
and recommendation regarding to the prevention of terrorist acts, involving
nuclear and radioactive materials, which have been negotiated under the
auspices of the IAEA, was completed in April 2005.

- A Radiation Safety and Security of Radioactive Sources
Infrastructure Appraisal (RaSSIA) mission to assist in reviewing relevant
aspects for radiation safety and control of sources, was completed in 2004.
The mission also addressed aspects of the legislative and regulatory
framework for the safety and security of radioactive sources.

- An advisory mission regarding the regulatory infrastructure for
radiation safety and security of radioactive sources to assist in reviewing
relevant aspects for radiation safety and control of sources was completed
in May 2010. The mission also addressed the legislative and regulatory
framework for the safety and security of radioactive sources.

Implement regulation and law enforcement systems with provisions for
nuclear security

A clear single regulatory system for the authorization or licensing of
operating entities (e.g. industries, hospitals, ports using radioactive
sources) that have responsibilities for the security of radioactive material
has not yet been established. The system is only specified in the provision
of the draft Cambodia's nuclear law, including import and export
requirements for nuclear and other radioactive materials in authorization
processes, and provisions for transport of nuclear and other radioactive
material in regulatory requirements. Thus, grant license or authorization
only when such activities comply with physical protection regulations,
requirements, associated procedures, and law enforcement systems.

Establish verification and enforcement measures to ensure
compliance with applicable laws, regulations and requirements, including
the imposition of appropriate and effective sanctions:
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- A regulatory body for the safety or security of nuclear material
and/or other radioactive material to undertake enforcement and inspection
activities has not yet been established.

- Such enforcement and verification measures should be enshrined
in the comprehensive nuclear law and in relevant regulations.

Identify and assess nuclear security threats and identify targets

Conduct an evaluation of internal and external threats to Cambodia
in order to identify and assess those threats specifically related to nuclear
security, including their credibility, regardless of whether the targets of the
internal nuclear security threats are within or outside the jurisdiction of
Cambodia. This assessment should identify strategic locations and
materials in transport and evaluate the threat of criminal acts and
unauthorized acts, with nuclear security implications involving nuclear or
other radioactive material out of regulatory control. And Cambodia should
establish the threat assessment in place as soon as possible.

Based on the threat, define the threat statement, to determine security
requirements for selected materials, facilities, or practices including
transport and periodically update the threat statement as the threat changes.
Cambodia is encouraged to undertake a national threat assessment taking
into account nuclear and other radioactive materials. Such a national threat
assessment could be integrated within the structure and methodology used
for undertaking an assessment related to any other national security threats.

National competent authority should conduct, upon request and as
needed, a national workshop on threat assessment to enable participants to
acquire a better understanding of a step-by-step methodology and the need
for an interactive process between organizations involved. Cambodia has
to continue to indicate the need to organize such workshops with IAEA
assistance, DOE, EU, UNICRI, JRC and other organizations to identify and
assess targets, which include strategic locations, based on potential
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consequences, which require protection from threats and maintain an up-
to-date assessment of such targets.

Maintain and complete a national register of radioactive sources and
other radioactive materials

Cambodia should establish procedures for registering and updating
information for the national inventory of radioactive sources and
radioactive materials:

- Cambodia has to organize national training courses on strategies
to establish, develop and maintain a national inventory for the security of
radioactive sources and radioactive materials as soon as possible.

- Maintain a current register/inventory of categorized radioactive
sources and radioactive materials.

- The office of safety, security and safeguards under MME has to
manage the equipment and works related to this action.

- The Point of Contact (POC) list which comprises of the members
from various ministries has to be established.

Establish and maintain appropriate and effective physical protection
measures for radioactive sources and other radioactive material in use,
storage, and manufacture in order to prevent unauthorized removal and
sabotage

National competent authority should review physical protection
measures and security plans at relevant facilities, activities, or other
locations and assess compliance with established requirements, and
identify upgrades if necessary. This included review of provisions for
future sustainability of installed systems such as:

- Physical protection upgrades for high-activity radioactive
sources in use were implemented at the KSFH. US DOE GTRI program
provided physical protection upgrades to the KSFH in 2008, where one
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Category | of Co-60 source for teletherapy and five Category 4 of Cs-137
sources for brachytherapy are in use

- Physical protection upgrades for high activity disused radioactive
sources were implemented at the Oncology Department of the KSFH in
2008.

Cambodia should establish/designate secure storage facility(s) with
proper physical protection elements for radioactive materials not in use,
sources found out of regulatory control, and seized materials. Cambodia
should take measures to transfer disused sources and sources found to be
out of regulatory control to a secure storage facility and seek periodically
perform follow-up technical assessments to confirm the satisfactory
maintenance and operation of appropriate effective physical protection
measures, as necessary, IAEA or other donor support for carrying out this
activity for vulnerable high activity sources.

Establish a national strategy for developing and maintaining appropriate
and effective systems for detecting, deterring, preventing, and combating
illicit trafficking in nuclear and other radiological materials

Cambodia should develop a national strategy for detection of a
criminal act, or an unauthorized act, with nuclear security implications
involving nuclear or other radioactive material that is out of regulatory
control by following such national training courses for development of
concept of operations and standard operating procedures for radiation
detection and response at borders. It is recommended that SNCTC, customs
and other involved ministries finalize the concept of operations and
standard operating procedures with IAEA expert support for these
puUrposes.

Deploy and maintain appropriate and effective monitoring and radiation
detection equipment according to priorities established in the national
detection strategy
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Cambodia should acquire, install, and calibrate monitoring and
radiation detection equipment according to priorities established in the
national detection strategy. Where resource limitations exist, Cambodia
should request support from IAEA or other donors for controlling import
and export of radioactive and nuclear materials:

- Radiation detection equipment, including 6 RPMs, and tools for
secondary inspections as well as associated trainings were acquired,
installed and calibrated through US Megaport initiative project at Sihanouk
Ville Autonomous Port.

- SNCTC has a range of handheld detection equipment provided
by the IAEA, EU and US DOE.

- NACW also has different types of detection equipment for
responding in case of CBRN incident but all equipment have to maintain
and calibrate properly with CBRN experts.

- MME has detection equipment provided by the IAEA.

Establish a national response system for responding to a criminal act, or
an unauthorized act, with nuclear security implications involving
nuclear or other radioactive materials that is out of regulatory control

Develop a national plan to respond to incidents involving
nuclear/radioactive materials, searching for materials out of regulatory
control and including seizure of such materials by law enforcement
authorities:

- The NAP has been developed by national CBRN team under the
NACW related to nuclear security assessment and first response to nuclear
security events. The plan includes relevant agencies that have
responsibilities as first responders to a nuclear security event. NACW
consists of the Ministry of National Defense and 17 other national
institutions, many of them having established responsibilities through the
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drafted NAP related to not only nuclear security events but also CBRN
security issues

- The NAP related to response to nuclear security events is
coordinated with the response procedures established by the National
Committee for Disaster Management. Article 10 of the 2006 Sub-Decree
on Organizing and Implementing of General Secretariat of NACW (2006)
provides that one role of the Department of Chemical Substance Control is
to “make plan and prepare project on the salvation activities and clear up
toxin caused by chemical, nuclear, biological substances and radioactivity
in the case if the event happened in Cambodia”

- Cambodia needs strongly periodical exercise, test, and plans
effective evacuation by relevant competent authorities and authorized
persons with the aim of ensuring timely and effective implementation of a
comprehensive response plan

- Cambodia has to respond to some training activities and exercises
to nuclear security events that have been conducted, including training on
the use of instruments for response activities.

Develop a national nuclear security human resources development
(HRD) programme

Cambodia need to perform a training/education needs analysis
(TENA), involving all nuclear security stakeholders in the country:
appointing the national focal points in each institution; arrange for regular
meetings to be able to perform a comprehensive training needs analysis in
the country; and request IAEA, DOE, EU, UNICRI for assistance to
perform TENA, if needed. Cambodia is encouraged to follow a
comprehensive and structured approach to the training in nuclear security
and to perform a TENA involving all nuclear security stakeholders in the
country and develop a nuclear security HRD program tailored to the
country’s needs, based on the findings of the TENA.
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Identify necessary resources (infrastructure and human resources)
that can be used immediately or need to be recruited/developed. MME has
been working with the IAEA and other ministries to build human resources
capacity:

- SNCTC has been working with the IAEA, US DOE, DOD, EU and
other national competent authorities such as customs to improve nuclear
security in the country

- CBRN Team has been working with the EU UNICRI, JRC,
CBRN CoE, CTBTO, Interpol, WCO and other national competent
authority to improve nuclear security in the country and in the region

- Qualified instructors need to be trained and developed.

Establish and maintain a nuclear security culture

Regarding the control of material useable for “dirty bombs™, further
efforts need to be made to cooperatively implement the Code of Conduct
on the Safety and Security of Radioactive Sources, with assistance to
Cambodia in updating legislation and licensing practice, promoting
awareness among users, and generally achieving a safety and security
culture.

Cambodia need to develop national requirements which define
national information security program to provide the guidance, technical
expertise and outreach in supporting Cambodia in developing a
comprehensive and resilient computer and information security program.
Further, it assists government in preventing computer acts that could
directly or indirectly lead to: unauthorized removal of nuclear/other
radioactive materials; sabotage against nuclear materials or of nuclear
facilities; theft of nuclear sensitive information, and related information
technology systems and provide training in the area of information security
related to nuclear and other radioactive materials. Cambodia should
participate in the international conference on computer security for:
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1. Enhancing response capacity in case of criminal/terrorist attacks,
accidents and natural disasters, including:
e Defining national response plans with clear identification of
responsibilities.
¢ Providing training and human resources development to the
responsible units.
e Procuring adequate equipment to the competent authority for
Immediate national response.
2. Enhancing capability of CBRNE Unit and developing the national
CBRN expert team (training and equipment) in line with relevant
agencies.
e Enhancing the response capabilities of the CBRE Unit
through additional training and equipment.
e Developing overarching SOPs for CBRN incidents (no matter
what their origin).
3. Strengthen the National CBRN Team.
4. Performing awareness raising and education (starting with
schools) on different aspects of CBRN substances (including for
public and businesses).
5. Developing technical capacity and guidelines including provision
of adequate and proper equipment.
6. Strengthening legislation on improper disposal of CBRN waste.
7. Establishing EOC — Emergency Operation Centre (command and
control).

5.2.3. IAEA Nuclear Security Series

Nuclear security issues are addressed in the IAEA Nuclear Security
Series (NSS) publications. The publications are consistent with and
complementary to the international nuclear security instruments such as
the CPPNM and its amendment, the supplementary guidance on the import


http://www-pub.iaea.org/MTCD/Meetings/ccpnmdocs/CPPNM_AC_L11_English.pdf
http://www-pub.iaea.org/MTCD/publications/PDF/Imp-Exp_web.pdf
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and export of radioactive sources, the code of conduct on the safety and
security of radioactive sources, UNSCR 1373 and 1540 and the
International Convention for the Suppression of Acts of Nuclear Terrorism.

The Categories in the IAEA Nuclear Security Series

The publications in the IAEA Nuclear Security Series are issued in the

following categories:

a)

b)

d)

Nuclear Security Fundamentals (NSS 20): Specify the objective

of a state's nuclear security regime and the essential elements of such

a regime. These provide the basis for the Nuclear Security

Recommendations.

Nuclear Security Recommendations (NSS 13, 14, and 15): The

publications set out measures that states should take to achieve and

maintain an effective national nuclear security regime consistent

with the Fundamentals. With these recommendations, it consists of:

¢ NSS13 Nuclear Security Recommendations on Physical Protection
of Nuclear Material and Nuclear Facilities;

¢ NSS14 Nuclear Security Recommendations on Radioactive
Material and Associated Facilities; and

e NSS15 Nuclear Security Recommendations on Nuclear and Other
Radioactive Material out of Regulatory Control.

Implementing Guides (NSS 7-11, 18-19, 21-22G): provide

guidance on means by which states could implement the measures

set out in the Recommendations. As such, they focus on how to meet

the Recommendations related to broad areas of nuclear security

infrastructure for a nuclear power program.

Technical Guidance (NSS 1-6, 16-17): publications provide

guidance on specific technical subjects to supplement the guidance


http://www-pub.iaea.org/MTCD/publications/PDF/Imp-Exp_web.pdf
http://www-ns.iaea.org/tech-areas/radiation-safety/code-of-conduct.asp?s=3
http://www-ns.iaea.org/tech-areas/radiation-safety/code-of-conduct.asp?s=3
http://www.coe.int/t/e/legal_affairs/legal_co-operation/fight_against_terrorism/4_Theme_Files/UN%20SC%20Res%201373%20%282001%29%20E.pdf
http://www.nti.org/db/1540/pdfs/UNSCR_1540.pdf
http://untreaty.un.org/cod/avl/ha/icsant/icsant.html
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set out in Implementing Guides. As such, they focus on details of
how to carry out the necessary measures.?

5.3. Recommendation for Future Research

Further research is recommended in the following areas:

a) Measure the effectiveness of the implemented collaborative
strategy for Cambodian nuclear law after it becomes national nuclear law

b) The effectiveness of nuclear security policy could be measured
through national competent authorities with their roles and responsibilities
after this studies could be conducted

¢) Survey of nuclear security and facility personnel using nuclear
materials and radioactive sources could be conducted as a measure of the
security policy on raising situational awareness

d) Create and analyze intelligence sharing protocols among public
and private partners. This analysis should address the continuing dilemma
of the “need to know” versus the “need to share,” and potential restrictions
on sharing intelligence with private partners as well as the impact on
security of nuclear or radioactive materials

e) There are similarities between security in the radiological and
chemical industries. So future research on expanding the increasing
security for chemical/biological safety and security management is very
important

f) Another potential area of future research might involve
conducting awareness training and workshops of risk-assessment’s
knowledge of nuclear materials and radioactive sources as this research did

g) Another intriguing area of study this research only
rudimentarily addressed is basically on nuclear security infrastructure.

%5 International Atomic Energy Agency, IAEA Nuclear Security Series. Available from:
http://wwwns.iaea.org/security/nuclear_security series.asp [2015, May 29].
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Date: .cooof e e

Guide for In-Depth Interview

CONTACT PERSON
B L=

S T
Telephone: (Office).....ccoviiiiii e, (Mobile) .o
Bl s
OTQATHZATION. . oo e e e e e e

B LD h 11T TSR

A. General Information Answer/Comments

Do Cambodian people have knowledge about the danger of radioactive
1 sources?

IRUTNaA TS M BSA st [N AW W [UHNAN T Ig]

wngitioe?

What activities have been done to promote knowledge among
Cambodian people regarding the danger of radioactive materials?

Tamsngmnggsitunisenn s ) 6ron Ay Mttt [uh

(]

nagrstheAshst s nthm i e e idassanimgi g any?

What types of radioactive sources are being used in Cambodia?

TRES AN ISR g [iAsnmgst Buton 1T (MG [TisaRBh?

Which international organizations dealing with nuclear security are
working with the Cambodian government? What are they working on?
Or what activities?

ThmesbmIEgITEImg: iRanG iR smhymShndnesmnt Fina
AR AN GUNLIANUREN? Uhsmsisfnmbmniigs?

ARSI EIER R ISR EAINEES?

How many competent authorities are involved with nuclear security
5 policy?
RmameT ganiavaasgngnmgsitan mmosihsiginea

st Soesa F giem?

What types of convention concerning nuclear security policy have been
6 ratified? Please deseribe? (including date)

REgEgATTsTm o §aegmal Hiumgsit gl ns o

fiethmimsanyth? i sabmaiins?

Page 1/4
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(D] C=FNY S A

What support does Cambodia need from international organizations
concerning with nuclear security and terrorist attack?

TRUISRIR BT MImIE [ghnymiHgIhaImes iBmEmisfsk

tgmSandasgminian smsht i ng?

In your own opinion, what are the challenges in using radioactive
sourees to environment and people? Please explain?

MERSRANAE AT ANHUATEEeIgist mii{ne unRnani
waigjungitaEnwTe matdTima Sphtamsmise

RENFRE U

Vietnam will have nuclear power plants (NPPs) in the next 5 to 7 years:
do you believe that NPPs would threat the countries in the region?

[UsswiifAnmESH e AIENLSIIRLHT Ahim o ¢ gl
Agngln Eanm SNk stenwswipiAdkimeiimaming

A umeri s bR iRie?

10

In your own opinion, do you want Cambodia to build a nuclear power
plant?

MENURIR AW nembs[ henvsmiriAngngn

itivig?

B. Legal Framework for Nuclear Security Policy
podmupdnminmnep iy g aiR

How does Cambodia manage the radioactive materials?

RIsuREnIEHET EooEtemeamimg 1) un gtrtgeiEs?

[

How does Cambodia implement the nuclear security policy?

Bl e D T ULV eeblaig o ok

What national legal frameworks related to nuclear security policy in the
context of counterterrorism does Cambodia have?
(Please list all existing laws)

RS AUEMENO DA QNS wHEE SERHIRHGUS
[URHTR g AR EMEE? (WENUATRENTSNSE)

Which main institutions in Cambodia who deal with the nuclear
security?

mepsRadonmesiBmEmim Al gihngnesminia?

Which Cambodian organization is responsible for the investigation of
theft, sabotage or threats to sabotage or misuse of nuclear materials and
for the recovery of such materials?

Page 2/4
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(D=1 (=N [ A

thanGsnmidwssg g ginbmnA uHMaG] 1Gmins MitREtEI
gmIRnuRiiG Mitgstie shrboemimutisagigs

iptEr Smniinw metiiimngHin siomnismiifcings?

What action has the competent authorities protected on nuclear
materials (or CBRN) threat or attack?

TR grnEzRmE ganlemansnhs minidamgoipia
(umEn BE Lianp Igjuny Shewiatin itinehing gmht

[DUNIBRI [UiSAEN?

What is the national action plan from phase I to phase III joint
cooperation between competent authorities?

EgitIwAEANIBeMIMANME MUNBIMA MGe teism Bmmms

GRS ESREATE 16N IUR UM B2

What is the schedule for performing phase I to phase ITI?
hagihmpbisargmeitemIMATE NdamAmaGe Bbam

Did competent authorities conduct study at each nuclear material
threat/attack by terrorist?

TRNET U eE SRR ESEMIBANTEr wisAimifnertu

g IIM At MEuStiRiE wthosiinngl meongm?

10

What actions have other government agencies taken to reduce the
potential for aireraft attack (transit/transshipment)?

TheR g Eg R AW & it Al § MR U o M N A

M [EUAEGE 1UMe R {EMIBHME SIMas wEi sl 2

11

Vietnam will start electricity generation from nuclear power plants in
the next 5 to 7 years, what should Cambodia prepare for environmental
monitoring of radioactive species?

R RN D R SR
¢ 16l dgigin 7 AgiEt iR EjusauRic MRS

Uigna ANBATMAS D [TIRSAITNHIG] R TR MEEIEE?

12

What challenges do you feel Cambodia faces in establishing the nuclear
security policy and is it reliant on external expertise to develop
sustainable programmes?

B R R W E LI o N RV g
NG s R I S G M) (D HA I

SIS S ?
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Date: oo/ e e

What recommendations do you have for future efforts on nuclear
sccurity frameworks? 1RANATG NN MR TRES [Tl it

igligamamshbivenEininesminiar swsdiing?

C. Counterterrorism

What does terrorist mean or definition of terrorist?

TRATAENSSUTES UHMmatIEamiaEng?

[

Do you believe Cambodia possess the risk of potential attack by
radiological dispersal device (RDD) against a major city? Who is the
first responder?

TR SR gTTsIEAwEhwmh w T

i pituntaigligis? WamoNMnER W1RsUs?

How Cambodia develop strategies to counter organized erime and its
links with terrorism?

TR B8 SN[t ST EE R B U ] R vafinng

SWATRYE?

What emergency plan does Cambodia have in case of nuelear terrorism
or dirty bomb threat/attack in territory?

tnghngissmingnsumdBigienanimnmg inifnggaia

gmsmnDmaniiontns Sneftun ghpumismsneh?

In your own opinion. what obstacles and threats in the implementation
of the security of radioactive sources do you have?

MEUG TN ATsauen Simemifnefiniigsghmingind

giIBRSI[URAMNANT WRIG)HRY?

Any general comments ?

Thank you very much for your help!
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FOREWORD

The possibility that nuclear material or other radioactive material could be
used for criminal purposes or intentionally used in an unauthorized manner cannot
be ruled out in the current global sitnation. States have responded to this risk by
engaging in a collective commitment to strengthen the protection and control of
such material and to respond effectively to nuclear security events. States have
agreed to strengthen existing instruments and have established new international
legal instruments to enhance nuclear security worldwide. Nuclear security is
fundamental in the management of nuclear technologies and in applications
where nuclear material or other radioactive material is used or transported.

Through its nuclear security programme. the IAEA supports States to
establish. maintain and sustain an effective nuclear security regime. The TAEA
has adopted a comprehensive approach to nuclear security. This recognizes that
an effective national nuclear security regime builds on: the implementation of
relevant international legal instruments: information protection: physical
protection: material accounting and control: detection of and response to
trafficking in such material: national response plans: and contingency measures.
With its Nuclear Security Series. the JAEA aims to assist States in implementing
and sustaining such a regime in a coherent and integrated manner.

The IAEA Nuclear Security Series comprises: Nuclear Security
Fundamentals. which include the objective and essential elements of a State’s
nuclear security regime: Recommendations: Implementing Guides: and
Technical Guidance.

Each State carries the full responsibility for nuclear security. Specifically.
each State has the responsibility to provide for the security of nuclear material
and other radioactive material and their associated facilities and activities: to
ensure the security of such material in use. storage. or in transport; to combat
illicit trafficking and the inadvertent movement of such material; and to be
prepared to respond to a nuclear security event.

This publication 1s the Nuclear Security Fundamentals in the TAEA Nuclear
Security Series. As the top level publication in the series. it provides the objective
and essential elements of an appropriate and effective nuclear security regime.
This publication is intended to be used by national policy makers. legislative
bodies. competent authorities. institufions. and individuals involved in the
establishment. implementation. maintenance, or sustainability of a State’s nuclear
security regime. It is based on a synthesis of provisions from the many
mternational instruments that contribute to defining the international legal
framework in the field of nuclear security. It is also based on the experiences of
Member States in their existing nuclear security regimes. as well as the TAEA’s
experience in the areas of nuclear security. safety and safeguards.



The preparation of this publication has been made possible by the
contribution of a large number of experts from Member States. An extensive
consultation process with Member States included two open-ended technical
meetings in Vienna. the first in November 2009. and the second in
August—September 2010. Following the second technical meeting. the draft was
then circulated to all Member States for 120 days to solicit further comments and
suggestions. The comments received from Member States were reviewed and
resolved by a representative panel of Member State representatives to produce the
final version of this publication. The final text was approved by the Nuclear
Security Guidance Committee in June 2012, followed in September 2012 by
endorsement by the TAEA Board of Governors

EDITORIAL NOTE

Although great care has been taken to maintain the accuracy of information contained in
this publication, neither the I4EA4 nor its Member States assume any responsibility for
consequences which may arise from ifs use.

The use of particular designations of countries or tervitories does nof Imply any
Judgement by rhe publisher, the I4EA, as to the legal status of such couniries or tervitories, of
their authorities and institutions or of the delimitation of their boundaries.

The mention of names of specific companies or products (whether or not indicated as
registered) does not imply any intention to infringe proprietary rights, nor should it be
construed as an endorsement or recommendation on the part of the I4EA.
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1. INTRODUCTION

BACKGROUND

1.1. Nuclear security focuses on the prevention of. detection of, and response to,
criminal or intentional unauthorized acts involving or directed at nuclear
material, other radioactive material. associated facilities. or associated
activities.! Other acts determined by the State to have an adverse impact on
nuclear security should be dealt with appropriately.

1.2. Nuclear security and nuclear safety have in commeon the aim of protecting
persons, property. society and the environment. Security measures and safety
measures have to be designed and implemented in an integrated manner to
develop synergy between these two areas and also in a way that security measures
do not compromise safety and safety measures do not compromise security.

1.3. Nuclear security together with nuclear safety and applicable safeguards is
essential for enjoying the many benefits of nuclear material and other
radioactive material in industrial, agricultural, and medical applications, nuclear
energy. and many other areas.

1.4. The responsibility for nuclear security within a State rests entirely with the
State. which has to ensure the security of nuclear material, other radioactive
material, associated facilifies, and asseciated activities under its jurisdiction.
Each State aims to achieve nuclear security by creating its own nuclear security
regime which is appropriate to that State.

1.5. The threat of nuclear terrorism has been recognized as a matter of grave
concern by all States. States also recognize that nuclear security in one State
might depend on the effectiveness of the nuclear security regimes in other States.
There is an increasing need for appropriate international cooperation to enhance
nuclear security worldwide.

1.6. The evolution of the IAEA’s nuclear security activities has occurred within
a legal and policy framework that includes the Statute of the IAEA. resolutions of
the TAEA Board of Governors and General Conference. resolutions of the

! Italicized words in the text represent defined terms. Definitions of the terms are found
in the Definitions section of this publication.
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UN Security Council and UN General Assembly. as well as the established
practices of the TAEA. Various international instruments, adopted under TAEA
and other auspices. have also contributed to the IAEA’s mandate and functions. as
well as to the international legal framework. in the nuclear security field. These
mstruments are described in IAEA International Law Series No. 4, The
International Legal Framework for Nuclear Security.

1.7. As part of its efforts in nuclear security. the IAEA’s Board of Governors has
approved a series of Nuclear Security Plans that set out the IAEA programmes for
nuclear security. One component of the Nuclear Security Plans has been the
development of the Nuclear Security Series of publications.

1.8. The IAEA Nuclear Security Series provides nuclear security fundamentals,
recommendations. and implementing and technical gnidance for Member States
to assist them in implementing new nuclear security regimes. or in reviewing and
if necessary strengthening existing nwclear security regimes. The series also
serves as guidance for Member States in carrying out their efforts with respect to
binding and non-binding international instruments.

1.9. The IAEA Nuclear Security Series is designed in a tiered approach with the
fundamentals level publication providing the objective and essential elements for
the entire nuclear security regime. recommendations level publications outlining
what a nuclear securitv regime should address in specific areas of nuclear
security., and the implementing and technical guidance publications providing
detailed guidance about how to establish specific nuclear security svstems and
nuclear security measures.

1.10. This publication. hereinafter referred to as ‘the Fundamentals’, is the
primary publication in the JAEA Nuclear Security Series. The objective and the
essential elements of a nuclear security regime set forth in the Fundamentals are
based on a synthesis of the provisions in the international instruments, the
experiences of Member States in their existing nuclear security regimes. and the
IAEA’s experience in the areas of nuclear security. safety and safeguards.

PURPOSE

1.11. The purpose of this publication is to assist Member States in enhancing
nuclear security by providing national policy makers, legislative bodies.
competent authorities. institutions. and individuals involved in the establishment.
implementation. maintenance or sustainability of a State’s nuclear security

2
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regime with the objective and essential elements of the nuclear security regime.
The Fundamentals set forth the basis for TAEA Nuclear Security Series
publications.

SCOPE

1.12. The Fundamentals apply to nuclear material and other radioactive
material. whether under or out of regulatorv control, and their associated
facilities and associated activities under the jurisdiction of the State.

1.13. The Fundamentals provide a basis for the protection of persons. property.
society and the environment from criminal or intentional unauthorized acts
involving or directed at nuclear material, other radioactive material, associated
facilities, or associated activities. and other acts determined by the State to have
an adverse impact on nuclear security.

1.14. For nuclear material and other radioactive material under regulatory
control, the Fundamentals pertain only to material used for civil purposes.
Member States may decide whether or not to extend the publication’s use to other
purposes.

STRUCTURE

1.15. Section 1 gives an overall view on the background. purpose. scope and
structure of the document. Section 2 presents the objective of a State’s nuclear
security regime. Section 3 contains the set of essential elements of a State’s
nuclear security regime. Italicized terms used in this publication are defined in
the Definitions section.

2. OBJECTIVE OF
A STATE’S NUCLEAR SECURITY REGIME

2.1. The objective of a State’s nuclear security regime is to protect persons.
property. society. and the environment from harmtul consequences of a nuclear
security event.



83

2.2, With the aim of achieving this objective. States should establish.
mmplement. maintain and sustain an effective and appropriate nuclear security
regime to prevent. detect and respond to such nuclear security events.

2.3, The nuclear security regime is part of the State’s overall security regime.
The nuclear securitv regime covers nuclear material and other radioactive
material, whether it is under or out of regulatory control. and associated facilities
and associated activities throughout their lifetimes. and it should reflect the risks
of harm to persons. property. society and the environment.

3. ESSENTIAL ELEMENTS OF
A STATE’S NUCLEAR SECURITY REGIME

The following set of twelve essential elements of an effective and
appropriate nuclear security regime should be applied insofar as reasonable and
practicable.

ESSENTIAL ELEMENT 1: STATE RESPONSIBILITY

3.1. Responsibility rests with the State for meeting the objective set forth in
Section 2 by establishing. implementing. maintaining and sustaining a nuclear
security regime applicable to muclear material, other radioactive material.
associated facilities, and associated activities under a State’s jurisdiction.

ESSENTIAL ELEMENT 2: IDENTIFICATION AND DEFINITION OF
NUCLEAR SECURITY RESPONSIBILITIES

3.2. Nuclear security responsibilities of comperent authorities designated by the
State. as described in Essential Element 3. including regulatory bodies and those
competent authorities related to border control and law enforcement. and
responsibilities for all authorized persons. are clearly identified and defined.
Provisions are identified and defined for appropriate integration and coordination
of responsibilities within the nuclear security regime. as well as for the State’s
oversight to ensure the continued appropriateness of the nuclear security
responsibilities.



ESSENTIAL ELEMENT 3: LEGISLATIVE AND REGULATORY
FRAMEWORK

3.3.

The legislative and regulatory framework. and associated administrative

measures. to govern the nuclear .S'E?C‘IH'”’:‘F }'E?g??HE?Z

(a)
(b)

()

(d)

®

(2)

(h)

@)

@

Establish competent authorities, including regulatory bodies, with adequate
legal authority to fulfil their assigned nuclear security responsibilities.
Assign the nuclear security responsibilities identified in Essential
Element 2 of each competent authority, including those of the regulatory
bodies having nuclear security responsibilities. and provide these
authorities with sufficient financial. human and technical resources to tfulfil
these responsibilities.

Establish measures to ensure proper coordination and communication
among competent authorities, and between competent authorities and
authorized persons, in fulfilling their nuclear security responsibilities.
Ensure that regulatory bodies have appropriate independence in their
nuclear security decision making. Independence includes both functional
and financial independence from the entities they regulate and from any
other bodies that deal with the promotion or utilization of nuclear material
or other radioactive material.

Provide for the establishment of nuclear security regulations and
requirements. and associated procedures for evaluating applications and
granting authorizations or licenses.

Provide for the establishment of systems and measures to ensure that
nuclear material and other radioactive material are appropriately
accounted for or registered and are effectively controlled and protected.
Provide for the establishment of regulations and requirements for protecting
the confidentiality of semsitive information and for protecting sensitive
information assets.

Ensure that prime responsibility for the security of nuclear material, other
radioactive material. associated facilities. associated activities. sensitive
information and sensitive information assets rests with the authorized
Dersons.

Ensure that there are procedures for the State, or a designated entity. to
assume the primary responsibility for security in the absence of authorized
Dersons.

Establish law enforcement systems and measures relevant to nuclear
security. These systems and measures should include those for the export.
import. and for border control of nuclear material and other radioactive
material. This includes security procedures for transport that are consistent

L]



(k)

@

with the responsibilities as set forth in Essential Element 4 when
international transport is involved.

Take appropriate and effective steps to prevent, deter. detect, respond to,
and otherwise combat illicit trafficking in nuclear material and other
radioactive material.

Establish verification and enforcement measures to ensure compliance with
applicable laws. regulations and requirements. including the imposition of
appropriate and effective sanctions.

ESSENTIAL ELEMENT 4: INTERNATIONAL TRANSPORT OF
NUCLEAR MATERIAL AND OTHER RADIOACTIVE MATERIAL

3.4. The responsibility of a State for ensuring that nuclear material and other
radioactive material are adequately protected extends to the infernational
transport thereof. until that responsibility i1s properly transferred to another State.
as appropriate.

ESSENTIAL ELEMENT 5: OFFENCES AND PENALTIES
INCLUDING CRIMINALIZATION

3.5,

(a)

(b)
(c)

(d
(e)

A nuclear security regime includes measures for:

Defining as offences or violations under domestic laws or regulations those
criminal or intentional unauthorized acts involving or directed at nuclear
material, other radioactive material, associated facilities or associated
acrivities:

Appropriately dealing with other acts determined by the State to have an
adverse impact on nuclear security;

Establishing appropriate penalties that are proportionate to the gravity of
the harm that could be caused by commission of the offences or violations:
Establishing the jurisdiction of the State over such offences or violations:
Providing for the prosecution or, as appropriate, extradition of alleged
offenders.
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ESSENTIAL ELEMENT 6: INTERNATIONAL COOPERATION
AND ASSISTANCE

3.6. A nuclear security regime provides for cooperation and assistance between
and among States. either directly or through the IAEA or other international
organizations. by:

(a)
(b)

(c)

(d)

(e)

Making known designated points of contact for notification. assistance and
cooperation;

Providing timely information as appropriate to States affected or likely to
be affected or concerned about criminal or intentional unauthorized acts
involving or directed at nuclear material, other radicactive material,
associated facilities or associated activities, or credible threats thereof;
Providing timely response to requests for assistance on nuclear security
related matters. including requests for the recovery and protection of
nuclear material and other radioactive material, requests for technical
support, including nuclear forensic assistance; and requests for mutual legal
assistance:

Cooperating and exchanging experiences and information. including on the
establishment. implementation. maintenance and sustainability of nuclear
security systems:

Ensuring through appropriate arrangements that sensitive information or
other information exchanged in confidence is adequately and appropriately
protected.

ESSENTIAL ELEMENT 7: IDENTIFICATION AND ASSESSMENT
OF NUCLEAR SECURITY THREATS

3.7.

(a)

(b)
()

A nuclear security regime ensures that:

Nuclear securitv threats, both internal and external to the State, are
identified and assessed. including their credibility. regardless of whether the
targets of internal muclear security threats are within or outside the
jurisdiction of the State:

The State’s assessments of nuclear security threats are kept up to date:

The State’s assessments are used in mmplementing the State’s nuclear
security regime.
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ESSENTIAL ELEMENT 8: IDENTIFICATION AND ASSESSMENT
OF TARGETS AND POTENTIAL CONSEQUENCES

3.8. A nuclear security regime ensures that:

(a) Targers under the State’s jurisdiction are identified and assessed fto
determine if they require protection from nuclear security threats,

(b) The assessment is based on the potential consequences should the fargefs be
compromised:

(c) Anup to date assessment of such fargefs is maintained.

ESSENTIAL ELEMENT 9: USE OF RISK INFORMED APPROACHES

3.9. A nuclear security regime uses risk informed approaches. including in the
allocation of resources for nuclear securitv svstems and nuclear securitv
measures and in the conduct of nuclear security related activities that are based
on a graded approach and defence in depth, which take into account the
following:

(a) The State’s current assessment of the nuclear securitv threats. both internal
and external;

(b) The relative attractiveness and vulnerability of identified fargers to nuclear
security threats:

(c) Characteristics of the nwclear material. other radioactive material,
associated facilities and associated activities;

(d) Potential harmful consequences from criminal or intentional unauthorized
acts involving or directed at nuclear material, other radioactive material,
associated facilities, associated activities, sensitive information or sensitive
information assers, and other acts determined by the State to have an
adverse impact on nuclear security.

ESSENTIAL ELEMENT 10: DETECTION OF
NUCLEAR SECURITY EVENTS

3.10. A nuclear security regime ensures that nuclear security syvstems and nuclear
security measures are in place at all appropriate organizational levels to detect
and assess nwuclear security evemts and to notify the relevant competent
authorities so that appropriate response actions can be initiated. including:



(a)
(b)
(c)

(d)

(e)
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At associated facilities:;

During conduct of associated activities:

At major public events or strategic locations. including locations of critical
infrastructure, as designated by the State;

In searches for. recoveries of. or discoveries of muclear material or other
radioactive material that is missing or lost or otherwise out of regulatory
control:

Within the State’s territory or on board its ships or aircraft. and at its
international borders.

ESSENTIAL ELEMENT 11: PLANNING FOR. PREPAREDNESS FOR.
AND RESPONSE TO, A NUCLEAR SECURITY EVENT

3.11. A nuclear security regime ensures that relevant competent authorities and
authorized persons are prepared to respond. and respond appropriately. at local.
national. and international levels to nuclear security events by:

(a)

(b)

Developing arrangements and response plans for ensuring:

(1) Rapid and effective mobilization of resources in response to a nuclear
security event.

(i1) Effective coordination and cooperation during response to a nuclear
security event among all those carrying out response functions
(including intelligence. law enforcement. crime scene investigation.
and nuclear forensics) and between the security and safety aspects of
the response:

(ii1) Effective use of relevant international emergency assistance and
response systems;

(iv) Investigation of any nwuclear securitv event and. as appropriate.
prosecution or extradition of alleged offenders.

Periodically exercising. testing. and evaluating the plans for effectiveness

by relevant competent authorities and authorized persons with the aim of

ensuring timely implementation of comprehensive measures to:

(i) Mitigate and minimize harmful consequences to persons. property.
society. and the environment from nuclear security events.

(i1) Locate. recover. and secure nuclear material and other radiocactive
material that is out of regulatory control.

(ii1) Feed back into the preparedness process. including into the response
plans. the results of exercises and tests of the plans. and of experience.
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ESSENTIAL ELEMENT 12: SUSTAINING A NUCLEAR SECURITY
REGIME

3.12. A nuclear security regime ensures that each competent authority and
authorized person and other organizations with nuclear security responsibilities
contribute to the sustainability of the regime by:

(a)
(b)

(©)
(d)

10

Developing. implementing. and maintaining appropriate and effective
integrated management systems including quality management systems;
Demonstrating leadership in nuclear security matters at the highest levels:
Developing. fostering and maintaining a robust nuclear security culture:;
Allocating sufficient human. financial and technical resources to carry out
the organization’s nuclear security responsibilities on a continuing basis
using a risk informed approach:

Routinely conducting maintenance. training, and evaluation to ensure the
effectiveness of the nuclear securitv svstems:

Having in place processes for using best practices and lessons learned from
experience:

Establishing and applying measures to minimize the possibility of insiders
becoming nuclear security threats:

Routinely performing assurance activities to identify and address issues and
factors that may affect the capacity to provide adequate nuclear security.
including cyber security. at all times.
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DEFINITIONS

This section contains the definitions of italicized terms wsed in this
publication. The definitions given below mav not necessarily conform to definitions
adopted elsewhere for international use. Examples have been added to some
definitions in order to assist the reader in understanding the definition. When
examples are given thev are not intended to be exhaustive, or to limit the definition
in any manmner:

associated activity. The possession, production, processing. use, handling.
storage. disposal or transport of nuclear material or other radioactive
material.

associated facility. A facility (including associated buildings and equipment) in
which nuclear material or other radioactive material is produced,
processed, used. handled. stored or disposed of and for which an
authorization is required.

authorization. The granting by a comperent authority of written permission for
operation of an associated facilitv or for carrying out an associated activity,
or a document granting such permission.

authorized person. A mnatural or legal person that has been granted an
authorization. An authorized person is often referred to as a ‘licensee’. or
‘operator’.

competent authority. A governmental organization or institution that has been
designated by a State to carry out one or more nuclear security functions.

— Example: Competent authorities may include regulatory bodies, law
enforcement. customs and border control. intelligence and security
agencies, health agencies. etc.

defence in depth. The combination of successive layers of nuclear securitv
svstems and nuclear securitv measures for the protection of fargefs from
nuclear security threats.

graded approach. The application of riuclear security measures proportionate to

the potential consequences of criminal or intentional unauthorized acts
involving or directed at muclear material, other radioactive material,

11
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associated facilities or associated activities or other acts determined by the
State to have an adverse impact on nuclear security.

insider. An individual with authorized access to associated facilities or
associated activities or to sensitive information or sensitive information
assets, who could commit. or facilitate the commission of criminal or
mtentional unauthorized acts mvolving or directed at nuclear material,
other radioactive material, associated facilities or associated activities or
other acts determined by the State to have an adverse impact on nuclear
security.

major public event. A high profile event that a State has determined to be a
potential farget.

nuclear facility. A facility (including associated buildings and equipment) in
which nuclear material is produced. processed. used, handled. stored or
disposed of and for which an authorization or license is required.

nuclear material. Any material that is either special fissionable material or
source material as defined in Article XX of the TAEA Statute.

— Special fissionable material: Plutonium-239; uranium-233; wranium
enriched in the isotopes 235 or 233 any material containing one or more of
the foregoing: and such other fissionable material as the Board of
Governors shall from time to time determine; but not including seowrce
material.

— Uranium enriched in the isotopes 235 or 233: Uranium containing the
1sotopes 235 or 233 or both in an amount such that the abundance ratio of
the sum of these isotopes to the isotope 238 is greater than the ratio of the
1sotope 235 to the isotope 238 occurring in nature.

— Source material: Uranium containing the mixture of isotopes occurring in
nature; uranium depleted in the 1sotope 235; thorium: any of the foregoing
in the form of metal. alloy, chemical compound. or concentrate; any other
material containing one or more of the foregoing in such concentration as
the Board of Governors shall from time to time determine: and such other
material as the Board of Governors shall from time to time determine.
(Note: source material does not include ore or ore residue.)

nuclear security culture. The assembly of characteristics. attitudes and
behaviours of individuals. organizations and institutions which serve as a
means to support, enhance. and sustain nuclear security.



nuclear security event. An event that has potential or actual implications for
nuclear securify that must be addressed.

nuclear security measures. Measures intended to prevent a nuclear securitv
threat from completing criminal or intentional unauthorized acts involving
or directed at muclear material. other radioactive material. associated
facilities. or associated activities or to detect or respond to nuclear security
events.

nuclear security regime. A regime comprising:

— The legislative and regulatory framework and administrative systems and
measures governing the nuclear security of nwclear material. other
radioactive material, associated facilities and associated activities:

— The institutions and organizations within the State responsible for ensuring

the implementation of the legislative and regulatory framework and

administrative systems of nuclear security;

Nuclear security svstems and nuclear securitv measures for the prevention

of. detection of and response to nuclear securitv events.

nuclear security system. An integrated set of nuclear security measures.

nuclear security threat. A person or group of persons with motivation. intention
and capability to commit criminal or intentional unauthorized acts
involving or directed at nuclear material, other radioactive material,
associated facilities or associated activifies or other acts determined by the
State to have an adverse impact on nuclear security.

operator. Any person. organization. or government entity licensed or authorized
to undertake the operation of an associated facility or to perform an
associated activity.

other radioactive material. Any radicactive material that is not nuclear
material.

—
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radioactive material. Any material designated in national law. regulation, or by
a regulatory bodyv as being subject to regulatory control because of its
radioactivity. In the absence of such a designation by a State. radioactive
material is any material for which protection is required by the current
version of the International Basic Safety Standards?.

regulatory body. One or more authorities designated by the government of a
State as having legal authority for conducting the regulatory process,
including issuing authorizations.

regulatory control. Any form of institutional control applied to nuclear material
or other radioactive material, associated facilities. or associated activities
by any competent authoritv as required by the legislative and regulatory
provisions related to safety. security. or safeguards.

— Explanation: The phrase ‘out of regulatory control’ is used to describe a
situation where niclear material or other radicactive material is present in
sufficient quantity that it should be under regulatory control, but control is
absent. either because controls have failed for some reason. or they never
existed.

sensitive information. Information. in whatever form. including software, the
unauthorized disclosure, modification, alteration. destruction. or denial of
use of which could compromise nuclear security.

sensitive information assets. Any equipment or components that are used to
store. process. control or transmit sensitive information.

— Example. Sensitive information assets include control systems. networks.
information systems and any other electronic or physical media.

strategic location. A location of high security interest in the State which is a
potential target for terrorist attacks using nwuclear material or other
radioactive material, or a location at which nuclear material or other
radioactive material that is out of regulatory control is located.

> At the time of publication, the current version is: INTERNATIONAL ATOMIC
ENERGY AGENCY, Radiation Protection and Safety of Radiation Sources: International
Basic Safety Standards — Interim Edition, IAEA Safety Standards Series No. GSR Part 3
(Interim), IAEA, Vienna (2011).
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target. Nuclear material. other radioactive material. associated jfacilities.
associated activities. or other locations or abjects of potential exploitation
by a nuclear security threat. including major public evenis. strategic
locations. sensitive information. and sensitive information assets.
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