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# # 5686031634 : MAJOR LAWS
KEYWORDS: ONLINE IMPERSONATION / CRIMINAL MEARSURES / INTERNET / PERSONAL
DATA / IDENTITY / RIGHT TO PRIVACY
SUTHATHIP KAEWSIWAWONG: Criminal Measures for Online Impersonation.
ADVISOR: ASST. PROF. KANAPHON CHANHOM, Ph.D., 179 pp.

The objective of this thesis is to study the criminal measures for online
impersonation crime in order to find which criminal measures and sanctions are

applicable to prevent and suppress such crime.

The study showed that computer technology and internet networking system
play a very important role in our daily life. Although such technology is useful for
various activities, it also opens the door for the criminals to use this technology as a
tool to commit crimes. Online impersonation is a crime that a person impersonates
other person by using other person’s identifying information or personal data via any
internet websites, applications, or other electronic means to pretend to be that person
without obtaining the consent for the purpose of committing crimes. This behavior
infringes the person’s right to identity and right to privacy and may cause victims and
those who involved to suffer from damages. At present, Thailand is facing a problem
of online impersonation, but there are none of criminal measures to prevent such
crime and protect the victims effectively. On the contrary, the study showed that the
United States has its own provisions imposing criminal measures for online
impersonation, whereas, England, Japan, and South Korea do not have any specific
laws but they have some guidelines to use the existing laws to prosecute cases
involving online impersonation. Their legal measures has proven the effective solutions

to solve such problems.

This thesis purposes the implementation of explicit and proper criminal
measures related to online impersonation in Thailand in order to take action against
the offenders as well as to ensure that people will be truly protected. By doing so

would result in the effectiveness of the prevention and suppression of the crime.

Field of Study: Laws Student's Signature

Academic Year: 2016 Advisor's Signature
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° TEXAS PENAL CODE § 33.07 (f) (1)
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'2 SOUTH CAROLINA HOUSE BILL 3107 § 2
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2" Clanton, K., "We Are Not Who We Pretend to Be: Odr Alternative to Online Impersonation

Statues," Cardozo Journal of Conflict Resolution.
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*% Clanton, K., "We Are Not Who We Pretend to Be: Odr Altemative to Online Impersonation Statues,"

Cardozo Journal of Conflict Resolution.
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* PricewaterhouseCoopers LLP and PwC Legal LLP, "Alert: Internet and Impersonation Fraud
Utilising the Pricewaterhousecoopers Llp and Pwc Legal Llp Brands," [Online] Accessed: 9 April 2017.
Available from: https://www.pwc.co.uk/who-we-are/internet-and-impersonation-fraud.html

% In Brief, "What Is the Law on Impersonating Another Person on Facebook?"
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Media," [Online] Accessed: 25 January 2017. Available from:

http://www.cps.gov.uk/legal/a_to_c/communications_sent via_social _media/#content
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4.2.2.2.3 Computer Misuse Act 1990
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> Wikipedia, "Computer Misuse Act 1990," [Online] Accessed: 5 February 2017. Updated: 29 March 2017.
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6 ACT ON PROHIBITION OF UNAUTHORIZED COMPUTER ACCESS ARTICLE 4
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