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# # 5970959621 : MAJOR COMPUTER SCIENCE
KEYWORDS: NEAR FIELD COMMUNICATION, MULTI-FACTOR AUTHENTICATION,
WIRELESS NETWORK SECURITY
WIPHOP POMAK: SECURE HOTSPOTS WITH MULTI-FACTOR AUTHENTICATION
THROUGH NFC ON SMARTPHONES. ADVISOR: ASSOC. PROF. DR.YACHAI
LIMPIYAKORN, 67 pp.

Nowadays, wireless network technology is an essential component of
businesses. Some workplaces have adopted the policy bring your own device (BYOD)
that permits employees to bring personal devices and to use those devices to access
company information and applications. Many organizations provide the wireless local
area network (WLAN) to support mobility, connectivity for small equipment and
simple management. However, corporate network security requires influence
authentication to limit unauthorized access since critical data are transferred over the
wireless networks. Hence, an authentication is considered as the first line of
preventing unauthorized access that could alleviate Wi-Fi threats. WPA2 Enterprise
with 802.1X standard is typically introduced to handle user authentication on the
network using the EAP framework. Especially, the EAP-TLS is very secure with
allowing for mutual identification but deployments are difficult because of client
certificate management. Consequently, credentials management for all users is a
hassle for administrators and users usually encounter complicated authentication
processes like certificates installation, network configuration setup and so on. To
reduce the administrative burden on the certificate management and support
network security policies, this research thus presents an approach of Wi-Fi hotspot
authentication in the organization by leveraging NFC for credential information
exchange in addition to MFA technique adoption. The implementation is developed
on NFC-enabled smartphones through network model based on WPA2-802.1X
authentication with EAP-TLS. The proposed approach is evaluated by the measure of

the actual time of wireless network access, in addition to the questionnaire of the
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1.3.4

1.3.5

1.3.6

1.3.7

1.3.8

msfnsalufusenfntundannglilasudeyalususesnniladsinesdnsa
JoyadAny e luuaininliugniinsiamenyas1susveudsnies uay
gniiuliluniluueundindudieszuy Keystore
Hauaiedotneaunsadanislususedidinetu wu nisaddlususesl ns
snianluiusesiignazida viemsdnnisteyadugld idudu
Fosnnsuetndindurinauegiaileiiefe uasidsuinesueundiadugn
AIVANAIY Java LUsuNTY

nsfigaumasauunateady (Multi-Factor Authentication) gaudaunly

WaliuauUasnde wazanududiudilviussuuanuiniu

1.4  UABUNITIAY

1Y Y = ° v a Ay A a v
1.4.1 AUAINANEN LLagV]']ﬂ’J'uJLGU’fL"\W‘q@a LLASITUIYYNLNY VDN

1.42 MuuUatusau kaveanwuvanldnenssuasavielsanelnganadeann

WPA2-Entertrise UN3193311 802.1X fAUITNTHEUAITIUUY EAP-TLS

1.43  veasuasavigiiialiaiuisaldanulaas
1.4.4 MMVAUATUADY LALBBNLUULBUNALATUULALSA LN

145  veseuihnswandsudayaseniteannsaliy wasdiviies

v

1.4.6  UFuwds wagiaunileandundrglvgldldeaudne wu feidunis
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Fousawaseteenludf, frefedddususes, Bnsdafudeya saudeilandunis

Y

WS waznensiateya

1.47  YAFBUNASNSIINTUNY hazTuinNa

148 wWaul wazdFulsslumaliarunsainnuliegiegniesny
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1.4.9 7A@V bazUselunaIIulY
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1.5  Uszlgwuinmindnaslasu
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154 iwsgaumnudasnde waganududiuiivesdldainnisussandldnig

figauiasanuuvangdade (Multi-Factor Authentication)

1.6  areunisansealavluldnendnus
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Y

nendnusiiaun 6 un fameluil un? 1 untharudusiwasaudiAyues

L3

Jamingussatdvaansive veuwnreInside Usslerinnninagldsu wasnaaufium

a a awv aa 1 a aa Ql' o cs'
unn 2 N W ASIUIYNLNYIVBY UN 3 BUIAALALITIAY UNY 4 ATWRIUITEUU UNN 5

NINANAHOUKALIATIZING UNT 6 ATUNANITIY

1.7 waewiinfuwainInerdnus

drunilsvesinefinuslasunisafuiunanuieints 2 unau Ussneudig

1) W. Pomak and Y. Limpiyakorn, “Enterprise WiFi Hotspot Authentication
with Hybrid Encryption on NFC-Enabled Smartphones” Tusngaiunisusyyy
AgnsuIuIeAduLlesann The 8th International Conference on Electronics
Information and Emergency Communication (ICEIEC 2018), June 15-17,
2018, Beijing, China.

2) W. Pomak and Y. Limpiyakorn, “Secure Hotspot with Multi-Factor
Authentication through NFC on Smartphones” 1143’]8\‘1’]Uﬂ’1'§ﬂ'§35q§fm’1ﬂ’]§
WwRAuLiessn The 8th International Workshop on Computer Science

and Engineering (WCSE 2018), June 28-30, 2018, Bangkok, Thailand
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21 vgufjiiieades
2.1.1  nsdearsaunlng (Near Field Communication) [6]

Near Field Communication (NFC) %58 n1saeasauulndidumeluladnisadeans

v =

158 uiaza

a

89M1UUIMI5 U Radio-frequency  identification  (RFID)  luguainudasdae
alvayusesfunsaeasszisgUnsaldianvsedndlussezlng o wu aunsalnunieuiu
a0 OWeNFYINIIUTALD 13.56 MHz UudumesmaNInsgIu ISO/IEC 18000-3 &silgns
msaneloudoyasg®l 106, 212 uay 424 Kbits  #e3undl Bulendgnoenwuuuilinis
a 1% = [ ) o o ~ 1l a !

waniasudeyaiinnulasadumednvuznisinnundssogsiieddiwuimunsseninees
gunsal AoUseanas 20 au. Tumang] wag Uszan 10 gy, visedpsnituulunmsldauasa
d! L ¥ ¥

Feanansaanlenialumsiniletoyala

2.1.2  nsngaualsauvunateliade (Multi-Factor Authentication) [1]

Multi-Factor Authentication (MFA) w3e n15figaufiiasswuunatedade ilusyuy
n3snwAnulasndedidenisisnisigaidinuannimilavszinvaindeyaiusesniu

dasgrouiioduduinureslddmsumsiingssuunion1singsnssudneg Tnemilasdl

[

| v o A Y A a fu  a | & &
YUY 2 ﬂﬁ]ﬁ]ﬂmuﬂﬂaa’]mqiﬂimLW@W@jﬁ]u@?ﬁ]iﬂI@ﬂLLUQ@@ﬂLUu 3 UseLnnesu

(%
Y

1) Knowledge Factors (Something user know) @ éﬂﬁﬁﬂ%Lﬁﬁuuﬁ

eafe

WU SHERTU PIN #S0AnUaunlgsiniy (Secret key)

2) Possession Factors (Something user have) k) aﬂqgﬂ%dw%
ATOUATEIAINY LU UnsUszd1dnUssr1ru UnsUszanaimnudasnny  ATM
%39 Smartphones

3) Inherence Factors (Something user are) #3® Biometrics Ao &4

Y & a 1 dy I [y ! = [
Al dulpeFavarionvsiludnuusianizdiuyanavsodnyaenaNgnInued
yARatY wu aneiile Tunt wasides wenantidesinlutamgAnssuaniy

9e19 1 MInauduiind nsiauvsegUiuuNMIyn



2.1.3 |EEE 802.1X [2]

IEEE 802.1X 10unsauu1nsgIu IEEE 115U port-based network access control
vioumsguillifgaiaieldnuineeundirdaeioteiuuuiians uasuuulias &
wanslunndl 1 Fadedruuszneundnaudiunes 802.1X léwd 1) Supplicant AogUnIad
client 2) authenticator ﬁaaiwﬁ%maﬁﬁw%ﬁmLsﬁ’ﬂ%’mut,t,wi%faw (wireless access
point) WA 3) authentication @33 Aeleadildauverduiifatuayuluslnaea
RADIUS 1113aufiuignsigauisiiasauuusneg 90 EAP W TLS, TTLS, PEAP, MSCHAPV2
Husu dmsu IEEE 802.1X 14 EAP ifloadhaglasddivasnsis (secure tunnel) 511314 client

ey authentication @inies Tun1suaniuagunisfusesninugnees

Backend authentication
server Authenticator Supplicant(peer)
M‘gzi » Mobile device/
TCR/IP Access Laptop/
PPP EAP
EAPOL
EAPOW

AN 1 AUUTENAUNSNMNUINTFIU 802.1X [7]

2.1.4  walulaglaseai1anugIunguaansasae (Public Key Infrastructure)

Public Key Infrastructure (PKI) [8] %38 walulaglassasanugiunayuaansisae

'
a a =

Julususesdinnsetind (certificate) fianunsafigaudiase@aiu (mutual authentication)

vy o

o vy i o as P - £ o i 9 =
wazfuldsenitgnieiudivneiinyanadudugiensdnsviels luSuses PKI asetiulag
Heonlususes (Certificate Authority) 38 CA n1seenlususesdiumdndudesfiags Root
Certificate’ 910 CA  Y@IRlUINISUsRZIATOINOUTREANNTAVII 1@SIies  Budud
lufuseanlasuantugnesnliangliuinisats lnsundlassaiaiugiunayuaansisaeas
Usgnaulumedesdusznaudfny loun 1) dl4u3nns (End Entity) 10ugUszasdasveld

a 1Y) a & a & v Y Ao ~ . . . & Yo
Usnislususesdiannsetind 2) Wmnsuameileu (Registration  Authority) 1Jug3U
amzileuandseswe 3) gliuinisesntususesdidnnsedind (Certification Authority) 10u
aadnsyihmifeenluiusesdidnnsetind uaziiesusasdnu 4) Iduiindaya (Repository)

Lﬂuiwmauﬂama%ﬁmmaa%uﬁu’tu%’usaqaLﬁﬂmaﬁﬂésuaa;lﬂﬁu%miashmaamﬁa



2.1.5 i:UUﬂ'liL‘t’J"liﬁ'aLLUUQﬂNau (Hybrid Cryptosystem)

Hybrid  Cryptosystem (HS) #38 S¥UUNSWNTRALULANHANABNISIET0RAYDINS
WNSAELUUENNIAT (Symmetric encryption) wagliauanns (Asymmetric encryption 1114
uswiu Inemadstauuvannasatuayunuilunsdisiadeyaidesainldnig
muamendinenansiilidudou luvagiinsdrsiaduuuveaunstelinisdearsianig
Uasadoidesannisithswalianastulisndudeddfdausutu (shared secret key)
TN kazESU IneUnAuaINS ST UUANHANUTENUAIARIBANET N fag 1Ly
nsl3sIsWawuY (Advanced Encryption Standard #5e AES) (Juisnisiinssauuy
auannsiguaiefdiati (key session) TvunAd 128, 192 30 256 Un warudonvuin
128 Jndsldiiiodnsiatonuen q waznsdiTdrsaLuY (Rivest-Shamir-Adlernan 3o

RSA) 1WuAS s siawuullauinsiiglunisiasianswatusefgasnsae

2.1.6 N1591899Un5n281gan (Host-Base Card Emulation)

Host-Base Card Emulation (HCE) euanaldauisalnudiiiduiendaunsa

LR

1 a

Feunuuidumin uardeasiulead@figiuuennainduihauuuieunsesdlalnenss 29
Ligndusiodldwdofiam Secure Element (SE) 19w SIM w38 &U EMV 1udiu HCE gn
onuuuNiioanalddauazannisiian SE Genmautaddslviansouaniudeumds
APDU  (Application Protocol Data Unit) LLagmimauauaﬂug‘ULLU‘Umi?iamiufuu

ApIRAMIEIN UL uNT W asTla

2.1.7 EAP Transport Layer Security (EAP-TLS)

EAP-Transport Layer Security (EAP-TLS) afmualilu RFC 5216 1Hu3%nns3uses
ANgRFDs IEEE 802.1X EAP ldluslamea TLS (RFC 5246) EAP-TLS a@snsaiigauliaass

52AUTENINS supplicant wag authentication WWsesiulususesnaviawuu X.509 Fald

1 i
I b4 =

WIAnlATIASNAgaNs1TUY (PKI)  7adesulaelusunsy CA  (Certification  Authority)
Tususesseneumetorendsineivseleanddludmiudiniesnisnvaeudnsuas
dmfugnune EAP-TLS nsie 38n1siigaudiaseiliduisnuaensdeigalunislden WLANs

Tutlagdu egrdlsimunissnuiluiuseswesgninedmadutymdmsudguassuulunis

IANTIUSUTDY



2.1.8 Keyed-Hash Message Authentication Code (HMAC)

HMAC gnihsnldnsiaaouysann (integrity) vostonuitldiu anunsnthunldly
nsdsdoyarueiotievietesmeiilifianulaonsdts Tnedenutiuoaasgnidrsianie
adudonuian (plain text) HMAC thefigardliindonuiueglignudludsuulas
(alteration) Tnsmsiasuutastemnuifisadntesausasiliesiaveausniininaunnsig

[y

AuNn F9I5UAAIEAUITTaAINERE (Mmessage  digest)  LaAUILEULAvEFATAUTIY

6

(shared secret key) LielilannzyAARTITIAGIUIINAIUTONTIVHOUAINYNABIVBITDAIY

o/

2.2 uvenngtaq

2.2.1 Secure hotspot authentication through a Near Field Communication side-

channel [2]

[ '
aw A o )

ATt auaidessruuTiganliinises Wi-Fi hotspot as1saueflendeidulend
diesuteyamarinuansianeletneuazdayanuduisgnidsial fdamaniSuend
wiinlunsfigauisiasaasld WPA2  personal  w3e shared-key @agnilslilundiniguiy
uananilgunsnl access point gausuudslifianuanansalunisnsiaaoulddn fivedns

nmshtaesetglasuteyarnuduingnaswiseld menisnensviateyaH1u secure port

2.2.2 Time-based One-Time Password for Wi-Fi Authentication and Security[9]

A5 LESRAN1UBUULTASILAE (Time-based One-Time Password #3® TOTP) i@

a L3

figaida3etu Wi-Fi hotspot uugUnsaieesiosaeuaios Insiaiomilsiminiiduga
ousla (Hotspot) Tuvaufigunsaidu q Aideurefuqnidousiodiodu client ToyaAINGTY
(TOTP  code) aglddunsadruvulaundinuazivaswdusianisneundusiiu (Quick
Response code: QR code) 8814lsAnu QR code @nunsanensialadngminifiieeig

WEgINe 9ano3iuYeIn1Ia19IFRHIUALEAILNTAAIAANAUENNNTAYIN online attack 1a

2.2.3 Email encryption using hybrid cryptosystem based on Android [10]
Tunuiildmaiiaszuunisidrsvauvugnuaslunistadatienideninuludiuauy

5¥UU Android wedasiudeyadfnygnidawmenazunluldsunuas lnassuugnuauils

Usznaulumeaudiunan As SEUUNISHNSHARTANSISMY SLUUNITHUNSRARUUANNINT

warHanTuwas (Hash function)
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a [

LUIAALAZISIY

ada v b4

LWIAnLazITIdEveITEULYAnauleaiUaandeniensiigauslasuuunatedady
] < = [ 1 I~ gj gj (v % 1
ENULO UL NTUUANNSAINUANNNTOWUIDB NI UNINUA 5 TURDUNAN tokA 1) 9DNLUULAY
a%f'mLﬂ%szhai%fawmummgm IEEE 802X U35 EAP-TLS (Network architecture design
and implementation) 2) eanLUvkazRALILEUNSATUTSHsaNIa LAz ug s sIH
anansauaniUdsudeyaiuld (Application development) 3) Favinilaidugiuisninuazain
waranludRnsnduiuify (Facilitated and automatic functions) 4) TALMSeULAZES1S
Tususeddilannsednd way  5) an1sveassldauasaiieniAIa1NntgludIuve9nis

cs' v a cow  a .
uanLUasUTaYaLazNIINEIUAIDIY (Experimental phase)

3.1 @9nuuuwazaiIuATeYieliaen1uuInIgIY IEEE 802X (EAP-TLS)

lunsafruesetnglianeillaonediniuuinsgiu  IEEE 802.1X  lagld WAP2-
Enterprise fU38nsiigauasauuy EAP-TLS wisilulassadmdnvesaiu Tunisliuinig

Sumesidaluseauasfnsialioussssanandluning 2

( Internet )

........................ 802.1X seererrersirasnnnnanns franmaes RADIUS srovemnnns
U
& —) (o) (3l =
3 —
L
Employees
Authenticator Hotspot Authentication Server
EAP Type

A9 2 fegndlasaasinnseviglTanenunInggIu 802.1X AUIT EAP-TLS

A 2 lassasesetisdsznauluaie 3 daundnde 1) Authentication
15103 (RADIUS 1@swie%) Fsldssuuufifnis Centos V.7 2) Supplicant AauAnawnse
gUnInlABanTsWaNse Wi-Fi waz 3) Authenticator (wireless access point) 1UuINa139

Wagludatoyasendng supplicant uag WSHLIBEILY Linksys U X1000
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RADIUS server sntdudaeiinsindaesasiiodinsu authenticator taun FreeRadius

v

WAL §1uTaYaves RADIUS Apache service kazdus #a9zumsauiuisn1sigauiiass

(%
Y 1 |

narnvaleinues EAP Tuany 3 Aedegrsudunlddrnsuiiulndneansnneg vos

FreeRadius

/etc/raddb
[root@localhost raddb]# ls -1ltr

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

-rW-r--r--
Irwxrwxrwx
Irwxrwxrwx
drwxrwx- - -
drwxr-x---
drwxr-x---
drwxr-x---
drwxr-x---
drwxr-x---
drwxr-x---
Lrwxrwxrwx

SBNNNNNON= = - A aaaaaNNN = -

A9 3 dregraiunlddmsuiulndds

root

radiusd
radiusd
radiusd
radiusd
root

radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd
radiusd

7476
28622
7581
6
4096
Ly
8536
3470
20808
28621
28361
52
1440
35

30
4096
85
4096
4096
145
41
4096
29

clients.conf.bak
radiusd.conf.bak
clients.conf

trigger.conf
templates.conf
README.rst
radiusd.conf
proxy.conf
panic.gdb
dictionary
huntgroups -> .
hints -> ./mods-c

users -> ./mods-c

A1$119¢) VB9 FreeRadius

N19R9ATIANY authenticator %38 wireless access point lagmuualily WPA2-

Enterprise ld IP address @894 Authentication server, shared secret key uwag port

WnsgIueliaunsaieusiolUss RADIUS @swies astandlunini 4

LINKSYS®

Wireless

Setup Wireless Security

Wireless Security

Security Mode:

RADIUS Server:
RADIUS Port:

Shared Key:

Firmware Version: v1.0.01 build 004

Linksys X1000 X1000

Applications & Administration Status

Access Policy Gaming
| Wireless Security |  Guest Access

WPA2 Enterprise -

192 168 1 100
1812

testing123

Save Settings Cancel Changes

eless MAC Filter

AT 4 AUANIIFIATIRAY wireless access point
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n&nivinshndassuuuasieasruunnegaseusosud sunauselufionaaoy
Asldaulaednlugmidniurennissile FreeRadius wiuduusiweslnsldsvaziden
Fail#9192.168.1.100/daloradius/index.php &9 192.168.1.100 #Ae IP  Uszsdaves
RADIUS server winuiiniuanunsauanssadan il 5 398091 RADIUS server tuansnsa

hauldegegneas
€ ) ©192.168.1.100/daloradius/index.php

gglg RADIUS Management, Reporting, Accounting and Billing by Enginx

Home

Status

Server Status version 0.9-9
Services Status Liran Tal
Last Connection Attemptz

Logs

Radius Log

System Log

Support

dal

RADIUS

AN 5 NNSWERSKA FreeRadius ﬁﬁwmulé’asmgﬂéfm

(v

UDNANUTIADITN1TNAADUADIULYDIUTAIT RADIUS W1l command  line
“systemctl status radiusd” WIAWUINETUEAB Active DlallATRNlaaNITRYINIUlAUNG

FININT 6

[root@localhost wiphopl# systemctl status radiusd
.service - FreeRADIUS high performance RADIUS server.
: loaded (/usr/lib/systemd/system/radiusd.service; enabled; vendor preset: disabled)
: active (running) since Sun 2018-05-27 04:34:47 +07; 2min 34s ago
: 3284 ExecStart=/usr/sbin/radiusd -d /etc/raddb (code=exited, status=0/SUCCESS)
: 3276 ExecStartPre=/usr/sbin/radiusd -C (code=exited, status=0/SUCCESS)
Process: 3273 ExecStartPre=/bin/chown -R radiusd.radiusd /var/run/radiusd (code=exited, status=0/SUCCESS)
Main PID: 3287 (radiusd)
Tasks: 6
CGroup: /system.slice/radiusd.service
L3287 /usr/sbin/radiusd -d /etc/raddb

May 27 04:34:47 localhost.localdomain systemd[1]: Starting FreeRADIUS high performance RADIUS server....
May 27 04:34:47 localhost.localdomain systemd[1]: Started FreeRADIUS high performance RADIUS server..
[root@localhost wiphop]#

A9 6 @nTUY Active LERIAIUINNT Radius iauliegegndes
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TuppUAATIEABNARUNMTTBNRaRUlATIATINAT BRI NT 7 Beusenauluie

3 lagnnd 7 (n) waznndl 7 (v) dududnidldneremiinmsdenss Wi-Fi Yo

“AbovePhysicRules” anufiinnunadilife WAP2-Enterprise fiafiasiinsnsenterldne

“wiphop” Wag SWaNIU UanINLEIReIYIINITAIMUA EAP method aae@sluinilldis EAP-

PEAP dndunaasu lasazildsuldu EAP-TLS A18uae hasnInd 7 (A) Aeaniuznis

A J . . o A 1 1% a LY a o «
WoNmAe Wi-Fi tUU connected 1158 LYDUABDLAD ‘Vi’]ﬂﬂ'ﬁW’sﬂﬁ]‘Uﬁ]’mNﬁ’]Liﬂ

3.2

AbovePhysicRules AbovePhysicRules

EAP method Anonymous identity

PEAP

AbovePhysicRules
w,  AbovePhy
onnected

Phase 2 authentication Password

None v~ BN ssrssensssrescs

v i-house
CA certificate

[ Show password

Do not validate - v Ziren1_2.4G

No cenificate specified. Your connection will Advanced options
not be private.

Identity

Proxy v, NUMNAN

None

wiphop +  Add network

IP settings

DHCP

Anonymous identity

CANCEL CONNECT CANCEL CONNECT

(n) (1) (A)

AN 7 SeazidualardnIuznIsWeNds Wi-Fi {1uA3euny WPA2-Enterprise

ONLUUBATWAIUILBUN AR TN sFU Sl uLazil s W iiaiunsa

waniasudayanuld

N1509NLUULAUNALATULATIE519LAT038 5891 TUMBY 3.1 A2LTRUFABAUMIBIUY

Bwend (ACR122U) Favhwihilusiunazdsdoya (transceiver) Tiiuausalvuuas

= a Y =
LATBIUSNITAILERSLUNINT 8



......................... AX eeressseeresssssensensc feeesee RADIUS iseessssanes

888 |, ) Ero—C) p

al =
Employees ¥ Authenticator Hotspot Authenticaiion Server
EAP Type

rrsassernsinrnnansrnnsnnaninnannen Transceiver

TLS Protocol Concept

A9 8 MTunazdsleyaLeusiaiunTenglTanevan
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dmsunsinuresiiulazdiedalsiniinmdeulavUsedndmuaUunaindy (

Application 1D %38 AID) iasesaunsaliulmnennasaneunagyimsuaniUisutoys

1% (%
1Y

Tutuneuiifedutunowsudu (initiate stage) fawandlunwi 9

: HCE mode ( NFC Terminal USB Port
) B (C — <
S

Checks AID on target device

Response AID

Answer AID OK

Start Exchange Data

AW 9 annuzisNRuneuivzinsuaniUdeudeya

] 3
i o a

3.3 VN TUSIUIEAUAZAINKAZ DA LU AN I WU UL LAY

Tunsdavhilaidudwisanuasainuagsnludandnduiuialviuweundndugn

Weuunasanan1tnenssutasedngliateniinuaaiuisadausdslawazuaUnaatunan
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A1311501997U19239 nUUALASHNIAANLAY LU HINTUNITSHALALDASIE THanTuy

dnnsdslidlususes feidunsivaeudeyadldiugudeya Heigiieanslususes uay

[
va

HanduoumoAs o elvon Ul RnsElaaunsalnuazilansaausnng

3.4  aawseunazaselususesdannsatindldnusily

Y

msfigaumasadndudesasiluiusedidnvseiindiioldnsiaaevansyldnouns

[

Wausapseveliate delususesdiannsaiindfdeinisazusenauluseandu laua 1)

lususeld (user certificate) war 2) lususesveseanluiuseandn (root certificate

s
a 1

authority v3e root CA) lnglususesldindusedddiionsiaaeuansgniie uazlususes

Y

root CA iitaldguduinlususesligneenlilagasdnsusaidminniasa

3.5 dhnsveassldauaianemaiainldludiuvasnisuanideudayauaznis
IGEVIRDEN
Wiatdun1snaaaunisldauladesiinisiidusulineaswaziivaiiaiiiond
1 Qll o.'/ 1 %3 & dl U 14 % y a6 6
Anadeauiulavesaasdiuman fie 1) namldlunssudeyanuduainide @innes uas
U ‘NI

2) L’Jmﬁi&i’ﬂumiﬁqﬁ]ﬁéhﬁwuﬁﬂaa’mwﬁamam%szhsﬁ%%a YBNINUNATNFVDINUITBN

aulafenansussiiuyszaumsalgly
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AISNAIUITSUU

41  d@anUnenssusIUU

anUnenIsuVRITTUVATINNsanUIandu 6 diunan lowd 1) fsunazdidaua

(Transceiver) 2) d@1un1saselususesainilansaeuinng (Certificates  provision) 3) @9

Janislususes (Certificate manager) 4) sdaiudayanilsdosuses (Credential storage)

v v

5) f9AN15A38YY (Network manager) uay 6) fendundnduluieunadiadu (Functions)

TAEAINTIUNITIINTUVDITEUUBEAIAININT 10 Tads18azLdunnan

0% | .~
. Terminal
Employees 4 Authenticator Hotspot Authenticat‘ion Server

EAP Type

et enereasmnarensnrnrnrannnsannns Transceiver emamressssmsesssmssssssmasessnnnansaad

TLS Protocol Concept

AN 10 NMNFINNNTNNTUTBITZLIL

42  @nNLInANWAZASRIdaN Y lunISWAIUN

ANNLINADY LAZLATRINDNIYTIUNTHAUITEUU USENBUAIYSINITINTALIS WAL

ganAkIsAInalull

4.2.1 @NNLINADN

[

annwndeanunsallseenidy 5 diudail
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1. 3ulaad 10
1.1, wideUszmanaduina aes lo 7-7500U 2.70  Anuidse
(CPU Intel Core i7-7500U 2.7GHz)
1.2, wudwaudl 8 Anzlud (8 GB RAM)
1.3.  #13adanaug 1 mnsylud (1 T8 HDD)
14, szuudfuinislulasvendiulaid 10 (Microsoft Windows

10) kUU 64 UN

2. Android smartphone
2.1.  Motorola G5 Plus
2.2.  microSD, up to 256 GB
2.3, syuuyduRnis Android 7.0 (Nougat), upgradable to
Android 8.0 (Oreo)
2.4.  Chipset Qualcomm MSM8953 Snapdragon 625
2.5. CPU Octa-core 2.0 GHz Cortex-A53

3. CentOS Version 7.0
31, wulsUszulaNaduwma Aos Lo 7-7500U 270  Anzidse
(CPU Intel Core i7-7500U 2.7GHz)
32, wdeAuan 4 Anzglud (4 GB RAM)
33, #15aRanA11g 30 Anglud (30 GB HDD)

3.4, spUuuUfURnsaund wuu 64 Un

4. NFC Reader
4.1 ACR122U USB NFC Reader - Advanced Card Systems
Ltd

5. Wireless Access Point

51 LINKSYS 3u X1000
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4.2.2 asaianlyluniswaun

1. uweunseEnanAle Lastu 3.1.2 (Android Studio 3.1.2)
2 DAUA 1103%u 4.7 (Eclipse 4.7)

3. Openssl tool

a4 Wireshark

43  ASLATVUABUNITWAIUI
4.3.1 ¢fuuazdedoya (Transceiver)

isunardadayailududdguesssuvnuil iesnnldiedadsluiuses Suuazds

v A

Ade vudsdoyavenaietie wasdeyadus Tsdndudesasiueundnduiauuauisnly

LY

wazduenTinanifioU (NFC Desktop) Wianunsauaniudeudeyariuld nenisdeansiinvu
NINIUTNIT Host-based Card Emulation (HCE) wazAds Application Data Protocol
Unit (APDUs) @aiflunisdeansiuvanafiamis (bidirectional communication) Tunnsaarnds

ey TUN1INOUANDIMAITIIzag lusULUUYB AT IUEUVN

nsimukeUndinduuuiisfevsldluunsuieunsesnanale Loty 3.1.2 Wead

o w

Harduiugrunanfidnglunisdeasseninsaunsnlnuwazouendinaifioy Fsusnis HCE

o

(HCE service) uuaunsalnuaiugunisuanidsudeyaniudwendsznindetiouarfe
BueNTTIn g 11 uansdsdunaususunaunswanUisudeyaszninauninlvuiuils

.:4' a | < I~ 1% = = DY 2 o
ww3ouInsudwendlagld  HCE  Matunsalsenldaionisdunenannaaiandn

HostApduService AalandlunIng 12 wazinunaey abstract method Tupaialaun

Y A ¥ v Y

processCommandApdu @eldiiasudstonandinig APDUs  a9nIwd 13 uag

Y

a 1 [

onDeactivated ldiloaaduagAumanuzisusuiloyldunidnnisunraunsaliumieuid

g nssinsveusellauysaivsensiesve AID Nneun1siu fanni 14
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------------ TLS Protocol Concept
))) HCE mode ((( NFC Terminal  USBPort

Checks AID on target device

Response AID

Answer AID OK

Start Exchange Data

AT 11 nsyuIuNsuRUnauNswanilAsuteoya

package com.wiphop.mynfc;
import

public class MyHostApduService extends HostApduService{
int i = ©;
byte[] temApdu = null;
int count = 1;
String text = null;

boolean mCheck = false;
AN 12 Aand MyHostApduService AUNOANIAIN AATENAN HostApduService

@override

public byte[] processCommandApdu(byte[] apdu, Bundle extras)

{
String s = new String( apdu );
Log.d( tag: "HCE"™, msg: "APDU To Hex Code : " + byteToHex( apdu ) );
Log.d( tag: "HCE", msg: "APDU Plaintext : " + s );

//Check AID
if (selectAidApdu( apdu ))

{
//tStart = System.currentTimeMillis();
Log.d( tag: "HCE", msg: "Found AID & Application selected " + i++ );
return DictInf.HAIDSelectionOkid};

}

Al 13 Abstract processCommandApdu
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@0verride
public void onDeactivated(int reason){
try {
Log.d( tag: "HCE", msg: "Deactivated: " + reason );
Thread.sleep( millis 1860 );
if(mCheck == true) {
Intent mInten = new Intent( action: "android.nfc.cardemulation.action.NOTIFY_HCE_DATA" );
sendBroadcast( mInten );

}

}catch (InterruptedException e){
e.printStackTrace();

}

mwﬁ 14 Abstract onDecactivated

dodldunzannsalniuiifgniduend szuuweunIosnIzAomsIuITuINIG HCE /)
TafifpIn1sazdoansnig JaVarUUAINLINTFIN ISO/IEC 7816-4 tenInuAIsnN1sLaaN
wWoUNATUINN  AD @9 AD  HazUsznaulusle 16 luafininuallalautinde
“F0010203040506” UBna INHaALABITEUNANVEY AD  lagunAdzdaningunane
CATEGORY_OTHER Wag CATEGORY _PAYMENT d@wmsuautinmuali AD  aglunduves
CATEGORY_OTHER #stayansvungnivualilulng apduservicexml fsnnd 15
<?xml version="1.8" encoding="utf-8"?>
<host-apdu-service xmlns:android="http://schemas.android.com/apk/res/android"
android:description="servicedesc"
android:requireDeviceUnlock="false">
<aid-group android:description="NFC test"”
andreoid:category="other">
<aid-filter android:name="F@010©283840586"/>

</aid-group>

</host-apdu-service>
Al 15 AID vesusUndlatulsznaliasmiinlungu CATEGORY OTHER

msuanUasudeyarudwen@luluun HCE sududienisldada APDU "SELECT
AID" agnadsnnlusunsuiadsniesludiaunialnudmuneiieldseyiis AD H1uuins
HCE wiiensivadeuuasisuwanUasudeyariuniawmiien processCormmandApdu(bytel],
= d' ¥ g & =] a &1 A = ! < ayv o
Bundle) Fenszuiunisuanilfsudeyadziadaduviesnidnisieiile n1sieusiedulenglyl
auysal Waru3nis HCE lasudnde APDU "SELECT AID" fig198afiauimsueunddusulunian

a U
bAEYINU
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AT 16 Laneiaf9819n15UTENALWLTIEN createSelectAidApdu  Lilo@319ANE S

APDU “SELECT AID” aaslusunsumsiladsaines

//8. This method is used to create AID
private byte[] createSelectAidApdu(byte[] aidAndroid)
{

byte[] result = new byte[6 + aidAndroid.length];
System.arraycopy(CLA INS P1 P2, O, result, ©, CLA INS Pl P2.length});
result[4] = (byte)aidAndroid.length;

System.arraycopy(aidAndroid, 0, result, 5, aidAndroid.length);
result[result.length - 1] = 0;

return result;

}

m‘wﬁ 16 Uizmmuﬁamﬁaa%qﬁﬁa APDU “SELECT AID”

Aunsusuazdunmds APDU sauandlumnsnai 1 f9ande APDU Usenaulumeaasdiunadn

oA 1) Adsduis (Header) Hvuna 4 lud wag 2) Jeyanivzgnuuds (Payload) Fameu

Buen@luna ACRL22u  fanuanunsalunisuudsdayauingai 256 ludronss lned

S188LL9YALAEANURLNYAI

ANLVINBYBIA1Es (Command) A SELECT AID

CLS 3o (Class) Ao M3svyviinvesids 1Wu viaddinudennasues
AnanUAazIY @vua 1 Tud)

INS 30 (nstruction) Ae sWamdsdslfifioszymduante wu Jou s
videuden Tuflil OxAd Fosards SELECT Gluun 1 Tud)

P1-P2 %30 (Parameter 1 - Parameter 2) Ao WisIfnosdmIuAds Ly

Aus offset Mazlisutoyaadlulid @Evuia 2 lud)

%
aaaA

LE %30 (length) Aa Augvevesloyagnuuddluiilfe AueIves

AID Ui “F0010203040506” (flwn 0, 1, 2 wse 3 lus)

M1519 1 lassairavdnduin (Header) uay dudoya (Payload) vesrnds APDU

Command

Class INS P1 P2 Le Payload

SELECT_AID

0X00 O0XA4 0x04 0x00 0x07 {oxo0.,..}
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AounTsdeinds APDUs  aniladiiiaeinunisiisudutendluiaundalniuiy
dudesinsnsivdeuaniusvossisuduendimdouldnuriold e usuendas
gnmuAuMIhauielusunsuduendinaifieunniadsinessenislduiinng Smart
Card 1/0 APl iy Java APl dwsulddeansiu Smart Cards Inanisldmds APDU ves
1NA3FIU ISO/IEC 7816-4 Aindnludnedu Tnefegnanisuseneld Smart Card API filans

Tunmd 17

private CardTerminal getTerminal() throws CardException

{
//Terminal Factory <available terminals>
TerminalFactory factory = TerminalFactory.getDefault();
List<CardTerminal> terminals = factory.terminals().list();
System.out.println("Terminals: " + terminals);
System.out.print("\n");

//Use First Terminal
CardTerminal terminal = terminals.get(Q);
return terminal;

A 17 Usennaudieniiteldald Smart Card AP

INTUUTENATIDAF 1M UNTIFARUAN UL VIR I8 11U D UeNT S o Td Ul a1y
13914 MINNUADIUEAIDIUNSDUTTINULAT VLUARINATNSDDNNINTN VDL NDLAAIDIAD UL

o uNSaulTIURaYSEIET “SELECT AID” lUdumsaaduiune fan1ng 18

private void waitTillDevicePresent(j throws tardException, InterruptedException
while(!terminal.isCardPresent()) //Check if device available

System.out.print("\nNo card detected on device !");
Thread.sleep(1000); // 1 second

A9 18 Usen A onllonsI9aauanuLeie WL d UL

MINanusima1uLduLeNInSouldau Wwiten estabblishConnection 32115
AMuAAIUMBUDUeNELALA communication protocol kag channel mode AN

19
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private void establishConnection() throws InterruptedException, IOException,
GeneralSecurityException, CardException

{
//private final byte[] AID ANDROID = { (byte)OxFO, O0x01, 0x02, O0x03, 0x04, O0x05, Ox06 };
selectAid = createSelectAidApdu(AID ANDROID); //Android Application ID: F0010203040506
boolean connectionOk = false;
while(!connectionOk)
{
try
{
deviceAsCard = terminal.connect("DIRECT"); //Reader communication protocols
channel = deviceAsCard.getBasicChannel();
connectionOk = true;
catch (Exception e2)
System.out.println("WAITING FOR CONNECTION");
transferDone();
}
}
¥

a < ° L9 Yo o I3 =
ﬂﬂWV]19Luwammnwumwrﬂwmumaawu&n&aﬂ%

TA8AINA 20  LafIflagsdanIurFo1udulandnnsau 1t udssoderde APDU

“SELECT AID TUgasn$nlnudmneifiouaniuaeudeya

Terminals: [PC/SC terminal ACS ACR122U 00 00]
Wait Till Device Present........

No card detected on device !
No card detected on device !
No card detected on device !

~ Y ] ANA v v
AN 20 dnnursip1uduenNaNnSau gy

<

WU sen1eas19anda APDU “SELECT AID” WagmsiaaouaniussiauduLanddsa
W& 1W7en selectAppByAD  aw3i1n1sdeAde SELECT — AIDLUSsaunsalnuiiiolsuduy

wanidgudeya fauanslunmi 21

private void selectAppByAID() throws CardException, InterruptedException,
T0Exception, GeneralSecurityException
{

System.out.println("\n");
System.out.print("input: ");
printByteArray(selectAid);

boolean AidSelectionSuccess = false;
String s = "";

readerResponse = null;

while('!AidSelectionSuccess)
try

//send APDU command to select AID
readerResponse = channel.transmit(new CommandAPDU(selectAid));
System.out.print("\nSelection successful. Connection established!\n"
+ "Response after AID Selection: ");

//Convert byte to string
s = new String(readerResponse.getBytes(), "US-ASCII");
System.out.println(s);
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//If successful, the program continues
if(Arrays.equals(DictInf.HAIDSelectionOkid, readerResponse.getBytes()))
{

try
communicate();

catch (CardeException | InterruptedException e)

{
e.printStackTrace();
}
else
AidSelectionSuccess = false;
System.out.print("\nNo AID exists, no successful connection !");
deviceAsCard.disconnect(true); //Terminate connection
}

catch(Exception e)

System.out.println("\nError...Communication is reconnecting: ");
reConnect();

}

A 21 Usemeaiienuitelddemds APDU “SELECT AID”

WoausnulasuAnds Usn1s HCE 9ems2a@au AID laniziaanzidaul) mnnwuay
N5 U AL UNALATUAINANILAEABUNTUAIEAIEY  “AlDSelectionOk” TuFlusunsuils
W53 dananslunind 22 Fannilagsuieslasumdswmaunau “AlDSelectionOk” 2y

a a w d' A o | v U cav v
Liﬂﬂ33UUUﬂq3%aﬂLUaﬂu%a¥aI@UﬂWWV]23 ﬂamﬁaﬂqﬁVﬁaﬁm@Ha&agmaaWﬁﬂlmﬁqﬂ

#579@9U AID @159

@0verride
public byte[] processCommandApdu(byte[] apdu, Bundle extras)
{
String s = new String( apdu );
Log.d( tag: "HCE", msg: "APDU To Hex Code : " + byteToHex( apdu ) );
Log.d( tag: "HCE", msg: "APDU Plaintext : " + s };
//Check AID
if (selectAidApdu( apdu ))

{
//tStart = System.currentTimeMillis();
Log.d( tag: "HCE", msg: "Found AID & Application selected " + i++ );
return DictInf.HAIDSelectionOkid;

}

ANA 22 951989V AID wagmaunausie AlDSelectionOk
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Terminals: [PC/SC terminal ACS ACR122U 00 00]
Wait Till Device Present........

No card detected on device !
No card detected on device !
No card detected on device !

input: Ox00 O0xA4 0x04 0x00 0x07 OxFO 0x01 0x02 0x03 0x04 0x05 0x06 0x00
Selection successful. Connection established!
Response after AID Selection: AIDSelectionOk

AN 23 freganaansSilany AID whvune

4.3.2  nsafiluiusesanidansasuinislifiugnene (Certificate creation)

v

nsadrslususesvuiandasusnisindudesldinieiionds openssl  oeglsh

[
(% a wa

AIUNAINANRITONAWIS FreeRadius  UuszUUURURATS Centos7  LaFaudtiu wil

o
o v ! A [ U

AnuANsRIAladnnsBuAdmseansud (script) e ulgAuazaInifiugguasyuy
Tetuduneunsasslususeslazunluluamunn1snaea1lia1aninnuAuA0InN1598

[

AuasEuy lnensyuiunsvavundsenaulumeaudiumanssil

ey

4.3.2.1 @3139lususeas Root Certificate Authority (Root CA)

1% '
0 o A

Tusuiluduses root  CA Tuddudoslai naatdnlususeslddugnllag

W9 Feideileuialioudguainieviey detugideaegeanluiuserignules

Y

¢ A 6 1 a 14

lsvasAielduansiinuuazigalinlulususesiinsainiguainiotis tneduneunis

(%
a o

asnafleall

1) whbukazdmanling cacnf aleAds “vi ca.enf” leswnbuias
"input_password” W@y "output_password" 1UusHanudmsulususes CA

& a v ) o & v ! | P = ¢
wananilsgazidunveseaniuiusesinlunasld Wy Useinea Liles YeeeAns

Sa waztolususes Wudu dannii 24
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[ req]

prompt = no

distinguished_name = certificate_authority
default_bits = 2048

input_password = whatever

output_password = :b4r1604!

Xx509_extensions = v3_ca
[certificate_authority]

countryName = TH

stateOrProvinceName = Bangkok

localityName = Thouse

organizationName = Secure WiFi Inc.
emailAddress = admin@ihouse.org
commonName = "Secure WiFi Certificate Authority"
[v3_cal

subjectKeyldentifier = hash
authorityKeylIdentifier = keyid:always,issuer:always
basicConstraints = critical,CA: true

crlDistributionPoints URI:http://www.ihouse.org/ihouse_ca.crl

i 24 unlusazldtayavesgeanluuses

2) Tuneunnliaielususesmiumds “make ca.pem” lagillonves

Ialususes ca.pem FLUAAIANINING 25

----- BEGIN CERTIFICATE-----
MIIEBTCCAOmgAWIBAgIJAOV56jR41IGSXMAOGCSYGSIb3DQEBCWUAMIGYMQswCQYD
VQQGEwJUSDEQMA4GA 1UECAWHQMFUZ2 tvaz EPMAOGA1UEBWWGSWhvdXN1MRkwFwYD
VQQKDBBTZWN1cmUgV216aSBJbmMuMR8wHQY JKoZIhvcNAQkBFhBhZG1pbkBpaG91
c2Uub3JnMSowKAYDVQQDDCFTZWN1cmUgV21GaSBDZXJ0aWZpY2F0ZSBBdXRob3Jp
dHkwHhcNMTgwNj I 1MTkyODI 2WhcNMjgwNTAZMTkyODI 2WjCBmDELMAKGA1UEBhMC
VEgxEDAOBgNVBAgMBOJhbmdrb2sxDzANBgNVBAcMBk1ob3VzZTEZMBcGA1UECEWQ
U2VjdXJ11FdpRmkgSW5jL3j EfMBOGCSqGSIb3DQEJARYQYWR taWSAaWhvdXN1Lmoy
ZzEgMCgGA1UEAwWwhU2Vj dXJ1IFdpRmkgQ2VydG61lmaWNhdGUgQXV0aG9yaXRSMIIB
IjANBgkqhkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEA4enDb7sh9ZsuTlexfZgtDs5)
KQfEWth+0YUJ3ZtjizQjMwUqQflZqr31qu29Bjt2kRefSyppIAf+/Qy97soXLxDh
G4ZFKNCVRYVN68g2sAf]+J5CQWRNVRANiUUUUZAINGKSWy tRiSZCpBYGIKMABGpAF
49/TTpV309a521+Bf15DQ7WKMC6e tZTxIE4hs7KELo2Y fOC+6Wpx1L2WfcJ6WQD f
/3sEUXqEVNMICX6k]j55j0D09Dt71cmnickxQ7/hgKOpYwprApu8jwntlu7S1mSYE
g1ByeFdx9yVt5FNIO0kJD7ypenISnxGfwCrDPSR8Ds8zLDWEbd6EE0X tWgUJowID
AQAB04IB0jCCATYWHQYDVROOBBY EFCSjgVVhoDotct0+XBEjW1gk]qqnMIHNBgNY
HSMEgcUwgcKAFCSjgVVhoDotct0+XBEjW1gkjqqnoYGepIGbMIGYMQswCQYDVQQG
EwJUSDEQMA4GATUECAWHQmFUZ2tvaz EPMAOGA TUEBWWGSWhvdXN1MRkwFwYDVQQK
DBBTZWN1cmUgV21GaSBJbmMuMR8WHQY JKoZIhveNAQkBFhBhZG1pbkBpaG91c2Uu
b3JnMSowKAYDVQQDDCFTZWN1cmUgV216aSBDZXJ0aWZpY2F0ZSBBdXRob3JpdHmC
CQDr+eo0eIhklzAPBgNVHRMBAf8EBTADAQH/MDQGA1UdHWQ tMCswKaAnoCWGI2hO
dHA6Ly93d3cuaWhvdXN1Lm9yZy9paG91c2VfY2EuY3JsMAOGCSqGSIb3DQEBCWUA
A4IBAQBe+VumlzJJNh+0Ko5iwZ54GGqQTQFVCji7kavkGtoV1Ibe5KS t74QA9byBF
U3cCN4eavKedvxHHoMc3dATvPVkdUYMYS+uOmn+3PSpAVi3S9DWO 1wg FAS1nL34W
Q90e0QNOY/DcSjev/c272TFgPpUvdGzNyTxCyVELgHnaHwVh4ThUufSykbg7Wrhji
/dGDGZRFOAAIUQYO6WXBPZjTTOMg4LDmgOT1bWY fojNb4uPwGP1LhjHne5ef7a/d
tDG26X9iNUB8hXGUG7RUCodwAEJOy thhJ2druH1AWOUNMJUYTBxTZFvyD+dNrFXX
y8teijaKAofmwKpubYu8SzAPnDrr

----- END CERTIFICATE-----

A 25 WWemaeslnalususes ca.pem

4.3.2.2 @5191U5U509989A589USNS (server certificate)

Tufuiusesmeuatesuinmegnainsiuioldngsaeuluiusesiiuandnelilugagldus
avse madusiadiusndudnsuluusendsinesluilas "input password’  way
"output_password" Uasluld server.cnf

1) uwhlowazUsuling servercenf  dredids “vi servercenf”  lasuwdluflad

"input_password" uag "output_password" (Juswarudmiuluiusendsnies a1niu
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wilvdau [server] Wielilganfigndesdniuusena Jawmin Foesdns WWudu Badewmsiaadeu

Tvdlainilan commonName TuLANFE19917 commonName AUluSUTas CA F9n1NA 26

[ policy_anything 1

countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

[ req ]

prompt = no
distinguished_name = server
default_bits = 2048
input_password = PassWord!
output_password = PassWord!
[server]

countryName = TH
stateOrProvinceName = Bangkok
localityName = Ihouse
organizationName = Secure WiFi Inc.
emailAddress = admin@ihouse.org
commonName = "Secure WiFi Server Certificate"

i 26 unlusazlateyavesgeanluuses

[y
(%

2) Tupeunnliasislususesiiemds “make  server.pem”  lnuiflonnwedlid

1U3UT99 ca.pem WUANIRINING 27

Bag Attributes

localKeyID: 55 F2 E8 9F 8F 36 CD 64 53 F5 AF B9 03 AB FE 15 3A E8 (3 C7
subject=/C=TH/ST=Bangkok/0=Secure WiFi Inc./CN=Secure WiFi Server Certificate/emailAddress=admin@ihouse.org
issuer=/C=TH/ST=Bangkok/L=Ihouse/0=Secure WiFi Inc./emailAddress=admin@ihouse.org/CN=Secure WiFi Certificate Autho
----- BEGIN CERTIFICATE-----
MIID6DCCAtCgAwIBAgIBATANBgkqghkiGIwOBAQsFADCBmDELMAKGA1UEBhMCVEgX
EDAOBgNVBAgMBOJhbmdrb2sxDzANBgNVBAcMBkLob3VzZTEZMBcGATUECZWQU2V]
dXJ1IFdpRmkgSW5jLjEfMBOGCSGSIb3DQEJARYQYWRtaWSAaWhvdXN1LmOyZzEq
MCgGA1UEAWWhU2V] dXJ1IFdpRmkgQ2VydG1maWNhdGUgQXV0aG9yaXRSMBAXDTE4
MDYyYNTESMjgyN1oXDTI4MDUWMzESMjgyN1owgYQxCzAIBgNVBAY TALRTMRAWDZYD
VQQIDAACYW5na29rMRkwFwYDVQQKDBBTZWN1cmUgV21GaSBJbmMuMScwJQYDVQQD
DB5TZWN1cmUgV21GaSBTZXJ2ZX1gQ2VydGlmaWNhdGUxHzAdBgkghkiGOwWOBCQEW
EGFkbW1uQGlob3VzZS5vcmewgg EIMA0OGCSqGSIb3DQEBAQUAA4IBDwAwWggEKACIB
AQDCCAsjA4u/PBqKv/7qd1pMYHjiAZyP tbbwgpi6er8U6KhSqWTXKkW85ZF6EVioo
LTZ72cZ/BhgV+hm7YJilEpxcKlujiwKLs JBuQ61u1yQq5CRf6+xP1C1ln1jmgijKz
jmpv0511z1r4dYjfqSQoVetUj4EzwdChJh1iKvTb4apvYIUOy2rP51umF8aDxd4V
rx+EeVVhD7JhUsPM93nu/z7A0I+8sg t1/DQx+mcgXQL5G1uoHi+ f Fvadhpppw6as
8ISv1A2KuevTiBf84KwyaRaUWhh07GgaXF2AbayAFV8VAdNy2mLsbYTnlpPMzGJD
9jej80CjwhGYk6hlY tolHOXVAgMBAAG] TzBNMBMGA1UdJQQMMA0GCCs GAQUFBWMB
MDYGA1UdHWQvMCOwWK6ApoCeGJWhOdHAGLy93d3cuzZXhhbXBsZS5jb20vZXhhbXBs
ZV93YS5jcmwwDQY JKoZIhveNAQELBQADEgEBAG/ sn7EVTRM76AA6157yETUv4oU/
4K04NID/90Te72BkbY5Pccqdj2MnTvnyV2x091imkXgrhR+czoY4I5sv2+arénYo
48GN8p7A7wUd8in18iZbc4c0g4YBtu8BAm+60e2UvE/ejIhS8j/gjycPVhobVCyd
1NOzJgjAcb4y0hpECSa2vl7n0T68FON6YBmPJrObPRIDVIKxyHFOXRF3PPVRoMmh
WvxJjdP/YUe3J5zekY7LJhsUuWPp3IIawoYQSJcOVq71LYXYZHSiyXUfHoRIk1oe
LBzaWTDL3fSSz7gUrsw61s6ao0aRFqo9L 1bxXWX02/1qYc9ofoMHRg7sE2/E=
»»»»» END CERTIFICATE-----

A 27 emvedlwalususes server.pem

4.3.2.3 a3191Uusaeld (user certificate)

lususeuldazgnldlnunsausiu EAP-TLS EAP-TTLS  uag PEAP F993n15a51

luiuseuldllargniastelaglususennsesusnsiainsdunulutun 4.3.1.2

'
1% [

1) wnlvwardwanlaa clientenf  faua1de “vi clientenf”  lagwilaflan
"input_password" wag "output_password" tJusianudmsuluiusesld sariuinlu

dwiutuneumsinsslususeungldUaremanagldluiuses
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o A

unausaNnfe wiludiu [client] elvidaigndes 1o Useina Janin 3o

Qe

2)

<2

6 [ % a I3 = 1 dyzﬁ A val Y o (% gj a 6 o a (%
29ANT WUAY Lazian cowwnonNanwa%ﬂauuuﬂa%azi W%%I%ﬁ?%iU%Uﬂ?iW@%umﬁﬂiﬁGN
=
ATNN 28
[ req ]
prompt = no
distinguished_name = client
default_bits = 2048
input_password = ;b4r1604!
output_password = ;b4r1604!
[client]
countryName = TH
stateOrProvinceName = Bangkok
localityName = Ihouse
organizationName = Secure WiFi Inc.
emailAddress = john@example.org
commonName = john@example.org

i 28 uilasazldateyavesgeaniuiuses

3) gavgldrds “make clientpem” wadwsAe lususesldazeglusuiuy
"emailAddress.pem" 1 "user@example.com.pem” lun1saislususesdmsugldsedu
anunsavihgituduneu 1) fs 3) Ineszueludiued "commonName" WagSHANIY LANKNS

muwuuesuiglilafoswelususes Awandlunini 29

Bag Attributes

localKeyID: 88 4E 42 3F 07 BF B8 EE 5C 5D FC 24 BA 25 55 4D 59 8F 71 C1
subject=/C=TH/ST=Bangkok/0=Secure WiFi Inc./CN=john@example.org/emailAddress=john@example.org
issuer=/C=TH/ST=Bangkok/L=Ihouse/0=Secure WiFi Inc./emailAddress=admin@ihouse.org/CN=Secure WiFi Certificate Author
----- BEGIN CERTIFICATE-----
MIID2TCCAsGgAWIBAgIBAZANBgkghkiGOw0BAQs FADCBmDELMAKGA1UEBhMCVEEX
EDAOBgNVBAgMBOJhbmdrb2sxDzANBgNVBAcMBk1ob3VzZTEZMBcGATUECEWQU2V ]
dXJ1IFdpRmnkgSW5jLjEfMBOGCSqESIb3DQEJARYQYWR taW5AaWhvdXNLLmOyZzZEq
MCgGA1UEAWWhU2VjdXJ1IFdpRmkgQ2VydG1maWNhdGUgQXV0aGOyaXRSMBAXDT E4
MDYyNTIyNTE1N1oXDTE4MDgyNDIyNTE1NlowdjELMAkGA1UEBhMCVEgX EDAOBENV
BAgMBOJhbndrb2sxGTAXBgNVBAOMEFN1Y3VyZSBXaUZpIEluYy4xGTAXBgNVBAMM
EGpvaG5AZXhhbXBsZS5vemcxHzAdBgkghkiGIwOBCQEWEGpvaG5AZXhhbXBsZS5v
cmcwggEIMAOGCSqGSTh3DQEBAQUAA4IBDWAWEZEKAOIBAQDiV1sS/41zbobCdBLa
H5eK1rWeZ5jVzPRI7HI3C4c 1/ 1pH1YNwBdug tvAGnv+gdfE91p9Uixx1mtEEOKNV
fD+Naa00zxWdjRbPQ9aVFaF9iCrWSWBCE6Mh8IoHnxfJ711XdIEvMvpmIiR9VtpSu
rPBBC1+F1bqF42sT3tTBUYrx+JKYX/2MD twH1 t0fTBAjeBLjijrnPpfzpdSLYPAX
zfVFtpiY2zrtCGRtTg6sXQL4IMeQVG2ZESNEUXUVVBXqW/ 18 T5w501 T4VMkLX4Dp
EeaN9ampuxEAfipjNHifu3snxxeGJtSgDH]jv/0aPjBmCARLYCBgxeFnStZcrvolW
ON31AgMBAAGj T zBNMBMGA1UdJQQMMA0GCCs GAQUFBWMCMDYGA1UdHWQVMCOWKEAD
0CeGJWhOdHA6LY93d3cuZXhhbXBsZS5jb20vZXhhbXBsZV9jYS5jcmwwDQY JKoZI
hvcNAQELBQADggEBAJEirEgVoYiySbbT9Y34UIWFPle3jX0Z1i1fW2Lw8/Zna2B2d
+1vkaJmO9INC6frPIrdZX4qksT1HzgaBOmfAJhEFmjKqTGtOudp3brXmdKELVo7Qt
Xz5PKdI06PNW0i0S1qIqq37wbcWMxnEz+oFAnrad+pEVbr8tQNanlAuSh3i0e+P+
x68IghCNfKUS90FGNR2ygx 1XUd78Wj tbnouXYENDnmqCaI7LNKUjCH3KayrEghtT
3qibazMGEJutOLY+sAiBHzYktYpZXuCEnnlJzPFbxFbFx++jHjGkkbC0Oj0D+Fjh0
IfXEj+F+dWNd1YEH1xpOOE1zANTVFL7E3301mvk=
----- END CERTIFICATE-----

i 29 Lenweslndlususesyld user.pem

433 f29aAN15lUSUIBY (Certificate manager)

v v

Wanislususesihmihfatuayunisienslususesilasuangliuinig ddduiuses
dl o < v a gj ¥ 1 S Y dl v v dl
Pandusasltlunisinsslsenaume 2 d1u A luSusasNeanlilaewdnntng (CA.crt) way

Tususesifld (user.p12) IneliswaziBunluiuses fAan1ni 30
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28

Secure WiFi Certificate Authority john@example.org

Identity: Secure WiFi Certificate Authority
Verified by: Secure WiFi Certificate Authority

Expires: 02/17/2028

~ Details

Subject Name

C (Country):

ST (State):
L (Locality):
O (Organization):

EMAIL (Email Address):

CN (Common Name):

Issuer Name
C (Country):

ST (State):
L (Locality):
O (Organization):

EMAIL (Email Address):

CN (Common Name):

Issued Certificate
Version:
Serial Number:
Not Valid Before:
Not Valid After:

Identity: john@example.org
Verified by: Secure WiFi Certificate Authority
Expires: 06/09/2018

~ Details
Subject Name
TH
Bangkok C (Country): TH
lhouse ST (State): Bangkok
Secure WiFi Inc. O (Organization): Secure WiFi Inc.

admin@ihouse.org
Secure WiFi Certificate Authority

CN (Common Name):  john@example.org
EMAIL (Email Address): john@example.org

Issuer Name

TH C (Country): TH

Bangkok ST (State): Bangkok

lhouse L (Locality): lhouse

Secure WiFi Inc. O (Organization): Secure WiFi Inc.

admin@ihouse.org
Secure WiFi Certificate Authority

3

EMAIL (Email Address): admin@ihouse.org

Issued Certificate

Version: 3
00 EO 84 5B 0B 84 13 FE B8 Serial Number: 02
2018-04-10 Not Valid Before: 2018-04-10
2028-02-17 Not Valid After: 2018-06-09

Close Import

CN (Common Name): Secure WiFi Certificate Authority

Close

Import

(n) ()

i 30 lususesesnlaeidmiii (n) uagluiusesingld (1)

Handugreinssluiusesiioantvilagidming (CA.crt) dwwandludsnng 31

9

I3
dl

public void installPkcsl2Cert() {

o

U

B
Y

try {

A9 31 Taridug

a

(%
Y

stop_pkc = true;

InputStream is = new FileInputStream(CLIENT_CERT);

byte[] keychain = new byte[is.available()];

is.read( keychain );

Intent installIntent = KeyChain.createInstallIntent();
installIntent.putExtra( KeyChain.EXTRA_PKCS12, keychain);
installIntent.putExtra( KeyChain.EXTRA_NAME, value: "Client.pl2"
startActivityForResult( installlntent, requestCode:@ );

)s

onActivityResult( requestCode: 1, INSTALL_PKCCERTIFICATE_REQUEST,installIntent);
} catch (IOException e) {
e.printStackTrace();

Y 1

efnAsluusesinfly (user.pl2) dauansludanini 32

2elun1sinsslususaseantlagLa1uni (CA.crt)



public void installCaCert(){

try {

stop_ca = true;

InputStream is = new FileInputStream(CA_CERT);

byte[] keychain = new byte[is.available()];

is.read( keychain );

Intent installIntent = KeyChain.createInstallIntent();
installIntent.putExtra( KeyChain.EXTRA_CERTIFICATE, keychain );
installIntent.putExtra( KeyChain.EXTRA_NAME, value: "CA.crt" );
startActivityForResult( installIntent, INSTALL_CACERTIFICATE_REQUEST );
onActivityResult( requestCode: ©,INSTALL_CACERTIFICATE REQUEST,installlntent);

} catch (IOException e) {
e.printStackTrace();

}

i 32 fanduaelunisinaslususesiagly (user.p12)
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iDL UNAATUS 8N ITINUANNNIAD TN TUILLANINARININT 33 1A8AIN N. ABAIN

YansguduNISAnmalUSUTINaantilaeLa1nting (CA.crt) F99a9n15a18i7958 PIN gudu

1 = Y] [y Y SUs:! % Y @ I I3 v
oy waznm ¥ ven1studumsastuiusesigldaddsiainilunisuandenluiuses

Confirm your PIN

Enter your device PIN to continue

Extract from johnCert.p12

CANCEL Type the password to extract the certificates

CANCEL 0K

12 3 456 7 8 90

gwerT t yuiop

a s df gh j k |

z x ¢cvbnm

(n) ()

i 33 Tususeseaniaed niii (n) waglususesdiigld ()

‘vié’qmﬂ;ﬂ%ﬁuﬁuuasﬁmﬁQIU%’UﬁaqﬁqamﬁwL%ﬁ] dldenunsaiilunsiaasulalussuy

DMl Setttings -> Trusted credentials -> USER -> user.p12 (s1waztdunlususassi

AlY) Uay Setttings -> User credentials -> CA.crt (s1gawtdunluiusesuas CA) Fannd 34
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@ W m a2

<  Trusted credentials
Security certificate
SYSTEM USER Secure WiFi Certificate Authority -

Issued to:
Secure WiFi Inc.
Secure WiFi Certificate Authority

Common name:
Secure WiFi Certificate Authaority

Qrganization:
Secure WiFi Inc.

Credential Details

Organizational unit:

CA

one CA certificate

Serial number:
00:E0:84:5B:0B:84:13.FE:BS

Issued by:

REMOVE
Common name:

Secure WiFi Certificate Authority

Organization:
Secure WiFi Inc.

Organizational unit:

REMOVE

[
v o

27 34 Tususes CA Andsdsa (n) Tususes User Ansadisa (1) wazsieaziden (A)

YoNAINTUAIUVRIRITANTIUSUTEIT 1A LT a8 dnnIswardaafuAudua1uE?
Yo lignasiiia Liasnnishnndlususeddaglaiinistiuduainglituerailuglam

Seusaeuunle

43.4 Gunudoyaniisdasuses (Credential storage)

Keystore \unilsluiledduildlunmsifivrussdeyavesszuu Android lasdeyai
Ausrudlngdussdudoyadidn wazdoanisdrsva wu Jodld sWaru uay
Tufuses iusfu wavuenaindl Keystore Ssanunsatlostunaiddstoyalaglildsuayan
ngiilaifiand (non-rooted) wiowoundAiaduduluvasiivhauey fetmnaundelvugn
usuazdelddviidu root fieavannnatadoyaimariuoonunld dududnilideya
awnsadnddldeneradumadonvifiazdivanauidssainvgnis sifsnadls Tag
muAfeiliinenitnadrstauuuliannendunldlunisdisiateya Tasldngue
a15150z (Public Key) vesusitieneudnifivadiu Keystore iiieannaasnds uazdoya

AaNa1TgNaenIElneNyLaIdIu (Private key) Jefiiiteawsivnewintuiniull

Tudiunnsasna Keystore System @nansauvsoaniduaosdiunan lawn Aaanns
\W19%a (Ecryption class) way Aanan1saensia (Decryption class) laglusiuilagly

dana3nu AES lumsihsiauaznensiiateya lneduneunmimuniisvazidendall
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® AaANISIUNTIE (Ecyption  class) Aeusun1sinsiateyavzneinig

Avuaunauel @lias) new Feunuuslsidusiunudendveswaundndulu Keystore

o
s

system 91nUUUSENA KeyGenerator Wiafuuninnisasiergiiagledanasyiu AES

o
) ¥ v

uazssnsLivAdvidetoyanuduiilu Keystore Wafmunduauaududsniuses
4519 KeyGenParameterSpec 1agld KeyGenParameterSpec.Builder \iodsruen
U8 KeyGenerators Luiioni3ugiu (init) KeyGenParameterSpec Aanaudfves
ﬁéﬁﬁ]xgﬂﬁ%"}qﬁamwﬁ 35

@NonNull
private SecretKey getSecretKey(final String alias) throws NoSuchAlgorithmException,
NoSuchProviderException, InvalidAlgorithmParameterException {
final KeyGenerator keyGenerator = KeyGenerator
.getInstance( KeyProperties.KEY_ALGORITHM_AES, ANDROID KEY_STORE);
keyGenerator.init(new KeyGenParameterSpec.Builder(alias,
purposes: KeyProperties.PURPOSE_ENCRYPT | KeyProperties.PURPOSE_DECRYPT)
.setBlockModes (KeyProperties.BLOCK_MODE_CBC)
.setEncryptionPaddings (KeyProperties.ENCRYPTION _PADDING_PKCS7)
.build());
return keyGenerator.generateKey();

}

byte[] getIv(){
return iv;

}

AT 35 S18azLDYANISATUUART KeyGenerator ey KeyGenParameterSpec

a A

TunausiaNife setBlockModes Litaliulalaindiiesluuaudaniiseylivintun

annsaldieinsiauaraensiadoya WsEa1uInInsidlrunvaend1sriansely

(%
Y o v

wilaufu ssuvazUiasuazuansdeianaintutunounisnansvials faluludiutiaz

lduasaltnsiaLaznansal Uy “AES/CBC/PKCS7Padding”

keyGenerator 13UAUAE keyGenParameterSpec #a491NUUASWATAUTULILAY ATHazN

e uunAsuauliiy Cipher Fsagldidnsiaase lne Cipher aglasuandndulunis

& (%

WWNSALAN USLNNUBINTHUSHALALATAU AILARILUAINT 36
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public class EnCryptor {
private static final String TRANSFORMATION = "AES/CBC/PKCS7Padding";
private static final String ANDROID _KEY_STORE = "AndroidKeyStore";

private byte[] encryption;

private byte[] iv;

EnCryptor() {
}

byte[] encryptData(final String alias, final byte[] input)

throws NoSuchAlgorithmException, NoSuchProviderException,
NoSuchPaddingException, InvalidKeyException, IOException,
InvalidAlgorithmParameterException, BadPaddingException,
IllegalBlockSizeException {

final Cipher cipher = Cipher.getInstance(TRANSFORMATION);

cipher.init(Cipher.ENCRYPT_MODE, getSecretKey(alias));

iv = cipher.getIV();

return (encryption = cipher.doFinal(input));

ANA 36 S18aZLDYANINTUTNSIE

91NUUGBIYNISAUAIE19D909 ciphers  1IALABSAMSI3NGAU (initialization  vector

- = Fo & v Yo o R A= | Y @ o & ¢
w38 V) &9 IV indusedlddmsunisaensiia dude IV nsiihsviauavaensviavzdendudd
Wity Fanaseiiinue Cipher Wewinsialml IV azgnadielmivuugueie lag
e IV agldanunsagueenladuandluninil 37 (n) Aeuluiiudeyaves IV vuaunin

T wazA i 37 () Ae Wemvealng IV

Divice File Explorer -l .,g = |vCode
|8 Motorola Moto G (5) Plus Android 7.0, API 24 ¥ o . .
a | File was loaded in the wrong encoding: "UTF-8'
Name Permissi.. Date Size = ,
> instant-run drwx------ 2018-05-3121:49 4KB ® V16V 0n000 600

= aesKey -rw-------  2018-06-2117:35 32B ° =

= aesKeyCipher -W---=--= 2018-06-2117:35 128B §

= CAcrt “TW----—-- 2018-06-2117:36 1.2KB §

= Clientp12 W 2018-06-2117:36 2.5KB E‘

= encryptedCodetxt  -rw------- 2018-06-20 19:37 144 B

] wCode -rw-—--—---  2018-06-20 19:37 16 B

(n) (2)
Al 37 (n) Aeuttuiivdeyaves IV uuansaliu (v) Wemvaslnd Iv

gaveazlunisidnsdamedds doFinal (input) Tasluiien doFinal TWiR1Aundy
& I3 st o & Y v a 2 v v o v
Juersisdluddalullenvasmsidhsfadeyasss Insuituiiivioyaveslididnsiatoya

UuasninlnuLanfInIng 38 (n) uazkadnsilonvealvdangniinsvia fsnni 38 ()
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Device File Explorer Tk~ g = encrypted(:ode_txt
& Motorola Moto G {5) Plus Android 7.0, ARI 24 2| File was loaded in the wrong encoding: '‘UTF-8'
Name Per.. Date Size ; 59 QEAMBOOkPaa. OO O OUOTY
v files drwxn 2018-06-22 00:49 4 KB
> instant-run drwx-- 2018-05-3121:49 4KB v

4 seskey ‘W 2018-06-211735 328 &

= aesKeyCipher -rw--- 2018-06-2117:35 128B =

2 CAcrt -rw--- 2018-06-2117:36 1.2KB ™

2 Clientp12 -rw--- 2018-06-2117:36 25KB

= encryptedCode.txt -rw--- 2018-06-20 19:37 144 B -

(n) ()
Al 38 (n) wilunudeyavesliddsfaunamnsalviu (1) nadnsidomueslndngnidnsia

® Aa1aNTIInaATIA (Decryption class) ludiuveanisnensiadeyavzisudu
megnsAvuaASUAUliU KeyStore neunisaenswadedniy desdiduaunudues

KeyStore lufilazSenld “AndroidkeyStore” Fauansluninil 39

package com.wiphop.mynfc;
import ...
public class DeCryptor {

private static final String TRANSFORMATION = "AES/CBC/PKCS7Padding";
private static final String ANDROID_KEY_STORE = "AndroidKeyStore";

private KeyStore keyStore;

DeCryptor() throws NoSuchAlgorithmException, KeyStoreException, CertificateException,
IOException {
initKeyStore();

private void initKeyStore() throws KeyStoreException, CertificateException,
NoSuchAlgorithmException, IOException {
keyStore = KeyStore.getInstance( ANDROID_KEY_STORE );
keyStore.load( param:null );

private SecretKey getSecretKey(final String alias) throws NoSuchAlgorithmException,
UnrecoverableEntryException, KeyStoreException {
return ((KeyStore.SecretKeyEntry) keyStore.getEntry(alias, protParam: null)).getSecretKey();

AN 39 MuuAASUAULAAU Keystore system
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Fumeusierniio N3 setBlockModes dsazldsanasfiumiloutufuiuneunisidnsta
fia“AES/CBC/PKCSTPadding” antudsriiue IV iiadralsneundhiluduneunisidhswa
Tneagld vParameterSpec Wushrmuaasudulitunszuiunisaensia fauanslunind
40

byte[] decryptData(final String alias, final byte[] encryptedData, final byte[] encryptionlv)
throws UnrecoverableEntryException, NoSuchAlgorithmException, KeyStoreException,
NoSuchPaddingException, InvalidKeyException, IOException,
BadPaddingException, IllegalBlockSizeException, InvalidAlgorithmParameterException {
final Cipher cipher = Cipher.getInstance( TRANSFORMATION );
final IvParameterSpec spec = new IvParameterSpec(encryptionIv);
cipher.init( Cipher.DECRYPT_MODE, getSecretKey( alias ), spec );

return cipher.doFinal( encryptedData );

Al 40 fvum setBlockModes Buguliifiu Keystore

TunoureanvzaliunIsensiarieAds doFinal (input) Ineludion doFinal 19
A LY I3 & 1A v o Y o o= sy Y v @ Yy I3
Ardunduilueniisdluduietiuiunsdisia Judulidduadugnimnulivuansaly

LARIFINING 41 (n) waskadnsilomvedlidngnoensa danmi 41 ()

Device File Explorer n 5 |18 DeCryptor.java = pubCode.txt
T
| Mtziimel Vs © (@) PIrs Ao iriel 710 A7 21 & | File was loaded in the wrong encoding: 'UTF-8'
h o
Name Permis... | Date Size . Iy9qO O 91O OOOI~OEFOXEEQ Ok
= encryptedCodetxt  -rw------- 2018-06-20 144 v
= IvCode -MW------- 2018-06-20 16 g
& pubCode.txt R 2018-06-22 12688
public_key_server.per -rw------- 2018-06-21 272 &
> no_backup drwxrwx-- 2018-06-04 4k :ﬂ

(n) (2)

Al 41 (n) wiluhudeyavesindaansiauuamnsnlnu (v) naansilomvedlndaign

0AHA

4.3.5 MA19AN15A38%18 (Network manager)

Herduildrelfanunsadousatu Wireless Access Point (AP) ldognauaansielnglyl
doasidumisla 4 mndléniendsnisindaluusesiiaedludusa nedeyanistmuad
w3evreiulasunnanndsniaed loun Jowdetie (5SID) Ussnnmnuvasnads (Security
type) vila EAP (EAP type) wazlususes (Certificates) anduazasralusinduazmivunan

wmsevglvignluliilaggnedaaindeyanlasuuiainideniasausnig 1y Yein3ediy (SSID)
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yinuad EAP Tdunnsgnu IEEE 802.1X awuuulususesiild dnwseulususes uagssydoya
fald  Wensnsivdeukaztuneunsigauaiasedusa Jldeslasuanslunsdildau

wwsewnelsanaseld

Al 42 wansamsiaunluduveshinnnaorisuuudnlut@ Jususudens
grumnlidimunnisieriedetng (network profile) dagnidnsalivhe KeyStore Tng
Usenauluaie é]’aizw%%am%ﬂhaﬁma (SSID), venanwal (dentity), sWalususeagld,
yiaaudaonsovonaietneilly uar vfiaveduiuses anduiion createwifiProfile ag
fuunvdaralaonfevenaiotielunuilld WPA2-Enterprise uazanAsgIu IEEES02.1X
galdnsounu EAP-TLS ifdsmsfigauifsieiudeldlufusedunisasadeusamiu a1ntu
svunviiavesluiusesiiaslfiiiadousainietieitmuneds “X.509” S1edadslususesd
oonlilasLdmind Certificate Authority (CA.crt) uag “pkes12” $nedeidlususosigld

User Certificate (John.p12)

ndurnnsasulnalususesisassluiiawmssulddealuds Authentication
Server H1UNN9 Access Point Router @#4lususad root CA aunsaauldwazasislususes
Loviud usdwiuludiuvesluusesigldnasddsianiuieaygialilusunsuaiunsaeiu

Indlususedla

public void createWifiProfile(String ssid, String identity) throws Exception {
WifiConfiguration config = new WifiConfiguration();
config.SSID = ssid;
config.allowedKeyManagement.set( WifiConfiguration.KeyMgmt.WPA_EAP );
config.allowedKeyManagement.set( WifiConfiguration.KeyMgmt.IEEE8621X );
config.enterpriseConfig.setEapMethod( WifiEnterpriseConfig.Eap.TLS);
config.status = WifiConfiguration.Status.ENABLED;
CertificateFactory certificateGenerator = CertificateFactory.getInstance( "X.509" );

KeyStore pkcsl2ks = KeyStore.getInstance('"pkcsi2");

InputStream rootCa = new BufferedInputStream( new FileInputStream(
CA_CERT ));

BufferedInputStream in = new BufferedInputStream(new FileInputStream(
CLIENT_CERT ));

pkesl2ks.load( in, NETWORK_PWD.toCharArray() );

X5@9Certificate caCert = (X509Certificate) certificateGenerator.generateCertificate( rootCa );

il 42 Heddugdieeuseinsetieidiving

TJupaURNIABNTEUINNTE A A lUSUTBIR I LS waz MvuArf19 Aeil Aviun

(% (%

lususeaivaedlu uag tendnwalvesld anntduueundiadwinnsidauinis Wi-Fi vewly
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wiowvaduiinteyareinismmuanisadlivussuulietoialieusatesdnludiluase
dnly eaaweundindudedoyarianunluda Access Point LitaansIaduLasigtiiase

U Authentication server S189aLDUARILAAILUNINT 43

Enumeration<String> aliases = pkcsl2ks.aliases();
while(aliases.hasMoreElements()){

String alias = aliases.nextElement();
X5@89Certificate cert = (X509Certificate) pkcsl2ks.getCertificate(alias);
Privatekey key = (PrivateKey) pkcsl2ks.getKey(alias, NETWORK_PWD.toCharArray());

config.enterpriseConfig.setClientKeyEntry(key, cert);
config.enterpriseConfig.setCaCertificate( caCert );
config.enterpriseConfig.setIdentity(identity);
¥
Context context = getApplicationContext();
WifiManager wifiManager = (WifiManager) context.getSystemService(getApplicationContext().WIFI_SERVICE);
int netID = wifiManager.addNetwork(config);
wifiManager.saveConfiguration();
wifiManager.enableNetwork(netID, attemptConnect: true);
mcheck = checkWifiOnAndConnected();

9 43 Heidugdieeusewnsetieiivang

1
= o

43.6 Wandunndulunaunwaiadu

4.3.6.1 WaNTULILHaU

luflsifuiliiaoswdandng taun 1) udadeugldnion1sdu uaz 2) uwdsdourdldme
Joau pop-up Nsudnfeuludrunienddglunisdearssenitsueundiedunazdld
fegsaaunsalluanuiinu mnglduszausalvuieiulusesdnse aouz WiFi Wouse

°o & a o o o & = Y A Y Y] v o PN
GRISE LLagﬂqi(ﬂ@I(ﬂﬂi‘Ui‘UﬁaqaqLif\]"\]%ﬁmﬂqiLL‘r\NLm@u@nSﬂqiauuagm@ﬂj"lm@ﬂﬂ’]‘wm 44

10900 10900 10900

john john john

EDIT EDIT EDIT
CONNEGT WIFI CONNECT WIFI CONNECT WIFI
INSTALL CA INSTALL CA INSTALL CA
INSTALL P12 INSTALL P12 INSTALL P12

Client s installed. Wi-Fiis connected !

dl LY 1 ¥ I
ANN 44 @IDHINATLINFDU
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WHDAFINAMUA LI ADILUUAD WALADUAIENITAUSINING 45 WashIAADUMBTDAIIUAY
AN 46

private void vibrate(){

Vibrator v = (Vibrator) getSystemService(Context.VIBRATOR_SERVICE );

//Vibrate for 3 seconds
if(Build.VERSION.SDK_INT >= Build.VERSION_CODES.0){

v.vibrate( VibrationEffect.createOneShot( milliseconds: 30@,VibrationEffect.DEFAULT_AMPLITUDE ) );
telse{

v.vibrate( milliseconds: 300 );

}
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private void notificationAlert()

{
tEnd = System.currentTimeMillis();
tDelta = tEnd - tStart;
elapsedSeconds = tDelta / 1000.8;
Log.d( tag: "TIME", msg: "Time completed to exchange data: " + elapsedSeconds + " Seconds");
vibrate();
Toast.makeText( context: this, text: "Transfer Done ! ",Toast.LENGTH_SHORT).show();
}
private void errorNotificationAlert()
{
vibrate();
Toast.makeText( context: this, fext: "User does not exist ! ",Toast.LENGTH_SHORT).show();
}
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————— BEGIN PRIVATE KEY----- 1GtyLGjdAKEAgU6DOWOZ
Qz3D31NCaaaZW32MvZ60i+1aEKwB1Lv/4GtuVJdDUZ7Ai63RwkSQxtLWbuy7DTKe
kEqop/YYwbZaHw==

----- END PRIVATE KEY-----
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private static String getPrivateKey(String filename) throws IOException

{

// Read key from file

String strKeyPEM = "";

BufferedReader br = new BufferedReader(new FileReader(filename));
String line;

while ((line = br.readlLine()) != null)

38

{
strKeyPEM += line + "\n";
}
strkeyPEM = strKeyPEM.replace( target: "----- BEGIN PRIVATE KEY----- \n", replacement: "" );
strKeyPEM = strKeyPEM.replace( farget: "----- END PRIVATE KEY----- \n", replacement: "" );

br.close();

return strKeyPEM;

}
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private static String getPublicKey(String filename) throws IOException {

// Read key from file
String strKeyPEM = "";
BufferedReader br = new BufferedReader(new FileReader(filename));
String line;
while ((line = br.readLine()) != null) {
strkeyPEM += line + "\n";

}
strKeyPEM = strKeyPEM.replace( target: "=---- BEGIN PUBLIC KEY----- \n", replacement: "");
strkeyPEM = strKeyPEM.replace( target: "----- END PUBLIC KEY----- ", replacement: "");

Log.d( tag: "HCE", strKeyPEM );
br.close();

return strkKeyPEM;
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AT 50 hansdafg1anadnsuadlususaIntaannIsHILLNonfINa?

MIICdgIBADANBgkghkiGOwOBAQEFAASCAmAwggJcAgEAA0GBAMEMeafwyMMgCclZ
rBj/gczPzutcZdLKkV3BohTD1YgFBuhwlIs4bANdIFR70+TM16/jHTE1+Sq6bBtA
LdOxsFmkP3P8HUYyMwcQl6X/LNzf7jzj1PwUM/wC5re3iqyqzCBMHThRELDSBDX/
ETroVyXNnegKT1C1KRADWpqlA4RJAgMBAAECgYAZWG+NRiS8n0/W/Qv7/PU9GPLHd
e8cabLSR1rL27VKkE2HIS]j8BMPS4z83eGImEhIGHOUV/ Zghk7PwkIBwWUY1xNW1Dqgi
pU59GBqj I3IRQgk12LcLwq9rCpm6Qo30Rp1rM1jXPPYCIDZy6FvPUSbURMLADMAL
nk08cPOUJGL1IWFjugQJIBAOj 13NTXrQvdK7v/uWK0jX7kcs9Qbj70mKZOK3WWbTZ1
1gxdsBVhcNTpP3fv2Q+Cd9YVvRMxOmhjc69jIiyFr6IMCQQDi+eqvShsSm4fI9RPIE
/0oVvBCvxZoMzQehJSC8Inp+Quw3mcvHpQOVBVQXyMsBnYUpJgHR1sVR4xXQRDxNo
g3UzAkAOYGglrXxed4Mjk+scFTOVOB8zTniisiPE@BUTh62198NGzANoYMAhzvkL25
rhVvRy9hzyn2ZKTT11KOtpOXifyTAKAXmWB7RTs3XhBv1uGK/20kPUzMVppB1BKw
u96YI3P3ulshoMXi00pUdqCdpAUS0Thb2HZuu0SMOA4m]j 1GtyLGjdAKEAgu6DowdZ
Qz3D31NCaaaZW32MvZ60i+laEKwB1Lv/4GtuVIdDUZ7A163RwkSQxtLWbuy7DTKe
kEqop/YYwbZaHw==
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protected void savePubCode(File in, File out) throws IOException, GeneralSecurityException {
String publicKey = getPublicKey( PUBLIC_KEY_SEVER_FILE );
byte[] encodedKey = android.util.Base64.decode( publicKey.trim(), android.util.Base64.NO_WRAP );
//create public key
KeyFactory kf = KeyFactory.getInstance( algorithm: "RSA", mProvider);
RSAPublicKey pk = (RSAPublicKey) kf.generatePublic(new X589EncodedKeySpec(encodedKey));
pkCipher.init( Cipher.ENCRYPT_MODE, pk );
FileInputStream is = new FileInputStream(in);
CipherOQutputStream os = new CipherQutputStream( new FileOutputStream( out ), pkCipher );
copy(is, os);
is.close();
os.close();
detleteCode();
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Keystore
—_— s
System Transceiver

1 I

n n 1. Unlock Keystore System
@ n n @ 2. Exchange credentials data over NFC
3. Set up certificates
] 4. Automatic connect W-Fi
Fingerprint
[snserornt | Oy s
v User
Password
N Setup Auto-Wi-Fi
an—— + n certificates

. : Connect

Fingerprint Success
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4.4.2 Yunaun1sinuvaInsiudedayaluiuses
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UALLDYARINING 54

Client Decrypt the Encrypted
Checking AID Result OK Certificate Data with Session Key
l Send Encrypted Certificate
Obtain Server’s Public Key Data to Client
Random Generate Session Encrypt Certificate Data
Key (AES) Size 256-bit with Session Key

I 1

Decrypt the Encrypted Session
Encrypt Session Key with P P

Key with Server’s Private Key
Server’s Public Key ; N

! [

Send Encrypted Session Key Server Received Encrypted

to Server Session Key
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processApdu:
try
{

// Log.d("HCE", "TEST_1");

if (apdu != temApdu && count < 4 && !Arrays.equals( DictInf.RClear,apdu)){
Log.d( tag: "HCE", msg: "Yes..pkCipher loop is receiveing..... " + count++ );
FileUtils.writeByteArrayToFile( mFilePkServer, apdu, append: true );
temApdu = apdu;

}

A9 55 Weulunsivasunazileulnalususesanniansasusnis



a3

A 56 Aewuvienilusunsuuuesasuinisldlunisdsluusesnguaasisagliiu

aunsalylu

private void séndServerPk() throws I0Exception, CardException, GeneralSecurityException {
System.out.print("\n----------------- PK SERVER TRANFER BEGIN---------ccnnmcnnnnn \n");

//To send server pk cipher to client

Path pathPkServer = Paths.get(PUBLIC_KEY_ SERVER_FILE);
byte[] msg pkServer = Files.readAllBytes(pathPkServer);
sendMessage(msg pkServer);
responseAPDU(DictInf.RTransferClientCert);

System.out . print("----------------- PK SERVER TRANFER END-------=----=-=nmn-- \n");

a 5 a ! o/ Y s
AINN 56 Lﬂi@ﬂUiﬂWiﬂﬂUﬁUi@ﬂQiyLLQﬁWﬁWim%IﬁﬂUﬁWNWiWIWN

) v e‘d‘ ¥ 4 ; = a v d'
Wesulusunsy waansflaannnimiiaevestlansosusnisaiuansluning 57

[ Main.java 4 Communicator.java = Console & Dictlnf.java
<terminated> Main (2) [Java Application] /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.161-0.b14.el7_4.x86_64/bin/java (Jun 22, 2018, 12:35:37 AM)

input: Ox00 0xA4 0x04 0x00 O0x07 OxFO Ox01 Ox02 0x03 0x04 Ox05 Ox06 Ox00
Selection successful. Connection established!
Response after AID Selection: AIDSelectionOk

checkIfReady ReaderResponse message: waitPlease

sendBackMessage: ----- BEGIN PUBLIC KEY-----
MIGFfMAOGCSqGSIb3DQEBAQUAA4AGNADCBiQKBgQDOjHMN8MjDIANNWawY/4HMz87 r
XGXSypFdwaIUw9WKhQbocCSLOGWD

sendBackMessage as Byte:
OxFF 0x00 0x00 0x00 Ox7A 0xD4 0x40 0x01 0x2D 0x2D 0x2D 0x2D 0x2D 0x42 0x45 0x47 0x49 Ox4E 0x20 0x50

sendBackMessage: XSBUezvkzJev4x0xJfkqumwbQC3TsbBZpD9z
/BLGMjMHEJel/yzc3+4849T8FDP8Aua3t4qsqswgTBO4URIQO9QL1/XE66Fc1zZ3q
1k9QtSkQAlgatQOESQ

A9 57 wsesusnisaslususeanauaassaeliiuanunsaliy

A7 58 Asaulunluswnsuilaaunsalnulinsi9aaunnlansaausNaIRIAIUD

wanidguteyaveld JaueundintuazSenilaidy sendMessage MazdALmIEU session

a ! !

key wieldiinsiatoyaniazgnuudseninaninlnuLazasaeu3nis Iag session key Wiy

Y

o [

9] ) & ANea Y 9] v o v v a6 a
NFVTAALUUENNRTILASLUU ‘EJ‘VlZ\ljﬁ\‘iLL@SﬂiUIﬂUﬂqﬁL?ﬂi%ﬁLLazﬂ@@ﬁ‘Viaﬂ?ﬂﬂEJL@EJ'Jﬂu

o
LY

suneunisdsteyadldeanangunsalluduniesusnig session key zdvagnaslyds



aq

\ATRIUIN1TRENURBANEAIEN1TUNTE session key meluusaInaLaasITaElasuan

Waulunaunti

else if(apdu != temApdu && count > 3 && count < 5 && Arrays.equals(DATA_EXCHANGE_ORDER,apdu)){
Log.d( tag: "HCE", msg: "Yes..sendAesCipher loop is receiveing..... " + count++);
temApdu = apdu;

return sendMessage();
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private void askForSessionKey() throws CardException, InterruptedException, IOException, GeneralSecurityException
{

try
{
ResponseAPDU readerResponseStatus = channel.transmit(new CommandAPDU(DATA EXCHANGE ORDER)); //send e
String s = new String(readerResponseStatus.getBytes(), "US-ASCII");
System.out.println("\naskForSessionKey ReaderResponse message: " + s);
mFileAesCipher.delete();

//FileUtils.writeByteArrayToFile( mFileAesCipher, Base64.decodeBase64(s.getBytes()), true );
FileUtils.writeByteArrayToFile( mFileAesCipher, readerResponseStatus.getBytes(), true );
//communicate();

catch(Exception e)
e.printStackTrace();
System.out.println("\nSend command error: " + e);
reConnect();
}
= - a | o o A a a 1%
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else if(count > 4) {

try {
if (count < 6 && Arrays.equals( encryptMsg( DictInf.RAskForUser), apdu ))
{
Log.d( tag: "HCE", msg: "Yes..AskForUser loop is receiveing..... " + count++);
return reposeAskForUser();
}
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byte[] preparedMessage = getMessage(encryptMsg(DictInf.RAskForUser));
readerResponse = channel.transmit(new CommandAPDU(preparedMessage));
readerResponseBytes = processResponse(readerResponse.getBytes());

N9 61 WATesUIMsdstanuieveteyaliludgunsal
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public boolean checkCredential(String mName, String mId ) throws SQLException, IOException

{
mCheck = false;

sendBackMessage
Connection Conn

null;
DriverManager.getConnection(DB_URL, USER, PASS);

try

Class. forName (JDBC_DRIVER) ;
System.out.println("\nDriver loaded!");

}
catch (ClassNotFoundException e)

{
throw new IllegalStateException("Cannot find the driver in the classpath!", e);
}
System.out.println("Connecting database...... B

Statement Stmt = (Statement) Conn.createStatement();
try(Connection connection = DriverManager.getConnection(DB_URL, USER, PASS)){

System.out.println("Database connected!\n");

ResultSet resultSetcheckId = Stmt.executeQuery("SELECT * FROM radcheck where '"+mId+"'");
PreparedStatement resultSetNewUser = (PreparedStatement)
Conn.prepareStatement ("INSERT INTO radcheck (id, username, attribute, op, value) "
+ "VALUES ('"+1+"','"+mId+"",'"+"User-Password"+"','"+":="+"' '"+tmpPwd+"')");
while(resultSetcheckId.next())
{

if(resultSetcheckId.getString(2) !'= null && resultSetcheckId.getString(2).equals(mId))

{ System.out.println("Yes...found the existed user: " + resultSetcheckId.getString(2));
return mCheck = true;
}
else
System.out.println("No....cannot found the entry: " + resultSetcheckId.getString(2));
continue;
}

[
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//Prepare Certificates
prepareCert();

Path pathCa = Paths.get (ENCRYPTED_CA_CERT);
byte[] msg ca = Files.readAllBytes(pathCa); //convert file byte

sendMessage(msg_ca); //Transmit data to device
responseAPDU(encryptMsg(DictInf.RTransferCACert));
System.out.print("----------------- CA TRANFER END---------cmmmmomamo- \n");

Path pathClient = Paths.get(ENCRYPTED_CLIENT_CERT);

byte[] msg client = Files.readAllBytes(pathClient);

sendMessage(msg client);
responseAPDU(encryptMsg(DictInf.RTransferClientCert));
System.out.print("----------------- CLIENT TRANFER END-------------------- \n");

responseAPDU(encryptMsg(DictInf.RStopTransfer));
System.out.print("----------------- DATA TRANFER END-------ccmmcmmmaan "y
transferDone();

reConnect();

A9 63 inseuinsduiiomlususesnduludanninlnu
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Loop decryptUserCode 7 IyBqb'6tGo!666H~bIFoxEENE; k001?3R26d0C.[IHo [66 066TEOWEE6U [
Decrypt of byteUserCode: John 1629900178036

User ID: 1629900178036
Name: John

Driver loaded!
Connecting database......
Database connected!

No....cannot found the entry: wiphop
No....cannot found the entry: mild

Yes...found the existed user: 1629900178036

Statement & Database connection is closed...

AN 64 HETNEINIMIINaYeINIATIAER TRy LdiUTuTeYa

A9 65 Feloulusesuteyaileniluiuses CA uay 2wl 66 Aemeuluiisesu

' [
= v (Y IS

¥ ‘g{ U ¥ U = a U
Toyaiemluiusesld Yeloyanvunazgnilsuduiinliluuiuvesweuniinduy

Y

if ( !Arrays.equals(encryptMsg(DictInf.RUserNotFound), apdu ))

{
if((apdu != temApdu) && count < 17 && !Arrays.equals( encryptMsg( DictInf.RAskForUser), apdu ))
{
if ( Arrays.equals(encryptMsg(DictInf.RTransferCACert), apdu ))
{
break processApdu;
¥
Log.d( tag: "HCE", msg: "Yes..CACert loop is receiveing..... " + count++ );
FileUtils.writeByteArrayToFile( mFileCAEncrpted, apdu, append: true );
temApdu = apdu;
}
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else if((apdu != temApdu) && count < 40 && !Arrays.equals( encryptMsg( DictInf.RTransferCACert), apdu ))

{
if (Arrays.equals( encryptMsg(DictInf.RTransferClientCert), apdu ) ||
Arrays.equals( encryptMsg(DictInf.RTransferCACert), apdu ))
{
break processApdu;
b
FileUtils.writeByteArrayToFile( mFileClientEncrypted, apdu, append: true );
temApdu = apdu;
}
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//To decrypt Cert.
decrypt( mFileCAEncrpted, mFileCA );
decrypt( mFileClientEncrypted, mFileClient );

//To remove encrypted certs.
mFileCAEncrpted.delete();
mFileClientEncrypted.delete();
mCheck = true;

notificationAlert();
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Tonlusis
Device File Explorer £~ 1
Motorola Moto G (5) Plus Android 7.0, APl 24 v
Name Permis... Date Size
= CAcrt -rw------- 2018-06-21 1.2 KB
= Clientp12 -rW------- 2018-06-21 2.5KB
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Working system of HMAC
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//Gen Key HMAC Function

protected bhyte[] genKeyHmac (byte[] msg) throws NoSuchAlgorithmException, InvalidKeyException, IOException {
byte[] hmac = {};
byte[] key = Files.readAllBytes (Paths.get (OUT_AES));
SecretKey sKey = new SecretKeySpec(key, "AES");

//Gen Message Authentication Code (MAC) for a message.
Mac mac = Mac.getInstance(HMAC_SHAI_ALGORITHM) ;
mac. init (sKey);
try {
hmac = mac.doFinal(msg);
System.out.println("HMAC output: " + hmac);
System.out.println("HMAC length: " + hmac.length);
printByteArray (hmac);
}catch (Exception e){
System,out.println("HMAC Function Error is: " + e);

return hmac;

AN 72 Wwiien genKeyHmac yiutihimwiamaneranlidlususes
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protected boolean assertHmac (byte[] msg, byte[] hmac, byte[] chkHmac) throws InvalidKeyException,
NoSuchAlgorithmException, IOException {
hmac = genKeyHmac (msqg) ;
if(hmac.equals (chkHmac)) {
return true;
telse {
return false;
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private void notificationRlert2 ()
{
tEnd = System.currentTimeMillis();
tDelta = tEnd - tStart;
elapsedSeconds = tDelta / 1000.0;
Log.d( tag: "TIME", msq: "Time completed to exchange Certificates: " + elapsedSeconds + " Seconds");

vibrate () ;
Toast.makeText ( context: this, text; "Transfer Certificates Done ! ",Toast. LENGTH_SHORT) .show() ;

A9 74 asaaeunanldsuluTuseasleyanin1ATaY Y

/**Delta time counter**/
tDelta = tEnd - tStart;

elapsedSeconds = tDelta / 1000.0;

Log.d( tag: "TIME", msg: "Time completed to connect Wi-Fi: " + elapsedSeconds + " Seconds");
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2). @enAmanutulagslunitidonyl 95% wazAning@nlame 1.96 wilaainniside

#1519 Z-Table

3) WIAIAIUAAIALAGDY (Margin of Error)

Za/2 X

4) UBNTIANAINULTDLIUY

Iteration
97
98
99
100
Mean
Standard Deviation
Sample Size
Confidence Coff. (95%)
Margin of Error
Upper Bound
Lower Bound
Max
Min
Range

X iZa/Z

X

V)

o

X —

V()

1AgAIANINUAMAINTUADU 1 D9 4 190U WAAIAININA 76

Exchange data over NFC (S)

3.755
3.685
3.88
3.956
3.8560
0.340
100
1.96
0.06658
3.92259
3.78943
5.02800
3.65700
1.37100

Connect Wi-Fi (S)
3.245
3.249
3.248
3.247

3.2539
0.018
100
1.96
0.00355
3.25743
3.25033
3.35200
3.23500
0.11700

Total(5) |

7

6.934
7.128
7.203
7.1099
0.343
100

1.96
0.06726
7.17715
7.04263
8.29300
6.90300
1.39000

Composition Max (s) Min (s) Average (s)
Obtain credentails over NFC 5.028 3.657 3.856 +0.0665
Connect Wi-Fi 3.352 3.235 3.254 +0.0035
Total 8.293 6.903 7.1110.0673

a U cay v °
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AN5199 2 HASNSLIATANANLLTBLUN 95% vaswmaraukuUliNandy HMAC

Components Min (s) Max (s) Average (s)

Exchange credentials data over NFC | 3457 5028 3.856 + 0.0665
Connect to Wi-Fi & Authentication 3035 3352 39540 + 0.0035
Total 6.903 8293  7.110 + 0.0673

A
a v

1A8AANIAUAMTLAINTUADU 1 D9 4 TG LARIPININT 77

Iteration Exchange data over NFC (S) Connect Wi-Fi (S) Total (S)
96 5.229 3.239 8.468
97 5.209 3.236 8.445
98 5.25 3.241 8.491
99 5.259 3.25 8.509
100 5.329 3.245 8.574
Mean 5.3039 3.2483 8.5522
Standard Deviation 0.118 0.012 0.119
Sample Size 100 100 100
Confidence Coff. (95%) 1.96 1.96 1.96
Margin of Error 0.02309 0.00228 0.02333
Upper Bound 5.32701 3.25060 8.57557
Lower Bound 5.28083 3.24604 8.52891
Max 5.96200 3.30400 9.22000
Min 5.18500 3.23200 8.42900
Range 0.77700 0.07200 0.79100
Composition Max (s) Min (s) Average (s)
Exchange data over NFC 5.96200 5.18500 5.303 £0.023
Connect Wi-Fi 3.30400 3.23200 3.248 = 0.002
Total 9.22000 8.42900 8.552 +0.023

AND 77 HAFNSALAINNNITAIUI
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AN5199 3 HASNSLIANTANPNLLTBLUN 95% VadwmaraudlaiuHanty HMAC

Components

Min (s) Max (s) Average (s)

Exchange credentials data over NFC | 5135 5962 5.303 + 0.023

Connect to Wi-Fi & Authentication 3323 3304 3248 + 0.002

Total

8.429 9.22 8.552 £ 0.023
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User Experience Assessments (UXA)

qanfaslasiilaandasmansiigaifasuuunaeiadadnduenduusnialn
(Secure Hotspots with Multi-Factor Authentication Through NFC on Smartphones)
............ / e werrsrerreene. (DD/ MM/ YYYY)

Objective: To survey and evaluate the quality of authentication system for secure hotspots with multi-factor
authentication through NFC on smartphones. Please kindly help us to fill in the information and mark Vin the

level of satisfaction that best suits your feelings and experiences.
Explanation: All personal information is kept as confidentiality. The assessment consists of 3 sections as follows.

Section 1 General user information
Section 2 Explore user experience

Section 3 User satisfaction assessment

Section: 1 General User Information
NAME......ociii e s COMPANY ...ttt
Nationality [ ] Thai [ ] German [ ] Indonesian [ | Indian

D Philippines |:| Please SPeCify......cocurvereireernereeeeece e

Work experience [ 15 Years || 6-10Years [ | >10vears

Gender D Male D Female

Works Position
| | SAPABAP Consultant ] SAPFunctional Consultant
D Network Admin D SAP Basis Consultant

[ ] EtC.Please SPECify......owwrcercerceeesessessessessessessssessins

Section: 2 Explore User Experiences

1. Have you ever brought your smartphone to connect the corporate network?

[ ] Yes ] No REASON.....ovveveevereiee e es e essseseesssseessresessesssnsen

2. Do you think that the security level of your corporate wireless network is secure?

L] Yes L] No REASON....eeeeeceries et ese et st eee e seaens
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3.  Whatis the purpose(s) of using your smartphone to connect the corporate Wi-Fi network? (more
than 1 answer can be chosen)

D Support work D Communication D Browsing information

D PlEASE SPECITY ....vuieeti vttt et ss bbb ba e et et ebe s es et ess st bt et ba e tes st en s bbb enteresene s

4.  Have you ever used certificates to authenticate for corporate Wi-Fi?

| ] Yes ] No REASON.ceveevrerrereereeeeeessseseeseeessseesessesceneneeessesessnen

5.  How do you think about the complexity of corporate Wi-Fi authentication process on

smartphones?

D Easy DAverage D Hard D Super Hard

Section: 3 User Satisfaction Assessment

Satisfaction Level

. Very Satisfied | Neutral | Unsatisfied Very
User Experience Aspects o
Satisfied Unsatisfied
(5) (4) (3) (2) (1)

1. The application functionality is easy to
comprehend and achieves certificate
purpose for corporate Wi-Fi access

2. The application is user-friendly and
more efficient than other certificate
installation methods such as encrypted
email or secure certificate store

3. The outcome is accurate as expected in
practical

4. The application is valuable and
appropriate in practical usage for
corporate Wi-Fi

5. Overall satisfaction with the application
and authentication system
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Ay+O XA 4 i 1:30

EDIT
CONNECT WIFI
INSTALL CA
INSTALL P12

ENCRYPT DATA

Transfer Done !

Al 80 daurnIsvUdToyalaSvaNysal

Wietlsgunsalvesgldlasuludeyasusesiavdayanisasriaseiiensuanysal uey

(%
| Y

wanduazisenilantugdieinddususes laeisuanluiuses root CA galutunauiylidos

v
A v Y a A

=) ! 2 a v 3 [ PN I A U i
gULUMIIAHUINDNTD PIN NBUAININNA 81 LLaS‘Wa\‘]f\]’Wﬂ‘Ll‘lﬂ‘Ui‘U3EN‘VIGQG]EJQJW’1EJIU5‘U3ENE’ﬂﬂj

FININT 82

Confirm your PIN

Enter your device PIN to continue

CANCEL

Name the certificate

Certificate name:

Credential Details
CA

Credential use: CA

Wi-Fi one CA certificate

The package contains: REMOVE
one CA certificate

CANCEL OK

AN 81 S18AZLDYANISAARILUSUTDY root CA
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XA 4 1:49

Security certificate
Secure WiFi Certificate Authority

Extract from johnCert.p12

Issued to:
Type the password to extract the certificates. Name thE certiflcate Common name
Secure WiFi Certificate Authority

Certificate name: Organization:

. Secure WiFi Inc
Client
CANCEL OK Organizational unit:

Credential use: 5 )
o erial number:
Wi-Fi 00:E0:84:58:08:84:13:FE:BS

The package contains:

one user key -

one user certificate sommovr:rr;‘agsn'f te Autharit
H ecure Wikl Certificate Author

gwer T ty Y

Issued by:

1T 2 3 456 7 8 9 0

Organization:

. Secure WiFi Inc.
asdf gh j k| CANCEL  OK o N
Organizational unit

fH z x cvbnmgE

REMOVE  OK
3] English . .

v O
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-] 3 @ 1 12:50
~ i )
Wz world cup 2018 standings ¥
—
— ————
—

% sports >
AbovePhysicRules
v b

FIFA World Cup™ standings

Connected )
(7 Follow )
9. Ploy 2.4G e :
EDIT hTCHES NEWS ~ STANDINGS  PLAYERS
. i-house
CONNECT WIFI M GROUP A
Team MP GF GA Pts
INSTALL CA w. Ziren1_2.4G
1 mm Russia 2 8 1 6
AL v.  jakesvilleRCA 2 = Uruguay 2 2 0 6
ENCRYPT DATA 3 o= Egypt 2 1 4 0

vs Jiragump

Wi-Fi s connected | 4 B saudi Arabia 2. 06 0

va nongaie

M =] Q il =
B BT BT
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