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We evaluate the performance of privacy models and ensemble
classification algorithms for data anonymization on classification. Data mining is
continuously used in various purposes to extract knowledge. It is necessary for us to
concern about privacy to prevent the result from disclosing identity of persons. Data
anonymization has emerged with the objective of reducing re-identification risk.
However, when data anonymization is applied, the data utility may decrease.
Therefore, it is necessary to trade-off between privacy risks and the data utility. Our
objectives in this research are to evaluate the effects of data classification with
anonymized data and to evaluate the performance of various privacy models and
ensemble classification algorithms. The measurement metrics in this experiment are
accuracy, re-identification risk and suppressed records. Our experiments show that
there is no significant difference between the accuracy of classification using original
data and the accuracy of classification using anonymized data. In addition, the average

accuracy of each algorithm is not significantly different.
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Learning Algorithm
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vada ~

Quasi-identifiers AonguvasnnantRniiauausaLiemeNIsseusmulale

]

wnnsuiudeyaansnsue wu sialuswald ong [Wudu

2.1.3.3 Sensitive Attributes

% Y =

Sensitive Attributes FianguvesnuautAiludeyaamziivesyunnaiiiniy

Y

goulm wu lsauseddi Juifeu Wudu



2.1.3.4 Non-sensitive Attributes

Non-sensitive Attributes Aenguvesnmaudinlilatinnudidyeslsiuidoyass

aniUawwe
2.1.4 myiwilosoyalnesnwenududiudivesdoya

o =] v [ ) 1 Y v . .
nsvimilesdeyalaesnwianuludiuiivesteya (Privacy-Preserving Data
Mining) Ao sviliiteyanaziihluviinieeyaliannsassyinule lnetunaulunis
9 & @ oy v Al % O a v & v =
Snwanuidudiimansavildvareislunmsmensuulaseyanusslvinaneilutoyad

gnunta laganansaudsUssinnlagail (8]

| Privacy Preserving |
| Datamining Techniques |

v v

Randomisation Cryptography based

based techniques Ananymization technigues
based lechniques

; ;‘ o | Secure multiparty
Multidimentional oy computation

Value-based
Parlubation k-Ananymity

Pertunbation
addition nersity
» | Random ratation

rESponss periubation t-closeness

» | Homormophic
"1 Encryption

» | Oblivious Transfer

| GeOmetric {a.k)-Ananymity Iy ,
7| pertubation
A » | Homomornphic
+Handorr| projection M-Varience | Secret Sharing
pertubation

a1l 3 wiadeanstestuanuludiuiivesdoya (8]

Nnamd 3 aziuldiaunsauanedansvinilesdeyalneinuanaiugiue
ot wadawsnAsmalianisdy (Randomization) Fnstiazthensunau (noise) 1nvin
nszUINMsUeEsRuTeyaliy Juvvinlinadnsilldazsisluaniiu Saihliruiisudeya
ﬁlﬂaﬁuﬂiﬂﬂﬁ’jﬂ‘a’@%ai’lSﬂﬁiﬁLﬁuﬁuaﬂﬂi LMﬂﬁﬂﬁﬁ@ﬂaaﬂ’ﬁUﬂﬂ@%@%a (Anonymization)
Tneseasdenaznarluiidedaly walafiaufonsdisia Cryptosraphy) medindaz

Jumsihdeyarisaneuiiazihluldnu Sausazimaiiafazddefdadensiiu



2.15 ﬂﬂ'ﬁﬂﬂﬂm‘ff’auﬂa (Anonymization or De-identification)

Fnstirenailiteyauiarsenisdiauniioutudoyasenisdu aunsavild
Tnemsvindeyaliifinnuialuunniu (generalization) vidomsvindioyalilaifiaa
lAaN1ZL91239 (suppression) ﬁ’uamauﬁ'ﬁ&iw6’]‘17‘1'lfﬁluamauﬁ’aﬁ%mmiaﬁﬂﬂszqﬁmﬂé’
(quasi-identifiers) auninaghianunsaszylaindeyaluveslas wu o1y 27 wawlu 25-30
nszuuMsiTlumavesmasndeiildsunnuienlaun k-anonymity | Ldiversity |, t-

closeness
2.1.5.1 k-anonymity

k-anonymity [9] Aeluinafisgn1FuRImninwuzvesteyazilognatey k-1 918013

]
4

Foapilidesnisaglandldannsavinisseusnuuestayals (re-identification attack)

Non-Sensitive Sensitive Non-Sensitive Sensitive
Zip Code|Age | Nationality Condition Zip Code| Age | Nationality Condition
1 13053 | 28 Russian Heart Disease 1 130*%* | < 30 * Heart Disease
2 13068 | 29 | American Heart Disease 2 130%* | < 30 * Heart Disease
3 13068 | 21 Japanese Viral Infection 3 130%* | < 30 * Viral Infection
4 13053 | 23 | American Viral Infection 4 130%* | < 30 * Viral Infection
5 14853 | 50 Indian Cancer 5 1485% | > 40 * Cancer
6 14853 | 35 Russian Heart Disease 6 1485*% | = 40 * Heart Disease
7 14850 | 47 | American Viral Infection 7 1485* | = 40 * Viral Infection
8 14850 | 49 | American Viral Infection 8 1485*% | = 40 * Viral Infection
9 13053 | 31 | American Cancer 9 130%* Fax * Cancer
10 13053 | 37 Indian Cancer 10 130%* Jax * Cancer
I1 || 13068 | 36 | Japanese Cancer 11| 130%* 3% * Cancer
12 13068 | 35 American Cancer 12 130%* 3% * Cancer

Al 4 fregranslday k-anonymity [10]

=

Al 4 AemsunUnadeyalagldluwma k-Anonymity Ine k=4 aziuldindeyaiign

Y

(Y <

v a Aa v o Y]
LUauLa39zd 4 518901594 ﬂwmgsﬂ@%amLﬁﬂJ@uﬂu

2.1.5.2 |-diversity

'
aa v

(-diversity [10] Lﬁuimﬂaﬁgﬂﬁ@ummﬂ k-anonymity Jadulumaniianuos

AAeiy ua \-diversity ziiunuauURdndeildlaglunaazniFuiinnnguidl quasi-

q

identifier inilouriu (equivalence class) Izfpalinuanwueniinudouln (sensitive

attributes) kANAIAUAILAT
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Non-Sensitive Sensitive Non-Sensitive Sensitive
Zip Code] Age | Nationality | Condition Zip Code| Age | Nationality | Condition
1 |[ 130** [ <30 * Heart Disease 1| 1305* [ <40 . Heart Disease
2 || 130** | <30 * Heart Disease 4 || 1305* [ <40 * /iral Infection
3 130*%* | < 30 * Viral Infection 9 || 1305* | <40 * Cancer
4 130** | < 30 * Viral Infection 10 || 1305* | <40 * Cancer
5 1485* | > 40 * Cancer 5 1485* | > 40 * Cancer
6 1485* | > 40 * Heart Disease 6 1485* > 40 * Heart Disease
7 | 1485* | =40 * Viral Infection 7 |[ 1485* | > 40 * /iral Infection
8 1485* | > 40 * Viral Infection 8 || 1485* | > 40 * firal Infection
9 130%* Ix S Cancer 2 1306* | <40 * Heart Disease
10 {| 130%= 3« * Cancer 3 1306* | <40 * /iral Infection
11 || 130** 3= . Cancer 11 || 1306* | <40 » Cancer
12 130" 3= * Cance( 12 1306‘ ‘; 10 * Canc“

Al 5 Feganisldausening k-anonymity way Ldiversity [10]
2.1.5.3 t-closeness

t-closeness [11] \Julunatigniiauiain Ldiversity lnglanaazinauaudannisus
TNNEUNL quasi-identifier widlauriu (equivalence class) 3ABIWAINANTENINNT
nsrAneveRadnueniiaugauln (sensitive attributes) YoINFNUULALNITNTLINLVDS

[

ANz ianualiiiua t (threshold)

ZIP Code | Age | Salary | Disease

1 | 4767* <40 | 3K gastric ulcer

3| 4767% <40 | 5K stomach cancer
8 | 4767* <40 | 9K pneumonia

4 | 4790* =40 | 6K gastritis

5 | 4790* =40 | 11K flu

6 | 4790* =40 | 8K bronchitis

2 | 4760% <40 | 4K gastritis

7 | 4760% <40 | 7K bronchitis

9 | 4760* <40 | 10K stomach cancer

A7l 6 fapgransldeu t-closeness [11]
2.1.5.4 SafePub

SafePub 1Jun1sdanesiiulunisuntadeyaviinnis Sane3nuilavaruisavinliyn
Toyatiaumilouriun1sldaru Differential privacy 8ane3fiu SafePub agliivitnisunluyn

Joyaurazyinnsaiiyadeyadaesdunnividlagiinisiiy noise luyatoyalvl
2.1.5.5 population uniqueness

Population uniqueness tulumanulasasefiviinsinauldmiioulasves
Toya (uniqueness) Inethluiisuiuteyavessennslulssmeaniogiiniamieg lnedoya

luyadayarzaedianulimileulasiosnine threshold fifvua
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2.1.5.6 k-map

k-map 2zdn1svnuiunuazlndifesiu k-anonymity lasiagimunzdunisladeu
aa v a I ° | a v Y vy v saa a a
nssiiyntoyaiivuinanauyhlildasnsauntadeyauailanadnsniiusednsnim k-map
= a 1 wa d‘l d‘ a £ % LR d‘ <] a 4
iinsisanAvesnautRiieNazann sUnUntoyalvileeiign azvihnisundnteya

[ A

lMgdeyanidnnsidesainnisgnsyysin

[

2.2 UIYMNYIVD9

MAefiagiuasdsziiufnfunmsimiiosdoyalaedsinunnaoniovesteya
(Privacy Preserving Data Mining) In® K.Saranya et al. [12] iﬁﬁ’lmia‘gﬂaaﬂmd’lLwﬂﬁﬂmi
%Jﬂmmmﬂaamﬁ%aasﬁagaLLﬁﬂiﬁL‘fJuamUisLmnﬁa Randomization method ,
Anonymization &g Distributed Privacy Preservation K.Saranya lavinseSunednuue
yoamsvhauluidasUssinniavasUtefuasdeiduvatuiasUssiny 11u3d8v09 Aobakwe
Senosi et al. [8] lovinsaguitanansauvsmaiianissnmanulaensdievestoyalaay
Uszamauiu usldvinisideulssnnain  Distributed Privacy Preservation 1
Cryptography lagnuiduuas Aobakwe Senosi lé’ﬁﬂmuiﬁaﬁLﬁwﬁaﬁﬁUﬂﬁﬁwmﬁaa%ga
Ingdnwanuuasasdievestoyaiiannauvendaidevesuiasimaiauagyinmsasulamny

AN 7

Criteria
Computationgl Privacy Accuracy | Scalability
PPDN_[ Cost Preser- of
Technique vation mining
Cryptography High[45], High High Low [4],
a4z, | 2] (36], [9], | [26]
o1, (4, 1331, | [37), [33], (4]
[36] 4, 126),
46),
33],
36
Randomisation | Low [42], [4] High High High [4]
a2], (4], | [42]
21], [9], | Average
26 l, [21]
Low
anonymization Low [4] Average Average
24], [4], | [4]
26

A 7 MmsUszidiudnuazveanaiianisinwianudasasdevesioya (8]
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nuATeTuTAenldmaliansinmANLasnfuLUY Anonymization Tnglad
nudevanenuldlauelunaninulaends  (Privacy Model) luguuuusnee lanaminy
Uaendefilduanuienunnunaineudseves Latanya Sweeney [9] Ingldiauslunafive
1 k-anonymity usaanuaendedazdosmiuiiimndnunzvestoyanedogation k-1
183 [13] Fsagshliianenandesannnsgnszyfanu (re-identification) Tamanaa
Uaoadedilasunnudeusnvilasnfe Ldiversity lumanuvasndoiunannuisoves
Ashwin Machanavajjhala et al. [10] 351135809 Ashwin Machanavajjhala Téusnia
luwaanulasndie k-anonymity &ﬁqﬂﬁuaumqLLazLﬂummﬁﬂwmmﬁquLLiq Tnglavinnig
wansnslaufiaesguuuude nstaufauiuwuuifeniu (Homogeneity Attack) uag N3
Iwauwﬁmmﬁﬁawé’a (Backeround Knowledge Attack) Sanadnsluniidetuilannsa
aslanluwannudasnds |- diversity fiuszanSamiinnda k-anonymity ndsanlana
AuUaensie \-diversity lagninguns 91u33eves Ninghui Li et al. [11] In1sdnausluing
audasndediiaed t-closeness Tnssndsetuildnarinlumannudasnde -diversity
gaivodnineg Ninghui Li lovimsiauegnsesves l-diversity Wagnd1331 t-closeness 9
uAdaymaniile

3Tvea Fabian Prasser et al. [14] lgvhnismaassuazianaiiiowSouiiey

Uszaninmvesmshanuluwiasiunannudasadeuazdanasnuildlunisunladeya lag

)

Tlumanuvasnsenelull k-anonymity , \-diversity , t-closeness , O-Presence uag

'
1Y a =

anesiunmaluil BFS , DFS | Incognito , OLA , Flash #an157aa99981u3dea1unse

D

ATILALAAINAINA 8

[ JFlash [ JOLA [[JIncognitv WM DFS M BFS

Number of checks

(k, 1) (k, 8) 1) 1) k&1 (k351

Number of rollups

G, 1 k, 8, 1
100.000 ) ¢ )

10.000
1.000{-
0.100
0.010{{5
0.001 H=

[s]

Executiontime

ANT 8 HABNFIINNITNAADY [14]
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41338984 Ines Buratovic et al. [15] lavin1snaaesiniletdeyangnunln

(Anonymized data) uviwiieadeyaaglinadnsiduegnsls nadnsnlianauideves Ines

Y% a

Buratovic Aen1svimilesdeyaiudeyaiignunlnaziainuuiugivesnduunlssianana

Y

[ =

waldunnensivegeditbegdfy deanunsoagulsuieiiunuideves Hebert O. Silva et

al. [16]
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Ui 3
AT HUNTSIVY

[

3.1 LUIRALAZATIYY

ANFILLUIANIUITBVRIUITeTURIza U TaLUIeanunSEUIUN TRasD LUl
nsuddeya nszuiumsUntateya nisUsratananou NMsasieluea wagnsiang

ANUAIAU LAYNNSNABDIILV AL TUNDUAIUANUAINING 9

Data _ Data Data | Classifier model

. > . . - e Evaluation
preparation anonymization preprocessing building

Y

AN 9 TUNBUNITANBIUINUYDINTNARDY

3.1.1  msdwddeya

Dataset #Quasi-Identifiers #Records File size (MB)
ADULT 8 30162 2.52
FARS 7 100937 7.19
ATUS 8 539253 84.03

MINA 1 S18azdenvaunteys

foyaillflunimmeassdivionun 3 gadeua ldun 1) Adult dataset [17] (Hudayanis
dsusernsvessanmanigouinilull 1994 dwyadoyaiifu De Facto Standard
problem wazdengrldiiteidunasisnnsglumsunladoya 2) FARS dataset (The
Fatality Analysis Reporting System) Lﬂuﬁﬁagaaﬁamwumaamnﬂ%ﬁmﬁlﬁﬂéﬁuuuﬁamuu
elulszmaansgomsng Iﬂasqﬂia;gaﬁjmmﬂmwmu NHTSA (National Highway Traffic

¥ o

Safety Administration) way 3) ATUS dataset {Judeyanagnsianisidiiaivesnusiasni

U

e

=

gadeyansauyauudutywilunisunUadeyaiintuass (real-world anonymization

v

problems) lngseazidennmaudiveusaryatoyadzianilunisnei 2-4

Y
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Attributes Type Possible values
sex String | Male, Female
age Integer | Continuous
race String | White, Asian-Pac-Islander, Amer-Indian-Eskimo, Other,
Black

marital-status String | Married-civ-spouse, Divorced, Never-married, Separated,
Widowed, Married-spouse-absent, Married-AF-spouse

education String | Bachelors, Some-college, 11th, HS-grad, Prof-school,
Assoc-acdm, Assoc-voc, 9th, 7th-8th, 12th, Masters, 1st-
4th, 10th, Doctorate, 5th-6th, Preschool

native-country = String | United-States, Cambodia, England, Puerto-Rico, Canada,
Germany, Outlying-US(Guam-USVI-etc), India, Japan,
Greece, South, China, Cuba, Iran, Honduras, Philippines,
ltaly, Poland, Jamaica, Vietnam, Mexico, Portugal, Ireland,
France, Dominican-Republic, Laos, Ecuador, Taiwan, Haiti,
Columbia, Hungary, Guatemala, Nicaragua, Scotland,
Thailand, Yugoslavia, El-Salvador, Trinadad&Tobasgo,
Peru, Hong, Holand-Netherlands

workclass String | Private, Self-emp-not-inc, Self-emp-inc, Federal-gov,
Local-gov, State-gov, Without-pay, Never-worked.

occupation String | Tech-support, Craft-repair, Other-service, Sales, Exec-
managerial, Prof-specialty, Handlers-cleaners, Machine-
op-inspct, Adm-clerical, Farming-fishing, Transport-
moving, Priv-house-serv, Protective-serv, Armed-Forces

salary-class String | >50K, <=50K.

M50 2 SeazBenvesnmantRluyataya ADULT

Attributes Type Possible values
iage Integer | Continuous
irace String | #NV, All other races, American Indian, Asian Indian,

Asian/Pacific Is, Black, Chinese, Filipino, Guamanian,



ideathmon

ideathday

isex

ihispanic

istatenum

iinjury

Attributes

String

Integer

String

String

String

String

16

Hawaiian, Japanese, Korean, Multiple races, Not a
fatal(N/A), Other Asian, Other Indian, Samoan, Unknown,
Vietnamese, White

January, February, March, April, May, June, July, August,
September, October, November, December, Not
applicable, Unknown

0,1,23,4,56,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18,
19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 99

Male, Female, Unknown

#NV, Central/So Amer, Cuban, Mexican, No
specified/Oth, Non-Hispanic, Not a fatal(N/A), Other/unk
Hisp, Puerto Rican, Unknown

Alabama, Alaska, Arizona, Arkansas, California, Colorado,
Connecticut, Delaware, Dist of Columbia, Florida, Guam,
Hawaii, Idaho, Illinois, Indiana, lowa, Kansas, Kentucky,
Louisiana, Maine, Maryland, Massachusetts, Michigan,
Minnesota, Mississippi, Missouri, Montana, Nebraska,
Nevada, New Hampshire, New Jersey, New Mexico, New
York, North Carolina, North Dakota, Ohio, Oklahoma,
Oregon, Pennsylvania, Rhode Island, South Carolina,
South Dakota, Tennessee, Taxas, Utah, Vermont, Virginia,
Washington, West Virginia, Wisconsin, Wyoming

Died Prior to, Fatal Injury, Incapacitating, Inj (Sev Unk)

No, Non Incapacity, Possible, Unknown

M15N7 3 SeazBenvesnmandRluyntela FARS

Type Possible values

region
age

sex

String | South, Midwest, West, Northeast

Integer | Continuous

String | NIU (Not in universe), Female, Male



race

marital_status

citizenship_status

birthplace
highest level of

school completed

Labor force status

String

String

String

String
String

String

White only, Black only, Asian only, NIU (Not in
universe), American Indian, Alaskan Native, White-
American Indian, White-Black, White-Asian, Hawaiian
Pacific Islander only, Asian or Pacific Islander, Black-
American Indian, White-Hawaiian, White-Black-
American Indian

Married — spouse present, NIU (Not in universe),
Never married, Divorced, Widowed, Seperated,
Married — spouse absent

Native, born in United States, Foreign born, not a
U.S. citizen, Foreign born, U.S. citizen by
naturalization, NIU (Not in universe), Native, born
abroad of American parent or parents, Native, born
in Puerto Rico or U.S. Outlying Area

155 countries

NIU (Not in universe), High school graduate -
diploma, Some college but no degree, Bachelor’s
degree (BA, AB, BS, etc.) Master’s degree (MA, MS,
MEng, Med, MSW, etc.), 10™ grade, 11" grade, 9"
grade, Associate degree — occupational vocational,
Associate degree — academic program, 7™ or 8™
grade, High school graduate — GED, 5™ or 6" grade,
12" grade - no diploma

NIU (Not in universe), Employed — at work, Not in
labor force, Unemployed - looking, Employed -

absent, Unemployed - on layoff

M15N7 4 S1eazBenvesnmandRluyateya ATUS

17
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3.1.2 m3unUnadoya

Tunrslestumnududiudavesdeya (Anonymization or De-Identification) 457
Indunvzanieguninvestoyalinniigawingvinld lneawideguilagldanudesnin
n3gnseyiIm (Re-ldentification risk) Wusnsinaruuasnsievestoya

nudegulagldlusunsu ARX [18] Tun1sunUadeya ARX 1w open source

wandwsdmTun1sunUadeya lUsunsugnifauismieniw Java Uefvedlusunsy ARX e

[
Y a

Weudulsunsudugildlunisuntateyaanansaagulaned

=~ v A v Y 1 o a a
- MIMLﬂam’mﬂaamﬂEJ‘WM@’]ﬂ‘wa’lEJIMLﬁE]ﬂI‘UE)EJ’NM‘Ui%V]ﬁﬂ’]W

- Tusunsulawenuuu Graphic User Interface Tanunsaldeudy

a

- # Programming Interface Tanansaldeusiuiugeniuisous)

- HenansivenismslduazUagiudnsatuayuaingiimu

I ¢ 5
- WugeanewIsy open source

Data Utility Metrics Solution Space Utility Analysis  Risk Analysis
r

on-Unilorm

|D1scemih|lity| |N Entropy

‘ AECS ‘ | Loss ‘

Statistics
Summary

Statistics

|mfnrmnlionLnss‘ Int"ormslionl.ass|
Mmrﬂ"-l it ingl -T"‘ I EquivClasses

ARX RiskModel RiskModel

Statistics

v
is Metric : : Information
Precision Weighted rithmeticMean|

I

|
I

|
|

I
I

I
I

I
I

I
I
h
I
" RiskModel
1 SampleRisks

I
I

|
|

I
I

I
I

I
I

I
I

I
I

|
|

I
I

I
I

I
I

I
I

I
I

[ContingencyTab) PopulationModel lationUni ess| [SamplelUniqueness
Metric Metric formationLoss) Statistics RiskModel RiskModel RiskModel
SingleDir i MultiDi i A unc FrequDistribution Anribures PopulationBased SampleBased
DaraUtility RiskEstimate
Metric Builder

| |
:|ARXAnunymizer H ARXResult | :
! J, Core classes\L !

PrivacyCriterion

SampleBased ClassBased
Criterion Crilm

iy

I T T 1
|R.iskBaschrin:rion‘ k(Annnymiry| | LDiversity ‘ ‘ TCloseness ‘ |13Presence |
iy

7 7 |

Data

‘ i | | Definition

}A(tributcTypc| | DataType

ReidentificationRisk LDiversit TCloseness

Distinet TierarchicalDistance]

CES

Unigueness LDiversi TCloseness
Unigueness CLDiversi

Privacy Criteria Data Import & Specification  Hierarchy Creation

A7 10 Unified Modeling Language (UML) diagram 489 ARX [18]

Hierarchy

J
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[V
QAQuv a

MAdeFulagyimMsunUadeyamelunannuasniowazanisninesiie lny

1 I v 5 [ =
GDBLL‘UQLUWQWU’EJ%@IUW]?W@&@QVNMN@ 17 TR AIRTITNN 5

Data version Privacy Model Parameters
original - -

k1 k-anonymity k=2
k2 k-anonymity k=05
k3 k-anonymity k=10
1 (-diversity L = 4 (Distinct-l)
2 (-diversity l = 4 (Shannon entropy)
(3 (-diversity l = 4, c = 3 (Recursive)

t1 t-closeness t = 0.2 (EMD with equal ground-distance)
t2 t-closeness t = 0.2 (EMD with hierarchical ground-distance)
t3 t-closeness t = 0.2 (EMD with ordered distance)
dpl safepub delta = 107

dp2 safepub delta = 10°

dp3 safepub delta = 10"

pul uniqueness threshold = 10

pu2 uniqueness threshold = 107

pu3 uniqueness threshold = 10°

km1 k-map k=2

km2 k-map k=5

km3 k-map k=10

M15N7 5 Seazidenvesyavealunimaaes

3.1.3 NsUsTIIaNanay

Aeunazihteyalinisaieluea szsevinisienaauandanidlunisduun

Ussinnuazyimaiinsiia (label encoding) Tunngaaauldd wenavanunsatluldasiai

TuunUsznnmeluwaiign iuagyilildiunlunsiudeyatesa
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32.1.4 N15a5193LA8

TugunaurpInsasuluAafI191LUNUSTLNNILABIINNISEBN AN NNl UN1TES 196
PuunUszianuazyinisidenguaudindeinisagldlunisisous Ingazdessyyiinauauds

(%
o

nuueana (class label) vasmsdmuntsznn lunsidetuiiashnsdenauaudily
msaeusdunUszamAssei 6 azaguldindduunuszamiieuianyadeya
ADULT 9zansnsndnwunUssinmdeyaludnuaesne)nasiituioudelegluseaulvu (e
N1 50,000 ¥3e 11NN 50,000) FrduunUszamiiBeusainyadesa FARS avannsa

° v Y} ! ] = & o o A a %]
TuunUsznndoyaludnuaeanginvednsdutheuvuln dMduundssnniiseuiainys

foya ATUS agaunsadwunUszsandeyaludnuaesineginfianuzusanumduegials

Dataset Attributes Class label

ADULT | sex, age, race, marital-status, education, native-country, salary-class
workclass, occupation

FARS iage, irace, ideathmon, ideathday, isex, ihispanic, iinjury
istatenum

ATUS region, age, sex, race, marital_status, citizenship_status, | labor force status
birthplace, highest_level of school completed

M39 6 MsmuruanuadRlunsaaumMTILUNUTELAN

TusmAsetuiazdenld Scikit-Learn library [19] inl¥lunnsadslunadasiuun
UszLam Scikit-Learn 18y open source library dmiunsiseudindesfigniaunsenen
Python Tag Scikit-Learn fllugalidenldanlunseurumsitierdumsisoudiadowineg
WU N153unUsEIAT (classification) Nsanaey (regression) NM15TUNAY (clustering) wag
nsUsyanananeay (data preprocessing) LUusu ﬁmﬁ’jﬂé’fﬂﬁiﬁu@am{[,%’muﬂﬁju@hai’muﬂ
UszLan (ensemble classifier) Tilaanldeu 1wy Random forest , Bagging tag Voting
model \Juu

Scikit-Learn tJu open source library ﬁgﬂiﬁﬂumiﬁﬁmﬁaﬁauﬂaaéwLLW'ﬁ'Mma
w51 library eenuuuinliigldnuansaldnuldegrsiglunsimilesdeyauaznig
AaTzveya awnsald code yadgiulunatensldau waganunsaldausuiu library

fivannvatestu NumPy, SciPy wag matplotlib iusuy
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decision_tree(x_train, y_train, x_test, y_test, p_table):
start_time = timeit.default_timer()

dtree = DecisionTreeClassifier()
prediction_dt = dtree.fit(x_train,y train).predict(x_test)

p_add_row( y_test, prediction_dt, start_time, p_table)

naive_bayes(x_train, y_train, x_test, y_test, p_table):
start_time = timeit .default_timer()

gnb = GaussianNB()
prediction_gnb = gnb.fit(x_train, y_train).predict(x_test)

p_add_row( y_test, prediction_gnb, start_time, p_table)

AN 11 F1e819n15LY Scikit-Learn Tunnsas1aiidnwunusenm

nsnnaesarlddana3Nungu bagging, voting, random forest, adaboost wag

a

rotation forest lun1smageuUsgansnmAsLiug1veIn sTuunlszinniudeyangn

Y

Unta Teedunaunisasraumaanuisaewdu flow chart Iom1unIng 12
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Start

Y

Load dataset

Y

Split dataset by using
k-fold validation

Y

Are all classifiers complete? -

]
r

Yes . - Test classifier model and
Train classifier model > K
eep result

- Summarize result

Y

Finish

AN 12 flowchart AMSY9IUYINISATIULAR

3.1.5 mMsJama

v v
IS I Y

AMTIANALUNUATBTUTILTUINTINLOLA AULUIUETIVDIFITLUNUTEAN BRTIAINY

a

I#89491NNN5YNTEUMAY Uag S1udayangnau

Y

ANNLLUEURIRITIMUnUTELANaE YN Tinlaeld library ¥ee Scikit-Learn lnaagly
luga model_selection Tun13vi K-fold Validation wagldluga metric lunisiananiny

LUUEIVBIFIDILUNUTELNN
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dataset/adult.csv
________________ +
Execute time
________________ +
3.0814 seconds |
bagging - 4.7456 seconds |
voting - 9.0951 seconds |

| random forest 1.2453 seconds |
| bagging ; 8.7440 seconds |
voting ; 11.2228 seconds |
_________________ +

ANT 13 AR08 19NATNSANUWUUGIVDILULAAIUNTINLUNUTELAT

wnsianlglunmsinanudasndevedoyafe 6nT1ANULEERINNNTYNTEYRINY
(re-identification risk) IngdnsAMEERINN1IgNITURIALAzAINITaUaNANEIAB U
Joyatngnazumnudnsale ianunsanesihadlildlunisinnsandgadeyaiiianseanis

wHgLNIIAUUaenievetalaunviTeteeLiedla

Re-identification risks *._Population uniques Quasi-idenﬁﬁers} ’? 2]
Measure | Value [%:] |
Lowest prozecutor risk 2422222%

Records affected by lowest risk 0.14919%
Average prosecutor risk 64.65752%
Highest prosecutor risk 100%
Records affected by highest risk 51.42895%
Estimated prosecutor risk 100%
Estimated journalist risk 100%
Estimated marketer risk 64.65752%
Sample uniques 51.42895%
Population unigues 3.88962%
Population model PITMAN

AN 14 fMegramaansmsinanulasndevedeya

\esanmsunUadeyalzsevinisidsuwdasdeyaiionagyiliyndeyaining

Uaendnulimannnulasadeindenly duiunisuntadeyaeivasyiliunsdeyaluya

ToyadzsgnaveenivlunsdindeyauuliamnsaudawdwihliyndoyaUasndonuluna

U

1%
o o

ANuUaanNyY ﬂ1u"3%’B%uﬁﬁammmmaﬁa%aﬁgﬂaumu'f]wﬁﬂummi’m

HiolaNadnsyaIN1sNAanINIsILUNUTELANLNIAMULLUE DU L UNUSLLANAQE

YatayanufukarauwinglunsIwunUssinnmeyadeyangnunlaunvinn1smaaeud

'
a

(t-test) wonavthunasuimsldgateyangnuntalunisdwunussinvyiiiaanuusdugives

Y Y

i
U v A

funUsEanadag NidusrdArs ol NUUIIHAaNSIUAN lPa1NN1TNAaDINN

o
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Basiimsunladeyamelunariuvasnieyiinlaiarnsdunussanmenguve

TuunUsznnviialafmangauiudnuaenslidnumnumiudeinisvesdivesdeya
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FUADUNNTANTUINUVDINTNAADIISYIABETURDURLAIRUAIRB LT NSzuIUNIS

Undatoya NM3IUUNUTLNN MIUAAIKNA La¥NITIANG MIEIRU

4.1 msuntadaya

nsneaedlunuideguiiavyinisaassiuyntoya ADULT, FARS wag ATUS lagay

hnsundateyamensldlumannudasnsdsuaznisaaivedliunaivainvale vnlikdag

gadoyavzgnuutenndy 17 Yagaeniunsned 5 Faduneuveinisuntndeyaluusiasyn

Jayamelusensy ARX fssnaluil

Y

4.1.1 Y deyanneinis

\Unlusunsa ARX t@eniuy File -> New project 31ntu Import Uayalagifaniuy

File -> Import data uazidenyaveyaiinainis

saw Configure transformation

', Explore results] &t Analyzefenhance uﬁlitﬂ 4+ Analyze risk]

Input data 1] [T = ,ﬁ &)
= SEX = age = race - marital-status -+ education —native-country = ﬂ
1 Female 43 White Mever-married Doctorate United-States Fedei
=z Female 46 White Mever-married Doctorate United-States Fedel
3 Female 51 White Never-married Doctorate United-States Fede
4 Female 42 White Mever-married Masters United-States Feder
5 Female 46 White Mever-married Masters United-States Fedel
& Female 50 White Never-married Masters United-States Fede
7 Female 44 White Mever-married Masters United-States Feder
3 Female 52 White Mever-married Masters United-States Fedel
g Male 29 White Married-civ-spouse  Masters United-States Fede
10 Male 38 White Married-civ-spouse  Masters United-States Feder
11 Male 36 White Married-civ-spouse  Masters United-States Fedel
12 Male 34 White Married-civ-spouse  Masters United-States Fede
13 Male 40 White Married-civ-spouse  Masters United-States Feder
14 Male 36 White Married-civ-spouse  Masters United-States Fedel
15 Male 36 White Married-civ-spouse  Masters United-States Fede
16 Male 31 White Married-civ-spouse  Masters United-States Feder
17 Male 33 White Married-civ-spouse Doctorate United-States Fedel
15 Male 47 White Married-civ-spouse Doctorate United-States Fede
19 Male 51 White Married-civ-spouse Doctorate United-States Feder
20 Male 56 White Married-civ-spouse Doctorate United-States Fedel
21 Male 50 White Married-civ-spouse  Masters United-States Fede
22 Male 42 White Married-civ-spouse  Masters United-States Feder
3 Male 41 White Married-civ-spouse  Masters United-States Fedel
24 Male 4g White Married-civ-spouse  Masters United-States Fede
25 Male 43 White Married-civ-spouse  Masters United-States Feder
26 Male 45 White Married-civ-spouse  Masters United-States Fedel _
<| i
Sample extraction B [ L]
size: [30162 { [z0182 - [100% Selection mode: [Neme

dl o L
AN 15 AUV IVBYA
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msidentsunvauauifvesusasauauiRindulssianlvu (dentifying, Quasi-

identifying, Insensitive way Sensitive) lngaaniluiiu Data transformation

Data transformation ™. Attribute meEdaE}

Type: IQuasi-idenﬁﬁ'ing

'l Transformation: IGeneraIizatiu:un

Mirimurn: IA"

j Madmun: I#'-"

4.1.3 afamsdasyuuamudiuiuresidaznau s

.:4' a ' wa
ATINN 16 ﬂ'ﬁLa@ﬂUiBLﬂVI‘U@ﬂLLmazﬂmﬁﬂJ‘Um

aseadutulumsiUasuulasdeya (hierarchy) vesnaaudalagnisidenuy Edit

-> Create hierarchy WagyinAISAIRUAGIAUTUAINNADINTT

Level-0 | Level-1 | Level-2 | Level-3
Bachelors |Indergraduate Higher education | *
Some-college IUndergraduate Higher education  *
11th High Schoal Secondary educa... ®
HS-grad High Schoal Secondary educa... *
Prof-school Professional Educ... Higher education  *
Assoc-acdm Professional Educ... Higher education  *
AssoC-yoC Professional Educ... Higher education  *
9th High Schoal Secondary educa... *
Tth-ath High Schoal Secondary educa... ®
12th High Schoal Secondary educa... *
Masters Graduate Higher education | *
1st-4th Primary School Primary education *
10th High Schoal Secondary educa... ®
Doctorate Graduate Higher education  *
5th-6th Primary School Frimary education *
Preschool Primary School Primary education *

A7 17 §39E9 hierarchy vanaaud® education

4.1.4 @aNtuwamIUUa NN gNABINIS

anunsnideniuwanulasasie (privacy model) lunsunUndeyalnendniiuiiu

Privacy models wagaanUa Add privacy model antiudentumannudasnsiewas s

ANNNS0LRSVRILURATNADINT LT



_ioix

Add a new privacy model
Please select a privacy model which will be applied to the data set

Type | Model | attribute | ]
(k) k-Anorymity
qn‘_-;l k-Ma
WD p
Eﬁ_-:l §-Presence
G Profitabiity
i.!'_-:l E-Diversity occupation
Et_-:l t-Closeness occupation —
Eﬁ__;l o-Disclosure privacy occupation
fﬁ__:l B-Likeness occupation
f-Diversity salary-dass
it_-:l t-Closeness salary-dass LI
-
Configuration v g
1: [z Q Variant: |Distinct--diversity | c: [ o.001 Q

Mote: you can also enter values by double-dicking the control knobs

QK I Cancel |

i 18 nsienldlunaniudasadielunisunladeya

v

4.1.5 n1sasAn1sunUnveua

Y

27

anunsausuusissisinisunUadeyaniuifesnisiaepdniiuiu General settings Tu

1 t:’ll [ gj 1 v a 14 a ]
mumsamﬁmJiumfgwﬂumiﬂﬂﬂmagamaﬂ‘wmzamﬂs

General settings Utility measure | Coding mcdeq Attribute weights} e

0%

Suppression limit:

Approximate: [ Assume practical monotonicity

Precomputation: ¥ Enable. Threshold: | 100%

A 19 M3saAnsunUadeya
4.1.6 yhnsdslalsunsuvihnuiieUntadeoya

msdslilusunsuvihauiveunladeyalagnisiiieniuy Edit -> Anonymize



4.1.7 Guiinteyanldarnnisunladeya

Juiindayaiilannnsuntndeyalnenisideniuy File -> Export data

28

seX age race marital-status native-country workclass @ occupation o salary-ck

1 | Male 40-59 Agian-Pac-Islander Married-civ-spouse Higher education  United-States Federal-gav Prof-spedialty 50K

2 | Male 40-59 Asian-Pac-Islander Married-civ-spouse Higher education  United-States Federal-gav Tech-support >50K

3 | Male 40-59 Asian-Pac-Islander Married-dv-spouse Higher education  United-States Federal-gov Exec-managerial 50K

4 || Male 40-59 Agian-Pac-Islander Married-civ-spouse Higher education  United-States Federal-gav Craft-repair 50K

5 | Male 40-59 Asian-Pac-Islander Married-civ-spouse Higher education  United-States Federal-gav Exec-managerial >50K

5 | Female 20-39 Black Divorced Higher education  United-States Federal-gov Handlers-cleaners  <=50K
7 v|Female 20-39 Black Divorced Higher education  United-States Federal-gov Exec-managerial <=50K
8 | Female 20-39 Black Divorced Higher education  United-States Federal-gav Adm-derical <=50K
g | Female 20-39 Black Divorced Higher education  United-States Federal-gov Exec-managerial 50K

10 || Female 20-33 Black Divorced Higher education  United-States Federal-gov Adm-derical <=50K
11 v|Female 20-39 Black Divorced Higher education  United-States Federal-gav Tech-suppart <=50K
12 v|Female 20-39 Black Divorced Higher education  United-States Federal-gov Exec-managerial <=50K
13 |v|Female 20-39 Black Divorced Higher education  United-States Federal-gov Exec-managerial <=50K
14 v|Female 20-39 Black Divorced Higher education  United-States Federal-gav Exec-managerial <=50K
15 +/|Female 20-39 Black Divorced Higher education  United-States Federal-gov Tech-suppart <=50K
16 | Female 20-39 Black Divorced Higher education  United-States Federal-gov Craft-repair =50K

17 ] Female 20-39 Black Never-married Higher education  United-States Federal-gov Adm-derical <=50K
18 [v] Female 20-39 Black Mever-married Higher education  United-States Federal-gov Prof-specalty <=50K
19 v Female 20-39 Black Mever-married Higher education  United-States Federal-gav Exec-managerial <=50K
20 [v] Female 20-39 Black Mewer-married Higher education  United-States Federal-gav Prof-spedialty <=50K
21 || Female 20-39 Black Mever-married Higher education  United-States Federal-gov Tech-suppart <=50K
27 [v] Female 20-39 Black Mever-married Higher education  United-States Federal-gav Adm-derical <=50K
23 [v] Female 20-39 Black Mewer-married Higher education  United-States Federal-gav Adm-derical <=50K
24 |[v] Female 20-39 Black Mever-married Higher education  United-States Federal-gov Adm-derical <=50K
25 || Female 20-33 Black Never-married Higher education  United-States Federal-gov Other-service <=50K
26 [v]Female 20-39 Black Mewer-married Higher education  United-States Federal-gav Adm-derical <=50K
27 [v] Female 20-39 Black Mever-married Higher education  United-States Federal-gov Adm-derical <=50K
25 || Female 20-39 Black Mever-married Higher education  United-States Federal-gav Adm-derical <=50K
29 v Male 20-39 Black Married-civ-spouse  Higher education  United-States Federal-gav Protective-serv =50K

AN 20 Fvgramaansyadeyanignunln

4.2 n13IMUNYTEAN

waannmsunUatoyarsaglegadeya ADULT, FARS, ATUS fignuuseaniduse

Joyatay 17 ¥an13199 5 vilvidyadeyagesviaonualunismageuiavin 51 90

4.2.1 nsUseaananau (Data preprocessing)

hnsisadeyalunnauaudivewnyadeyadeslunimeasaiienazinlulyly

msassdTuunUsznan Fasibildnuilunisiiudeyatiosasduientiu n1sdisna

Gi’faaﬂaﬁlﬂsfﬁmu label encoding Imﬂ‘ﬁu@a preprocessing 1A library U89 Scikit-learn
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sklearn preprocessing

preprocessing.LabelEncoder()

MultiColumnLabelEncoder:

.columns = col

fitl(

transform(
output
Lumns :
col . columns:
output [col]l = LabelEncoder().fit_transform(output[col].astypel(

col_name, col output.iteritem :
output [col_name] = LabelEncoder().fit_transform{col)
output

fit_transform(
LTit(X

‘d‘ L% 1 ¥ o
AINN 21 7YY code VBNINTWTNE
4.2.2 n1591 Cross-validation

nneaedagld k-fold Cross-Validation Tunisuuadeyalunisaeulunadidnuun
Uszian taeazliman  k = 5 Uszlewuvesnisin Cross-Validation Aaagyilisdiuun
Ussinviinnumunzaufudnuaisiily (generalization) Favzviliiantonianisiiaiem
overfitting 1¢ laen19vi1 k-fold Cross-Validation mmaaﬁmumﬂimaa model_selection
Tu Scikit-Learn

4.2.3 N15AaUAITLUNUTZLAN

TudupaunsaeusiduunUsznnizinnsseuiiuynyedeyadesnilunadnsain
nsUnUateyalutuneuneunt lngaginisidenaauaudalunmsaaumidwunussnmany
‘NI Qo ‘;J ‘é’ o Y Q‘é ! U o .
M5 6 ITeTUITIIMsTEganesTunguidLunyseinn Random Forest, Bagging,
AdaBoost, Voting wag Rotation Forest @an15ldsaneasnuvesinsuunuseinnsndud
WABINIAIMITNTADTIUNTADUMITMUNUTEAN N1TNAGBIALYIINTAIAIN TR TANY

AN 7
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Algorithm Classifier parameters

Random Forest | n_estimators=50, max_depth=None, min_samples_split=2,
random_state=0, bootstrap=False
Bagging Decistion Tree, n_estimators=50, max_samples=0.5,

max_features=0.5

AdaBoost n_estimators=50
Voting estimators=[‘random forest’, ’bagging’, ’adaboost’],
voting="hard’

Rotation Forest | random_state=1234

AN597 7 NISAIANMITIRLMBSIUNITABUAITIMUNUTELAN

re_suppor

bagging)

on_rot

'
a = I @ o

TNUNYUFILUN

q

AN 22 NNSASIITILUNUTELANAIEDAND YszLnn
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uni 5

N15UseluazNISINNG

Adeduilagldunsinlunsinussansnnveansvinvilesdeyamedeyaiign

Undnfe AuLiugvesinuunUIEIAN 8RTIAEBIINNTYNTLYRINY Uag T1UIY

e

ayafignau lgnnuifeduilieinsiagfnwrirusednsamainvesnsvinmilestoyasniy

angnunUatesawiseliidlowisuiumvinnilosdeyamedayanaiy uagyinisuseiiu

e
e

8

a

UsgAvsnmuesluinaraasafouaysaneifunguiduunussaviluudasaiaite s
anansaidenldaulimuaumngay

iesnnlunmsiarnuusivéwesinduundssan wazdamnaudsinnsgnsyy
fnuay Taanuadwildanaadoyadassneg drfusdnduiisdeshmameanads Tu

NATeFUllaglvAadusuInnn (geometric mean) Tun1smAady WesnaAade

[y

svndinasmnnzanfunsiluinasinludeyaniinisifuwuudigs (exponential growth)
wardA1n13nTEEL UL (skewed distribution) vilviAadeisuadindsgnviluldueslu

MTATILANITINNG

: dropped_attributes : class_label_attribute}
ADULT_

ADULT_
ADULT

Al
ADULT.
ADULT.
ADULT.
ADULT.
ADULT.
Al
ADULT.
ADULT.
ADULT,
A

A L
ADULT_result. e las columns
ADULT_ columns
ADULT_resul en las columns

ADULT_result)

summarize_result{ADULT_result)

A9 23 f18814 code TumsapufmIuUNUsHIANAILYRToLALaLR19Y

mmLL;JueTﬂsuaaghaﬁLLuﬂUizmmsgﬂi’@iuﬁumaumaaauﬁﬁﬁLLuﬂUizLﬂwLLasé’mw

= o Y} ] a v a Y 1 v ea
mmLﬁaﬂmﬂﬂﬁgﬂizqmmuﬁ]zgﬂ’aﬂiu%umEJUﬂﬁiUﬂﬂﬂﬁuayja AN 24 ADRIDYINNAANTY

[ 1 =

lpannmsnaaeslunsazyndeyagesdavdseneuluie anuwdugvesiduunlssnm

Y

[

wazliantunisaeuluwsazdane3iiy 8051AUELIINNTYNTLYRINY UAZENTITIUIY

Jauananau
Y Y



"index": 1,
"file_name":
“classifiers_output": {

n rfll: {
"accuracy_score": "@.8149",
"precision": "©.8062",
"recall": "@.8149",
"fl_score": "0.8083",
"execute_time": "3.1828"

"accuracy_score": "0.8151",
"precision": "@.8075",
"recall": "@.8151"
"f1_score": "0
"execute_time":

"accuracy_score": "0.8260",
"precision": "©.8179",

: "0.8260",
"fl_score": "0.8194",
"execute_time": "1.7627"

"accuracy_score": "0.8259",
“precision™: "©.8166",
"recall": "@.8259",
"fl_score": "0.8147",
"execute_time": "6.6472"

"accuracy_score": "@.8135",
"precision": "©.8049",
"recall": "@.8135",
"fl_score": "0.8072",
"execute_time": "2.3659"

}

"data_info": {

"privacy_level":
"record_risk": -
"highest_risk": "@.5000",
"success_rate": "0.0582"

}

"suppressed_percent": "0.0816"

ANA 24 FPEINAFNSTEAINNNITNAAD

"data/adult/adult-kl.csv",
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madnsanuwugvewiunUssnnlulsiar sane3nulannyateyagosmian

UEAIHAA8NI MUY (bar plot) WieNagiiulszanininvesinduunussinningsaalue

[y a

avanNes

= o PN
74 @UITOLFAINANTINLYAININD 25



B random forest

n||

k1

accuracy
@ ~ ~
a S @

@

original

33

B bagging mn rotation forest

K2 K3 1 2 3 u 2 [ dpl dp2 dp3 put pu2 pu3 km km2 km3

data_version

AN 25 bar plot NLaAINaALLIUEIVBIFITIMUNUTEON

B adaboost s voting

Dataset
Rank
ADULT FARS ATUS Average
1 vt (81.84%) rf (63.19%) vt (83.45%) rf (75.32%)
2 ada (81.79%) rof (63.19%) | ada (83.34%) rof (75.30%)
3 rf (81.32%) bg (62.57%) rf (83.14%) vt (75.29%)
a rof (81.28%) vt (62.49%) rof (83.12%) ada (74.57%)
5 bg (80.10%) ada (60.83%) bg (82.32%) bg (74.57%)

A15197 8 WAANSANULUUENVBINTTIIWUNUTELAN

AN 8 ABNARNSANULUUEIIVDINITILUNUTELNNVDILFAL D ANDINUNLRAYAN

yntoyadoslunsarynioya laei

f Aosanesfiu Random Forest
bg Aedane3iu Bageing

ada fedane3iiu AdaBoost

vt Aodanesiiyu Voting

rof ABdane3Ny Rotation Forest

nessazaunsagulainlugadoya ADULT uag ATUS danesiu Voting aelv

ANUuuglunsTuNUTEIIINTIan dauyateya FARS 9ane3iiu Random Forest ¢

Tianuuiuglunisiuundssaminniign lngiletmasnsnlaanynyadeyaumeiade

NI TEANS NN URLAardanasIuLUaL A9y danesnulvAnuLiuglunng

TuunUszinnanniiaade Random Forest (75.32%) wagdane3nuiliauulugilunis

ﬁ‘]"}LLuﬂUszmmﬁaaﬁqmﬁa Bagging (74.57%)
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Data type
Dataset
Original data Anonymized data
ADULT 81.39% 81.28%
FARS 64.44% 62.49%
ATUS 83.15% 83.08%
Mean 76.33% 75.62%
S.D. 10.33% 11.40%
p-value 0.1854

AN5199 9 WAANSASNAADUN (t-test)

WenazyintnsUseulsEaninmuesnisduunUssinvmedayangnuniaiu

UseAnTnmueIn1sawunUssaveetadanial 11u3teTuilagyinsiaseiannmadsng

-

a PN a U cad v = N
NSNAEDUT (t-test) @19197 9 AenadnsAlaannIsnadeudl Inadia i (p-value) Wiy

0.1854 Feagannsaazlanafintainusednsnmuesnisiunyssnmeigdeyangnunie

a

(mean=75.62%, SD=11.41%) aAA4AINUTEANTANVBINITTILUNUTEANMIETDYaALAY

Y

(mean=76.33%, SD=10.33%) pg13lifitlezdfy

20

o

o

re-identification_risk

dp2 dp3 pul pu2 pu3d

original k1 k2 k3 " 12 13 1 2 t3 dp1 km1 km2 km3
data_version

q‘ P ) a )
NN 26 bar plot VLANIIATIAINAULAYININNITYNTEYRAIAU

LY

A 26 fio bar plot MM suanssasIANNEBRINNIgRIzYTINU Tnethanilsd
NnAedLinTIANuEsINMsgRsTYsiauressUnUndeyatesluusarguuuangg
Joyarsanuyn aiuldhAnadesanemudsminmagnssyimuresdeyadafuazegi
20.68% wazARAudnTANIAsIIINAIgsEYfnuYeateyaignUnlnazeglutig 0.03%

614 3.90% lagyadeyadasfignunlatayamelunanulasnsie t-closeness lagil
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W158mes t = 0.2 (EMD with equal ground-distance) M%@sqm%’azgaeias t1 aglionsnny
\Heaa1nnnsgnszumnuteeign wasyadeyadesignunladeyamelunaninuasndey
population uniqueness lagiinsiimes threshold = 10 w3syavayates pul lgns

ANUFLIINNIYNTEYFINUIINTIAR
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UNN 6

A3UNan15IY

a

Tuuniiaginisasunaansuasinseinadnsilaannimeasdinssa@nsnmees

° 1 19 = a_a a a a PN v v & a = I
ﬂqﬁﬂqLLUﬂﬂigLﬂ'ﬂ@n?JEU@NUaV]Qﬂ'UﬂUﬂNUiZﬂ'ﬂﬁﬂq‘WLWEJQW@V]‘USQLGULLWUSUE]HQQQLmﬂJ‘Vﬁ@lﬂJ LA

v o

Uszilludsgdnsamuedunannudasasislunisunladeyanar dane3nungudmidiiun

Ussnmalgiutayananunie

Y Y

Data Experiment result
version Algorithm Accuracy Precision Recall F1 score Risk Suppressed
original vt 76.70% 81.69% 82.68% 81.45% 20.68% 0%
k1 vt 76.44% 81.66% 82.59% 81.47% 3.06% 2.83%
k2 vt 75.95% 81.30% 82.26% 81.34% 1.23% 4.06%
k3 rf 76.10% 80.95% 81.69% 81.17% 0.58% 4.31%
61 rf 75.13% 80.64% 81.35% 80.85% 0.69% 5.70%
2 rf 74.75% 80.80% 81.51% 81.03% 0.51% 6.99%
3 rof 74.74% 80.51% 81.21% 80.73% 0.55% 7.42%
t1 rf 71.83% 78.18% 78.88% 78.34% 0.03% 20.58%
t2 rf 72.63% 77.81% 78.38% 77.98% 0.10% 16.40%
t3 vt 74.81% 81.40% 82.35% 81.42% 1.17% 7.73%
dpl rf 75.83% 81.14% 82.04% 81.27% 0.06% 4.97%
dp2 rf 75.87% 81.53% 82.38% 81.64% 0.06% 5.65%
dp3 rf 75.85% 81.81% 82.56% 81.97% 0.05% 6.71%
pul vt 76.64% 81.83% 82.74% 81.57% 3.90% 1.37%
pu2 vt 76.31% 81.59% 82.53% 81.40% 3.11% 2.78%
pu3 vt 76.27% 81.67% 82.60% 81.42% 3.06% 2.83%
km1 vt 76.46% 81.77% 82.70% 81.61% 3.06% 2.83%
km2 vt 75.96% 81.20% 82.18% 81.24% 1.23% 4.06%
km3 rf 76.09% 80.86% 81.58% 81.07% 0.58% 4.31%
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NNHaNTIARBIMIILUNUTsAnFesaneiunguidsuunussinvluusas Sane3
fuazliriadenadwsiunnssiufivsudidntios Tassanisvaassnssiuunussiansig
foyanaiu Sano3fiu Voting aglanuusiuglunsduunuUssaniifian drunissuun
Usziansnedeyanundnazanunsaagulei

- Sanedfiu Random Forest azliimnuutiugiweansiuundssnmanniigaiile

UnUndayaniglunaninuuasnsde t-closeness k-map wag SafePub

- Sane3fiu Voting axlvimnuusiughueimsduuntszianunnianideuntadeya

pelumanuUannse k-anonymity Laz population uniqueness

- danedflu Rotation Forest aglnrmusiugrueansdiuunyssinninnigaiile

UnUndeyariglunaninudasnsde l-diversity
- 9nAvnadsavannsaasuliin Sane3fiu Random Forest aglvimnsiugwes

nsPuunUssinninigalunisiuundssinvsiedeyangnunie

Algorithm type

Dataset
Single Classifiers Emsemble Classifiers
ADULT 76.99% 81.26%
FARS 61.59% 62.45%
ATUS 75.73% 83.07%
Mean 71.44% 75.59%
S.D. 8.55% 11.42%
p-value 0.0782
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AdaBoost, Voting Wag Rotation Forest dusuunUssiauuuiienasldsane3iiu Naive

Bayes, Decision Tree Way Linear Regression &wadnsilansanuudugilunisdnwun
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CORE.PY

import pandas as pd
import numpy as np
import timeit

import copy

import csv

import json

from sklearn.ensemble import RandomForestClassifier, BaggingClassifier, VotingClassifier, AdaBoostClassifier
from sklearn.tree import DecisionTreeClassifier

from sklearn.model_selection import KFold

from sklearn import preprocessing

from sklearn.preprocessing import LabelEncoder

from sklearn.metrics import accuracy score, precision recall_fscore support

from rotation_forest.rotation_forest import RotationForestClassifier

from prettytable import PrettyTable

class MultiColumnLabelEncoder:
def _init_ (self, columns=None):

self.columns = columns

def fit(self, X, y=None):

return self

def transform(self, X):
output = X.copy()
if self.columns is not None:
for col in self.columns:
output[col] = LabelEncoder().fit_transform(output[coll.astype(str))
else:
for col_name, col in output.iteritems():
output[col_name] = LabelEncoder().fit_transform(col)

return output
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def fit_transform(self, X, y=None):
return self fit(X, y).transform(X)

def format_float(number):

return "{0:.4f}" format(number)

def get_data_version_from_file_name(file_name):

return file_namelfile_name.rfind(-)+1:file_name.find('.)]

def get privacy criterion_from_file_namel(file_name):

return file_namelfile_name.rfind(-)+1:file_name.find('.)-1]

def get_data_set name_from_file_name(file_name):

return file_namel[file_name.find(//)+1:file_name.rfind(’/)]

def convert_to_np_array(df):

return df.reset_index().values

def convert_to_data_frame(np_array, column_set):

return pd.DataFrame(data=np_array[0:, 1:], index=np_array[0:, 0], columns=column_set)

def my_classify(file_name, columns, data_info):

print(file_name)

column_set = copy.deepcopy(columns)
attributes = column_set['attributes']
dropped_attributes = column_set['dropped_attributes']

class_label attribute = column_set['class label attribute']

df = pd.read_csv(file_name, sep=")

for dropped_attribute in dropped_attributes:
attributes.remove(dropped_attribute)

df.drop(dropped_attribute, axis=1, inplace=True)

enc_df = MultiColumnLabelEncoder(columns=attributes).fit_transform(df)

data = convert_to_np_array(enc_df)

k of fold=5
kf = KFold(n_splits=k_of fold, random_state=None, shuffle=True)
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kf.get n_splits(data)

sum_random_forest_acc, sum_bagging acc, sum_adaboost_acc, sum_voting_acc, sum_rotation forest acc = 0
sum_random_forest_pre, sum_bagging pre, sum_adaboost_pre, sum_voting pre, sum_rotation forest pre = 0
sum_random_forest_rec, sum_bagging rec, sum_adaboost_rec, sum_voting rec, sum_rotation forest rec = 0
sum_random_forest f1, sum_bagging f1, sum_adaboost f1, sum_voting f1, sum_rotation forest f1 =0
sum_random_forest_time, sum_bagging time, sum_adaboost_time, sum_voting_time,

sum_rotation_forest_time =0

for train, test in kf.split(data):
train_data = convert_to_data_frame(np.array(data)ltrain], attributes)

test_data = convert_to_data_frame(np.array(data)[test], attributes)

X_train = train_data.drop([class_label attribute], axis=1)
y_train = train_data[class_label attribute]

x_test = test_data.drop([class_label attribute], axis=1)
y_test = test_datalclass_label_attribute]

print('random forest start')
# random forest

start_time = timeit.default_timer()

rfc = RandomForestClassifier(n_estimators=50, max_depth=None, min_samples_split=2, random_state=0,
bootstrap=False)
prediction_rf = rfcfit(x_train, y_train).predict(x_test)

acc_rf = accuracy score(y_test, prediction_rf)
precision_rf, recall_rf, f_score rf, support_rf = precision_recall fscore support(y_test, prediction_rf,
average='weighted')

time_rf = format_float(timeit.default_timer() - start_time)

print('bagging start')
# bagging

start_time = timeit.default_timer()

bagging = BaggingClassifier(DecisionTreeClassifier(), n_estimators=50, max_samples=0.5, max_features=0.5)

prediction_bg = bagging.fit(x_train, y_train).predict(x_test)

acc_bag = accuracy_scorel(y_test, prediction_bg)
precision_bag, recall_bag, f_score_bag, support_bag = precision_recall_fscore support(y_test, prediction_bg,

average='weighted')



time_bag = format_float(timeit.default_timer() - start_time)

print('adaboost start)
# adaboost

start_time = timeit.default_timer()

adaboost = AdaBoostClassifier(n_estimators=50)

prediction_ada = adaboost.fit(x_train, y_train).predict(x_test)

acc_ada = accuracy_scorely_test, prediction_ada)
precision_ada, recall_ada, f score _ada, support_ada = precision_recall_fscore support(y_test,
prediction_ada, average='weighted

time_ada = format_float(timeit.default_timer() - start_time)

print('voting start’)
# voting

start_time = timeit.default_timer()

voting = VotingClassifier(estimators=[('clf1', rfc), ('clf2', bagging), ('clf3', adaboost)], voting="hard')
prediction_vt = voting fit(x_train, y_train).predict(x_test)

acc_vt = accuracy_score(y_test, prediction vt)
precision_vt, recall_vt, f_score_vt, support_vt = precision_recall_fscore support(y_test, prediction_vt,
average='weighted')

time_vt = format_float(timeit.default_timer() - start_time)

print(rotation forest start))
# rotation forest

start_time = timeit.default_timer()

rotation = RotationForestClassifier(random_state=1234)

prediction_rot = rotation.fit(x_train, y_train).predict(x_test)

acc_rof = accuracy_scorely_test, prediction_rot)
precision_rof, recall_rof, f_score_rof, support_rof = precision_recall_fscore support(y_test, prediction_rot,
average='weighted')

time_rof = format_float(timeit.default_timer() - start_time)

sum_random_forest_acc = sum_random_forest_acc + float(acc_rf)
sum_bagging acc = sum_bagging_acc + float(acc_bag)

sum_adaboost_acc = sum_adaboost_acc + float(acc_ada)
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sum_voting_acc = sum_voting_acc + float(acc_wvt)

sum_rotation_forest_acc = sum_rotation_forest_acc + float(acc_rof)

sum_random_forest_pre = sum_random_forest_pre + float(precision_rf)
sum_bagging_pre = sum_bagging_pre + float(precision_bag)
sum_adaboost_pre = sum_adaboost_pre + float(precision_ada)
sum_voting_pre = sum_voting pre + float(precision vt)

sum_rotation_forest_pre = sum_rotation_forest_pre + float(precision_rof)

sum_random_forest_rec = sum_random_forest_rec + float(recall_rf)
sum_bagging rec = sum_bagging rec + float(recall_bag)
sum_adaboost_rec = sum_adaboost_rec + float(recall_ada)
sum_voting rec = sum_voting rec + float(recall vt)

sum_rotation_forest_rec = sum_rotation forest rec + float(recall_rof)

sum_random_forest f1 = sum_random_forest f1 + float(f_score rf)
sum_bagging f1 = sum_bagging f1 + float(f_score_bag)
sum_adaboost f1 = sum_adaboost f1 + float(f _score ada)
sum_voting_f1 = sum_voting f1 + float(f_score vt)

sum_rotation_forest f1 = sum_rotation forest f1 + float(f_score rof)

sum_random_forest_time = sum_random _forest time + float(time rf)
sum_bagging_time = sum_bagging_time + float(time_bag)
sum_adaboost_time = sum_adaboost_time + float(time_ada)
sum_voting_time = sum_voting_time + float(time_vt)

sum_rotation_forest_time = sum_rotation forest time + float(time_rof)

accuracy of random_forest = format_float(sum_random_forest acc / k_of fold)
accuracy of bagging = format_float(sum_bagging acc / k_of fold)
accuracy of adaboost = format_float(sum_adaboost_acc / k_of fold)
accuracy of voting = format_float(sum_voting acc / k_of fold)

accuracy of rotation_forest = format_float(sum_rotation_forest acc / k_of fold)

precision_of random_forest = format_float(sum_random_forest pre / k_of_fold)
precision_of bagging = format_float(sum_bagging pre / k_of fold)

precision_of adaboost = format_float(sum_adaboost_pre / k_of fold)
precision_of voting = format_float(sum_voting pre / k_of fold)

precision_of rotation_forest = format_float(sum_rotation_forest pre / k_of fold)

recall_of random_forest = format_float(sum_random _forest rec / k_of fold)

recall_of bagging = format_float(sum_bagging rec / k_of fold)
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recall_of adaboost = format_float(sum_adaboost_rec / k_of fold)
recall_of voting = format_float(sum_voting rec / k_of fold)

recall_of rotation_forest = format_float(sum_rotation_forest_rec / k_of_fold)

f_score_of random_forest = format_float(sum_random_forest_f1 / k_of_fold)
f score_of bagging = format_float(sum_bagging f1 / k of fold)

f score_of adaboost = format_float(sum_adaboost f1/ k of fold)
f_score_of voting = format_float(sum_voting f1 / k_of fold)

f score_of rotation_forest = format_float(sum_rotation forest f1 / k_of fold)

time_of random_forest = format_float(sum_random_forest_time)
time_of bagging = format_float(sum_bagging_time)

time_of adaboost = format_float(sum_adaboost_time)

time_of voting = format_float(sum_voting_time)

time_of rotation_forest = format_float(sum rotation forest time)

j_rf = {faccuracy_score': accuracy of random_forest, 'precision’: precision_of random_forest, recall:
recall_of random forest, 'f1_score" f score of random forest, 'execute _time" time_of random_forest}

j_bg = {'accuracy _score" accuracy_of bagging, 'precision’: precision_of bagging, 'recall’: recall_of bagging,
'f1_score" f score_of bagging, 'execute_time" time_of bagging}

j_ada = {'accuracy_score": accuracy_of adaboost, 'precision": precision_of adaboost, recall' recall_of adaboost,
f1_score" f score_of adaboost, 'execute time" time of adaboost}

j_vt = {'accuracy_score" accuracy_of_voting, 'precision": precision_of voting, recall’: recall_of voting, f1 score"
f score of voting, 'execute_time': time_of voting}

j_rof = {'accuracy_score": accuracy_of rotation_forest, 'precision’: precision_of rotation_forest, recall:

recall_of rotation forest, 'f1_score": f score of rotation forest, 'execute time": time_of rotation_forest}

global i

j_classifiers_output = dict()
j_classifiers_output['rf] = j rf
j_classifiers_output[bg] = j bg
j_classifiers_output['ada’l = j_ada
j_classifiers_output['vt] = j vt

j_classifiers_output[rof] = j rof

j_result = dict()
j_resultl'index] =i
j_result[file_name] = file_name

j_result['classifiers_output’] = j_classifiers_output
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data_info['privacy_level['record risk’] = format_float(data_info['privacy_level['record riskT)
data_info['privacy_levell'highest risk] = format_float(data_info['privacy level'l['highest risk'])
data_info['privacy_level]['success rate'] = format_float(data_info['privacy_level]['success_rate)
data_info['suppressed_percent'] = format_float(data_info['suppressed_percent'])

j_result['data_info'] = data_info

i=i+1

return j_result

def summarize_result(result):

s_results = list()

for item in result:

s_result = dict()

classifiers_output = item['classifiers_output']

max_accuracy = 0
max_execute_time = 0

max_model_name ="

for key in classifiers_output.keys():

classifier_output = classifiers_outputlkey]

if float(classifier_output['accuracy_score']) > float(imax_accuracy):
max_accuracy = classifier_output['accuracy score']
max_execute_time = classifier_output['execute_time']

max_model_name = key

s result['file_ name'] = item[file_name']

s_resultfmodel] = max_model_name

s result['accuracy'] = max_accuracy

s_result['execute_time'] = max_execute_time

s result['success_rate'] = item['data_info']['privacy level]['success rate']

s_result['suppressed _percent] = item['data_info'l['suppressed_percent]

s_results.append(s_result)

return s_results
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def write_json_to file(file_name, json_string):
with open(file_name, 'w") as outfile:

json.dump(json_string, outfile)

TEST.PY

from core import my_classify, summarize_result, write_json_to_file

# for ADULT data-set

from data_info.data_info_adult import *

attributes = ['sex’, 'age', 'race, 'marital-status', 'education’, 'native-country', 'workclass', ‘'occupation’, 'salary-class']
dropped_attributes = []

class_label attribute = 'salary-class'

columns = {attributes": attributes, 'dropped_attributes": dropped_attributes, 'class_label_attribute":
class_label attribute}

ADULT result = list()

ADULT result.append(my_classify('data/adult/adult-original.csv', columns, data_info_original))
ADULT result.append(my_classify('data/adult/adult-k1.csv', columns, data_info_k1))
ADULT result.append(my_classify('data/adult/adult-k2.csv/, columns, data_info_k2))
ADULT result.append(my_classify('data/adult/adult-k3.csv', columns, data_info_k3))
ADULT _result.append(my_classify('data/adult/adult-l1.csv', columns, data_info_(1))
ADULT result.append(my_classify('data/adult/adult-l2.csv', columns, data_info_(2))
ADULT _result.append(my_classify('data/adult/adult-13.csv', columns, data_info_(3))
ADULT result.append(my_classify('data/adult/adult-tl.csv', columns, data_info_t1))
ADULT result.append(my_classify('data/adult/adult-t2.csv', columns, data_info_t2))
ADULT _result.append(my_classify('data/adult/adult-t3.csv', columns, data_info_t3))
ADULT result.append(my_classify('data/adult/adult-dpl.csv', columns, data_info_dp1))
ADULT result.append(my_classify('data/adult/adult-dp2.csv', columns, data_info_dp2))
ADULT result.append(my_classify('data/adult/adult-dp3.csv', columns, data_info_dp3))
ADULT _result.append(my_classify('data/adult/adult-pul.csv', columns, data_info_pul))
ADULT result.append(my _classify('data/adult/adult-pu2.csv', columns, data_info_pu2))
ADULT _result.append(my_classify('data/adult/adult-pu3.csv', columns, data_info_pu3))
ADULT result.append(my_classify('data/adult/adult-km1.csv', columns, data_info_km1))
ADULT _result.append(my_classify('data/adult/adult-km2.csv', columns, data_info_km2))
ADULT result.append(my_classify('data/adult/adult-km3.csv', columns, data_info_km3))

write_json_to_file('result/adult/result.json', ADULT _result)

ADULT summary = summarize_result(ADULT result)



print('done’)

# for ATUS data

from data_info.data_info_atus_full import *

attributes = [region’, 'age’, 'sex, 'race', 'marital_status', 'citizenship_status', 'birthplace’,
‘highest_level of school completed, 'labor_force status']
dropped_attributes = ]

class_label attribute = 'labor_force status'

columns = {attributes": attributes, 'dropped_attributes": dropped_attributes, 'class_label_attribute™:

class_label attribute}

ATUS result = list()

ATUS result.append(my_classify('data/atus-full/atus-original.csv', columns, data_info_original))
ATUS result.append(my_classify('data/atus-full/atus-k1.csv', columns, data_info_k1))
ATUS result.append(my_classify('data/atus-full/atus-k2.csv', columns, data_info_k2))
ATUS result.append(my_classify('data/atus-full/atus-k3.csv', columns, data_info_k3))
ATUS result.append(my _classify('data/atus-full/atus-l1.csv', columns, data_info (1))
ATUS result.append(my_classify('data/atus-full/atus-12.csv', columns, data_info_(2))
ATUS result.append(my _classify('data/atus-full/atus-13.csv', columns, data_info_(3))
ATUS result.append(my_classify('data/atus-full/atus-tl.csv', columns, data_info_t1))
ATUS result.append(my_classify('data/atus-full/atus-t2.csv', columns, data_info_t2))
ATUS result.append(my_classify('data/atus-full/atus-t3.csv', columns, data_info_t3))
ATUS result.append(my_classify('data/atus-full/atus-dpl.csv', columns, data_info_dp1))
ATUS result.append(my_classify('data/atus-full/atus-dp2.csv', columns, data_info_dp2))
ATUS result.append(my_classify('data/atus-full/atus-dp3.csv', columns, data_info_dp3))
ATUS resultappend(my_classify('data/atus-ful/atus-pul.csv', columns, data_info_pul))
ATUS result.append(my_classify('data/atus-full/atus-pu2.csv', columns, data_info_pu2))
ATUS resultappend(my_classify('data/atus-ful/atus-pu3.csv', columns, data_info_pu3))
ATUS result.append(my_classify('data/atus-full/atus-km1.csv', columns, data_info_km1))
ATUS result.append(my_classify('data/atus-full/atus-km2.csv', columns, data_info_km2))
ATUS result.append(my_classify('data/atus-full/atus-km3.csv', columns, data_info_km3))

write_json_to_file('result/atus-full/result.json’, ATUS result)

ATUS_summary = summarize_result(ATUS result)

print('done’)

# for FARS data

50



from data_info.data_info_fars import *

attributes = ['iage’, 'irace’, 'ideathmon’, 'ideathday’, 'isex’, 'ihispanic’, 'istatenum’, ‘iinjury']
dropped_attributes = ]

class_label attribute = 'iinjury'

columns = {'attributes": attributes, 'dropped_attributes': dropped_attributes, 'class_label attribute":

class_label_attribute}

FARS result = list()

FARS_result.append(my_classify('data/fars/fars-original.csv', columns, data_info_original))
FARS result.append(my_classify('data/fars/fars-k1.csv', columns, data_info k1))
FARS_result.append(my_classify('data/fars/fars-k2.csv', columns, data_info_k2))
FARS result.append(my_classify('data/fars/fars-k3.csv!, columns, data_info k3))
FARS_result.append(my_classify('data/fars/fars-l1.csv', columns, data_info_(1))
FARS_result.append(my_classify('data/fars/fars-12.csv', columns, data_info_(2))
FARS result.append(my_classify('data/fars/fars-13.csv', columns, data_info_3))
FARS_result.append(my_classify('data/fars/fars-t1.csv', columns, data_info_t1))
FARS result.append(my_classify('data/fars/fars-t2.csv/, columns, data_info_t2))
FARS_result.append(my_classify('data/fars/fars-t3.csv', columns, data_info_t3))
FARS result.append(my_classify('data/fars/fars-dpl.csv', columns, data_info_dp1))
FARS result.append(my_classify('data/fars/fars-dp2.csv', columns, data_info_dp2))
FARS result.append(my_classify('data/fars/fars-dp3.csv', columns, data_info_dp3))
FARS result.append(my_classify('data/fars/fars-pul.csv', columns, data_info_pul))
FARS result.append(my_classify('data/fars/fars-pu2.csv', columns, data_info_pu2))
FARS result.append(my_classify('data/fars/fars-pu3.csv', columns, data_info_pu3))
FARS_result.append(my_classify('data/fars/fars-km1.csv', columns, data_info_km1))
FARS result.append(my_classify('data/fars/fars-kmz2.csv', columns, data_info_km2))
FARS_result.append(my_classify('data/fars/fars-km3.csv', columns, data_info_km3))

write_json_to_file('result/fars/result.json’, FARS result)

FARS summary = summarize_result(FARS_result)

print('done’)
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