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# # 5986023934 : MAJOR LAWS
KEYWORD: Electronic Information, Right to Access
Sirapat Chaisarnseri : Right of access to electronic information after the death of information owner. Advisor:

Sipim Wiwatwattana, Ph.D.

At present, the internet system is mainly used for communication. Most of the information sent between each
other is made in the form of electronic information under the control of third party. When considering the legal concept
in relation to the rights to access the electronic information under Thai legal system, it has been found that the system
remains disorganized and unclear. Thus, it led to the problem on legal enforcement as for the determination of rights to
access the electronic information upon the death of the owner, the maintenance of balance between the related parties

and the information, as well as other restrictions.

When comparing the aforementioned legal issues with the legal systems of United States of America (U.S.),
England, and France, it has been found that the prescription of the rights to access electronic information of the deceased
owner under English and French laws has not been specifically legislated in the form of written law. The application of
English legal system will rely on Common Law juristic method by having the legal proceeding based on the precedent
case and relevant Conventions. Meanwhile, French legal system will rely on the relevant general laws such as inheritance
laws, contract laws, computer laws, etc. However, the application of law is still ambiguous and inconsistent because of
the specific conditions of electronic information. Diversely, the U.S. has adopted the Uniform Fiduciary Access to Digital
Assets Act which clearly determines the rights to access electronic information that belongs to the deceased person. The
Act prescribes definition and type of person who can access to electronic information, the rights and liabilities of both

fiduciary and custodian, and the limitation of such rights.

Based on this research, it appeared that Thai legal provisions are still unclear, therefore, a principle to control
the right of access should be legislated in the form of written law. The writer recommends to enact a specific law separately
from other laws to avoid causing any effect to the existing laws which are currently being enforced. Thai legislation should
define the scope of rights and liabilities of relevant parties, the approach to protect such rights and the application of

limitations, similarly to the application of U.S.'s law principles.

Field of Study: Laws Student's SigNAtUre .....cc.oeveveeevenceneenns

Academic Year: 2018 AdVisor's Signature .......coeveeeneuens
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3.2.2.1 The Computer Fraud and Abuse Act (CFAA)
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102 5. Code section 1030 (e) As used in this section—

(1) the term “computer” means an electronic, magnetic, optical, electrochemical, or other high
speed data processing device performing logical, arithmetic, or storage functions, and includes
any data storage facility or communications facility directly related to or operating in conjunction
with such device, but such term does not include an automated typewriter or typesetter, a

portable hand held calculator, or other similar device;
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103 S, Code section 1030 (e) As used in this section—

(2) the term “protected computer” means a computer—
(A) exclusively for the use of a financial institution or the United States
Government, or, in the case of a computer not exclusively for such use, used by or for a financial
institution or the United States Government and the conduct constituting the offense affects that
use by or for the financial institution or the Government; or
(B) which is used in or affecting interstate or foreign commerce or communication,
including a computer located outside the United States that is used in a manner that affects

interstate or foreign commerce or communication of the United States;

104 s, Code section 1030 (e) As used in this section—

(6) the term “exceeds authorized access” means to access a computer with authorization
and to use such access to obtain or alter information in the computer that the accesser is not

entitled so to obtain or alter;
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195 Computer Crime and Intellectual Property Section: Criminal Division, Prosecuting Computer

Crimes, pp. 5-7.
1% 15 US Code section 1602

(0) The term “card issuer” means any person who issues a credit card, or the agent of
such person with respect to such card.
9715 US Code section 1681a

(f) The term “consumer reporting agency” means any person which, for monetary fees,
dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in the practice of
assembling or evaluating consumer credit information or other information on consumers for the
purpose of furnishing consumer reports to third parties, and which uses any means or facility of
interstate commerce for the purpose of preparing or furnishing consumer reports.

(g) The term “file”, when used in connection with information on any consumer, means all

of the information on that consumer recorded and retained by a consumer reporting agency

regardless of how the information is stored.



98

18401130 5ETIANURAIzgnAmualIluUsrinangruneansgalsnlundnnguuned 18

11951 1030(c) BeilvialnwlTunazlnudinn

wenNANURAtUNISIUIRsTEUUARNTIWEse LAl UTaTayaud?
W CFAA famuuaadnuiaiiinainnisidndsiazneliiinaudeniedu aunysing
Uszaanguuneansgasnilundnnguuned 18 1ms1 1030(a)(5)* Aivualiyarale (1)

a

finssyhliAnnsawielusunsy Foya sifa vidosds Tasimun wasnisnseviiildnelaa
anuLdgviguiaeufiamesffluinsnisduaseslaeilailédiveygin (2) laaudiis
poufumesitnasmsduasedaglifidnnn uaznisnssvhdananneliinaudemeiy
TngUszam (3) auihfsreuinpesifininsnisdunsedlaghiisiuna uagnisnsediy

@

sananneliiAnenudsmewazanuayds FalinisivualnwdTulazdianliguniu

Tuns@nernguuisatull widreslungruneiiyadulunsiivue
Inun1snseinauRaludnveveINguuIgeIy) kasAuaTaslssleiveiniasy wily
Y o o Y o a sl v X v v & My ad = o
JodnnavesnsiintiesruupeuiImesngnasstumengvineatul asiliiuisdnuaenis
Y va ¥ o o Y =2 v a ca & ) Y 1
Uayefadedninlunisidnfisteyansuiinnesiidunguaneianie uazilumiogsveens
Amueaneaensdfeyalaeiveu nsenainiteyalaglasusugnusinseyinisiu
npuBugefinuldsu dedaadingtn eragnldiluuumnslunsimuslnvdmsuyaaa

Mirdeteyavesunnadulnelveumenguuiele

108 18 U.S. Code section 1030 (a) Whoever—(5)

(A) knowingly causes the transmission of a program, information, code, or command, and
as a result of such conduct, intentionally causes damage without authorization, to a protected
computer;

(B) intentionally accesses a protected computer without authorization, and as a result of
such conduct, recklessly causes damage; or

(Q) intentionally accesses a protected computer without authorization, and as a result of

such conduct, causes damage and loss.
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% ORIN S. KERR, "A User’s Guide to the Stored Communications Act, and a Legislator’s Guide to

Amending It," The George Washington Law Review 72, 1208 (August 2004). p. 1208.
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t Ryan A Ward, "Discovering Facebook: Social Network Subpoenas and the Stored

Communications Act," Harvard Journal of Law & Technology 24, 2 (2011). p. 566.
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112 18 USC section 2510 (15) “electronic communication service” means any service which

provides to users thereof the ability to send or receive wire or electronic communications;

113 18 USC section 2711(2) the term “remote computing service” means the provision to the

public of computer storage or processing services by means of an electronic communications
system;
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3.2.2.3 The Electronic Communications Privacy Act 1986
(ECPA)

U Aa ¥

dvesdedinanslunisdniadeyadiinnsedndatugavinedign
wrundnwifie ECPA niefiianlaenaludn Wiretap Act Ine ECPA LHunguuiefign

Usznaldlule.a. 1986 FadudruntsvesUszuranguuisanigewinludiuvesUszuia

v '
v < <~ 1 a

nouangansgawsnilunanngunei 18 umsi 2510-2522 lasinsUnaiRvuiiedeasy

<

“anumanineenuludiivesUssansusaziislifnnugeumengunefsnuded
GRS T

¥
a v

ECPA Fudlunguuneityafvuleeiiingussasaiietosiunsanile

wa

nelnsAnsiesy suludinsansudeyafidmisdianvsednd mwsauvesunlydiies

o

AseuARUiNIsAeaseBLannsedndluguuuunng q samisdidniesdesiunisdifa ns

'
a1 1

Uawe nsandudeyaddswinunisats lngidunisfuasesisnisiadedoasiiunisans

Y

\ @ < [

g aa A A vo X A v A a s
77197 KIDLANNIBDUNH ‘1/1191‘1/11‘(1141/1‘5@51’1ﬂiauﬁuamuaiu%mzw @Lﬂ‘U@ﬁ‘JJIUﬂ@NW']L@@i NHNNY

1
[ YY) =3 a s ‘:4' 1% A [y <

v A= Y v a fa % 13
atuidslrdsruiulusualddiannsefing n1sdoa1snalnsini wazdeuananimnulily

Y Y

Y [ =

sUnULTRIBannIeilnd® Mmednvasvesuntyaininaniuludedrinusznisuilaves

o

A A

YAAANIEUBNTIIEINEINSARA e TAnT UV alagvaenieg wazvinlimemliaiuse

dhilasednduiiesudeyadananild iesanmndhdstoyaii dunisiumungruneaduil

v a

fenagniinnsandnduduninaeuiamesuazdinuniungmne

Y 9 9

Tudruusnagsinisiansannglanguuisaluilfediuvasiioy

° a a Y] = d' °o ¥ a a Y = v A o [
GM! ﬁyJVlLﬂEJ'Jﬂ‘Uﬂ'ﬁﬂﬂ‘tﬂLi@\‘iﬂ'ﬁ"ﬂ']ﬂﬂaVlﬁGLUﬂ'ﬁLﬂ']ﬂﬂ%aﬂa%ﬂ']ﬁu@lﬁuw']9]3'1 2510 lﬂLLﬂ

Y

Jeusasalul

123 Electronic Privacy Information Center, "Electronic Communications Privacy Act (Ecpa)," [Online]

Accessed: April 29, 2019. Available from: https://epic.org/privacy/ecpa

124 Justice Information Sharing, "General Provision of Electronic Communications Privacy Act 1986

(Ecpa)," [Online] Accessed: April 29, 2019. Updated: April 23, 2019. Available from:
https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285



108

“N3ANdU” vanedie Mssuilansenislasumedsaulaellaunds
eanweanisdealsiiunisaie didnnsefind wienisdearslaediyn WiugUnsal
diannsetindiesesile wiegunsaloule

“YARa” NUBEe AN MIBUSTVIENITRLNSNINTEVRINATT

MNBNUGDLNIINITLITDY TINTIWAARSITUA YUEIU aNIAN UTENTINU nSad v3austm

“Lionn” wuneisdsnlaidenlosiun1sRnmAedea1In19@1s N199197
wian1sdeansmedidnvsednd siufseyala q Mduasydfy dennunsennununeves

ANSARENTUUY

6

“nshndedeaisniediannseiing” wunede nslouatedydnuel
Foya1as Yeanuanednualdnys sUNI Ldes Toya n3891InTee Jagndsriunisany Ing
wildnlniln Photo electronic 58 5¥UU Photo optical ldinvianuansautsdiusudmwa

ABNIINIAUTETTNINUASFNTOIININUsINA Uelisuda
1. Msdeansla q Humsanevi3ennan
2. madeansla 9 GenserhrunsgUnsaiffiftesdeasinty
3. msdeansla 9 Ingunsaldmiunsinmy

4. foyanislouiuiuszuudiannsefinddauiusivsulag
aortunisiuluszuunsfnsdedoansdaldiiionisiiv

FWNNBLENNTaNNALazNI oY

“sruumsdeaisnediannselind” wuneda gunsalifeaduans ng

1 [ . & . = v A 1 1 A
wiiianlaiin Photo optical #3e Photo electronic Fsldiien1sdsniun1sdeansnivany
4 a a a & ¢ a o a s & A Y} ¢ a & A st g
nsediannseiind wazgunsalifganursuiinesviafednugunsainedidnnsatndaly

iensiiusIundeyanisdeaismediannsetind

“GuNINABNTILABS Y MuEe yaradudfsnauiamasnlasunis

Ueaiulnglilasuougn wasdsimananuanmnenaumsaunangsiuanadudiusil

Y 4

n1sdeansndsainusentunsufinne i tasunistesiuiy udlivuiesiufsynnadeg

[



109

uimvisedvesnreuimeilansueguaiindanuyniuandyyrmvindugliusniswse

LANVDIABUNIFDS LUNISLUNDUDIABUN A DISNIEATUNITU DINUNIAUANI DUNNEIU

nMdeniIng3 amgnisiiuaauEa ngIiuN1TANATeS
AIRNTULENISTUANENISERANSTNIUNNENY 1199197 wazBlannsedndluuszunangmuiy

ansgoLusnlundnnguuned 18 1ns1 2511 7 AMuualinsnszyiaemaluidanuie

1. YAARTIYINSANIUMTENEeNAnTU sednriyanadula
WBYIINISANIUNIBWYIUIUANIUNITADAITHNIUNGEANY

1977127 WS ONIUNBLENNTOTNALABLIAUN

2. yarafibivisengeulyd vsedaniupnadulaiieldvie
> ¢ a a ¢ A A 44 ¢
wene1sligunsainieBidnnsednd w3 esle wiegunsal

P A o oo = aa
AU 9 LNDANAUNIIFABEITNINIRN Tunseln

(1) gunsaldenangnieusieviseasloudyyio
1 a - = v & A
HIun9ane @nerala Msen SITouR Nz U

Tdnslufnsedaalsnisany wise

(2) aunsaitiuiin1siounansaeaTHIUNIINY

= a ] 44' ] 2
RIDIUNIUNIILYDUADNITIADAITIUY KD

(3) YAAATIUNIIU MT0HwmnSUAITNTIUINRUNTE]

niodiulsznauresaunsalaenarignadanig

lUswaldnsognuudauienisnidivdseninesgvse
Y sl

SenIUsEINA

(@) nmsldvFenmanenenalddu (n) Aedu o aou
Usznaumsvieaniuiiuinsdaniadenduda
HANTENUABNITNIAYITENIN9TgNT 0581119
Useine vize (1) ldumiedingusvasdiilolilasu
Foyarfnrfunisdiunuvessimiessdngms

1T 9 FID1AFINANTETNUADAITNIAYE

=

! U =) ! =)
szmwiﬁmaizmwﬂsmm N9



110

(5) yarananaibanseyinluuniiunlaaouide
LUBSIASTA AULAUNIDLUMBIUILNANYD Y

ANIFOLUTN

3. \Uawe visenengalameuniupnadulasianu tulllen

LAEIAUNISAANDEDAITNINANY N192197 KBS BN

a &

dudnnseiind laensunIedingduaisnsIuiinisdeans

(%
o v I

PUlAUIASNITANTUTDUANIUNIENE 11199197 U38N9

Y

a & A ¢ o= [y &l o
LANNIDUNE GZNN’muwaﬂmmsmmaﬁmamwum

4. Tgnsaneenyldlasianun Tullannnisdeansnieans n1e
G a o a L1 S = Y] ]

1131 vseddnnselind lnens1unTelmnduaIsNIu

n13FeasHulINlneNISANTUTBLAN LN 11193131

L a s a ¢ = A [y ¢ al o
NIDNWBLANNIDUNE ‘*U\“IN’]N‘U‘WaﬂLﬂm%‘mﬂ{]ﬂm’]ﬁﬂﬂ‘ﬁu{ﬂ

5. W UALNEY MIaNeNeNUUALNEL LDV INITABANTNI9ENE

g ad A ¢ A vy Y an Iy
NI Wi@@Laﬂ‘V]iE]‘UﬂaLLﬂUﬁﬂa@usﬁﬂlﬂﬂqﬂjﬂjﬁﬂ’ﬁ@ﬂ

U av iAo

Juithiigrunalagianun TaeinsunseiingdumIsnIu

¥ 1

PoyatuldulagnIsANIUTaLAHIUNEY 11937197

Y

2 a & a ¢ a o 2 a Y
PUIDNNBLANNIDUNE LNYINUNTTAUFIUARDIEYN ﬂ']ilﬂlﬂ

e

25U

=~
anl

o ] a = a =
auﬂa@ﬂﬂaqu LNYINTIIAUFIUAAD Y AT

AP NDTAVING UTLII hNTNLYIINITAVUAIU

e

ee

ngUs

ARDIYINVRUMIENYUINY

aglsfAnny nguuneniinsmvuadesniudvitlinisdnsudeyal
I3 a a0 i a A A o v = ! | = v
Wuanuraluuiansdl wu ansdinseyaraiiieitedunmsioarsiieladienislalvaiy
guwau (one-party consent exception) lunsUuiinnsdeansiu nsdliin1sdeanstuansl
) 1 Y 1% [ gj =3 T 1 = 3 aa
g1aeamineanlugndale msdniladunaglidadenguineg dalugaitavesealunis

a = aa v v ] ° I~ & v
WA 'Vﬁaﬂiﬂnflﬂ’ﬁﬂﬂsﬂ'@%au‘UﬂﬁgwqiﬂﬂllWN']EJﬂ']a (warrant) \Wuny

o [ [

ECPA T dunguurendadiudidglugiuzdedidndnsae

o

Lo

yAraeueniazdndslayanishnsedeaisnididnnseindla o vesmemuundydan



111

na919d Y uonaINtuiIUTIngAANINBIveImaTindesingmineatuiluguzndu

Fotrfinlillimemdndessuudeyavesdmeld Wewhensidnicleelifidruagemdunis

sntayavesmelaglilveumenguing

dlefinrsanuuadfinnnwifeadu ECPA fiTsundusnnsdfnm
Fuan 2 n3dl Bauandifuivinegnswesnisinnsanlunsthdeyauiinainnisdndu
tayanlamevsolrluldnulasdadenguuie lunfusnAe Sean Lane v. Facebook,
Inc.'” dindulagaia Northern District pf California fatdunisdnduafiuvungudifiland
floa¥oedniunfifu Facebook uaguitvluinIefisruamuiiioviinisnaineeulay ne
Facebook Beacon Tngdafiaaseusingingldaiu Facebook Minfaiuludues Facebook

Beacon 889ty 1 A3 axgnuuiinnisnsgvieing 9 uwiuleduardseyaluli Facebook

| o =

LD LN U WNSUUNUNNAN WAL MUV UAFIUG GZNLﬂUﬂ’liLNEJLLWi%@MvaﬁﬁﬂﬁTﬂﬁ’LLﬁ@%ﬁﬂu

Y

(%
Y

Facebook 5188 uflaglugrugiieuvesfld (user friend) vuiiuledves Facebook ¥ail
Facebook uag Facebook Beacon Ansnsgsinnsegnadudassainiuuaiianuisiuiufiay
NIUDWOYAAN 9 U NISAMUABINIG NI1TTUTEY N15EBNSU YTeNTINTINAN 9 Tagi
Y = a ¥ 1 =) ¥ U 1 d‘ Y o
nsifauazidametayadiuyana (Pl) n3e doyaszuimnudmiyana (PI) Alasuannism
a ! v = & Y ¢ 1 o v Yo a v
Aanssueing 9 vasdldau Badumsiiiddeslifisiunauaslilasuanudugeuaingldam

sudunisazfinunyayel ECPA

AN LALINITONNDININTT 251 1(1) NAMUALIDINTENT N W81

WNINLDY NT8N15IANIIAUARRLAYIINITUNIN YISO NEIEIULNINLBINITANFBFDAI TN

=

d18 1191 wsensdlannsedindlasfiveunlenguuie FagNgnunsnugsauisatiuniy

Y Y

Usziiufiaafesiuiuniunidliniuunns 2520 (a) Inedayailanddsisenivaeuiomes

1%
[y

fudiulsdvessasiy sudwdlisidafiosnisindeifieatiunistevs s1en5asde a1y
atlas Usvya mIedeu iy 999 uanIAILLiL 8519 9anLUY AMdlnan Aum WS Lau
Tnat Useidiu 197 Zo Answ atduayu swav g Tnom $utm waz/vie sendid diledndy
AsRnRedeaIsNBLENNTETINdnINNIRNST 2510 MaldRaIsaInIsnTEivessLas

RAWITU BAY/Y30 WNSNLYINITAARDFRaNTNIBdnnTatndsanailasmanililasunsiu

125 Sean Lane v. Facebook, Inc., C08 03845



112

limnudugeu vivelidnanidnagusagnela nieunudainedoyanunainn1sunsnue

o

Tkyanadulaeanul FalinnuRanunlaninan91e landdedldnslasunisyaiseniny

LEUUEANLINGT 2520

! ' v
v 1 = I a =< =

ANANAIDYIINTLT NUFUenIUUIANYIADAR Blake J. Robbins v.

126 =
6 &

Lower Merion School District 1Andulnerna Eastern District of Pennsylvania la gl

Joina93eusingittandgnazilinanududiudilaenisfinndeannni (Webcam) 137
AoufiamesdIui Fediodunisgnaimnuiludiud dndeyadiudivedland wieuvialu
msunsnusnasiindaieilduuasiheenludeyauaznishnsedoasmnedidnnsedndd

[

gniaiulidudunisiiuundydd ECPA Tnanisnszvihvasdnasdululudnvauzveans

azneseenelnakuudu HundesRaiuesotpeuimasdudlnenlandlinsuuaglal
AMNBusaNLsiotela 1anAdewsinisnseinninandaseuntyad ECPA u1ns1 2511

ey 2520

A15NATUIVBIAIA LA D19DINIMST 2510 tRefUTe1uUIA1IIN

“UARS” FANUETINAIQNINMTEFIUNUVBIEANIFRLITNT YTesE YTemiiguMIUnATes

a

P & L. IR et Yo o & 1 v
P9 1a8NUu School district ﬂﬂ@Lﬂuuﬂﬂﬁ‘waQﬂ']EJIGIUQF’]USUENSJWG]Tm FIUNINTINITNNAB
A& Y a 2 & a 14 a & a ¢ =~ Y =
WANILUUYDNNINALTUNITAARDADAITNINBLANNIBUNAUTLLANIUL FINTFLUIDINHY
¢ 2 s s a s & fa & a ea
i%‘U‘U‘U@W@LLQiLLﬁS@Wi@LL?i‘U@QIiQLiEJ‘Llﬂﬂ’EJLU‘L!Q‘UﬂiEL!@Lﬂﬂ‘l/li@ﬂﬂﬁﬂ/ﬂ"muﬂ'ﬁLL‘I/liﬂLL“ZN

wa

welilsundsdoya nsnsevhedandfudunisdluundya® ECPA auiilandina1isns

IINABINTAUANYITINA1IULAI wAnues ECPA gniluusuly
futinsazdinnandudiudalunisieasmedidnnsedndfiAnainmsnssvhusaonu
(Facebook Inc.) ¥ewtiaega1usg (Lower Merion School District) Ssmuflgnuvesiinyana
aeld ECPA Afinnsimualiednenauagaseunquitsdunuresiuastiaansunieda
yanaily

%

wananunvygannanlumauatudienu Ussiiuiimededining

Tunsidndsdoyadiuuaradalinmstyaliduaednyaidnyslussssuyyanigowsnatu

126 Blake J. Robbins v. Lower Merion School District, 2:10-cv-00665-1D



113

WAluiisinasadl ¢ (Fourth Amendment) Sadunsiuniiien “ansvelszsuiioz
lasuanuUasnienasienie ﬁagjmﬁs nENEAwes 1nn1sATRdUazdnEnnsastaglld
masuanns daazazidadld uarazoonmneifienszyihmsdsnanlildiiuusazdivnduans
WefedlasunsBudusemanuuviedufana wasiinisssyemzdeanuiinoznsiany

wa

ynPaasgnIunu Miedwasingniadamumvuetu” lnemasssondudfinnuuniydgh

<

NMINTIRFoULAEN1IATIIAUNElASTsTSIYiveuwniesla Feenaasulalulesiuniy

vasldunnasa Ul

(1) n159M579AU (Search) n1el@ Fourth Amendment 3¢
LAATULLONTNITUT NI TAT DA ILNUNUILIUIITNS
aztinAuA1InL g AN ULTudIUF v nTUT

AURAUNA' NIDNTAVBINITAUMINTONITNTIINNY

s S 1

Tunmannsndnnseoturzduiusaztoiniuningig

]

Aundumnaunansellefinatuayuduaualsuasi
ad d‘
Bsnmay

(2) N13IUANUAAA FLABIANTUMETINITIMUIZAUAY

[

annzwindeuluvazduny Insdeansiuggniuny

IS 14

AN TLAAIAN UL M NATILAL R DI IA DS

Y o ] LY ) a a IS
EJ@@JIW%UQNGH@J@’]U’]QUU nunguludsnaisilunig

[y

ununusaliiuuntaduneld Fourth Amendment

127 Fourth Amendment to the United States Constitution “The right of the people to be secure in

their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not
be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the persons or things to be

seized.”

128 Legal Information Institute, "Fourth Amendment: An Overview," [Online] Accessed: April 29,

2019. Available from: https://www.law.cornell.edu/wex/fourth_amendment

129 katz v. United States, 389 U.S. 347



114

(3) NNIATVTANSNIFU UU1BTINITUNIALLINITATOUATO

(% fa U =

NINIAUVIULINTY TUUIINSUNISEanSweaFuTuy
as1sade (Plain view) a1anseynbalnglinasiivunede
Fansnndasninanvzliegnelalisnuaudunses

2949 Fourth Amendment

[V
g

Vatlaziiuladn N3eUN13ANATEIUBY Fourth Amendment finseu
wazmsinsluenizes Wildmneanuidniynussianviledeyadidnnseindues
Usermunnauazlauanuduasesmeldngraneatud waswumienisinnsanesaagn
anfgeimdsliinsusingidnisiininwiegretaauirdoyanisindedoaisnia

diannsedndiludsfilasumuduasesniy Fourth Amendment'

| [ ) @ a [y & Y =% g 1 =
EJE’J'N‘,Liﬂm’]lI IUUqﬂﬂim ﬁ’]aﬂllﬂ'ﬁﬂ@lli‘UIUL'U@\‘musﬁﬂL‘Uua')u‘lﬂuq

Y 1 [ 1

vo3n15RAsalagliideasusenstaiauintaanasuetal anuannungegranunyanly

o
1%

I3 | ) % ~ v & 31 & a 14 ! 132:’//.:11-21 aa
Anududwiiniledeyanigninnulisuvisnisindedeansaiuyana™ vsil dnsdliiama
qmamﬁ 6 (U.S. Court of Appeals for the Sixth Circuit) EJa:u%’u:i']@%aﬂuaﬁaﬁﬂaﬂuﬂﬂmwmwa

' [ 1 v o v a Ao =3 Y a a § @ 133
sgraninzaluaududididmsudwandaiulilussuvvesliusnisdumesida
1 a [y = Y @ = [ [ ] (Y a A a s a 5
WwuReAY auandbiiutaniseansuauludiudilunisinsiedeaimedidnnsetindlu
FEAUNT
nasnnNsAnwludiuvoInguuneNnmuadnsLazInindnsliunis
WhsteyadidnnseindnandungruneanizisosaruntyaRnusgossuyey 9euulaan
| A o Y = a a v a a ¢ A o
wanNdVaINgNeRimuaNsddnsluteyadidnnselindauiiinualily PEAC
::’: B YU o ¥ a d' Aa a 1% [ [y I ¥ Y oo
way UFADAA 1 Adainaesfiansannguunedu o Alldinneideanu suludasniiundana
)~ Yo o oA Y a 1 19 a a sy A Y] |
TualddsduivelminainuaunaslusuvesdnsionsunasUsslosinuay 9 vassy u

& [ a [d ¥ 1 < a [ a @A V1 3
AIMUHUUAT NITNAIUINIIATYZNI LJumu ’e]EJ'Niiﬂ@ ﬂ{]%‘&l’]ﬂﬁﬂig@L@Jﬁﬂ’]ﬂﬂ@lﬂ’ﬂlfd‘u

139 Electronic Privacy Information Center, "Electronic Communications Privacy Act (Ecpa)."

31 Qoun v. City of Ontario, CA, 560 U.S. 746, 748 (2010)

132 Nixon v.Administrator of General Services, 433 U.S. 425, 462 (1977)

133 United States v. Warshack, 632 F.3d 266 (6th Cir. 2010)



115

nomunefiianuivade waslundyAntnaundluwdreinIsiMuednsuaskivenisdnnin

avsdsanunsadiluliesziiadunumisdunsifwunguunevesnesely

3.2.3 aaagndymmaddedayadidnnsedndududrvasdoyatisuinay

18

Tudugavinguesnsfinwinguunevesansgeisn asdlmiuiadeninmilaeg

% a Ql' a

WAatuAefuanslunisindedayadiannseindluens nounaziinisiauawazuseniely

Y

= v a

UFADAA Faifudefinmiiiiatuaindyninisieweiiioidftoyadiannsedndvesiives

O]
v a g A cd o Aa v v Y o Y a Y &
%auﬂaaLaﬂﬂiQUﬂawLﬁﬂ 3@@@%@]&@%@3{]’6 E‘JjLGUEJUWUG]’JE)EJ'NGUE]WW']V]@QWQVLUU

wa

Joiiaasnsniintuluda.e. 2005 ureasisu Iatden lauszauagdfm

233

e

FOINTLIUBUATILAAINATEY WIIANTUY TaLFed W15A1vesaLsulaitnisiing deyanl

Y

LY

wadendsanfidunusiadngsyuusazldduaannedidnvsedndludaiguaszuu iefas
P v mwmvdhy A 9 v S v o= 5 1 = | =
valdnsadaydgldllimelvanunsaldey snunadiddnading q Nasisumnewisdunie
Inadld Famasaniladinsdednsaave Usingiwauassuulavimsvdeusiaiuinetanu
o e = o A v v Y =Y va o
n1sidnfavesnsy Asulshnsiiesmatiteseelvinuaunsadifelasnass lnanaves
msiesanfesmanmualil Facebook Aossaulimsudiduinsandrfedoyavesgnunele

Dunanduiou wazndinuuladlldvetasisuasgnavesnainssuvegans >

Tudnadnilaniingaale.a. 2005 ARDART Laud 3afu Laatass asdialy

awnsuAaNowiverneliaveluda Yahoo veidingseuuluswalddidannsedndvesine

] a aa

- v =i v vy & v Y oa =i D2 Y e
\entaanuiignlanelineunasidedin luilewiu Yahoo iufjiasnaglvisviarunsidinis
Joya FeiinsilosFosrniunfiintu windia1ndn1smnasuaziasan Yahoo Alvienudugey

Tumsiinfelusualgdidnnsatindsanani!®

134 CNBC, "Facebook May Become Part of Your Digital Estate," [Online] Accessed: April 29, 2019.

Updated: March 15, 2012. Available from: https://www.cnbc.com/id/46750736
135 NBC News, "Yahoo Gives Dead Marine’s Family Email Info," [Online] Accessed: April 29, 2019.
Updated: April 21, 2015. Available from: http://www.nbcnews.com/id/7581686/ns/world_news-

mideast_n_africa/t/yahoo-gives-dead-marines-family-e-mail-info/#.XMXwmugzblU



116

[y [

JaninmsasninTulule.a. 2011 95510534l e 83a $v WAnveTy 15 97

—

fnne WellvedssIAdwvesiaruLiiawgsuuTes Facebook iivedunimgslalunisens

MevesdsA naniimfeve dauassuulminisufasnisiesveveiond uiluszeziian

L7 a

souladinsiitoyaludnuaezaes CO widimsufiasniaidng U ddldwuwan lned1aindu

nstareuleutves Facebook wazdnsanguuieinmenisansudeyadidnvseiind

s

MnuuIegedeinndinaaziulddn dnslunsdhiisleyadidnvseiing
Wudailanuliuiueu warn1sgiveinninaziinluaInnsiasasresesseniemenuazy

Tusnsszuu

3.3 UsenAngy

3.3.1 nguaneiieadesiunisnmuaanslunisdrfedeyadidnnseling

229UseINAdINGg e

Tunmsauesssuunguuneyseimasingudslidnguunsifeadunisninue
a  a Y = v a & a e & o Y v 1 v o~ o w
anslunisindsteyadiannsedndnlugusssuunndn uenanludideudradinsaudianig

nguugegunneaues n1seRuldnguinaiieduasesdnivesmemisazludnuazaes

¥
1 14

o A a v v £ d' o =2 v = & v
ﬂ'ﬁu']ﬂ{]ﬂQJ’IEJVlLﬂEJ’J‘UENiﬂﬂiUsL% ﬂ’]SLLaﬂx‘iL‘UWLA’WIﬂﬂ"Vl']‘UUiﬁ/i’JNL@U']GUE]\‘]ﬁUE)QJuaﬁNL‘U‘Ll‘{j’ﬂﬁ]EJ

Y

' '
v a o w a [

drAgfignihunfinnsanuarnanadudodrinluniaujianvinlimevldamnsadidedoya

o

veefneld Tun1sfinwinguuiedinguazidunisnwinguuisdesdiuduiiediu

a « a

ansgoin Aediuvesnguansiiiiunisivuadnslunisidnfisleyadiannsednd wazlu

Y

'
o w

dwniludedindnsiionsduasesdeyanasnishinredoarsniedidnnsedndiduddy

PN 1 & v v L =] (J < A &
nAnanlulasnu ﬂ{f]‘ifiiﬂ’]EJ@QﬂﬂHEJQIiJ@Jﬂ’]ﬁﬂ’]MU@ﬂ?SLG]‘L!ﬂ{]WlI']EJ‘V]L‘U‘Uﬂ'ﬁ

atvayudvsnisiindstoyadidnnsetindliungrunaiamis wnmemusedaladsly

136 Fredrick Kunkle, "Virginia Family, Seeking Clues to Son’s Suicide, Wants Easier Access to
Facebook," [Online] Accessed: April 29, 2019. Updated: February 17, 2013. Available from:
https://www.washingtonpost.com/local/va-politics/virginia-family-seeking-clues-to-sons-suicide-
wants-easier-access-to-facebook/2013/02/17/e1fc728a-7935-11e2-82e8-

6lad6c2cde3d story.html?noredirect=on&utm_term=.82ee7flcedf5



117

(%
a Y

Joyadiannsefindiusionisnaiigsdnsvesnuiieidfisdoya Adndudesdauntydh

LY

ngunealundeguazineitasiuanusmengranevesny Felunisanyiinerinusaduil

Y a

WewaznguenngmuneNinevesiunisnaneansianzavesmemnaglalunisnia

LY

ayadiinnsedindvesivesdoyantaunmnuniefieuntydiidenguunausan

o

W
Y
U

d‘ [ [ e v =
\eendsemadenguludssimanldssuunguuie Common Law #4013

Usuldngmunglunisiansaniininwiefagldiwimnninevesmannedndul 159un39730

wad - o 1 LY L

UszinainufiRduneiuun silinguinedwlnglignigyafduasdnvaldnes Liuudazd

Y

o I3 a = o v A v v wa vy o I3 =~
NANLAUNUINUITENITNDIAUAINUTUYDUNTONBING 3y v(ﬂﬂgLﬂm“yﬂﬁmﬂquﬂjﬂL"\]Uﬂ@’]"\]ﬂﬂqi
Tgafnguanetunieniziios Weiarsannmmsaunguunensanvesussmasingvaziule
| <@ % v 6 o IJ 1 ¥ o
N ‘UigL@u’)qﬁnﬂﬂqi(ﬂﬂmE]ﬂ‘V]iWEJlﬁ@ﬂGUENUﬁgL‘Wﬂ@ﬁﬂqw%gLﬂUﬂ’]i@ﬂﬂ@@l@ﬂmquamaquqﬂ

[y v

<
ANITUSANLUUN

Y

Fnsunugme lilounsennnenlufamemlaeiiui uiazannenliune]
& a £ = o a ) v A o vL Y ' »L 137 =
DanssuAnsnou 319ALluNITIANITUIANAINTURBULNBIRATT LU s lU ™ Fame
| Y] & a X v o Aaa o a v - P
WHIN1IANNBANITANAIUNY UNIESING BN a1aAnTulavslunsainiinisviitenssy vselud

0 Aa o @M v = [ v d‘ 1 @ a ' &
ﬂ']iVl']W‘L!EJﬂiiiJﬂl@ m%mﬂwmammgwmwLLmﬂmNﬂu @WN?WEJ@%LE]EJ@WE{LUU

(1) usAnNINTunTsY (Testate Succession)

[

a o a = =3 ] = B A o ~
Anssu w3 Will vanegds n1sdnnisvsenisusenalagsvinidenssuiite
a | =P U A U A & =2 ' Aa o s
wissun1sludumsedanminddunenainyaratiuiawnanuaie lnenntdenssuagliling
uNIEvItenssusiunanune uasidenssuenvgniiinaeulsiauelnegiifidenssy ™
FIuonNINNFnwzIINTeNITUNNYNUI8dInguldA191 Will Wt deusingrdn

Testament ldseniidenssuluguwuuiiiefudmsunsngminiu

wsAnATRdenITNAzAnTuIINNIANEaelauanInuUsTasAigItunITen
v €a Ao S T v & Y o a o A Yo Yy o
noansndauvemunilegsenineddin ndulumudeimunluidenssunlainld Fansviy

fidenssuazdendulumuwuuvesitunssukardeuluauansaveinidenssunui

mmunalily The Wills Act 1837 nanafie Winssusisavinlunilsdewavasaieiietorervin

7 Philip S James, Introduction to English Law (London: Butterworths, 1989) p. 535.

138 Farl Jowitt, The Dictionary of English Law (London: Sweet & Maxwell, 1959) p. 1870.




118

Y 0o a v

NUNITU N30 N‘Vl'TW‘L!EJﬂiﬁJa’T‘ﬂll’e]‘UMlﬂSFLWQﬂﬂaganUWQJLL‘I/lumuL’aﬂﬁbL(;fIﬂﬁlﬂﬂiaﬂuﬂlﬂu

Y
Meaosnstlazdeudululneiiianuilvidenssuling F9IN15a9UINAINAILADIINHONTIN
NYNWDYNURY 2 AU FIRLANYTAUMULUUVBIRTENTIN UONIINAIUTDIUUUAINNY 1Y

o a

nguanedaimuaaNansavesdinitenssulily 2 Ussau laun anuanansanissenie
fgyinfionssuazdeaiengasu 18 Yuiysaluazanuaansanisdnlaigvifidenssudes
Wlauaginla lngdaad1lanidnuae veaan1snTeyuasnaveIn1snseyin IUNSNGaund

ASLAUMUNTLNTIY LazNs1UD9ENTIUNDINSANTAloUANURATENTTULU

Aada v

1uﬂimwwuamimmmammmmmLLUULLa doulefirmunlidadu Wi
Adunssunng usanvzdilunnvealudasuitens sulusiug Hasandesiunisdnnises

Iansusanidenou lnedeudignisiigaiidenssulasaatiiofiansaninyanalavzidu

Y

ey

v = o a v A ! gj Al ] v
IAN1515AN Fee13imualilaeiienssuies nIemawdsaslrlunsainlaiinisseyll

ey

fa o

n Qﬁ]’]ﬂﬂ’]iWﬁ"UUWUEJﬂiiiJLLaﬁLaiﬁ] ‘VITWEJlIiﬂﬂGﬂll‘W‘LlEJﬂiiw’ﬂuﬁlﬂmﬁgﬂfﬂ’%ﬂﬂ’]iuiﬂﬂ Wl

Fansusaniuntisaassnsndauldnigmaiuiitenssulagenfesiuianiy The

ey

Administration of Estates Act 1971

TudIuraImMSngusANINNNaARUANTENITULY NYUINBAIMUATT “Ningau

Tan (AUl Property)” onalauldmeionss iﬁﬂaulmmmmiumwaLLayaaammmW*&m

o

PULNTTUANGIAL @wiw5§uﬁfu13i’h%ﬁaamammgwmw‘%wé’ﬂ Equity 15619 9 'ﬁ{{maﬁ

oglutuiifvinfitonssudaunaume suiludmadslond doynitu vionenuaanmindau

£
a =

1 Neraisvulueuanlaelididesiiarsaningviidenssunsuimayseleviaanaiae
AATU™ eaziiuladn nquunetydAnesusanlireudeniiuazlianiziaizas wedu

nsbiasnnunyaeatunsifitdenssy

agslsieudsingunednadunisifinanedaszlumsvifidenssuuasnaves

wa

nsivuamemlaginenssy faduundyganimuanisuusdutiudlunsndusan e

o

gﬂﬁmma\immwiﬂaﬁﬁuﬁﬁa The Inheritance (Provision for Family and Dependents)

139 The Wills Act 1837 Section 3



119
Act 1975 BelddsRuiunindusanvesimeniinuneglulsenadinguiaziiad ' lngaznand

Tunsaunuilamaiudall
(2) usanybudNdenssy (Intestate Succession)

lunsaingmeglaloviidenssuvseviidonssuliwaliiinalddedu n1snnnen
wsanazulumunavesnguuiefinmualiluy The Administration of Estates Act 1925
Usenoufiu Intestate’s Estates Act 1959 dnwaiznisannenveinindusanidugluuy

LYY Y I3

Aeafuiunsaniifidenssy Afenswddunavua (All Property) 98anaglug1unaniuauves

—

¥Yal o U d‘ L a ! -d! dy 1
W @’]‘U’]’*ﬂ"\]@ﬂWiLLVl‘Iﬂ,‘LlEULLUU‘VIﬂ{]‘VTiJ']EJE]\?ﬂE]HLiEJﬂ’J'] Trust for Sale %QEULLUUUQ%%’JUSL‘UWW

[y

| ! o e a wa Aaay 6o 101 = °
LL‘UQau{juaUUVﬁWEJ@J?@ﬂiquQUQUWﬂimWNmsUNaﬂﬁgiﬂsﬁu"ﬂ']U'Jumqﬂ PIN1IANNUA Trust

Y

for Sale 13J1(f’fwmsmmm%’wémmﬂ%éf@qgﬂfﬁmmalﬂaﬁ'}mLLﬂq{JuLLﬂ'mmw wetdusung
Y o [ d‘ [ 1 2 =3 a QII -dy [~ Yy a Q‘
GzJEN;JumuwfmmiLmumzwaﬁﬁumummama%wﬂmmmﬂugmzLUuQMﬁMawﬁ

Tnglunsdnasanindusantunsanlidntenssuazlidedutugruanuduiusinadnsz ning

Aaaa

wllwgruliusslasunsanvesimeiaye wazlvigausavedusaniiyin

[y

Aeneiuniem lagd

9 9

agidunemnasianssuusantudinunu Weosanyaaansassnguiliinnulnadaiugniey

'
va

[y Al aa o Y v 5
UBNIINUN iUiUG]LﬂEJ’.Jﬂ'ﬁﬁ]ﬂ‘lfla@lli@ﬂIUﬂimVlbLiJiJWTJEJﬂiiﬂJI@EJVI’JVLULLa’Juu

A7)

nanunedanguddingrunemdudnvazvesnisiudiundsliunasounsiioysdunses
N MLAL5IIUAIU The Inheritance (Provision for Family and Dependents) Act 1975 &3

AvuanguuARadIuIY 6 Ussian Wliansisensesdiunddlviunnsounsa (Family Provision)

1aa k4 aa a

munguune™? Lok dausaniediinvesniy Aausavseainfuvesinendslilaausa

Y Y Y

140 Christoph Castelein, Rene Foque, and Alain Verbeke, Imperative Inheritance Law in a Late-

Modern Society (The Organising Committee of the Commission on European Family Law, 2009)

p.138.

141 James, P. S., Introduction to English Law, p.535.

Y2The Inheritance (Provision for Family and Dependants) Act 1975 Section 1 Application for

financial provision from deceased’s estate.
(1) Where after the commencement of this Act a person dies domiciled in England and

Wales and is survived by any of the following persons:—
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(a) the spouse or civil partner of the deceased;

(b) a former spouse or former civil partner of the deceased, but not one who has
formed a subsequent marriage or civil partnership;

(ba) any person (not being a person included in paragraph (a) or (b) above) to
whom subsection (1A) or (1B) below applies;

(¢) a child of the deceased;

(d) any person (not being a child of the deceased) who in relation to any marriage
or civil partnership to which the deceased was at any time a party, or otherwise in relation to any
family in which the deceased at any time stood in the role of a parent, was treated by the
deceased as a child of the family;]

(e) any person (not being a person included in the foregoing paragraphs of this
subsection) who immediately before the death of the deceased was being maintained, either
wholly or partly, by the deceased; that person may apply to the court for an order under section
2 of this Act on the ground that the disposition of the deceased’s estate effected by his will or
the law relating to intestacy, or the combination of his will and that law, is not such as to make

reasonable financial provision for the applicant.
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13 Article 8 of The European Convention on Human Rights — Right to respect for private and

family life

“1. Everyone has the right to respect for his private and family life, his home and his
correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such
as is in accordance with the law and is necessary in a democratic society in the interests of
national security, public safety or the economic well-being of the country, for the prevention of
disorder or crime, for the protection of health or morals, or for the protection of the rights and

freedoms of others.”

4 Council of Europe, "Guide on Article 8 of the European Convention on Human Rights," [Online]

Accessed: April 29, 2019. Updated: December 31, 2018. Available from:

https://www.echr.coe.int/documents/guide_art 8 eng.pdf

% satakunnan Markkinapdrssi Oy and Satamedia Oy v. Finland, C-73/07

196 | eander v. Sweden, 9248/81



123

Joyaioenivesuaaatu 9 nain anuludniilunislddin dreflasuanuduasedly

Fuzdnsuywerunelate 8 veseudmyay Uiy

'
a %

wenINaaudaNnalULdITIeeY undiydfivesussmadingy

fnsimunfannudunsesudeyadiusvostamnsuazysuusaiioliduluny General
Data Protection Regulation (GDPR) equLﬂwé’ﬂﬁmmaﬁa;&adauqﬂﬂaLLUUM;J ﬁamammw
glsusiunguangluidieda.a. 2016 uazdnatsfulduil 25 wquaian a.a. 2018 o
nvsneveslsEmASInguiivthiiruaNLarAunsestoyaduyaraife Data Protection
Act 2018 w30 DPA Bafigasjsvunglunsaunuanuaunaszuindvdvesdaanyanaay
mslfudaiionatsslomivieseniadieruamnaunalunslideyadiuyanaimandu!®
Tae DPA Wunguaneiigniydfnazyiuliifielvaenndesiudefmuanes the European
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7 a5 Mikulic v. Croatia, §§ 54 and 64 wagan Odievre v. France [GCJ, §§ 42 and 44

198 Library of Congress, "Online Privacy Law: United Kingdom," [Online] Accessed: April 29, 2019.

Updated: May 4, 2018. Available from: http://www.loc.gov/law/help/online-privacy-
law/2017/uk.php

1% Keumars Afifi-Sabet, "What Is the Data Protection Act 1998," [Online] Accessed: April 29, 2019.
Updated: January 29, 2019. Available from: https://www.itpro.co.uk/data-

protection/28085/what-is-the-data-protection-act-1998
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10 Article 2 Definition - For the purposes of this Directive:

(a) “personal data” shall mean any information relating to an identified or identifiable natural
person (“data subject”); an identifiable person is one who can be identified, directly or indirectly,
in particular by reference to an identification number or to one or more factors specific to his

physical, physiological mental, economic, cultural or social identity;

Pl “personal data” means any information relating to an identified or identifiable living individual

2 Article 3 (3) “Identifiable living individual” means a living individual who can be identified,

directly or indirectly, in particular by reference to—

(a) an identifier such as a name, an identification number, location data or an online
identifier, or

(b) one or more factors specific to the physical, physiological, genetic, mental, economic,

cultural or social identity of the individual.
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(n) nsuszadanad miudeyadiuunnaiaziUainedaya

Aenfudowd wseidnuginds auAniunienisdies aAnudeluniemau wseay
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WNITYAAR

(1) MsUszananadmiudayaneiuguamn

2 Article 9 (2) In this paragraph, “sensitive personal data” means personal data the processing

of which constitutes sensitive processing (see section 86(7)).

154 Article 86 (7) In this section, “sensitive processing” means—

(a) the processing of personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs or trade union membership;
(b) the processing of genetic data for the purpose of uniquely identifying an individual;
(c) the processing of biometric data for the purpose of uniquely identifying an individual,
(d) the processing of data concerning health;
(e) the processing of data concerning an individual’s sex life or sexual orientation;
(f) the processing of personal data as to—
(i) the commission or alleged commission of an offence by an individual, or
(i) Proceedings for an offence committed or alleged to have been committed by an individual,

the disposal of such proceedings or the sentence of a court in such proceedings.
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155 Article 85 Overview

(1) This Chapter sets out the six data protection principles as follows—

(a) section 86 sets out the first data protection principle (requirement that processing be
lawful, fair and transparent);

(b) section 87 sets out the second data protection principle (requirement that the
purposes of processing be specified, explicit and legitimate);

() section 88 sets out the third data protection principle (requirement that personal data
be adequate, relevant and not excessive);

(d) section 89 sets out the fourth data protection principle (requirement that personal data

be accurate and kept up to date);
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(e) section 90 sets out the fifth data protection principle (requirement that personal data
be kept for no longer than is necessary);

(f) section 91 sets out the sixth data protection principle (requirement that personal data
be processed in a secure manner).
(2) Each of sections 86, 87 and 91 makes provision to supplement the principle to which it

relates.

156 Article 86 The first data protection principle

(1) The first data protection principle is that the processing of personal data must be—
(a) lawful, and
(b) fair and transparent.

(2) The processing of personal data is lawful only if and to the extent that—
(a) at least one of the conditions in Schedule 9 is met, and

(b) in the case of sensitive processing, at least one of the conditions in Schedule 10 is also

(5) In determining whether the processing of personal data is fair and transparent, regard is to be
had to the method by which it is obtained.
(6) For the purposes of subsection (5), data is to be treated as obtained fairly and transparently if
it consists of information obtained from a person who—

(a) is authorised by an enactment to supply it, or

(b) is required to supply it by an enactment or by an international obligation of the United

Kingdom.
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27 Article 87 The second data protection principle

(1) The second data protection principle is that—
(a) the purpose for which personal data is collected on any occasion must be specified,
explicit and legitimate, and
(b) personal data so collected must not be processed in a manner that is incompatible
with the purpose for which it is collected.
(3) Personal data collected by a controller for one purpose may be processed for
any other purpose of the controller that collected the data or any purpose of
another controller provided that—
(a) the controller is authorised by law to process the data for that purpose, and
(b) the processing is necessary and proportionate to that other purpose.
(4) Processing of personal data is to be regarded as compatible with the purpose
for which it is collected if the processing—
(a) consists of—
(i) processing for archiving purposes in the public interest,
(i) processing for the purposes of scientific or historical research, or
(iii) processing for statistical purposes, and

(b) is subject to appropriate safeguards for the rights and freedoms of the data subject.

18 Article 88 The third data protection principle
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The third data protection principle is that personal data must be adequate, relevant and not

excessive in relation to the purpose for which it is processed.

9 Article 89 The fourth data protection principle

The fourth data protection principle is that personal data undergoing processing must be

accurate and, where necessary, kept up to date.

160 Article 90 The fifth data protection principle

The fifth data protection principle is that personal data must be kept for no longer than is

necessary for the purpose for which it is processed.

161 Article 91 The sixth data protection principle

(1) The sixth data protection principle is that personal data must be processed in a manner
that includes taking appropriate security measures as regards risks that arise from
processing personal data.

(2) The risks referred to in subsection (1) include (but are not limited to) accidental or
unauthorised access to, or destruction, loss, use, modification or disclosure of, personal

data.
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162 Article 94 Right of access

(1) An individual is entitled to obtain from a controller—
(a) confirmation as to whether or not personal data concerning the individual is being
processed, and
(b) where that is the case—
(i) communication, in intelligible form, of the personal data of which that
individual is the data subject, and
(i) the information set out in subsection (2).
(2) That information is—
(a) the purposes of and legal basis for the processing;
(b) the categories of personal data concerned,;
() the recipients or categories of recipients to whom the personal data has been
disclosed;
(d) the period for which the personal data is to be preserved;
(e) the existence of a data subject’s rights to rectification and erasure of personal data (see
section 100);
(f) the right to lodge a complaint with the Commissioner and the contact details of the
Commissioner;

(g) any information about the origin of the personal data concerned.
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163 Article 170 A person must not knowingly or recklessly, without the consent of the data

controller—
(a) obtain or disclose personal data or the information contained in personal data, or
(b) procure the disclosure to another person of the information contained in personal

data.
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3.3.2.2 The Privacy and Electronic Communications (EC

Directive) Regulations 2003 (PECR)

nguueatuiiedunguinevesUssmeadanguiifeg uuiiugunis

ANMUALLINIIVBY European Union s?iqﬂuﬂﬁaﬁaﬂ’ﬁmu Directive 2002/58/EC (PECD)

TnadnisUeduldmausd 11 Suanmu a.a. 2003 tieAuasosmududiudidiniunis

a |

AndadaaisnisdianvselndiidvuanannisiiunishnnedsaisiiotngUuszasAves

N15a1an19nswenld aulszianvesnisinrednuarae 9 wagtdunisiivunaany

Uasadelunisusnisdaiudeyanisinsededns alTnguszasdlunsdunsesdoyanay

q

a o

aududiudilugafdvia Geladndunguunenldussneuiu DPA lunsitnundnseaiuy

a

& o o a A ¢ a < & s o Saa
LUUEIURNIUDINITERAITNIBLANNTOUNE dINMLUUUTELAUAN UqIUﬂaWNWUQUUUﬂﬁ@ﬂqﬁ

muauanududimvaIngugnAlduinisiunsinsedeaisiugliuinisiueiotne

n1sdeans undydRdnlngazidumsimunnivguesinsiliuinisaisisazineaiunis

a A ~ Y a 1% dl‘ o w 19 ¥ A, £ < ' v
ANFBEBDE LJJE)m%Uiﬂ’]ﬁ@’IUﬂqiﬂ@ﬁ"liQﬂf\]’]ﬂWVLJJIMLU@LNEJGUE]QJUﬁ ﬂE]’]"UﬂaTJVLWJ']ﬂQVTlI']EJ

Y

LY a

g = Y = v = a = ' =
atuililudnguassanilsonemlunisiintedeyaieglussuuuinsinsetngasnsae vise
lunsalivoyaseanisiiifsediugliuing

< o v va v a =
PECR lunguinenfiundyalinseungudeyauiaznisindedeaisiu

¢ v

1] [ [ ] a s a 3 = o a6
anganyilde VLQJ’N‘\]%LUuﬁ’JuSU’eNﬂﬂiﬂﬁ?@@lﬁﬂ‘ﬂi@‘ﬂﬂﬂ 52109 INSANA YoAy lﬂSHZUS

¥
a A

a & a ¢ Ao s v aa
2LaNNIvUNd LLagiﬁ/liﬁ'ﬁVIiJ'JmQﬂﬁgaﬂf’Wl'Nﬂ'ﬁma’WI ﬂ'ﬁi?ﬁ\ﬂﬂﬂﬂﬂ“ﬁi@lﬂﬂﬂiﬂiaﬁ@u

a

AdeAdsiu Nanunsaszyiseazideanaitunisdnaivledvsousnisnedidnvseiind

a A

AU 9 Anuvasadeuesnisiiuinsinnedeaisnididnnsedng uaz anududiusiives
anenlunisldauaiatigiienisindedoa1svsousn1siieiutoyadsn9s Tayasuniad

¢ T1warldgarldanensTuuInIg MsliuInIsveane (Wi siansinsAnyivsenisinse

naunnelnsdne) vsesienisanse s

nsUsRundnnaEisng o ssgatulungliuinisdeanstidnvsednd
41515008 1A8AEARINNINTNITMENATALAZINTNTVRIRIANT NI NKIAUUARAsY
18301151UINT waziluwimslunisivualndeyadiuyananiedniglanisguaresny

ausaindelmanizyprailasuoygnkaiiongUszasAlagvaumengnanemiiy &



133

a 1 a v

#INN15IUAeTaYanINLInTNISIAIMUAladudesegalidedAgydanisdeans

b

[ a =2

Sidnnseiindarsnsnue fliuinisezdeadalifuuinimauisaninvesanuides
wmsnsfungaufifiuuinsealdsuiiietiostuaumdes uazaldanefionafinduan
nslalfnnsnamandu’® venani PECR Ssoralddsduiuyanarmluiifimslinatauuy
nsssilnsiwt Wswdlddidnmseding dennu Insans Bstidnvaisuieafudliuinms

Anrodeaisnediannseling FslunisAnwaznduundygRviediioliduidnvuzaes

o

[

nsiatunsiniasUamedeya lnelisvaziBunmall

S < o V1 v ! =)
lunsdlveddnsarsuing 20 Afin1simualiin Muueraledmse
J Y a = Y al vy d‘ [ (3 o v
neliinnisdeansiaedsuilasesvaieinguszasalunisviinisnainnienss lnenisld
sans dennaaviidinsaslutudunnaevvestawnuaaa viuwiyaaatuldliaay
a v v - = & = ° 9 o v 19 vl
gusanlineunad vialunsdluingy 21 AlnsAmuandnniIsuaUsemsivinulaluiinag

a 1 (% 6 dl' LY o dd‘
GW’IG]EW]'NIVI??]‘WV]LW@'JG]QUiSﬁQ?’ﬂUﬂ’]iVI'W]aWWVI'NGWQ Tunseln

- 11vmNgaUNs ATt LAk LU AR lISUNSRRse I Ny
v &
WAl 139
5 VY dy = 1 6 a 1 v v 1
- vungavnulasunistung teuluuseasnsunisinmald LAuwe

mneavtulstunsidoulduszasnsunisinsalilady 28 Tu neuTuifnsalnedlas09e

a g aa v = & ] o i & [V o va 1 BN
199 UUNTUNLANVDINUIULAVYIVUN LU UAINA1IUY 1@LLﬁ]\ﬂ‘Uﬁﬂamﬂﬁaqumﬂ@ﬂquﬁLUﬂqi

164 . . . o :
Security of public electronic communications services

Section 5.—(1) Subject to paragraph (2), a provider of a public electronic communications service
(“the service provider”) shall take appropriate technical and organisational measures to safeguard
the security of that service.
(3) Where, notwithstanding the taking of measures as required by paragraph (1), there remains a
significant risk to the security of the public electronic communications service, the service
provider shall inform the subscribers concerned of—

(a) the nature of that risk;

(b) any appropriate measures that the subscriber may take to safeguard against that risk;
and

() the likely costs to the subscriber involved in the taking of such measures.
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%Section 1 Unauthorised access to computer material.

(1) A person is guilty of an offence if—

(a) he causes a computer to perform any function with intent to secure access to any
program or data held in any computer, or to enable any such access to be secured ;

(b) the access he intends to secure, or to enable to be secured, is unauthorised; and

(c) he knows at the time when he causes the computer to perform the function that that

is the case.
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166 Section 2 Unauthorised access with intent to commit or facilitate commission of further

offences.
(1) A person is guilty of an offence under this section if he commits an offence under section 1
above (“the unauthorised access offence”) with intent—

(a) to commit an offence to which this section applies; or

(b) to facilitate the commission of such an offence (whether by himself or by any other
person);and the offence he intends to commit or facilitate is referred to below in this section as
the further offence.
(2) This section applies to offences—

(a) for which the sentence is fixed by law; or

(b) for which a person who has attained the age of twenty-one years (eighteen in relation
to England and Wales) and has no previous convictions may be sentenced to imprisonment for a
term of five years (or, in England and Wales, might be so sentenced but for the restrictions

imposed by section 33 of the M1Magistrates’ Courts Act 1980).

167 Section 3 Unauthorised acts with intent to impair, or with recklessness as to impairing,

operation of computer, etc.
(1) A person is guilty of an offence if—
(a) he does any unauthorised act in relation to a computer;

(b) at the time when he does the act he knows that it is unauthorised; and
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() either subsection (2) or subsection (3) below applies.
(2) This subsection applies if the person intends by doing the act—
() to impair the operation of any computer;
(b) to prevent or hinder access to any program or data held in any computer;
(€) to impair the operation of any such program or the reliability of any such data;

(d) to enable any of the things mentioned in paragraphs (a) to (c) above to be done.
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entitled to inherit on the following terms”.
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182 The Unfair Term in Consumer Contracts Regulations 1999 section 5 — Unfair Terms

(1) A contractual term which has not been individually negotiated shall be regarded as unfair if,
contrary to the requirement of good faith, it causes a significant imbalance in the parties' rights
and obligations arising under the contract, to the detriment of the consumer.

(2) A term shall always be regarded as not having been individually negotiated where it has been
drafted in advance and the consumer has therefore not been able to influence the substance of
the term.

(3) Notwithstanding that a specific term or certain aspects of it in a contract has been individually
negotiated, these Regulations shall apply to the rest of a contract if an overall assessment of it
indicates that it is a pre-formulated standard contract.

(4) It shall be for any seller or supplier who claims that a term was individually negotiated to
show that it was.

(5) Schedule 2 to these Regulations contains an indicative and non-exhaustive list of the terms

which may be regarded as unfair.
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AARNUIN

REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT (2015)

SECTION 1. SHORT TITLE. This [act] may be cited as the Revised Uniform Fiduciary

Access to Digital Assets Act (2015).
SECTION 2. DEFINITIONS. In this [act]:

(1) “Account” means an arrangement under a terms-of-service agreement in which a
custodian carries, maintains, processes, receives, or stores a digital asset of the user or

provides goods or services to the user.

(2) “Agent” means an attorney-in-fact granted authority under a durable or nondurable

power of attorney.
(3) “Carries” means engages in the transmission of an electronic communication.

(4) “Catalogue of electronic communications” means information that identifies each
person with which a user has had an electronic communication, the time and date of

the communication, and the electronic address of the person.

(5) “[Conservator]” means a person appointed by a court to manage the estate of a

living individual. The term includes a limited [conservator].

(6) “Content of an electronic communication” means information concerning the

substance or meaning of the communication which:
(A) has been sent or received by a user;

(B) is in electronic storage by a custodian providing an electronic-communication
service to the public or is carried or maintained by a custodian providing a

remote-computing service to the public; and

(Q) is not readily accessible to the public.
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(7) “Court” means the [insert name of court in this state having jurisdiction in matters

relating to the content of this act].

(8) “Custodian” means a person that carries, maintains, processes, receives, or stores

a digital asset of a user.

(9) “Designated recipient” means a person chosen by a user using an online tool to

administer digital assets of the user.

(10) “Digital asset” means an electronic record in which an individual has a right or
interest. The term does not include an underlying asset or liability unless the asset or

liability is itself an electronic record.

(11) “Electronic” means relating to technology having electrical, digital, magnetic,

wireless, optical, electromagnetic, or similar capabilities.

(12) “Electronic communication” has the meaning set forth in 18 US.C.

Section 2510(12) [, as amended].

(13) “Electronic-communication service” means a custodian that provides to a user

the ability to send or receive an electronic communication.

(14) “Fiduciary” means an original, additional, or successor personal representative,

[conservator], agent, or trustee.

(15) “Information” means data, text, images, videos, sounds, codes, computer

programs, software, databases, or the like.

(16) “Online tool” means an electronic service provided by a custodian that allows
the user, in an agreement distinct from the terms-of-service agreement between the
custodian and user, to provide directions for disclosure or nondisclosure of digital

assets to a third person.

(17) “Person” means an individual, estate, business or nonprofit entity, public
corporation, government or governmental subdivision, agency, or instrumentality, or

other legal entity.
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(18) “Personal representative” means an executor, administrator, special administrator,
or person that performs substantially the same function under law of this state other

than this [act].

(19) “Power of attorney” means a record that grants an agent authority to act in the

place of a principal.

(20) “Principal” means an individual who grants authority to an agent in a power of

attorney.

)

(21) “[Protected person]” means an individual for whom a [conservator] has been
appointed. The term includes an individual for whom an application for the

appointment of a [conservator] is pending.

(22) “Record” means information that is inscribed on a tangible medium or that is

stored in an electronic or other medium and is retrievable in perceivable form.

(23) “Remote-computing service” means a custodian that provides to a user computer-
processing services or the storage of digital assets by means of an electronic

communications system, as defined in 18 U.S.C. Section 2510(14)[, as amended].

(24) “Terms-of-service agreement” means an agreement that controls the relationship

between a user and a custodian.

(25) “Trustee” means a fiduciary with legal title to property under an agreement or
declaration that creates a beneficial interest in another. The term includes a successor

trustee.
(26) “User” means a person that has an account with a custodian.

(27) “Will” includes a codicil, testamentary instrument that only appoints an executor,

and instrument that revokes or revises a testamentary instrument.
SECTION 3. APPLICABILITY.

(a) This [act] applies to:
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(1) a fiduciary acting under a will or power of attorney executed before, on, or

after [the effective date of this [act]];

(2) a personal representative acting for a decedent who died before, on, or after

[the effective date of this [act]];

(3) a [conservatorship] proceeding commenced before, on, or after [the effective

date of this [act]]; and

(4) a trustee acting under a trust created before, on, or after [the effective date

of this [act]].

(b) This [act] applies to a custodian if the user resides in this state or resided in this

state at the time of the user’s death.

(c) This [act] does not apply to a digital asset of an employer used by an employee in

the ordinary course of the employer’s business.
SECTION 4. USER DIRECTION FOR DISCLOSURE OF DIGITAL ASSETS.

(a) A user may use an online tool to direct the custodian to disclose to a designated
recipient or not to disclose some or all of the user’s digital assets, including the content
of electronic communications. If the online tool allows the user to modify or delete
a direction at all times, a direction regarding disclosure using an online tool overrides

a contrary direction by the user in a will, trust, power of attorney, or other record.

(b) If a user has not used an online tool to give direction under subsection (a) or if the
custodian has not provided an online tool, the user may allow or prohibit in a will,
trust, power of attorney, or other record, disclosure to a fiduciary of some or all of the
user’s digital assets, including the content of electronic communications sent or

received by the user.

(c) A user’s direction under subsection (a) or (b) overrides a contrary provision in a
terms-of-service agreement that does not require the user to act affirmatively and

distinctly from the user’s assent to the terms of service.
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SECTION 5. TERMS-OF-SERVICE AGREEMENT

(a) This [act] does not change or impair a right of a custodian or a user under a terms-

of-service agreement to access and use digital assets of the user.

(b) This [act] does not give a fiduciary or designated recipient any new or expanded
richts other than those held by the user for whom, or for whose estate, the fiduciary

or designated recipient acts or represents.

(c) A fiduciary’s or designated recipient’s access to digital assets may be modified or
eliminated by a user, by federal law, or by a terms-of-service agreement if the user has

not provided direction under Section 4.
SECTION 6. PROCEDURE FOR DISCLOSING DIGITAL ASSETS.

(@) When disclosing digital assets of a user under this [act], the custodian may at its

sole discretion:
(1) grant a fiduciary or designated recipient full access to the user’s account;

(2) grant a fiduciary or designated recipient partial access to the user’s account
sufficient to perform the tasks with which the fiduciary or designated recipient is

charged; or

(3) provide a fiduciary or designated recipient a copy in a record of any digital
asset that, on the date the custodian received the request for disclosure, the user
could have accessed if the user were alive and had full capacity and access to the

account.

(b) A custodian may assess a reasonable administrative charge for the cost of disclosing

digital assets under this [act].
(c) A custodian need not disclose under this [act] a digital asset deleted by a user.

(d) If a user directs or a fiduciary requests a custodian to disclose under this [act] some,
but not all, of the user’s digital assets, the custodian need not disclose the assets if

segregation of the assets would impose an undue burden on the custodian. If the
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custodian believes the direction or request imposes an undue burden, the custodian

or fiduciary may seek an order from the court to disclose:

(1) a subset limited by date of the user’s digital assets;
(2) all of the user’s digital assets to the fiduciary or designated recipient;
(3) none of the user’s digital assets; or
(4) all of the user’s digital assets to the court for review in camera.

SECTION 7. DISCLOSURE OF CONTENT OF ELECTRONIC COMMUNICATIONS OF
DECEASED USER

If a deceased user consented or a court directs disclosure of the contents of electronic
communications of the wuser, the custodian shall disclose to the personal
representative of the estate of the user the content of an electronic communication

sent or received by the user if the representative gives the custodian:
(1) a written request for disclosure in physical or electronic form;
(2) a [certified] copy of the death certificate of the user;

(3) a [certified] copy of [the letter of appointment of the representative or a

small-estate affidavit or court order];

(4) unless the user provided direction using an online tool, a copy of the user’s
will, trust, power of attorney, or other record evidencing the user’s consent to

disclosure of the content of electronic communications; and
(5) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account

identifier assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user; or

(O) a finding by the court that:
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(i) the user had a specific account with the custodian, identifiable

by the information specified in subparagraph (A);

(i) disclosure of the content of electronic communications of
the user would not violate 18 U.S.C. Section 2701 et seq.[, as amended], 47 U.S.C.

Section 222[, as amended], or other applicable law;

(iii) unless the user provided direction using an online tool, the

user consented to disclosure of the content of electronic communications; or

(iv) disclosure of the content of electronic communications of

the user is reasonably necessary for administration of the estate.
SECTION 8. DISCLOSURE OF OTHER DIGITAL ASSETS OF DECEASED USER

Unless the user prohibited disclosure of digital assets or the court directs otherwise, a
custodian shall disclose to the personal representative of the estate of a deceased
user a catalogue of electronic communications sent or received by the user and digital
assets, other than the content of electronic communications, of the user, if the

representative gives the custodian:
(1) a written request for disclosure in physical or electronic form;
(2) a [certified] copy of the death certificate of the user;

(3) a [certified] copy of [the letter of appointment of the representative or a

small-estate affidavit or court order]; and
(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account

identifier assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user;

(O) an affidavit stating that disclosure of the user’s digital assets is

reasonably necessary for administration of the estate; or
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(D) a finding by the court that:

(i) the user had a specific account with the custodian, identifiable

by the information specified in subparagraph (A); or

(i) disclosure of the user’s digital assets is reasonably necessary

for administration of the estate.

SECTION 9. DISCLOSURE OF CONTENT OF ELECTRONIC COMMUNICATIONS OF
PRINCIPAL

To the extent a power of attorney expressly grants an agent authority over the content
of electronic communications sent or received by the principal and unless directed
otherwise by the principal or the court, a custodian shall disclose to the agent the

content if the agent gives the custodian:
(1) a written request for disclosure in physical or electronic form;

(2) an original or copy of the power of attorney expressly granting the agent

authority over the content of electronic communications of the principal;

(3) a certification by the agent, under penalty of perjury, that the power of

attorney is in effect; and
(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account

identifier assigned by the custodian to identify the principal’s account; or
(B) evidence linking the account to the principal.
SECTION 10. DISCLOSURE OF OTHER DIGITAL ASSETS OF PRINCIPAL

Unless otherwise ordered by the court, directed by the principal, or provided by a
power of attorney, a custodian shall disclose to an agent with specific authority over
digital assets or general authority to act on behalf of a principal a catalogue of

electronic communications sent or received by the principal and digital assets, other
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than the content of electronic communications, of the principal if the agent gives the

custodian:
(1) a written request for disclosure in physical or electronic form;

(2) an original or a copy of the power of attorney that gives the agent specific

authority over digital assets or general authority to act on behalf of the principal;

(3) a certification by the agent, under penalty of perjury, that the power of

attorney is in effect; and
(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account

identifier assigned by the custodian to identify the principal’s account; or
(B) evidence linking the account to the principal.

SECTION 11. DISCLOSURE OF DIGITAL ASSETS HELD IN TRUST WHEN TRUSTEE IS
ORIGINAL USER

Unless otherwise ordered by the court or provided in a trust, a custodian shall disclose
to a trustee that is an original user of an account any digital asset of the account held
in trust, including a catalogue of electronic communications of the trustee and the

content of electronic communications.

SECTION 12. DISCLOSURE OF CONTENTS OF ELECTRONIC COMMUNICATIONS HELD
IN TRUST WHEN TRUSTEE NOT ORIGINAL USER

Unless otherwise ordered by the court, directed by the user, or provided in a trust, a
custodian shall disclose to a trustee that is not an original user of an account the
content of an electronic communication sent or received by an original or successor
user and carried, maintained, processed, received, or stored by the custodian in the

account of the trust if the trustee gives the custodian:

(1) a written request for disclosure in physical or electronic form;
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(2) a certified copy of the trust instrument [or a certification of the trust under
[cite trust-certification statute, such as Uniform Trust Code Section 1013]] that includes

consent to disclosure of the content of electronic communications to the trustee;

(3) a certification by the trustee, under penalty of perjury, that the trust exists

and the trustee is a currently acting trustee of the trust; and
(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account

identifier assigned by the custodian to identify the trust’s account; or
(B) evidence linking the account to the trust.

SECTION 13. DISCLOSURE OF OTHER DIGITAL ASSETS HELD IN TRUST WHEN
TRUSTEE NOT ORIGINAL USER

Unless otherwise ordered by the court, directed by the user, or provided in a trust, a
custodian shall disclose, to a trustee that is not an original user of an account, a
catalogue of electronic communications sent or received by an original or successor
user and stored, carried, or maintained by the custodian in an account of the trust and
any digital assets, other than the content of electronic communications, in which the

trust has a right or interest if the trustee gives the custodian:
(1) a written request for disclosure in physical or electronic form;

(2) a certified copy of the trust instrument[ or a certification of the trust under

[cite trust-certification statute, such as Uniform Trust Code Section 1013]];

(3) a certification by the trustee, under penalty of perjury, that the trust exists

and the trustee is a currently acting trustee of the trust; and
(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account

identifier assigned by the custodian to identify the trust’s account; or
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(B) evidence linking the account to the trust.

SECTION 14. DISCLOSURE OF DIGITAL ASSETS TO [CONSERVATOR] OF [PROTECTED
PERSON

(a) After an opportunity for a hearing under [state conservatorship law], the court may

grant a [conservator] access to the digital assets of a [protected personl.

(b) Unless otherwise ordered by the court or directed by the user, a custodian shall
disclose to a [conservator] the catalogue of electronic communications sent or
received by a [protected person] and any digital assets, other than the content of
electronic communications, in which the [protected person] has a right or interest if

the [conservator] gives the custodian:
(1) a written request for disclosure in physical or electronic form;

(2) a [certified] copy of the court order that gives the [conservator] authority over

the digital assets of the [protected person]; and
(3) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account
identifier assigned by the custodian to identify the account of the [protected person];

or
(B) evidence linking the account to the [protected personl.

(c) A [conservator] with general authority to manage the assets of a
[protected person] may request a custodian of the digital assets of the [protected
person] to suspend or terminate an account of the [protected person] for good cause.
A request made under this section must be accompanied by a [certified] copy of the

court order giving the [conservator] authority over the protected person’s property.
SECTION 15. FIDUCIARY DUTY AND AUTHORITY.

(a) The legal duties imposed on a fiduciary charged with managing tangible property

apply to the management of digital assets, including:
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(1) the duty of care;
(2) the duty of loyalty; and
(3) the duty of confidentiality.

(b) A fiduciary’s or designated recipient’s authority with respect to a digital asset of a

user:

(1) except as otherwise provided in Section 4, is subject to the applicable terms of

service;

(2) is subject to other applicable law, including copyright law;

(3) in the case of a fiduciary, is limited by the scope of the fiduciary’s duties; and
(4) may not be used to impersonate the user.

(c) A fiduciary with authority over the property of a decedent, [protected person],
principal, or settlor has the right to access any digital asset in which the decedent,
[protected person], principal, or settlor had a right or interest and that is not held by

a custodian or subject to a terms-of-service agreement.

(d) A fiduciary acting within the scope of the fiduciary’s duties is an authorized user of
the property of the decedent, [protected personl], principal, or settlor for the purpose
of applicable computer-fraud and unauthorized-computer-access laws, including [this

state’s law on unauthorized computer access].

(e) A fiduciary with authority over the tangible, personal property of a decedent,

[protected person], principal, or settlor:
(1) has the right to access the property and any digital asset stored in it; and

(2) is an authorized user for the purpose of computer-fraud and
unauthorized-computer-access laws, including [this state’s law on unauthorized

computer access].
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(f) A custodian may disclose information in an account to a fiduciary of the user when
the information is required to terminate an account used to access digital assets

licensed to the user.

(g) A fiduciary of a user may request a custodian to terminate the user’s account. A
request for termination must be in writing, in either physical or electronic form, and

accompanied by:
(1) if the user is deceased, a [certified] copy of the death certificate of the user;

(2) a [certified] copy of the [letter of appointment of the representative or a
small-estate affidavit or court order,] court order, power of attorney, or trust giving the

fiduciary authority over the account; and
(3) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or account identifier

assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user; or

(Q) a finding by the court that the user had a specific account with the custodian,

identifiable by the information specified in subparagraph (A).
SECTION 16. CUSTODIAN COMPLIANCE AND IMMUNITY.

(a) Not later than [60] days after receipt of the information required under Sections 7
through 15, a custodian shall comply with a request under this [act] from a fiduciary
or designated recipient to disclose digital assets or terminate an account. If the
custodian fails to comply, the fiduciary or designated recipient may apply to the court

for an order directing compliance.

(b) An order under subsection (a) directing compliance must contain a finding that

compliance is not in violation of 18 U.S.C. Section 2702[, as amended].

(c) A custodian may notify the user that a request for disclosure or to terminate an

account was made under this [act].
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(d) A custodian may deny a request under this [act] from a fiduciary or designated
recipient for disclosure of digital assets or to terminate an account if the custodian is
aware of any lawful access to the account following the receipt of the fiduciary’s

request.

(e) This [act] does not limit a custodian’s ability to obtain or require a fiduciary or
designated recipient requesting disclosure or termination under this [act] to obtain a

court order which:
(1) specifies that an account belongs to the [protected person] or principal,

(2) specifies that there is sufficient consent from the [protected person] or principal]

to support the requested disclosure; and
(3) contains a finding required by law other than this [act].

(f) A custodian and its officers, employees, and agents are immune from liability for an

act or omission done in good faith in compliance with this [act].
SECTION 17. UNIFORMITY OF APPLICATION AND CONSTRUCTION.

In applying and construing this uniform act, consideration must be given to the need
to promote uniformity of the law with respect to its subject matter among states that

enact it.

SECTION 18. RELATION TO ELECTRONIC SIGNATURES IN GLOBAL AND NATIONAL
COMMERCE ACT

This [act] modifies, limits, or supersedes the Electronic Signatures in Global and
National Commerce Act, 15 U.S.C. Section 7001 et seq., but does not modify, limit, or
supersede Section 101(c) of that act, 15 U.S.C. Section 7001(c), or authorize electronic
delivery of any of the notices described in Section 103(b) of that act, 15 U.S.C.
Section 7003(b).

SECTION 19. SEVERABILITY
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If any provision of this [act] or its application to any person or circumstance is held
invalid, the invalidity does not affect other provisions or applications of this [act] which
can be given effect without the invalid provision or application, and to this end the

provisions of this [act] are severable.]

SECTION 20. REPEALS; CONFORMING AMENDMENTS.

SECTION 21. EFFECTIVE DATE. This [act] takes effect....
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