TCP/IP
1S0/0S1 Model
Layer ISO/OSI TCP/IP (Internet)
7 Application Telnet, FTP, SMTP, HTTP,
6 Representation DNS, BOOTP,DHCP,SNMP
5 Session
4 Transport TCP 1UDP
3 Network IP 1ICMP 1IGMP
2 Data Link Device Driver and Interface
1 Physical Media
1 ISO/OSI Model TCP/IP
P
P
TCP  UDP

Physical Layer Data Link Layer

(IEEE802.3) TCP IP Network  Transport

Layer HTTP Session, Representation
Application

2.1, Web Device

(" TCP) Rodney



Snell ( 999) Web-Based Device Monitoring and Control
4
. (Embedded Web Server)

. (Embedded Web Server
+ External Web Server)

Applet,

® CGl (External Web Server + CGl)

CGl
(Common Gateway Interface)

. (Customize
External Web Server) CGl

CGl

CGl



2.2, (IEEE 802.3)
(Local  Area
Network) Broadband Network
Network Interface Controller
Manchester 10Mbs
1 NIC
(Network interface Controller)
NIC Check sum
Header NIC 2

PRE SFD DES SRC TYPE ~ DATA  FCS
62b 2b 6B 6B 2B 4B - 4B

15008
NIC DMA
NIC DMA
NIC
“B"- Bytes
“b"- hits
2 Ethernet
2 NIC
DMA  PRE (PREAMBLE)  SFD
NIC
NIC

FCS (Frame Check Sum)
NIC DES ( MAC )



SRC { MAC ) TYPE ( ) Daa( )

ARP
2.3. IP

IP (Internet Protocol) TCPI

TCP UDP ICMP ,IGMP
P P Connectionless !
P
P
P
Type of Service, Length, Time to Live, Protocol, Checksum P Address
ICMP TCP  UDP

24. ARP

ARP (Address Resolution Protocol)

P
ARP
RFC 826 ARP
IP- Physical Address
MAC
Address A
MAC
48 P 32
ARP MAC

Data Link Layer P

P
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ARP (Request) (Reply)
MAC P
MAC P
ARP Request  Reply 3

Ethernet Ethernet ~ Frame Hard Prot Hard Prot OP  Sender Sender Target Ethernet Target
DES Addr  SRC Addr Type  Type Type size size Ethernet [P Addr Addr IP Addr
Addr

6B 68 28 2B2 1B1B 2B 6 48 6B 4B
Ethernet Header 28 Byte ARP request/reply

3 ARP

ARP
Ethernet DES Addr  SRC Addr MAC
MAC
MAC Broadcast
MAC Hard Type, Prot
Type, Hard Size, Prot Size 0x0001, 0x0800, 6 4
P

ARPy ARP
MAC P
ARP MAC

Broadcast 4 MAC
5 ARP request (Ethernet
broadcast)



hostrane

hostname |~ __~ |
l resolver (l)m I
“IPaddr
@ establish connection
with IP address

TP

send IP datagram
to [P address

/ w
arp {18

® |
©, 19
T

Ethernet
driver

A
‘,-_Wm"ﬁtiﬂsw??@g@__-_i_I_.. 4k
] 1
: e
i F
Ethernet i ‘ Ethemet
driver H driver

()]

ARP ARP i

4 ARP
ARP

P ARP Reply MAC

Mac
ARP
MAC

ARP
ARP Table

Mac ARP (
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2.5. ICMP

ICMP (Internet Control Message Protocol)
P . P
Message  ICMP
echo request ping request

Ping Sonar

Ping
Ping Response

5 Request
10.0. 0.2 10001 Ping Response 10.0.0.1
10.0. 02
1 0.0l..:)p.;p e i
AN 5 N3RS Ping
2.6. TCP

TCP (Transmission Control Protocol)
TCP
Sliding Window
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TCP Sequence Number
Packet Acknowledgement Number
Sequence Number Packet Packet
Acknowledgement (ACK) Checksum
Application TCP
Checksum  TCP
TCP 6
SYN Packet
ACK  SYN Packet (Client) ACK
SYN 2
PSH ACK Packet
FIN
Packet ~ ACK
client server

B ¥332:182529:1332182529101
Win 409, <ross 024> — — — - M

\ SYN 1394129409:1394129409(0())
17— . ack 1332182530, win 40%, < $1024> i
ack 1, win 409 ;L

1 /.

ack 5121, win 4096

16 fin 81938193(0)ack 1, win40% A
ack 8194, win 4096 12
£ FIN 1:1(0) ack 8194, win 90% _
9 ... ack 2, win 409

6 TCP
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2.1. HTTP

HTTP  (HyperText Transfer Protocol)
Application HTTP
2 Request Response

Header Data

HTTP Header

Data HTTP
I Request
Header Data
Request Post
Response Header
Response

Data

Request
Header :

GET/HTTP/L.1

Data : X

"Header :
HTTP/1.1200 OK —’

Content type: text/htm v

Data :
<HTML>.....</HTML>

Response

I HTTP



2.8.

HEX
0X00
0X01
0X02
0X03
0X04
0X05
0X06
0X07
0X08
0X09
0X0A
0X0B
0X0C
0X0D
0X0E
0XOF

Base 64
Base 64
Email
(Basic Web Authentication) 5
Base 64 3 4
6 ( 1)

1 Base 64

String HEX String HEX String HEX String
‘A" 0x10 'Q” 0X20 g~ 0x3 "7
“B” 0X11  “Rr 0X21  *h” 0x31 X"

‘" 0X12 YT 0X22 0X32  “y’
0x13 o 0x23 i 0x33 <

ULl oxt4 0X24 k" 0x34 -0

«pu 0X15  “V*  0X25 0X35

'G" O0X16 ‘" 0X26  ‘m"  0x36 I

“H'OX17 X" 0X27 ‘" OX37 '3

oxig '+ oxs 0 ox3g 4
ox19 Wt 0X29  “p 0X39
K OXLA ta'  OX2A ‘g’ OX3A O

M oxte v oxes ™ ox3 M
“‘M' 0XxIC '¢”  0Xx2c - ox3c P
‘N 0XID “d”  0xeDp W 0x3 9
0" OXIE e OXE -, o M

P> OX1F  pi OX2F ey oX3F |

(Bit Stream) 6

15
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8)
ASCII (Hex)
Bit Stream
6 Bit
Hex
8
3
8
“pok:test "
" 0x00

(Bit Stream)

BASE 64

pok”

0x70 Ox6F 0x6B

01110000 01101111 01101011
011100 000110 111101 101011
0x1C 0x06 0x3D 0x2B

“cGIr

Base64

3 (Space)
“pok;test”

Hex

16
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