Behavior)

15)

(2541 1)
(Juvenile Delinquency)

(Crime)

Crime

2541 5)

Beccaria (Cesare Beccaria, 1964

Crimen

(Crime)
(Deviant

Criminis

, 2531



Jeffery (C. R. Jeffery, 1960 , 2541 1)

Sutherland (Edwin H. Sutherland, 1974: 243)

Durkheim (1964: 21)

Nettler (1974 , 2541 1)

Hagan (John Hagan, 1985: 49 , 2538 11)

Vetter Silverman (Harold J. Vetter and Ira J. Silverman 1986: 8)
(2542: 36)

(2541: 5)



(2514: 14-16)

(2538 7)

(2518; 19)

(2523 51)

(2525 939)



2.

Bloch
8

F.B.I. (Federal Bureau of Investigation)
,2540:140-141)

1 (Class 1 Crimes)

2 (Class 2 Crimes)

Geis ( '

| 2539; 26-27)

10



(2538: 7-9)

11 Mala  Se

1.2 Mala Prohibita



Quinney

21

1) 1
2)
2.2
Clinard
9
31
3.2

33

12



- 2540 3)

34

35

3.6

3.7

38

39

3( . 2540 - . 2544

13



(Crimiel)

Quinney (Richard  Quinney, 1970: 16)

14



Ailen (Harry E. Ailen and others, 1981 20
2538: 10)

(2541: 16)
(' Sanction )
(2538: 12)
(2525 939)
Garafaro ( , 2540: 141)
4

1 (murderers)
2. (violent criminals)
3. (criminals deficient in probity)
4, (lascivious criminals)
Ferri , 2539; 21-22)



30

(2542: 36:37)

16



Offenses. 1976 : 31)

Edward J.Barnes ( 1996: 185)

(Yash Vyas 12355
, 2533:2)

(2523:77)

( E.H.Sutherland )

17

( Committee on economic

White - collar- Crime



Congress )

(2531 :6)

18

" (1988 - 1989:235)

1979 (. .2522) (United States

(Justice System Administration Improvement Act )
(Non - physical means)

(property )
"

12523 : 78)



2536:3 )

(2532 :12)

( Business Crime )

(2534 : 14)

(2530:7)

19

(Commercial Crime )
(White Collar Crime )



Andenaes

(2532 :123)

20

" (White - collar Crime)



» I» tniwiivouinil

11 Y 1lvia8
, 2531 :38)
;" (Organize Crime )
AN
( , 2532 :13)
(2530:24)
5



(Invoice )

( Organization crime )

(Telex )

(2529:17- 21)

22



10.

23
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(2540)

(2535:41)

25



26



21

2540

27
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(2555:47-51 )

29



. .2529

12533 :12- 13)

(UNAFEI )

(2531)

12

(Controlling Economic Crime )

18 ]

30
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( Characteristics )

73 UNAFEI



3) ( Extradition )

( INTERPOL )
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Kenneth ¢. Laudon (1994: 724)
“Computer Crime is The Commission of illegal acts through the use of a
computer or againts a computer systems"

Stephen A Moscove (1997 : 246) “Computer Crime is the use
of a computer to deceive for personal gain”



35

2.2

1 A graduate student infected a computer network with a virus that disrupted over
10,000 separate systems.

2. A company accused a computer-equipment vendor of fraudulently representing the
capabilities of a computer system, charging that the full system was never delivered and
that the software was inadequate.

3. afit of resentment, a keyboard operator shattered a CRT screen with her high-
heeled shoe.

4. Some employees of a credit bureau sent notices to some of the individuals listed as
bas risks in its files. For a fee the employees would withhold the damaging information,
thereby enhancing the credit worthiness of the applicants.

5. A computer dating service was sued because referrals for dates were so few and
inappropriate. The owner eventually admitted that no computer was used to match
dates, even though the use of a computer was advertised.

6. A programmer changed a dividends-payment program to reduce the dividends of
selects stockholders, and to issue a check for sum of the reductions-$56,000.

. Stephen A Moscove, Core concepts of Accounting Information System.
(1997 :247)



2541 - 9)

36

, 25



James A Senn. (1997; 55-56)

1. Data Didding

2. Data Leakage

37



(slices)

3. Logic Bomb
( time bomb )

4. Piggybacking

5. Salami (data) slicing

6. Scavenging

7. Time Bomb

8. Trapdoor

9. Trojan horse

Trojan horse

10. Wiretapping

38



11.

Zapping

39
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1. Accounting Irregularities
(Input Document )

22 12 i

2. Internal Control Weaknesses



3. Unreasonable Anomalies

22

4. Lifestyle Changes

5. Behavioral Changes

1. Technical Background

and Straub (1989).

41

Hotter
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2.3

27

23

14

TOTAL 100

. Stephen A. Moscove, Core concepts of Accounting Information System.
(1997 :257)
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70

2. Moral

3.Screening Applicants

the National Center for Computer Crime Data
30

43
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(Organized Crime )

( Career )

( Con Artists )

( Ideologues )

hacker / cracker
hacker  cracker

hacker

cracker
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1973 . . Department of Health, Education, and Welfare
Department of Health and Human Services A Code of Fair
Information Practices

1 Non-governmental Area

The Fair Credit Reporting Act of 1970.



11

1.2

2. Federal Governmental Area

2.1 The Freedom of Information Act 1970

2.2 The Educational Privacy Act

2.3 The Federal Privacy Act of 1974

46
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2.4 The Right to Financial Privacy Act of 978

IRS  FBI

2.5 Electronic Communications Privacy Act of 1986

2.6 Computer Fraud and Abuse Act of 1986

2.7 Computer Security Act of 1987
550

(The National Institutions of Standards
and technology ~ NIST)

Computer Fraud and Abuse Act of 1984

J 0 A guil v v

1-define computer term



2. define some act as misdemeanors ( Minor Crimes )

3. declare other acts to be felonies ( Major Crimes )

Crime Data (NCCCD)
(State Court)

" , .. 1990s

.. 2503

National Center for Computer
1



., 0212/27/18

(NECTEC )

18

'( Electronic Commerce )

49
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( The Deviant Behavior Perspective )

(2543:9) ( The Deviant
Behavior Perspective )

(Talcot Parsons, , 2540 : 22)



(Queer)

(Socialization)

, 2527:137)

" (Robert K.Merton

(Weird) (Rascal)

vA (

(Albert E.Cohen,

53

(Function)

1 2540: 23)

(Nut)
(Pervert)  (Loony)

, 2528:164)

2540: 23)



(Deviant Behavior)

54



Reeder (1971 : 1-7)
4

(Theory of social action)

(opinions)
(sentiments)
(hypothetical action)

(gross behavior)

Reeder

(pull factors)

(goals)
(belief orientation)
(value)
(habit and customs)
(push factors)
(expectation)

(commitments)

%%



(force)
3)
(opportunity)
(ability)
(Support)
(Anomie)
Merton ( , 2543:133-137 )

(variables)

L ( cultural goals )

56
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2.
(institutionalized means)

— )

(cultural  goals)
(institutionalized - means)

(cultural goals)

(institutionalized means)



+ =
+- =
24
cultural goals institutionalized means
L (conformity) + +
2. (innovation) +
3. (ritualism) - +
4 (retreatism)
b, (rebellion) + +

, ( 21), 2542 : 133-137

24

L (conformity)



2. (innovation)
(success goal)
(cultural goals)
(institutionalized means)

(pressure)
(white collar crime)

)

(every man is not a king )

3, (ritualism)

59



(low middle class)

(retreatism)

(defeatism)

(rebellion)



(subculture)

(COHEN)

(COHEN, 2540)



62

L (Versatility)
2 (Short-run hedonism)
3, (Group autonomy)

hé

(Theory of Neutralization)

(Sykes and Matza,
2540)

1 (the denial of responsibility



loyalties)

63

(the denial of injury)

(the denial of the victim)

(the condemnation of the condemners)

(the appeal to higher



(Sutherland,1974)

41

4.2

(Differential Association Theory)

64
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(' Theory of Human Motivation )

AH. Maslow (1943)

* (Hierarchy of Needs )

Maslow ( 1943 :370-398 )

L (Physiological Needs )
( Basic Needs )



2 ( Security or Safety Needs )
3 ( Social or Belonging Needs )
(Trust)
(Open and Frank)
Operation)
(Resistant) 0 (Uncooperative)
(Antagonistic)
4, (Esteem or Egoistic Needs )
3
2
1) (Self-Esteem)
(Independent)

(Achievement)

67



68

) ( Reputation )
(Social Status ) ( Recognition )

(Prestige)

Q) ( Self-realization oe Self
actualization) - ' ( Potentialition )
(Self-Development )

(ideal Needs )

2.1 Maslow

ANUABINT
I8suanumGmuiinga

(Self-actualization)

anuapInMslasumsantdas
{Esteem Needs)

ANUABINTNIFIAY
(Social Needs)
anufasmsUanans
(Safty Needs)
/ ANUABIMTININE \\
(Physiological Needs)

| (225435




(Morality)
Maslow

Herzberg ( ,2543:151 )
(Motivators) ( Hygiene Factors )

11 (2543:74)

69



MASLOW

(2541)
( Computer Crime - A Study on data security )

0



(2541)

(Evidence in Computer Crime Case)

(2534)

(2541)

273



12

(2599

38
10
1
2 3
(The
Association of Computing Machinery)
(The Intermet Fraud Complaint
Center) 2544 - 3 2544
49,711 16
10 50 30- 50

38.6 16



Institute

o )

223
223

10

(The Computer Security
503

..2002

90
80

)

455,848,000 )
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MASLOW
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