MD5 ,

Cyclic Redundancy Check ~ CRC
(Huffman Coding)

(Hash Function)

J (message-digest)

3 (Collision)



2.1 Cyclic Redundancy Check
Cyclic Redundancy Check]8]

Frame Check Sequence FCS +FCS
FCS modulo 2
(binary addition with no carries)
exclusive OR
(modulo)
FCS
FCS FCS
FCS
‘ " (Collision)
CRC-16 =y 6+ y5+ty+t;
CRC-CCITT =y b6+ y2+y+;
CRC-32 = X 32+ X 26+ jF5+X23+X 22+ X 16+ X J2+ X 114 X 10
ty+ytytyty+7
CRC-16, CRC-CCIIil:
(bit)
XOR
2.2 (Huffman Coding)
(Huffman Coding)[9] .. 1952
( )

dynamic static statistic scheme



static ~ dynamic

2.3 (Hash Function)
231 1
1 ' H
(fixed-size string)

(Cryptography)

J (input)

o H(x)

] H(x)

- H(x)

H

(invert) h
H(x)=h

dynamic scheme

static

dynamic

Static  Scheme

1
(hash value) h (h=H(m))

(one-way)
(collision)

(weakly
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collision-free hash function) H
(strongly collision-free hash function) H 2 X vy

H(x)=H()

(message-digest)
(digital fingerprint)

MD2 MD5 SHA
(message integrity)
(digital signature)
(timestamping)
Damgard and Merkle [Dam90] [Mer90a]
(compression function)
(fixed-length) (fixed)

2.10

256
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— T ia;sstsa e »
block 1 block 2 part ¢ ,,%1
Initial
......................... Hash
value
2.1 Damgard Merkle
2 MD
MD
' MD MD2 MD4 MD5 SHA
2 MD2, MD4, MD5 SHA
2.3.2 MD (Message Digest Algorithms)

MD2 [Kal92], MD4 [Riv91b] [Riv92b]  MD5 [Riv92c]
(message-digest algorithm)

Rivest MIT ‘ " (digital
signature)
(private key) 3
128 3
MD2 MD4
MD5 MD2
8 MD4
32 MD5

14



MD4

MD4
MD SHA Secure Hash
Algorithm (SHS, FIPS
180) NIST [NIS93a] SHA-1 [NIS94c] SHA
.. 1994 SHA
SHA MD4
Rivest SHA-1 ANSI X9.30
(part2)
SHA 264
160 SHA-1 MD5
SHA-1
[Pre93]  [Rob95h]
2.3.3 (Simple Hash Function)
4
» Digit Analysis Method
* Division Method
» Folding Method
* Midsquare Method
Folding method Digit Analysis (Fixed
Length) Division method ~ Midsquare method
(Variable Length) 3 2,4 8
Digit Analysis Method
Digit  Analysis
16
19 (4 4 ) “http:/lwww.chula.ac.th/”

Halacl’

61 2E 61 63 ( )
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Division Method
Division Method

2 251
1

Midsquare Method
Midsquare Method

Folding Method
Folding method
XOR
44548897ACC

0100 0100 0101 0100 1000 1000 1001 0111 1010 1100 1100

0110 0011
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