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Vulnerabilities in computer systems are normally used as a means to destroy
the systems by ill wishers; attempting either to break down services available or to get
access to restricted important areas in the systems. Those destructive effects place

damages not only to the werk af users, but also to that of high valued businesses.

The above problems lead to the thought of creating comparisons on
vulnerabilities generated by wvarious kinds of servers, as to how much they are
susceptible to and risky of attacks. This will, in particular, benefit system administrators
as a primary source in decision making to select optimal servers for use in their
organizations. Also, it will @nable them 1o balance pros and cons of the servers currently
in house, whether they would-need more protection or any vulnerability correction. With
these being carried out, the servers in guestion would be strongly and securely

guarded. Additionally, risky rates lo damages from the attacks would be decreased.

Evidently, the research’s output in.which vulnerabilities are grouped and listed in
the 1999-2004 CVE descriptions,.including analyses of vulnerabilities occurred, it can
be concluded that servers which are most prone to vulnerabilities and vastly risky to
attacks are those offering services on the Internet, for example, web application
servers, web servers and mail servers that can be accessed by a large number of end-
users. Besides, Operating System which are mostly affected by vulnerabilities are the

ones on Windows Platforms
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2.8 DNS(Domain Name System) Server

2.9 Finger Server

2.10 FTP(File Transfer Protocol) Server

2.11 Game Server

2.12_Gopher Server

2.13 INN(InterNetNews) Server

2.14 Kerberos Server

2.15 LDAP(Lightweight Directory Access Protocol) Server

2.16 Mail Server

2.17 Multimedia Server

2.18 NFS(Network File System) Server

2.19 NIS(Network Information Service) Server

2.20 PKI(Public Key Infrastructure) Server

2.21 Proxy Server



2.22 Radius Server

2.23 SNMP(Simple Network Management Protocol) Server
2.24 Telnet Server

2.25 Terminal Server

2.26 Time Server

2.27 Web Server

2.28 Web Application Server

2.29 WINS(Windows Internet Naming Service) Server

1.4 YUANBWNI5IAE
= v 9 aaa
1. AnlANdTLazlenaTae
o d P X = ! Aa X
2. APLABN9ILINIFAABBUINNINENIITID IALLABNIANIZINENNTIABEUNI AL
SIC LR

3. a¥mauanuasieyaaazpanuedgndeu Inauseaniduindeandn

b(
She

3.1 978N139A8aN
3.2 NGNURINEAY
3.3 Uszinnaeai@ivines
3.4 ﬂizmm@\ﬁwuﬂﬁiﬁmiﬁﬁ?ﬂm@m:wmm&gm’@u
4. LANIAYTIENITINBBLUFARTTIENITRBARINAGNTLIAEDU, 1TNNUDY
TSWeS 1 Web Server, FTP Server, Mail Server, Proxy Server tusiu wastlszinnaas

a

a dl Yo 1 v dl v v < 6 1
i:uuﬂgummmimnm@mmmm@m@u @Wﬂ‘ﬂmﬂ@%ﬂuﬁﬁimﬂﬁﬂLQ‘1.I1%[§]I§]’]<1”’|I§]’]3~I?’]E]H’]?
daenisryldluanauanidulasi(Web Site)aws) i [5], [6], [7],[8], [9]

5. vins WipsuuuuianaauAaysenis
6. z@;ﬂmumumé’mm@‘fw wasuAazlssinm IntuenAINN AN BIATRULAL

a o/ dl Yo !

izuuﬂgummimimumam:wumn&gm@@u
7. vnnslsiRulazi T Uiy AnNlnrLnadEfiinasuas
seuudfjiinnnsdszinnsinge

8. A7UNANIANLUIUITLUATIANIENUTNENTNUE



1.5 Usslagunaindnaslasy
1. 98n19qndeuisuNaresdinnesiaaslssinm adnnmntndeyaanis
! ' ! ?/ | ¥ dgl dl aa v Aac o =
anaausepaduidudeyanuguie lilunimnisnistlesiudininefainnislannaes

A liudsmsaszuuly
2. annnsntideyaainanudas i ldidudeyadosaivayulunissndulamenld
@S nafusay Ussinndniuessns lnaanunsanFauiisuminnlaasasaainnislaus

qAgauLaTIne fuusruLlTRnTunannafusige)

1.6 TASIASNINLIUNUS

1
D o ¥ =

Tuundl 2 aznanfamgeuazddeiinasdes uni 3 aznaaiensAniaen
o -3 73 1 =2 1% o < Y ~ 1 = o
LazN199ALiLYRA9Ae a1 9NANTATATINANINARALLEYA UNT 4 AZNANDNNTAUIN
AZULUANNLLITZLNAINAAEAY NIANTISENAIBLINNITAUILATUUUAINGTD UNT 5 Az
| a o dJ | dl % = a 1 dl a d’f
Hunaewdds  sadusanliainnislfseumeauuaznislszilivangeuiiinTuiazaay

wezueuwdEsnedlszinndns uazninisagdnan dsntadaanauuzsineldluuni 6



UNN 2

NOHWAZITUIRETLNEIUDY

o

a Aad 9 A @ v =R A qy o o X
VIQH{]LLQ?JQWHQ@EV]mﬂ'ﬂ]’ﬂﬂ‘ﬂ@qLﬂum’ﬂ\‘iﬁﬂ‘]ﬂqLW@iﬁLﬂuﬂqugwuﬁqusluﬂq?

Medael wiveenldilu 3 douseiu dudsznaulidon  qeesuniiatuluseuy

a - = 1y P Al ' Al o '
AANNIALIRT Tmﬂﬁﬂ‘]ﬁmﬂ"ﬂmﬂmﬁﬂmmm@@u%mﬂ@’mg@gﬁmmﬂﬂ%‘mﬂ, ﬂq?QQﬂ@‘Nﬁlﬂﬂ

1 a ' [ % N ' dp
qneael wazn1slsziliunaqagan Asnaaziemnsia i
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DARPA 0x00000025 = HTTP PHF attack
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Symantec #180 HTTP server CGl example code compromises http server
SecurityFocus #629—phf Remote Command Execution Vulnerability
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Application

Hardware
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Name Description References

CVE-1999-0006 | Buffer overflow in POP servers | CERT:CA-

based on BSD/Qualcomm's 98.08.gpopper_vul,SGI:19980801-
gpopper allows remote 01-I,AUSCERT:AA-

attackers to gain root access | 98.01,XF:gpopper-pass-

using a long PASS command. | overflow,BID:133

CVE-1999-0055 | Buffer overflows in Sun libnsl| SUN:00172,AIXAPAR:1X80543,RSlI:
allow root access. RSI.0005.05-14-
98.SUN.LIBNSL,XF:sun-libnsl

A15199 3.1 wandsaadslayaqnaanlusanisdie delsznavllarenaineaudia

ANRELNE UWASUNRITAYABIET
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SOURCE LIST
AIXAPAR ALLAIRE APPLE ASCEND ATSTAKE
AUSCERT BID BINDVIEW BUGTRAQ CALDERA
CERT CERT-VN CHECKPOINT | CIAC CISCO
COMPAQ CONECTIVA CONFIRM DEBIAN EEYE
ELS8 ENGARDE ERS FEDORA FREEBSD
FRSIRT FULLDISC FarmerVenema | FreeBSD GENTOO
HERT HP IBM IDEFENSE IMMUNIX
INFOWAR ISS KSRT LOPHT MANDRAKE
MANDRIVA MISC MLIST MS MSKB
NAI NETBSD NETECT NTBUGTRAQ NetBSD
OPENBSD OPENPKG OSVvDB OVAL REDHAT
RSI SCO SECTRACK SECUNIA SEKURE
SF-INCIDENTS | SGI SLACKWARE SNI SUN
SUNALERT SUNBUG SUSE TRUSTIX TURBO
UBUNTU URL VULN-DEV VULNWATCH WIN2KSEC
XF

AN5199 3.2 WAAITIETRUNRITDYAATAURAN )

SOURCE DETAILS

ALLAIRE: Allaire Security Bulletin
® CVE reference map for Source ALLAIRE

® Source URL: http://www.macromedia.com/v1/developer/securityzone/

® Notes: Allaire was acquired by Macromedia. ALLAIRE references might be

converted into MACROMEDIA references in the future.

APPLE: Apple Security Update
® CVE reference map for Source APPLE

® Source URL: http://lists.apple.com/archives/security-annouce

A15199 3.3 LARIAIDENNFILASLDLAUDILUAITDYAIADDUAN ]
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ABnsmuazidandayaidiEn andaatinedeyadnedees CVE-1999-0055

Wi XFisun-libnsl XF A Tenedunasdayaqasen uaz sun-ibnsl An s9asnede Tunng

¥
1Y v a o

Aundayaiinifnazdegindeyadedainiusesuasdayals luniida XF aintiu a9

a

dunAumaaaziaanaes XF lu [5] fagd 3.1

VULNWATCH: YulnWatch mailing list

« CVE reference map for Source VULNWATCH
« Source URL: http://archives.nechapsis.com/archives/vulnwatch/

WIN2KSEC: Win2KSecAdvice mailing list

+« CVE reference map for Source WIN2KSEC
« Source URL: http:/fwww.secadministrator.com/ListServ/win2ks-l.asp?s=win2ksec

XF: X-Force Vulnerability Database

+ CVE reference map for Source XF
+ Source URL: http:/fxforce.iss.net
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fibns! library buffer overflow

sun-libnsl {1204) AHioh Risk
Description:

The libnsl library is vulnerable to several buffer owverflows. The liknsl library provides functions used by
application programs to interface to netwark services, An attacker can overflow 3 huffer to gain root
privileges.

Platforms Affected:

IBIM: AL 4.3 3%

Sun Microsysterms: Salaris 2.3

Sun Microsystemns: Solaris 2.4

Sun Microsystems: Salaris 2.4 x26
Sun Microsystemns: Solaris 2.8

Sun Microsystems: Solaris 2.5 %86
Sun Microsystems: Solaris 251
Sun Microsysterms: Solaris 2.5.1 x86
Sun Microsystems: Solaris 2.6

Sun Microsystems: Salaris 2.6 x36
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ZBSenver Pro URL dot could allow affackers to read source code

zhserver-url-dot (1319) Medium Risk
Description:

ZBServer Proversion 1.5 could be used by remote attackers to read source code for executable files on
the server. ZBSermer is a full-featured Internet server that includes HTTR, FTR, Gopher, and other
services. Aremote attacker could insert a . (dof) into the URL to retrieve the source for a specified
executable.

Platforms Affected:

& HSoft Corparation: ZBServer 1.4

519 3.6 AraENTEAZIBLATAYAAEAUTAY CVE-2000-0004 NAUMILAAIN
wuaslaya XF

anAesunefidsng gl 3.8 ZBServer Pro nutinnliiiisnaieaiuiy,

a A

v i 4
I uazinied AwinAnedn CVE-2000-0004 uqnseunatnsafaauldiud@snnes

Ranue 3 @5nas laud BudEsnes, eaandnes waslnmasidsiines Tuee @

@snasulszinnanainisutistasaclilan @y adudE e aaunsautsaanls
v v v

\{lu Microsoft SQL , Oracle a4 vinilauativdagameazidannsausnlilunisdum

da3aanunasieyasia]
3.2 NM9AANFNINBDU

NUIRE LRI AUNANINUFINIITANANAABOUAININUTA B TBITARTING FG[3] T4
Wwauiigsuianiednnguaes Landwehr [1] Iaeniannsudsqaeeusanidu 4 guluuy

% % v 1
e Tawn
1. dszinynaedqnenil
dl = 1
2. ATINA{ABOY
3. ANHDUTANNLIAEINNE]
4. 3TAUAIINTUUI

321 dssivuasqedau  Nsdanguqaseulsiani  avdnnguesnmuy

[ % a dl a é/ dJ 1 4 % o % 1
ANBUSARIANNRANAIANNAT W UTELIL 5]]\‘1LL‘]N®®ﬂ1®LﬂM 9 tszinnAnaiu 1®LLﬂ

1. ANNANAIATDIN1TAIRaeLdRy At (Input Validation Error)
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2. ﬂfnwﬂmwmmawaum%’mﬂ@ (Boundary Overflow)

3. ANRANANAUN1IATIAEDLNNTE D (Access Validation Error)
4. AANLTANA AT TVABNANTBINNIATIAADLANE (Serialization)
5. ANNNRANAIATAINTTUTLUFNTZLL (Configuration Error)

6. AINRANAIAANNANINLIAADN (Environmental Error)

7. ANNRANAIAAINNIFRBNLLLIZUL (Design Error)

'
o o o ¥

8. mmamwmmmﬂﬂ;mmm@mmﬂ@ﬂﬂﬁu (Exceptional Condition Handling

Error)
9. %u*’] (Others)

3.2.2 AaNiRRAEAY N1IANANAAEIULIXINE AZAANENATNAILMNTEY

1 A a ndl a 49( dl 1 9 o Y [ 2 1
qaaeurTaANRANaIATINATW LU Teutisean iy 8 Aumdsaniu laun
1. A9UNIENAUTZUL (System Initiation)

2. AIUNIIAANNTNUILAINAN (Memory Management)

w

. @11n123AN19N19UsziRaNa (Process Management)

4. dqunn39mnn3gLnsnd (Device Management)

)]

. daunneannisuiudeya (File Management)
6. @aUN"3NgAUFIE39 (Authentication)

7. zﬁ'qu‘ﬂﬂ@Lm:mﬁmﬁumuuﬂﬁ@ﬁwmmwwuﬂﬁu‘”ﬁmi (Support)

[e¢]

- dulilsunsnilseyns (Application)
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1. @eAnuiflupNay (Confidentiality)
2. IRYANINYITUNIN (Integrity)
3. @ean nnFanldanu (Availability)

4. szULNaNATLEA (System Compromise) HUAMNIBEWNAAINAAEDL TNA
~ | o aY vo a L v 6y ! a
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v <K o = £ Y
- [Nyt :h (Account Break-in)
- WND99AIsN (Root Break-in)
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CVE Name : CVE-1999-0879
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Description : Buffer overflow in WU-FTPD and related FTP servers allows
remote attackers to gain root privileges via macro variables in a
message file.

Severity : High

Vulnerability Type : Input Validation Error

Location : Memory Management

Loss Type : Root Break-in

Affected Platform :

Linux : Redhat : Version 6.1
Caldera OpenLinux : Not Specified Version

nsaunas A uWwmNNgNaesgRee AT sLLUNIRN N AT uNanseny

Tnanneuiuan@emeuazrssiuangunsd  InaniuuaaiGusuasnnanaliudaly 4.1

[ %

sid
CVE Name : CVE-1999-0879
Severity : High = 3
Vulnerability Type : Input Validation Error = 1
Location.: Memory Management =1
Loss Type : Root Break-in = 0.25
Affected Platform :
Linux : Redhat : Version 6.1 = 1

Caldera OpenLinux : Not Specified Version = 1



anTiazAIIATLLUANIL T s aNatnna U 1 lun93 e s e GRIM
nudAstazinziandilncueludreslszinnaaqeden qannnnaey  UAY
a oA dl Yo d}
sruuUAIRAns T A FURANITNY Beanannis
o n
ALHUUANNIL I LNNTINTIUNA = Z Ci + 1 + A +Si )* Li
i=1
ANHNITNANUINIAZLULAINLLFIZUN989 CVE-1999-0879 TAsatl
Vulnerability Type : AZUUUAINILZUN = (0+ 0+ 0+ 0.25) *3=10.75
Location : AZLUUAMNILIIZUN = (0 + 0+ 0+ 0.25) * 3 =0.75
OS : Redhat : AZLUUANNLLIIELUNN = (0 + 0+ 0 +0.25) *3=10.75
Caldera OpenLinux : AZUUANLLTZLN = (0+ 0+ 0+ 0.25)*3=0.75
o/ b’d‘ v 1
HAANEN LHATUN18AINNID
1. CVE-1999-0879 HAznuuANilIzuNeRfaaInANE AN A TWANT
nIaaaLdeyatiidi 0.75 AZIWY
2. CVE-1999-0879  HAzunuma1sidssuaiiinie. o4 491n199manIg
WUIEANAN 0.75 AZLUY
3. CVE-1999-0879 _dAzuuupdnnlszunsessuudfimnisdynd 1.5

AL

4.3.2 faasined 2

CVE Name : CVE-2001-0187

Description : Format string vulnerability in wu-ftp 2.6.1 and earlier, when

running with debug mode enabled, allows remote attackers to
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execute arbitrary commands via a malformed argument that is

recorded in a PASV port assignment.

Severity : High

Vulnerability Type : Environmental Error , Exceptional Condition Handling

Error

Location : Support

Loss Type : Run Arbitrary Code, Elevate Privilege

Affected Platform :

Unix : HP/UX : Version 11.0,11.11

FreeBSD : Version 4.3

Linux : Redhat : Version 5.2,6.0,6.1,6.2,7.0,7.1,7.2

S.U.S.E Linux : Version 6.1,6.2,6.3,6.4,7.0,7.1,7.2,7.3

Debian Linux : Version 2.2

Mandrake Linux : Version 6.0,6.1,7.0,7.1,7.2,8.0,8.1

Caldera OpenlLinux : Version 2.3

Conectiva Linux : Version 4.0,4.1,4.2,5.0,5.1,6.0,7.0,8.0

Turbo Linux: Version6.0,6.0.1,6.0.2,6.0.3,6.0.4,6.0.5

Slackware Linux : Version 7.0,7.1,8.0

AMNANNIT

n
pruunAnasziesiaua = . (Ci + li + Al + S )* Li
i=1
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AYNHLLIIZLN9AIN9AEDL CVE-2001-0187 = (C+1 + A+S1+S2+S3+S4)* L
FIIANITANUIUAZLULANHN LT 219N I LTl usail

Vulnerability Type :

Environmental Error : AZLLUANNILTZULNY = (O+0+0+0+0+025+0.25)*

3=1.5

Exceptional Condition Handling Error : azuuuAMNUzuN =0 +0+ 0+ 0+

0+025+0.25)*3=15

Location : AZLUBAMHNILTIZUIN =0+ 0+ 0+0+0+0.25+0.25)*3=1.5

OS : Unix : HP/UX : Azliuadilazu = (0+0+ 040+ 0+0.25+0.25)*3=1.5
FreeBSD : AZUULAINIIIZUN = (0+ 0+ 0+0+0+025+0.25)*3=15

Linux : Redhat : AZLULA 092U N = (0+0+ 0+ 0+0+0.25+0.25)*3=15
S.U.S.E Linux : AZUUUANNILIZLN = (0+ 0+ 0+ 0+ 0+ 0.25+0.25)*3=1.5
Debian Linux : AZLUWAMNILIIZUN = (0+0+ 0+ 0+ 0+ 0.25+0.25)*3=1.5
Mandrake Linux : AzUAINIIEUN = (0+ 0+ 0+0+0+0.25+0.25)*3=1.5
Caldera OpenLinux : AZLUWAMNILMZUN =(0+0+ 0+0+0+0.25+0.25)*3=1.5
Conectiva Linux : AZLUUANNHILIIZUN =0 +0+ 0+0+0+0.25+0.25)*3=15
Turbo-Linux:: AELHUANIEFIEUIG=(0+ O+ 0+ 0+ 0 +0:25 +0.25) *3= 1.5
Slackware Linux : AZWIUANNILIZUNN = (0+0+ 0+ 0+ 0+ 0.25+0.25)*3=15
NAENET I F Az AN

1. CVE-2001-0187 HAziuuANNILZLNIRARINANRANAIARN
ANNLIAGRN 1.5 AZLUU UATHAZLULAMNILIIZLNNIAARIN AN

NANAIAAINYAAIAIRANITTaENLIUT.5 AT



44

2. CVE-2001-0187 Hazuuuanailszunsiiiniy o lsunsuiaiuayunig

WeueasTuul])imnig 1.5 AziuY

3. CVE-2001-0187 Hpzuuuanuilszunsseszuutljrifinisgiing 3 Azuuu

warsruulfURnsaYnd 12 Azuuu

NITAAAZLILAINNLITIZUNNTINIBIT SN IDFALARITINA AL AN
A o o NaAA a X ac o > o = X
LﬂmzmwmmmvlmmmwmmuuumwLqmuujmummmuﬂu B9 luNRazen

AN 1NNITATUITIAZLLUAMNLLINZLNNTIN LN I AT U LR IN A LULA NN Lﬂﬁ"\‘éﬁ_l’]\iﬁ

v
a o

AN P C N e N R T TN TIUINHUNDIAZUHULAINLLTIZLN 19T RTNABIINUNT TN

gaufu AL lANARNEN

1. AzLUEANINILNZLNNNe A WIIAINL TN TR9q e uaz ld 3.75

ALY (CVE-1999-0879 0.75 Azl Llay CVE-2001-0187 3 AZLLLL)

di o dla J 14
2. ﬂ:LLuummLﬂi’]:mamumemmmmmmmmm@@mﬂm 2.25AZ011

(CVE-1999-0879 0.75 AL ae CVE-2001-0187 1.5 AZLLLL)

3. AzuuuANEI TINsINeAM AN ssLLU TRn s LAFuNanseny
anqnaauazls 16.5 Aziuw wiilugting 3 Azuuw an CVE-2001-0187
LL@ZEI;LWIT 13.5 AZIUU (CVE-1999-0879 1.5 AziLLU War CVE-2001-0187

12 AZLLUU)

ANNNNTATUI AL ULANNNILINLLN9TINIBNFIBEN9T9A89 Az lFdNg N9

aalal aa %
PINATHUUANMNI LN UBINA [T AR I

¥
=

1u‘1_|1/lﬁ 4 1 LﬂuﬁﬁﬂLﬂmsﬁLLﬂg?J%ﬂ']?GLUH’]?V’%']MQMLGN']W"!@ﬁﬂuLL@:ﬂlqﬂzLLuu

) A o % o i s
ﬂ‘)’]ﬁJL‘]Jﬁ"]t‘Ll’]xW]Lﬂmmu%mLmezm@ W?‘ﬂlﬁﬂ\iﬂﬂWQ'ﬂﬂ’]\jﬂq?ﬂunMWgLLHUV’]QWNL‘]J?']?J'U'N
dl | A dl [~ a o a '8
LL@%ﬂ:LLuum’mLﬂ'a"]m_lw‘a"m eﬁ\‘]sluummﬂvl:ﬁ AR UNN 5 @zLﬂuN@ﬂq?qf‘ﬂﬂ ACNNTIATICN

o & o o = ~ ~ ) '
N@@‘Wﬁ@’mﬂumum’mLﬂﬁ"]::‘]_INVlmuQmim ?Qﬂﬂ\iﬂqﬂlﬁﬁlﬂLVIﬂUN@WimuLNHNm’]\?ﬂ



UNN 5

NAN1SIAE

Yy

annsdalagldfeyagndauluseanisianesdi 20040901 aum 3,053

k1l

1 ¥
=S

918N19 WUANHIENIREauiATULBE e fITuA WININAY 1,252 918n19  us
dl { dl o A 1 ! dl a 49{ Ao ol [ o o
iasanaenisandaungnAnaandiiuanseuninaauuwdivnesiesiduaiuauuin v
Tin1siLAauINgAgauLAZ NI A MIAHIL LN IRE NS ULNN G899 AE D LAY

a va dl Yar o ¥ a a v a o ailld ¥
svuulfimnisnldiunansznuinliann wazetainauEananlidte luwiuideiasls
o © =3 dl ] 04 o Y o 1 =3 dl a d?
ArnLWALNeTae AN 3TLITeL AR TUINYA BB UIIN DN AT ULLA NI T LN AT AT Y

=y g U 2 .i’ o dl dl a cY dl ¥ a g
@WNW?GZ@UF’WMVLGN’WLL@%Qﬂ[ﬂ‘Nﬁﬂﬂﬁﬂu A3t 5.1 Tensaamzvidenai lfanuisnimmed

a u

1
o 1 ovaA o

% 1
THvanayusenaieif(Dimension)  Tuetiudignasian1sinseilauLlsraaAnay

=

Annzidayanadntnlaluwdyalaring Tnadagalusuddanainnsniinidwziutisean

il 4 86 g laud
1. wan@finandan)
2. NIIANQNAADAY
3. 2auaAnIlaNg
4. szunifRmsiidsunansny

[~ dl v .é( a o dy = Y v dl o dl %
LL&]L’J‘LILW@VI@?’N‘HHI‘M\?’]MQ@EIM@?.iﬁl%ﬂuﬂ’]ﬂ?ﬂﬂﬂuﬂlﬂ&lﬂ@L‘W’ﬂu’m@‘ﬂiﬂﬂq

a o a aa 1 g// M v ¥ a ! a Y 4‘
ATITULNEN 3 WALNIUL IﬁﬁﬂlliﬁﬁlﬂL’E]’]‘IJ@NMZ\]‘EI’QLIL"ﬁﬁlﬂ’?ﬂ‘\mﬁm’]iﬁlﬂuﬂqﬁ‘ﬁLﬂﬁ‘ﬁtﬁﬂ')ﬁl N

a 6+ !

v P d‘ o dldaa a o dy o 3| v =
Mﬁﬂlﬁlﬂ\‘lﬂﬁﬂﬂﬂl‘ﬂﬂuﬂLW@V]’]ﬂ’]ﬁ"’JLﬂi"}ﬁ)ﬁ’mﬂ\lﬁlLLD‘Iﬂﬁ]WQ@‘ﬂﬂLLﬂ@’WﬂQ’]uQ@EIu flunAasNnIg

Y v (3

uilaswa(Code)nldlunsdududeyareaiumasingrs uaranasauiennswlasaing

¥ dl o < v o a % % dl ¥ ¥ K o dl v A %
fayandniiulilugudayadmnainliudqluumi 4 4a 4.2 uddretmanldainnisdudu
ThAwssimsenasglugiluuuaeans  vsedayadamusuisesnts  Tagluunilay
ANAIDLINNANINUANLAINAANEN IFannsRuAudayanFauisandantinanisinanz i

P ' ac = £ o - |
fayaqndauuazaNitlzuaudsnneflugunegiiiaula TeNEAZIDE AR

prapialilil

[ rdl ¥ = ¥ ' [
1. ﬁl’]ﬁ‘W\iLlﬂﬂLL"Q\‘]N@@WﬁWiﬁ@’mﬂW?L?HﬂﬂuN”IuLfJUL‘W@



46

2. frednsdensiuarBauinaudeyaanaeuninaauuudivnes

Uszinnenge

3. frasaniTarsinaziFauaumanlsncunesanislanfaaad@sWina s

sz

4. faptanadpaziilaviBaunaudeyaqaaauniinauuug e ey

seuudfjiRnisdssinnsngg

o 1 a LS = | a as '8
5. AIREINNITI Lﬁﬁ"]:ﬁﬁLLﬂzLLﬁﬂUL‘V]EI‘LIV’]'J'WNL']J‘J"]ZUNM@T]’W‘II@NMUHLSMW LK)

12452 UUUUIRNTU TLANGNG]

" CommonVulnerabilities and Explasures (CVE)

7T VN S
@ACS | OMutimedia Al vl Summary: |
O Application | Al 4l Ones @i
O Cache || O MHIS _ —
O Chat O FK) Classified by |
O Cluster - O Prosy i_AII M © 08 and Vulnerahility Type
O Database | Al L‘_’J H O Radius O 0% and Location
CDHCP O SNMP Yeighting Score by : |
O DNS O Telnet »
O Finger ) Terminal © Vulnerability Type
OFTP (L & Tirme O Lacation
© Game O b Al ] 008
O Gopher | ©veh Application | Al Iﬂ
NN OWINS
O Kerberos i = P e

O LDAP

517 5.1 uanuduwaduiul R uAuTayad I uIUAABAULATAZLULAMNLLIZLNY
ad -4
VENE U CERE

‘ﬂl < ¢ﬂl v % 3 o 1

angli 5.1 dumanlddududeyadiusuqaseniazazutuauinlnzung
wieanldiflu 2 dow deunsnloun dszinnaeadsnnes vianun 29 Enes Haung

a6 o N 1 P é’ [ a0 r:,/ 1
dinesansannsnuanmeazidsndes ldantuetiudssinnieadinesiiu  uazdeya
sanduiuEinesnilsziny dounaesliun dssinnaesnisawanuasdoya 6 wuu Geay
nannivsalllude 5.1 Tnesnddeitlfindeyanlsannnisdudunesdouniianairaiy

tﬂl a v @ K 1 ¢=lld 1 ac '8 31/ ;:l’ ¥
naliiedianeilfiiiuiqesaunazanuilzuaneguudivines  walluingdesnis

1 v a

Annzidayaluidiyuauiannsoild  auetiudndesnisimmsidayalugluuulauas

a a

] ¥ dl = dl ! o 4
iy laring avenasdistuuunuansneiueantlls



47

o daly v
5.1 AT LL’QﬂLLQQN@@Wﬁ‘H‘lﬂ

]
c =X =

[ a‘-dl % A Y Y I 4 o
N@@Wﬁ‘ﬂ‘lﬂ@’]ﬂﬂ’]?’m_lﬂuﬂ@%@@tﬂ%lugﬂﬂﬂﬁm%"mLL@ﬂLL@Q‘ﬂ@Nﬂ@N@@‘Wﬁ EINER2N

BETINNA 6 A1919598TU Liialu

! ¥
1. m199agLauuqesauniATulnE I NLENANNNITANENqAB DL,

a oA dl Vo = dl a 1 :// o dl
iwuﬂgummiﬂmummmu meﬂwmmm@@uuuﬂ AIRNTIN 5.1

q

2. ANINUANUANAEaNTeNIEiNne s s LLL RN ansuiudssinna e
1 [ t:ll a tg aldl a | dl
ABBUUATIZALAIINIULSINATY uenanTnifinqngen lumisen 5.2

LanFns19A1I9TasAs uAATL W 1999

3. ANINUANNAIAEeNTRNTSne SNz LU RN e UL afiia

=

AABAUNAZIZALAINIUUSITINATY wenANTINAAaAEew AeNIN 5.3

wansfapeinmgNaaqeaauiianulul 1999

4. ANTNUANLANAZIULAN NI TN E i e TN s s 1e9q Ate L

'
{ o =

Al a
LENANNTNN AR ARAY AIFITINN 5.4

q

5. ANINUANUAIAINEAY NI ZUNT80T fnesuqainqgagen uan

Il
a { 1% =

ANTININAaAaaL F9A19199 5.5

q

6. FNINHANKAIAZUUWAINILINZUNTRE e SNz uLUf TR LFFy

1
1 [ % =

A IRERA LN LLﬂﬂﬁ]qﬁJﬂﬁLﬁﬁ’ﬂﬁﬂ@u ANFNTINN 5.6



Server : All Servers : The Number of CVE Entries = 1252
Year 1999] 2000§ 2001 2002 | 2003 2004 } Total
CVE Entries 292 | 3850 256 | 261§ 27 § 31 J 1252
The Number of Vulnerabilities
High 135) 118§ 118 | 156 § 14 § 21 J 562
Severity Medium 146 § 244§ 134 ) 81 8 5 618
Low 8 23 4 24 5 B 69
Input Validation Error 132 § 125 134§ 148 14 19 | 572
Boundary Overflow 16 53 18 6 3 1 97
Access Validation Error 39 72 16 | 20 5 4 156
Serialization 6 5 10 3 0 0 24
Vulnerability Type Configuration Error 61 ] 31 ] 13 11f o 1 J 117
Environmental Error 14 2 5 1 0 0 22
Design Error 19 § 49 54 | 67 3 3 195
Exceptional Condition Handling Error 12 53 29 25 4 3 126
Others 13 7 1 5 0 3 29
System Initiation 27 30 14 12 0 4 87
Memory Management 60 75 ) 37 55 2 6 235
Vulnerabilities and Explosures Process Management 62417 13 2 1 73
Tocaion Qevice Management 7 14 3 6 1 0 31
File Management 40 72 57 31 1 2 203
Authentication 10 19 14 § 21 0 1 65
Support 86 82 76 77 13 7 341
Application 40 § 69 § 38 ] 46 8 10 § 211
Confidentiality 81 § 144 77 62 7 6 377
Integrity 41 | 61 § 46 | 59 5 9 | 221
Availability 79 | 140§ 83 | 88 8 9 | 407
Loss Type Run Arbitrary Code 40 | 47 § 48 | 90 9 12 | 246
System Compromise Elevate Privileg? 9 14 19 32 2 0 76
Account Break-in 42 § 33§ 20 | 14 2 3 114
Root Break-in 61 ] 30 § 43 ] 31 2 6 § 173
Exploitable Range Remote 252 | 350 § 215§ 234§ 25 § 30 J 1106
Local 53 | 101§ 54 ] 34 2 2 | 246
Solaris 37 66 44 26 9 2 184
SunOS 10 2 2 0 1 0 15
AlX 28 32 29 20 1 1 111
HP-UX 34 38 31 18 4 4 129
IRIX 32 18 16 11 2 2 81
Unix SCO Unix 9 17 8 4 1 0 39
DG/UX 13 § 13 8 4 2 1 41
FreeBSD 12 § 19 | 24§ 17 2 1 75
OpenBSD 4 3 9 5 1 1 23
NetBSD 4 7 7 6 1 1 26
Not Specified (Unix) 21 9 8 44 7 8 97
Redhat 32 | 32§ 48 ] 40 3 3 | 158
S.U.S.E Linux 2 15 27 27 1 3 75
Linux Kernel 4 17 § 10 2 0 0 33
Debian Linux 5 10 § 38 § 41 5 3 102
Mandrake Linux 0 10 § 39 f 31 3 4 87
Linux Caldera OpenLinux 130 7 Q2424 2 1 71
Conectiva Linux 0 4 23 | 28 4 3 62
Turbo Linux 0 2 7 4 1 3 17
Trustix Secure Linux 0 0 11 § 20 1 3 35
SlackwareLinux 1 1 10 6 0 2 20
Affected Platform Not Specified (Linux) 17 2_2 20 | 45 13 11 § 128
Win95 23 | 57§ 31} 26 2 0 f 139
Win98 21 | 61§ 32 ] 31 2 0 | 147
WinNT 77 | 158§ 67 | 59 3 1 § 365
WinNT (Server 4.0) 3 1 1 14 2 0 21
WinNT (Workstation 4.0) 2 0 1 15 1 0 19
WInNT (Enterprise Server 4.0) 2 1 0 15 2 0 20
WinNT (Terminal Server 4.0) 3 0 2 13 2 0 20
Windows W?nZOOO . 32 49 47 61 4 2 195
Win2000 (Professional) 7 45 ) 34 | 24 2 0 112
Win2000 (Server) 0 7 16 | 23 1 0 47
Win2000 (Terminal Services) 0 0 0 5 0 0 5
Win2000 (Advanced Server) 1 8 144 22 2 0 47
Win2000 (Data Center Server) 0 7 7 21 1 0 36
Win2003 (Server) 18 § 17 | 11 18 2 1 67
WinXP 17 13 12 35 3 0 80
Not Specified (Windows) 6 7 8 61 12 8 102
OS2Warp ol sl ol 2Jofol
Novell (Netware) 3 9 3 3 1 0 19
Macos 3 9 15 | 17 § 10 8 57
CISCO (10S) 3 2 6 2 0 0 13
CacheOS 0 0 0 1 0 0 1
Not Specified OS 100 123] 68 § 36 | 1 9 | 337
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Server : All Servers The Number of CVE Entries : 1252

Vulnerability Type

1999

Sum

215

38
12
29
34
33

13
13

24
77
33

13

17
241

26
25
86

38

21
20

110
653

wns

13

10

28

Mo

Others

winipay

ybIH

19

wns

18

Mo

Handling Error

winipany

12

Exceptional Condition

ubIH

wns

24

Mo

Design Error

winipay

12

ybIH

11

wns

26

Mo

winipany

16

Environmental Error

ubIH

10

wns

48

44

16

25
130

g

Mo

10

winipany

23

28

12

13
72

Configuration Error

ybrH

21

11

12
48

wns

13

27

Mo

Serialization

uwnipsiy

UoIH

12

23

wns

11

24

20
60

Mo

winipay

20

12
43

ubIH

15

wns

12

22

41

Mo

wnipay

11

22

40

Boundary Overflow JAccess Validation Erro

ubIH

wns

109

99

33

41

299

Mo

1

wnipay

26

48

15

15
95

Input Validation Error

ubIH

83
15

13
13
15

43

20

10

51

18

25
203

0os

Solaris

SunOS
AlX

HP-UX
IRIX

SCO Unix
DG/UX

FreeBSD
OpenBSD
NetBSD

Not Specified

Red Hat

S.U.S.E Linux
Linux Kernel
Debian Linux

Mandrake Linux

Caldera OpenLinux
Conectiva Linux

Turbo Linux

Trustix Secure Linux
Slackware Linux
Not Specified

Win95
Win98

WIinNT

WIinNT4.0 Server

WinNT4.0 Workstation

WinNT4.0 Enterprise Server

WinNT4.0 Terminal Server

Win2000

Win2000 Professional
Win2000 Server

Win2000 Terminal Services

Win2000 Advanced Server

Win2000 Data Center Server

Win2003 Server

WinXP

Not Specified
OS2Warp
Netware
MacOS

10S

CacheOS

Platform

Unix

Linux

Windows

0S2

Novell

MacOS
CISCO

CacheOS

Not Specified

Total Number of Vulnerabilities
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Server : All Servers The Number of CVE Entries : 1252

Location

1999

Sum|

202
37

10
28
33

31

13
12

21

74
32

13

17
213
23
22
77

32

18
17

99

597

Application

wns

28

27

20
80

Mo

2

wnipapy

11

29

ubiH

16

19

10
49

Support

wns

81

29

34

17

26

173

Mo

wnipapy

25

10

25

12

11
73

UbIH

56

19

14
99

Authentication

wns

19

Mo

wnipapy

ubiH

12

File Management

wns

20

34

13

16
76

Mo

wnipapy

15

33

12

10
62

ubIH

12

Device Management

wns

11

23

Mo

wnipapy

11

23

ybiH

Process Management

wns

22

44

MO

wnipapy

16

ubiH

10

13

28

Memory Management

wns

34

69

23

140

Mo

4

wnipapy

41

14

57

UbIH

25

24

79

System Initiation

wns

10

10

42

Mo

10

wnipapy

17

ubiH

15

oS

Solaris

SunOS
AlIX

HP-UX
IRIX

SCO Unix
DG/UX

FreeBSD
OpenBSD

NetBSD

Not Specified

Red Hat

S.U.S.E Linux
Linux Kernel
Debian Linux

Mandrake Linux

Caldera OpenLinux
Conectiva Linux

Turbo Linux

Trustix Secure Linux
Slackware Linux
Not Specified

Win95
Win98

WinNT

WinNT4.0 Server

WinNT4.0 Workstation

WinNT4.0 Enterprise Server

WinNT4.0 Terminal Server

\Win2000

Win2000 Professional
Win2000 Server

Win2000 Terminal Services

Win2000 Advanced Server

Win2000 Data Center Server

Win2003 Server

WinXP

Not Specified
OS2Warp
Netware
MacOS

10S

CacheOS

Platform

Unix

Linux

Windows

0S2

Novell

MacOS
CISCO

CacheOS

Not Specified

Total Number of Vulnerabilities
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Server : All Servers The Humber of CVE Entries : 1252
Loss Type
Ha. Vulnerability Type b
Confidentiality | Integrity | Awailability | System Compromise | Sum
1 | Input Validation Exror 40 20 100 T2.25 2323
2 | Boundary Condition Ervor 9 ] 24 ] 33
3 | dccess Validation Ernvor 32 21 12 72
4 | Zenalizmation 7 0 1.5 12.5
5 | Configwration Envor &2 45 10 16.75 1531.8
& | Envirommental Ervox 13 7 12 1.5 33.5
7 | Desizn Ervor 1§ 10 B & 39
2 | Exceptional Handling Erver 2 1] 17 155 205
9 | Others 1& 1a 4 3 33
Toaotal Humber of Weighting Scores 196 111 155 114.5 a07.5
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Server : All Servers The Mumber of CVE Entries : 12452
Loss Type
Ha. Location £
Confidentiality | Integrity | Awailability | Svstem Compromnuse | Sun
1 | Swstem Intialimation 20 23 12 925 A 25
2 | Memory Management 23 285 119.5
3 | Process Management 28 ] 33
4 | Device Managemeant 2 ] 14 ] 1&
5 | File Managemsnt 55 24 5 4 B
6 | Authentication 4 5 0 55 145
7 | Support 45 20 29 38 152
2 | Application 45 12 2 17 74
Total Humber of Weighting Scores 173 29 171 10825 5395
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Server : All Servers The Number of CVE Entries : 1252
Loss Type
1999
Platform Operting System
Confidentiality | Integrity | Availability Cosrri/rs)ffzr:wise Sum
Unix 96 38 140 93.75 367.75
Solaris 13 4 30 16.25 63.25
SunOS 3 2 4 55 145
AlIX 8 5 26 14 53
HP-UX 14 4 32 14.25 64.25
IRIX 17 7 21 14 59
SCO Unix 5 2 4 45 15.5
DG/UX 3 0 4 7.25 14.25
FreeBSD 4 2 9 6 21
OpenBSD 3 2 0 2.25 7.25
NetBSD 6 2 0 15 9.5
Not Specified 20 8 10 8.25 46.25
Linux 26 20 36 47.25 129.25
Red Hat 10 9 25 19.5 63.5
S.U.S.E Linux 3 3 0 0.75 6.75
Linux Kernel 0 2 4 0.75 6.75
Debian Linux 2 2 0 2.75 6.75
Mandrake Linux 0 0 0 0 0
Caldera OpenLinux 2 2 7 11.25 22.25
Conectiva Linux 0 0 0 0 0
Turbo Linux 0 0 0 0 0
Trustix Secure Linux 0 0 0 0 0
Slackware Linux 0 0 0 0.75 0.75
Not Specified 9 2 0 115 225
Windows 131 55 182 62 430
Win95 12 6 14 10 42
Win98 14 6 14 8.5 425
WiInNT 48 18 72 19.5 157.5
WinNT4.0 Server 0 0 6 0 6
WinNT4.0 Workstation 0 0 4 0 4
WinNT4.0 Enterprise Server 0 0 4 0 4
WinNT4.0 Terminal Server 0 0 6 0 6
Win2000 23 10 23 8.75 64.75
Win2000 Professional 6 3 4 2.75 15.75
Win2000 Server 0 0 0 0 0
Win2000 Terminal Services 0 0 0 0 0
Win2000 Advanced Server 0 0 2 0 2
Win2000 Data Center Server 0 0 0 0 0
Win2003 Server 13 6 12 5.75 36.75
WinXP 11 6 12 6 35
Not Specified 4 0 9 0.75 13.75
0s2 OS2Warp 0 0 0 0 0
Novell Netware 2 0 0 15 815
MacOS MacOS 0 0 0 2.25 2.25
CIsco 10S 0 3 2 15 6.5
CacheOS CacheOS 0 0 0 0 0
Not Specified 74 46 30 34.75 184.75
Total Number of Weighting Scores 329 162 390 243 1124
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AnPNeTl 5.6 wansAzkLLANidzIsendfineslea Bauieuaay
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5.2.1 UsziiusazilSauiauqnaaumiiaaunudsniaasdssinneng g
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NN o Auwennaldud@sniaes (Web Application Server), WBLidsninas (Web
Server), WAEFas (Mail Server), wannaAduE@sWIes (Application Server), WAN
d@fnas (FTP Server), ANsMwa@sWiaas (Database Server), wsan@i@snaas (Proxy
Server) dnuidsninaiinuanuaugasauiiluatuules laun Judidswnes (WINS Server),
ATTNEINeS (DHCP Server), tnai@sninas (Time Server), pagwmasidswinas (Cluster

Server)

1 [
=< o

TuprsdssiiuiazuFaunauapdeuniiatuivd@neflssande i Ay
= ' dl a tg | 1 dl a 1 o
WRauisuqeeeuniiatuineGaenintlszinnieqaeen  qafinqagen  ANwUEAIN

Wemainarunnaiy nananslugtliuyaesnsnaadsznavildensnsinedesia il

1. N9MUAAIAIUINIIENITRBBULIWT e Susaz s FaenuToes

T@saas (319 5.4)

a

2. N UAAIAININENIAAERLLME I SIsavLls TN TEanINaI I

qnaen (317 5.5)

3.~ namuanaanuouqadeuuBESHnasusna sz adauLaLTINfA

anaau (lugii 5.6)
4. nalansR IR aaRTUESWnasuanANlszinMande (317 5.7)

5. namLanIRIIUqAaauLILESHasianANqaTinqAdauLaLTINNA

qnaaw (317 5.8)

6. NIMuAAIRIUILqAEaULILESHIasIENANqANIIAqAEL (3117 5.9)



56

7. NIMLAAIRIUAURAEULILIE NI SLENANNANH UL A TNIREMNELAZTIN

Naqngau (319 5.10)
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5.11)
ACS 9
Application | 7] 103
Cache 7] 7
Chat [J 10
Cluster | 1
Database jz 61
DHCP ﬂ2
DNS 328
Finger 11
FTP 93
Game [J9
Gopher [J4
INN 13

Kerberos 21
LDAP 9

Mail = B-125

Multimedia [ 22
NFS [O13
NIS [0 14
PKI [6

Proxy [ 43
Radius ~[] 4
SNMP. 07
Telnet [T 27
Teminal []6
TIME [ 2

Web | 247

Web Application ] 37
WINS |3
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The Number of CVE Entries on Seners
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Web Application ] 376
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160 148
140 {132 125 1
72
4923 54
1816,
1013
g A B 50 (1
1999 2000 2001 2002 2003 2004

@ Input Validation Error W Boundary Overflow O Access Validation Error

O Serialization W Configuration Error O Environmental Error

W Design Error O Exceptional Condition Handling Error ® Others

The Number of Vulnerabilities Classified by Vulnerability Type
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Total Vulnerabilities Classified by Vulnerability Type
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@ System Initiation B Memory Management [ Process Management [ Device Management
B File Management @ Authentication B Support O Application

The Number of Vulnerabilities Classified by Location
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Server : All Servers : The Number of CVE Entries : 1252

Loss Type
N Vulnerability Type 1999 - 2004
o}
System
Confidentiality Integrity Availability Sum
Compromise
1 Input Validation Error 235 181 481 281.75 1178.8
Boundary Condition
2 38 14 139 215 212.5
Error
3 Access Validation Error 170 90 18 46 324
4 Serialization 9 18 19 5.75 51.75
5 Configuration Error 130 91 23 28.5 272.5
6 Environmental Error 16 10 16 5.25 47.25
7 Design Error 175 150 93 52 470
Exceptional Handling
8 50 18 186 14.5 263.5
Error
9 Others 22 25 13 5.75 65.75
Total Number of Weighting
845 592 988 461 2886
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Server : All Servers : The Number of CVE Entries : 1252

Loss Type
1999 - 2004
No. Location
System
Confidentiality Integrity =~ Availability Sum
Compromise
System
1 74 55 38 29 196
Initialization
Memory
2 4 12 385 107.75 508.75
Management
Process
3 7 2 140 6 155
Management
Device
4 7 7 52 4 70
Management
5 File Management 307 419 28 25.25 479.25
6 Authentication 37 46 20 33.75 136.75
7 Support 180 162 215 142 699
8 Application 165 137 41 85 428
Total Number of Weighting
781 540 919 432.75 2672.8

Scores
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Server : All Servers The Number of CVE Entries : 1252

Loss Type
1999 - 2004
Platform Operting System
Confidentiality | Integrity | Awvailability CoSr%lps)triEise Sum
Unix 491 233 601 379.25 1704.25
Solaris 128 38 137 75.5 378.5
SunOS 10 2 7 7.5 26.5
AlX 66 32 91 52.75 241.75
HP-UX 80 25 115 58 278
IRIX 50 18 54 41.25 163.25
SCO Unix 22 27 235 775
DG/UX 19 27 245 76.5
FreeBSD 25 33 58 37.75 153.75
OpenBSD 13 11 9 10 43
NetBSD 15 12 17 9 53
Not Specified 63 ol 59 39.5 212.5
Linux 367 378 606 365.5 1716.5
Red Hat 82 70 111 71.25 334.25
S.U.S.E Linux 44 42 56 33.75 175.75
Linux Kernel 19 11 28 11.75 69.75
Debian Linux 35 43 74 49.75 201.75
Mandrake Linux 32 48 79 41 200
Caldera OpenLinux 31 37 58 375 163.5
Conectiva Linux 23 29 64 24 140
Turbo Linux 4 10 12 11.25 37.25
Trustix Secure Linux 16 19 36 13.25 84.25
Slackware Linux 9 7 20 11.75 47.75
Not Specified 72 62 68 60.25 262.25
Windows 911 644 1263 467.5 3285.5
Win95 109 40 125 38.5 3125
Win98 125 49 128 39.75 341.75
WiInNT 249 129 342 101 821
WinNT4.0 Server 8 14 20 9.75 51.75
WinNT4.0 Workstation 5) 14 20 9 48
WinNT4.0 Enterprise Server 14 18 9.75 49.75
WinNT4.0 Terminal Server 14 19 9 47
Win2000 115 62 174 72.25 423.25
Win2000 Professional 99 61 88 275 275.5
Win2000 Server 20 37 43 15 115
Win2000 Terminal Services 1 3 8 2.25 14.25
Win2000 Advanced Server 20 37 39 15.75 111.75
Win2000 Data Center Server 15 37 29 13 94
Win2003 Server 44 27 53 32.25 156.25
WinXP 36 48 75 38.75 197.75
Not Specified 52 58 82 34 226
0s2 OS2Warp 7 13 8.25 31.25
Novell Netware 4 8 14 10.75 36.75
MacOS MacOS 29 27 42 235 1215
CIsco 10S 0 8 11 8.25 27.25
CacheOS CacheOS 2 0 0 0 2
Not Specified 276 173 184 102.25 735.25
Total Number of Weighting Scores 2087 1474 2734 1365.25 7660.25
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