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# # 6380104734 : MAJOR LAWS
KEYWORD: Privacy, Personal data protection, Criminal investigation, Personal data,
the Personal Data Protection Act B.E. 2562
Ratima Suraratchai : The guidelines of personal data protection in criminal

investigation. Advisor: Prof. KANAPHON CHANHOM, Ph.D.

This thesis aimed to examine issues and provide guidelines of personal data
protection in a criminal investigation of Thailand. According to The Personal Data
Protection Act B.E. 2562 prescribed that this Act shall not apply to a criminal
investigation, except for security measures. The existing legal measures, therefore, shall
be applied to protect personal data in this context, despite the fact that they have
limitations and standards that are not equivalent to the Personal Data Protection Act

B.E. 2562.

From the study, the researcher found that the aforementioned exemption is
too broadly more than necessary. Because the state may impose specific rules or
exemptions made on a case-by-case basis instead of completely restricting the
protection of personal data if needed. Is supported by international law and foreign
legislation, in which criminal investigation is governed by personal data protection law

and criminal procedural law.

In conclusion, this thesis recommends that there should be an amendment to
the Thai criminal procedural code to be aligned with the Safeguard principle and
enactment of criminal investigation to be subjected to the specific rule for personal data
protection by not applying the transparency principle and establishing mechanisms for

the indirect exercise of personal data subjects’ rights.

Field of Study: Laws Student's Signature .......ccccovveerrienenne.

Academic Year: 2022 Advisor's Signature .......cocovceverienenee.
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[ 1 [y

foyadruyanassiulsamelud A 1973 Nt ngvaneduasesteyadiuyaradundvany
dhmeiuglsy laufsseduausnilesewineUszme feusanuszsi (United Nations)
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ningALATEIlaLAdIUUARAVAIEUSEIWATTING NN NI IUMENT THudelsemnalng

12 yas @350y, annuludiud: avwde anug auess wasiwnsisesmsdfuaseseyadiuyanalulsymelne, wi

61-103.

3 Seqfeaniu, w0 145-147.
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2.1.1 anuvsnevasdayadiuyana
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AN UINeLsazatU Al

OECD flgnudayadiuyana (Personal data) 1vungautadeyala 9 tnedfuyang

Feszynseinlvanunsassydainvestayala

14 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection of
Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data, and
Repealing Directive 95/46/EC (General Data Protection Regulation).

¥ pudng AN uarmy, N3RuATaclayadiuyanaiudaulne, vl 11-22.

16 The OECD Privacy Framework 2013, at 1 Definition. ““Personal data” means any information relating to an

identified or identifiable individual (data subject).”
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'" GDPR, Article 4 (1).; LED, Article 3 (1).

'8 The Article 29 Working Party, "Opinion 4/2007 on the Concept of Personal Data, at lii. Analysis of the Definition of
“Personal Data” According to the Data Protection Directive."

1% National Institute of Standards and Technology Special Publication 800-122

20 National Institute of Standards and Technology, "National Institute of Standards and Technology (Nist Special
Publication 800-122) Guide to Protecting the Confidentiality of Personally Identifiable Information (Pii),"(2010), pp. 26-
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1) nandedrinlunisiiusiusiudeya (Collection Limitation Principle)

mausIuTndeyadiuyanafeInseyindaeISnsiiveumengmineuas

Jusssu WnelidvestoyasunsuuazBueenlunisiiusivsiudeya®

3 Spadeniy, v 91-97.
35 \Spaieniy, vin 147-149.

% OECD Privacy Framework 2013, at 7 Collection Limitation Principle.
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2.) vanpnmvesdesa (Data Quality Principle)
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3.) wanmsnvuadngUseasd (Purpose Specification Principle)
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4.) winnisrianslddeya (Use Limitation Principle)
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5.) ¥ann1s5n¥IAYaRnNe (Security Safeguards Principle)
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6.) vanmsUamedaya (Openness Principle)
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7.) ndnmsildiusuvestialanyana (Individual Participation Principle)
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Waguwlaslayadiuyana

3T OECD Privacy Framework 2013, at 8 Data Quality Principle.

%8 OECD Privacy Framework 2013, at 9 Purpose Specification Principle.
% OECD Privacy Framework 2013, at 10 Use Limitation Principle.

%0 OECD Privacy Framework 2013, at 11 Security Safeguards Principle.

1 OECD Privacy Framework 2013, at 12 Openness Principle.

2 OECD Privacy Framework 2013, at 13 Individual Participation Principle.
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8.) 1aNAMUTUNALOU (Accountability Principle)
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1.1)
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1.4)
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1.6)
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s o Y
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%5 OECD Privacy Framework 2013, at 14 Accountability Principle.

% GDPR, Article 5.
% GDPR, Article 6.
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4.) nanAgNABdANYIAl (Accuracy Principle)
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77 European Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Regulation (Fu) 2016/679 of

the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom."
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19 L ED, Article 2 (1).
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18 LED, Recital 10; GDPR, Recital 19.

185 European Data Protection Supervisor, "Opinion 6/2015 a Further Step Towards Comprehensive Eu Data Protection:
Edps Recommendations on the Directive for Data Protection in the Police and Justice Sectors."

18 LED, Article 3 (1).

187 The Article 29 Working Party, "Opinion 4/2007 on the Concept of Personal Data, at lii. Analysis of the Definition of

“Personal Data” According to the Data Protection Directive."
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194 LED, Article 4 (1) Principles relating to processing of personal data.
“Member States shall provide for personal data to be:

(@) processed lawfully and fairly;

(b) collected for specified, explicit and legitimate purposes and not processed in a manner that is
incompatible with those purposes;

(c) adequate, relevant and not excessive in relation to the purposes for which they are processed;

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay;

(e) keptin a form which permits identification of data subjects for no longer than is necessary for
the purposes for which they are processed;

(f)  processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures.”

195 LED, Article 8 Lawfulness of processing.
19 Council of Europe, "Practical Guide on the Use of Personal Data in the Police Sector."
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198 | ED, Article 10 Processing of special categories of personal data.
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202 Tsmg GDPR, Article 5 (1) (a).
203 Mark Leiser and Bart Custers, "The Law Enforcement Directive: Conceptual Challenges of Eu Directive 2016/680,"

European Data Protection Law Review 5, 3 (October 2019).

204 LED, Article 4 (1) (b) and Recital 29.

29 Council of Europe, "Practical Guide on the Use of Personal Data in the Police Sector.”
06 | ED, Article 4 (1) (c).

207 Council of Europe, "Practical Guide on the Use of Personal Data in the Police Sector.”

28 |bid.
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2L LED, Article 6 Distinction between different categories of data subject.

212 | eiser, M. and B. Custers, "The Law Enforcement Directive: Conceptual Challenges of Eu Directive 2016/680,"

European Data Protection Law Review.
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219 | ED, Article 7 Distinction between personal data and verification of quality of personal data.
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215 | ED, Article 4 (1) and Article 5.

216 Council of Europe, "Practical Guide on the Use of Personal Data in the Police Sector."
2T | ED, Article 29 (1) Security of processing.
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219 | ED, Article 28 Data protection impact assessment.

220 | ED, Article 29 Prior consultation of the supervisory authority.
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21 Council of Europe, "Practical Guide on the Use of Personal Data in the Police Sector.”
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233 |bid.; LED, Article 13 (2).
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247 | aura Drechsler, "Comparing Led and Gdpr Adequacy: One Standard Two Systems," Global Privacy Law Review 1,
2 (2020); Salami, E., "The Impact of Directive (Eu) 2016/680 on the Processing of Personal Data by Competent
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23 The Human Rights Act 1998, Article 6 (1).
2% JK Department for Digital Culture Media & Sport, "Explanatory Framework for Adequacy Discussion, Section F: Law
Enforcement,"(2020).
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25 European Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Regulation (Eu) 2016/679 of
the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom."
26 JK Department for Digital Culture Media & Sport, "Explanatory Framework for Adequacy Discussion, Section F: Law
Enforcement.”

BT European Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Regulation (Eu) 2016/679 of

the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom."
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28 bid.

29 R (F) v Blackfriars Crown Court [2014] EWHC 1541 (admin).

20 Fyropean Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Regulation (Eu) 2016/679 of
the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom."
261 TUsmg) IPA, Article 263 (1).

262 ynginaeinesil the Director General of the National Crime Agency, the Commissioner of Police of the Metropolis,
the Chief Constable of the Police Service of Northern Ireland, the Chief Constable of the Police Service of Scotland,

the Commissioner for Her Majesty’s Revenue and Customs, the Chief of Defence Intelligence, and etc.
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266 TUsmq) IPA, Part 1 General privacy protection.
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%7 European Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Directive (Eu) 2016/680 of
the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom."

268 Information Commission’s Office (ICO), "An Overview of the Data Protection Act 2018."
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%9 European Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Directive (Eu) 2016/680 of
the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom.";
Information Commission’s Office (ICO), "Guide to Law Enforcement Processing " [Online] Accessed: 14 December
2020. Available from: https://ico.org.uk/for-organisations/guide-to-data-protection/suide-to-law-enforcement-
processing/

7% The UK DPA, Article 29.

"' The UK DPA, Article 31.

772 The UK DPA, Article 29 (1).

273 T45mg The UK DPA, SCHEDULE 7 Competent authorities.

21% The UK DPA, Article 30.
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215 UK Department for Digital Culture Media & Sport, "Explanatory Framework for Adequacy Discussion, Section F: Law
Enforcement.”

275 Tsmg) The UK DPA, CHAPTER 2 Principle.

2" TUsag The UK DPA, CHAPTER 3 Rights of the data subject.

28 de’iﬂ@ The UK DPA, CHAPTER 4 Controller and processor.

2 Iﬂﬁﬂﬂ“ The UK DPA, CHAPTER 5 Transfers of personal data to third countries etc.

20 The UK DPA, Article 35 (2).

%81 European Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Directive (Eu) 2016/680 of
the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom."
%2 bid.

283 |nformation Commission’s Office (ICO), "Guide to Law Enforcement Processing "
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8% European Commission, "Commission Implementing Decision of 28.6.2021 Pursuant to Directive (Eu) 2016/680 of

the European Parliament and of the Council on the Adequate Protection of Personal Data by the United Kingdom."
28 |bid.; UK Department for Digital Culture Media & Sport, "Explanatory Framework for Adequacy Discussion, Section
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21 Fourth Amendment.

“The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by
Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized”
22 popndy nessaed, "msufsunguranedunsesteyadiuyanavesineiiiedngussvinende.”
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24 277 US 438 (1928).
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%2 CPA, Article 106 (4).
333 CPPA, Article 13.

334 CPPA, Article 6 (8).
5 CPPA, Article 9-2 (1).
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36 TBA, Article 83 (3).

" European Commission, "Commission Implementing Decision of 17.12.2021 Pursuant to Regulation (Eu) 2016/679 of
the European Parliament and of the Council on the Adequate Protection of Personal Data by the Republic of Korea
under the Personal Information Protection Act."

#38 |bid.

339 South Korea’s PIPA, Article 2.
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3% South Korea’s PIPA, Article 5 Obligations of State, etc.
%4 South Korea’s PIPA, Article 4 Rights of Data Subjects.
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345 The South Korea’s PIPA, Article 58 (1).
3% South Korea’s PIPA, Article 25 (1).
347 South Korea’s PIPA, Article 32 (2).
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8 South Korea’s PIPA, Article 18.
*¥ European Commission, "Commission Implementing Decision of 17.12.2021 Pursuant to Regulation (Eu) 2016/679 of
the European Parliament and of the Council on the Adequate Protection of Personal Data by the Republic of Korea

under the Personal Information Protection Act."
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370 LED, Recital 11; GDPR, Recital 19.
37U LED, Article 3 (1).
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%74 Drechsler, L., "Comparing Led and Gdpr Adequacy: One Standard Two Systems," Global Privacy Law Review;
Salami, E., "The Impact of Directive (Eu) 2016/680 on the Processing of Personal Data by Competent Authorities for
the Purposes of the Prevention, Investigation, Detection or Prosecution of Criminal Offences or the Execution of
Criminal Penalties and on the Free Movement of Such Data on the Existing Privacy Regime."

375 LED, Article 41-42.

*76 |LED, Avrticle 35.

37T LED, Article 57 and Recital 89.
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