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TACHARIN BUNYARITRUNGROTE: LEGAL ISSUES RELATING TO
PROTECTION OF ENCRYPTED PROGRAM-CARRYING SIGNAL. THESIS
ADVISOR: ASSOC. PROF. ORABHUND PANUSPATTHNA, 205 pp.

Signal Piracy has flou Elyin Thailand. Although broadcasters

have encrypted their sigfal, Signal pife cyﬂ The unauthorized activities can

adversely affect i S _ broadCast provider, stakeholders and

community. One of the \: ' _,\: specific law protecting over
" ? 21 o '

encrypted progrant=
Research § law relating to protection

television business, 2communication business of both

Thailand and foreign inirles, rapean Union, the United states, Australia and

Philippines, in order to fiRd (e lelelieTe od to protect encrypted program-

carrying signal for Thailand..Mogeover, | dy conducts the survey of opinions of
S e s J‘_

parties related o.. Jbscription television and the ast authority.

Lo

The outc. 0 7 a sui generis law to protect
encrypted programmarrying signal will cause equita Hj ity for broadcaster, copyright
owners an ﬁﬁ il % sters.viability.which encourages them
and copyrﬁrﬂ to wm meijﬂi benefit of the society.
Accordingly, the law should proéct encrypt rogram-carryid signal as well as
ent@g :i:]caeﬂ'iﬂ gm&mﬁﬁzﬁﬂa’:ﬁe&f to set forth the
law tg make it unlawful for certain action relating to unauthorized decoder and

unauthorized interception. Moreover, it is appropriate to provide exception clauses

for lawful action of the authority.
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“ Article 2 Defifitions
For the purposes of this Directive:

(@) protected’ service shail mean any of ithe following services,“Where' provided

against remuneration and on the basis of conditional access:
- television broadcasting, as defined in Article 1(a) of Directive 89/552/EEC,

- radio broadcasting, meaning any transmission by wire or over the air, including by

satellite, of radio programmes intended for reception by the public,

- information society services within the meaning of Article 1(2) of Directive
98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down a

procedure for the provision of information in the field of technical standards and regulations
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above services considere@s as

conditional accgss shall mean any Uhnlcal measure and/or arrangement

whereby accessﬂ %E}q % %J % ﬁelw ijf] ﬂﬁ conditional upon

prior individual auﬂu)rlsatlon

AR i

) associated service shall mean the installation, maintenance or replacement of
conditional access devices, as well as the provision of commercial communication services

in relation to them or to protected services;

(e) illicit device shall mean any equipment or software designed or adapted to give
access to a protected service in an intelligible form without the authorisation of the service

provider;
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“° Report from the commission to the Council, the Europe Parliament and the European
Economic and Social Committee, Legal Protection for Encrypted Services in the internal [Online],
15 August 2009 p.22 Available from: market,http://europa.eu/ documents/comm/
green_papers/pdf/ com 96_76_en.pdf

" Article 4 Infringing activities

Member States shall prohibit on their territory all of the following activities:
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(b) the installatiof}, maintenance or replacement for commé_rci"al purposes of an illicit

device;

(c) the use of commercial communications to promote illicit devices.
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*® Report from the commission to the Council, the Europe Parliament and the European
Economic and Social Committee, ON THE LEGAL PROTECTION OF ELECTRONIC PAY SERVICE
[Online], 15 August 2009,p.8. Available from: http://eur-lex.europa.eu /LexUriServ/LexUriServ.
do?uri= COM: 2003 :0198:FIN:EN:PDF
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’ Report from the gommission to the Council, the Europe Parliament and the European
Economic and Saciali Committee, ON' THE LEGAL, PROTECTION OF ELECTRONIC PAY SERVICE
[Online], 15 Auglst 2009 p.10. Available from: http://eur-lex.europa.eu /LexUriServ/LexUriServ.
do?uri=,EO0M:2003 :0498:FIN:EN:RPDF

*% Article 5 'Sanctions and remedies

1. The sanctions shall be effective, dissuasive and proportionate to the potential

impact of the infringing activity.

2. Member States shall take the necessary measures to ensure that providers of
protected services whose interests are affected by an infringing activity as specified in
Article 4, carried out on their territory, have access to appropriate remedies, including
bringing an action for damages and obtaining an injunction or other preventive measure, and

where appropriate, applying for disposal outside commercial channels of illicit devices.
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E”Report from the commission to the Council, the Europe Parliament and the European
Economic and Social Cor&nittee, ON THE LEGAL PROTECTIOI\] OF ELECTRONIC PAY SERVICE
[Online], 15 August2009, p.8: Available ‘from: htfp://eurleXedropa:eu /LexUriServ/LexUriServ.
do?uri= COM: 2003.:0198:FIN:EN:PDF

52 .
Implementation

1:Member States shall bring into forCe the laws, regulations'and administrative
provisions necessary to comply with this Directive by 28 May 2000. They shall notify them to

the Commission forthwith.

When Member States adopt such measures, they shall contain a reference to this Directive
or shall be accompanied by such reference at the time of their official publication. The

methods of making such reference shall be laid down by Member States.

2. Member States shall communicate to the Commission the text of the provisions of

national law which they adopt in the field coordinated by this Directive.
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® The provisionsTof subsection (a) of this section shatt not apply to the interception or
receipt by any individual, or the assisting (including the manufactlre or sale) of such interception or
receipt, of any satellite, cable programming for, private yviewingif—
(1) the programming invelved is fiot encrypted; and
()
(A) a marketing system'is not established under which—
(i) an agent or agents have been lawfully designated for the purpose of authorizing private viewing
by individuals, and
(i) such authorization is available to the individual involved from the appropriate agent or agents; or
(B) a marketing system described in subparagraph (A) is established and the individuals receiving

such programming has obtained authorization for private viewing under that system

* Susan M. Hart, “Who Get the Signal? — Unauthorized Interception and section 605 Now
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Television and Cable Internet Pilferage 2008‘-’;’2;--'».':

8.1 IniszaA
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"% SEC. 2. Declaration of Policy. - It shall be the policy of the State to protect the general

public and legitimate operators of (a) cable television (CATV) systems and/or networks that secure
programming through the reception of local and foreign satellite, as well as other electromagnetic
signals, and (b) cable internet services that provide access to the world wide web through the CATV
system/network, from unauthorized connection or tapping to existing facilities through wire or
electromagnetic means. Only subscribers duly authorized and/or registered with the CATV and/or
cable internet service operator shall be allowed to receive any service or benefit offered and/or

operated over a CATV or internet system/ network.
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1) mﬁﬂﬁmaﬂmﬁﬂmmﬁa (Cable televisioﬁ;_service operator) MNNET4

A aa ) cgal/ i 1% A dl Yo | 1 o e
LARABITHAYTRNAYARRTIINITUAIATEERIENTY T L Fuann Aa nmaeuees i L
ANUNARARY, ANTIUNNT LATIN 19T NHITLILLENATIALINMENNAAUINs LTS IR aNNTN

mu108

" Section 2

"% Section 3 (c) Cable Television (CATV) Service Operator - refers to any person, natural or
judicial, public or private, granted a Certificate of Authority/ Provision Authority as provided under
existing laws, rules and regulations, to install, operate and maintain a CATV system/ network and

service and is actually providing such service to its subscribers
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"% Section 3 (d) Cable Internet Service Operator - refers to any person, natural or judicial, public

or private, which was issued a registration certificate as provided under existing laws, rules and
regulations, to provide and facilitate access to the world wide web through a CATV system/network

and is actually providing such service to its subscribers
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