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## 4670358921 : MAJOR COMPUTER SCIENCE
KEY WORD: VULNERABILITY / OPEN SOURCE VULNERABILITY DATABASE / OSVDB / WEB

SERVICE / SECURITY / ADMINISTRATIVE TOOL
PATINYA JANLUECHAI : SECURITY ADMINISTRATIVE TOOL BASED ON OPEN
SOURCE VULNERABILTY DATABASE. THESIS ADVISOR : YUNYONG TENG-

AMNUAY,Ph.D, 54 pp. ISBN 974-53-1998-8.

Software developed and used in present, mostly has its software vulnerability. Unauthorized
users can use these software vulnerabilities to access and make a lot of damages to computer systems
such as changing data, making data loss, distribute itself to other computers and interrupting their
processes. Also, they damage computer networks.

The objective of this independent study is to research and implement a tool called “security
administrative tool based on open source vulnerability database” to solve the above problems. This
tool developed by using Web Service and Microsoft .Net technology. With this system, users can scan
and find software lists installed in their computers. Each software list consists of the two important
data are software name and version. Then users can send these data via network to web service. At
web service server, these data are compared with the data contained in the Open Source Vulnerability
Database to find their vulnerabilities. The result of this process is the software vulnerability lists.
Later, users can use these software vulnerability lists to protect and handle the problems which may be
caused by each software vulnerability.

Finally, this tool will be a useful tool to help system administrative to detect, problems and

handle software in computers and networks.
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3.3 iU laA (Web Site Map)
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3.5 URUNMWNVNTINM TN (Activity Diagram)
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Taisianunduaauda (Loss of Confidentiality) 20 17.85%
lsifianunnsene (Loss of Integrity) 62 55.35%
Niieansoldau'ld (Loss of Availability) 27 24.12%
13in510 (Unknown) 3 2.68%

3199 5.5 wenilungumsilszaa (Exploit Availability)

Yszian | wesidud
a13150155MANA (Available) 52 62.65%
liienunsadsemeeanlUla (Unavailable) 3 3.61%
11799 (Rumored) 7 8.44%
13511 (Unknown) 21 25.3%

A 3 oA Y 9 A A
M1TN 5.6 LLEJﬂL‘]Juﬂqulﬂﬂ?ﬂﬂi?uﬂlﬂlﬂﬁiﬂmﬁ?ﬂﬂ (OSVDB)

Wszian $au | lesidud
duiu (Verified) 73 92.40%
naona (Myth/Fake) : 0%
N3UAI0819 (Best Practice) 1 1.26%
NI (Concern) - 0%
M59989U (Web Check) 5 6.34%
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4 3 2 1 0
1. Targetl (kenotebook) 26 0 0 4 18 48
2. Target2 (Alisiol) 24 0 1 1 16 42
3. Target3 (Alisio3) 13 0 0 1 11 25
4. Target4 (Alisio4) 16 0 0 2 10 28
FIUNINUA 79 0 1 8 55 143
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0' ( . . .
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Dim objHttp As ASOCKETLIib.HttpClass

Dim strHost As String

Dim strData As String

objHttp = New ASOCKETLib.Http

strHost = "http://localhost/wsapp/vutarget " & sname & ".aspx"

objHttp.Connect(strHost)
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