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KIATTISAK CHAISOMBOON : VISUALIZING SECURITY PATTERNS BY
EXTENDING UMLSEC. ADVISOR : ASST.PROF. NAKORNTHIP
PROMFOON, 165 pp.

The objective of this thesis is to construct UMLsec-SP by combining UMLsec
and the new purposed UML profiles, and to develop a tool based on UMLsec-SP in
order to visualize security paiterns using class diagram. The elements of each 27
patterns from 5 security pattern types; Access Control - Model, System Access
Control Architecture, Operating System Access Control, Firewall Architecture and
Secure Internet Applications are analyzed to define pattern structural information and
security information for constructing UMLsec-SP that follows such patterns. UMLsec-
SP is validated against the UML profile standard specification.

A supporting tool was developed based on UMLsec-SP. The results earmed
from using the tool are a class diagram created from UMLsec-SP which can be
applied for the design of any security system.

Case studies are used to develop class diagrams from the original UML
diagram, UMLsec diagram and UMLsec-SP diagram and to compare the class
diagram complexity. The results of complexity study are shown that UMLsec-SP
diagram produces the same complexity in term of the number of nodes and edges,
but it produces more complex than the other two diagrams in term of the number of
characters and tokens. The reason is that UMLsec-SP contains a significant number
of characters and tokens for presenting the security pattern-related information.

The results from this research are UMLsec-SP and a supporting tool.
Security system designers can use them to improve the efficiency to design security

system from applying security patterns.

Field of Study : __Computer Science __ Advisor's Signature ﬂﬂﬁm"y&*ﬁﬂ
Academic Year: 2008 . . . . ...
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3) Wowlyeay (Constraint) tHuTatsauva Ll RUNAWBLLUN
FnduaaInasm Lo i n 1Tl TI% 1901 MUIAUALTIL TR UAUDLLUG L AT LTIV B9
A & v Ay < A e o ~ \ ~a
wiNuRduuuYnIadingszy I@Um"lﬂLoauvlmmﬂm:mwaglugﬂmaammiamaa
(Object Constraint Language: OCL) [11] ﬁLﬂummmmgmlumﬁ:qL‘f‘lau"lmﬁ'aﬁwaa
& o L . A & @ " a A
aamh:ﬂaumemaﬂmmumwgmmma LT WNNNNAWLLY “interface” R13aw L
a e dl a e v U dl g; dl U J A “
umunuaﬂulvﬁgﬂmwm:qmﬂmannmaLuaamaﬂmmumlm Ao “self.base.name ->

notEmpty” 1D ud



12

] ]
a A
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2.2.1 gtguuaamﬂ . ehmjmﬂmaagLgmmatﬁamsﬁ@umszuumwﬁum
(UMLsec : Extending UML for Secure System Development)
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Mechanism)  1luanudesnislumsszunalameanuiiuasiamdyilangeglusgm
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e'/ = I d' a a Kd‘pd' a =3 d{' v

suaudues Jndununvesnuinadnusindiudssgiduuasisainonsuaaidays

maumugﬂmwﬁuméﬁﬂén

I3 1
2.2.2 msu,amLmugﬂmiaammu‘l%‘[ﬂmnmﬂszqnmu,azmuﬂs:nafu
(Visualizing Design Patterns in Their Application and Composition)
nwidsilaiauagidnuealwslnanlilunisuaasuuuzdniseanuuulunis
aanuuulisuninyszanduazaandsznavvasldsunsudszgnd [12] laslfununiwgdy
A i A .
LaaAd LHNWAINARIR  (Class  Diagram)  LARZLNWBAINNITRERIT (Communication

. 1A 6 o s A ¥ a o nlw A
Diagram) I@]ElLL%JWSJ‘W@‘H»LLU?Jﬁ’]‘ﬁi‘]JLL‘]J‘.UElJﬂ’]?ﬂE]ﬂLL‘lJfIJ‘Y]vL(ﬂ'%'Wﬂ\‘]’]WTﬂﬂ% LLE‘TGNFL%E‘]_]‘Y] 2.2

Sterecdype V. jpp'i{!" To | Delnition

<< PatbervClass=>> Class Indicate that this class is a part of a design pattern

<« PatternAtirhuies Adirilnste Tnilscaate that this atiribate is a part of a design pattern
<<PatternOperation=> | Operation| __[n-di:ate that this operation is a part of a design pattern

gﬂﬁ 2.2 LL&iﬁm\TﬁuLLuwaongLﬁwLLaaTwﬂWQ’é’n%%’uLLuugllmiaamLuu

LL&iﬁuﬁéTuLLuuﬁ'm%'uLmugﬂmsaammu Usenauely WNRINGBLLY
“PatternClass” ﬁlﬁ’lumﬁ:qﬂma’lml,uugﬂ LIRNWAWLLL “PatternAttribute” A171un1s
yguansmzvasnaaluuuul wazwalfiuwsuuy “PatternOperation” ﬁl"ﬁ’lumii:q
maduiunisvadsaanaluuuugy LLazluLL@iauuﬁuﬁﬁmmm:ﬁﬂ'}mzyﬁl“ﬁémé”mmm
Tayani19lassaivvesuuuiUniseanuuy e‘fjaLﬂuﬂﬂmzqﬁgnﬁmmﬂ'mamm
unilenuiheszy (Tag  Defnion)  wadgianuaalwsiWdiuanluiaa (UML  Profile
Metamodel) [15] Lﬁal‘*ﬁﬁm%’umnm@ﬁagamﬂmaa%’wwaumugﬂﬂmaww: ah

uniienuiheszuuyizl (Pattern Tag Definition) LLamﬁagﬂﬁ 23
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+ extendedElement ModelElement + referenceValue

+ referenceTag | «

+ modelElement
+ constraintedElement | «
{ordered}

+ taggedValue
GeneralizaleElement I =

TaggedValue

+ constraint | «

dataValue : String[*]
ImodelElement : ModelElement

Constraint Itype : TagDefinition

IreferenceValue: ModelElement
+ typedValue | *
» | * sterectype
0.1
Stereotype > TagDefinition

leon : Geometry + constrainedStersotype

base Class : Name [1. tagType : Name .
IdefinedTag : Tang[;ﬁr:i][ion +OWner 4 gefinedTag | multiplicity : Multiplicity type
IStereotypeCe int : Constraint «| fowner : Stereotype 1

UML Profile Meta Model

Extended PatternTagDefinition

PatternName

nameType : Name

PatternRole
< PatternTagDefinition

roleType : Name

Patterninstance

instanceType : Integer

U7 2.3 gLSNLLaaIWSVl,WﬁLmnI&JL@mmmmﬁgﬂﬁmmﬁmaw

uniignuigssgunuz Usznavaag %au,uugﬂ (Pattern  Name) UnLN L4
wuu3l (Pattern Role) LLazﬁﬁﬁumaaLLuugﬂ (Pattern Instance) lagasnUTznauaInaIae
anlflunmsinuateiheszuftldvinuniisnmasnann lasfisuuunalyasit

‘role@namelfinstance]”

Tay “role” Lﬂuuwm‘nma\‘iaaﬁﬂizﬂaué'ammslml,uugﬂ “name” LTuTa
wuu3y uaz  “instance’ Lﬁua"ﬂé’]’wamuugﬂlmmumw ﬁaasinmaa%ai’]’lmzqﬁvlﬁam
uneruiheseysunil 15w ‘Adaptee@Adapter{2]” Lﬂu%aﬂwszqﬁuamﬁwnmw
“Adaptee” luu;uugﬂ “Adapter” §19UN “2” Tuuauniw udn I@yﬁ’maaﬂwmzqﬁoﬂdn
& A é A & a di 6 >3 1 = o di 2
Lﬂuyau (Boolean) FINALT WY L&Jaamﬂizﬂaumnmwaﬂﬂm:mmamm:q

. = ¥ & ! A “ ” “ ” 2 o “r ”
NaNIAe 89AUITNAUAINANINLNUIN “role ’meugﬂ name’ &19U7N “instance” 11

A& = Al & [ \ VA o A g ' A

WHWATN  asia T uing LsJaaamh:ﬂaumﬂmﬂuuaﬂum:mmammzq Na1IAe
(Y & ! W v “ ” “ » 22 = “r ”

290132 NaUAINAN LN L ALUNLIN “role luLLuugﬂ name’ 819U7 “instance” TLNAIN

Al \ Y [ | & A & i o A

asanarzesihoszyasnanduyin ﬁma’m’wnsxqmmaaﬂ’ms:ﬂ@ 2 WUU Ad

1) mevesihassduais g}”aammﬂ&iﬁhLﬂuﬁaas:q%aua:@hﬂws:q
A i v A A A g
mglugmmu “role@name[instance]=true” mmmamgﬂlmmmwmmﬁ:ymammz'uq

) & A o & & wrn wy” = H
LmuuImlmii:mjamm:quumuwm:ﬂﬂmmammmJaa uaz ) 'ﬂagmﬂu
o . o o w o 9 @ 4
LATDINNNY “<<’ LAY “>>" UaIniNNWawLUUla asniheszydusiwdznaunig

1A 6 v o ' 1Y A < a [ A
VOILLNNNNATLLLY I(ﬂU@I’JBEI’N"IJiﬂdﬂ’ﬁﬂ@]gﬂ"ﬂﬂdﬂ?ﬂ’]US&TL!‘Y]L‘].I%%?G LLﬁ@]x‘l(ﬂx‘iE'ﬂ‘ﬂ 24
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Adaptee@Adapter = trueBI

<<PatternClass>> <<PatternClass{Adaptee@Adapter}>>
DelegateAdapter DelegateAdapter

gﬂﬁ 24 mia@gﬂmadmﬂﬁmzqmnuwﬁmuﬂ’]mzquuugﬂﬁﬁ@mﬂuﬁa

2) tenvasihoszyduiia ;jaammuvl,&iﬁwLﬂuﬁaaszq%auazmﬂ'}m:q
AINAbo éhaﬂ'ﬂwaamia@gﬂmaamﬂ'\m:qﬁﬂmﬁa LLamé'\igﬂﬁ 25

Adaptee@Adapter = falselﬁ

<<PatternClass>> <<PatternClass>>
DelegateAdapter DelegateAdapter

Eﬂﬁ 2.5 msa@gﬂmaamﬂﬂm:uqmﬂuﬂﬁmuﬂwm:quuugﬂﬁﬁ@mﬂmﬁa

éﬁy'i%'mia@gﬂmaa@hihm:qﬁana’n ﬁ]:“ﬁ’]fJLﬁ&lﬂ’l’]&lﬁx@’)ﬂl%ﬂ’]‘ﬁt‘i{fﬂgﬂ
VAUV mu‘ﬁﬁhUa@mm'fffu%aumauLqumwﬁLﬁ@ﬁrmﬂ’m:qﬁaga‘lmmumwmﬂ
£ o o g q A €w ) A o £ o
Atk I@ﬁmmauwuﬁszmﬂumwmwmmmuLLa:mﬂwm:uﬁwmwwu NIauEad lalasls
wanlaaataiian (Virtual Metamodel) LEAIAIILUN 2.6 NnanTnaTuneldin dnileosy
“role@namel[instance]” Lﬂuqmé'ﬂwmzﬁLLamﬂ”a;&mJaaLLuu3ﬂ1uLL@iazaaﬁﬂiznauﬁl‘*ﬁ

LA Y { o =3 A v . ”

WNANNABLUUNFI 9T (LUANNABUUY “PatternClass” ~ “PatternOperation e
“PatternAttribute”)

— <<stereotype>>
Class c PatternClass
| ~<-=taggedvalue>> role@namelinstance][1..*]<boolean>
¢.<5§ereotype>:

Operation | - PatternOperation

‘«taggedvalue» role@namefinstance][1..*]<boolean>

<<stereotype>>
Attribute J PatternAttribute

~<<T.aggedvalue>> role@namelinstance][1..*]<boolean>

;i‘l.]“?l 2.6 LN@I’IINL@&Lﬁﬁ ahl BGQLSNLLQNIW51W§§W%%U LL‘lJfIJE‘lJﬂ’]ia anLuy

muﬁ%’aé’anmﬂﬁa{wﬁauvl,mﬂ'aé'uﬁLﬂuﬁaﬂ?ﬁé’ulumﬁ:qiagamaaLL&iﬁm\T

GTuLLumLazmi’_'hm:qlugﬂLl,i_lwaamwﬂa%uaa TassuazidsavaaIanlasaule
1A 6 v « ” % d' dl' o o ra 6 v

Wi uHdULUL “PatternClass” uaadaagdf 27 uazenludiduvasuiRunduuyy

“PatternAttribute” LLas “PatternOperation” LLa@dﬁogﬂﬁ 2.8
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1= self ingged Value dotaValue. name - notEmpiy

2= gelf aggedValue name role -+ notEmpty

3= selfiaggedValue.name.instance -= isEmpty or sclfiaggedValue - cxists [u'::nﬁgu:ﬁ‘-’nlwc | tv.name.instance - notEmpiy)

4> gelfnaggedValue.name -> exists (v1, v2mname | vi.name = v2Z.name ) implics (v1.instance -> netEmpty and v2.instance -=
nEmpty and v 1.ingtance <> v2.instance)

v

jun 2.7 90U lUIAUYDINT LTI WL NUNAWILLL “PatternClass”

1= self.tagged Value->exists(ivitaggedValue, po:PatternClass | tv.name.name = pétaggedValue.name.name)

2= self taggedValue->gize <= PatternClass.taggedValue dataValue ->size

3= selftaggedValee name. role == noiEmpty

4= self tmggedValue name. name -= isEmpiy implics PaternClass. tagped Value daiaValue -=size = |

Foe el apped Value nome. name <= isEmply imphes sell mgged Valoe mme, neme = PatternC lrss apped Vahee, mame, nome

e Patterntlass tagged Value. name. instance -> sEmpty implies selllagged Value. name.instance -5 isEmply

7= (self.taggedValue.name.instance <> isEmpty and PatternClass.tagged Value.name. instance <> nodEmpty ) implies
selfaggedValue.name.instance = E‘mcm%lrm.modwlmnm:.imm:c

jUn 2.8 0% MTIAUTDINIT ITITULNNUNAULLL “PatternAttribute”

L “PatternOperation”

sfnRansanlfluinedwusiie unienuihessyuuugyl Gawluisay
wazian luaaiaiiaw lasunieazasioszy wazdonla ey undasudRuwanuyuy
sansnihandszgnaldluniraiisgiaanaalng Iadmiunusasdayaniilasaing
maauuugﬂmmifum"lﬁ LazbNAN lULAALEN U B I9IUTTBAINETD FINITAUINN
Uszgndldlunisatuiganudunuiszndisualifanaunuy LLazmﬂwm:qﬁ'lﬂmm

a a o‘a‘lv (%
NN bo

223 L&lm’m’m’luazu‘ungﬂmﬂ‘tﬁ’m’ﬁ (Metadata and Authorization Pattern)
a v tﬂq, v U Y o Qs A
nwddpildiruamadszendldunusdnmislddwnsluszauresuaaanie
Urzgndlgluniseanuuuaana [13] ihaaugunnanssuuazienefis ldgniseanuuy
o Ao a a Ao AN oA o vo o
luszdundanuszdsanindslu swidpildidanlfuougdnsldsunlunisdimua
o o A o ' & < A &
lavsafavasszuuluszavsedaana hasnnuuusdasnsdrnduuuugdanaduasfidu
Ang1waadszuulagna
P v o & & ' o = @,
1n3U7 2.9 usasanuFuRUTTaIasilsznauluudazIzduasTTUY WAwldd
mMIoantuulasIgIluIzaUTaInaRINaNTENUAaNTaa UL IATIET I Iz AUNANS
T4 wiw mssonuuvlussavvasszuulfi@aniy (Qperating -System) M3aanuuyluszau
[ 4 6 & U o & % Vo %
vosgiaus iudu danumidszgndlfunoydnslidmnaluniseenuuuluszduues
ANRITEINIINAILANNG AnITLAzianiszainiseanuunluszanauliidullana
wdazasunuUn RN uazaIngUN 2.10 Wudothazaunsn WA ENFIIIAN
nnuwIRavasuuuUmIliéuni
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classes Il 8 L

[ Metalayer
c |
A = bB [ Apphcation
7 . layer
oC
_"I Lxcullm a ". ? '
'*__m‘»ct“:x/? } - =i, £l Svstem laver
{ aml [ /I‘Ilm. ?__‘- \"\j; (05 TIEMS)

| s’ _—

;'--\___ y _'ﬁ | MNinde2 Distribution
"‘J-”' CF ; laver

cpur | couz | ! CPU3

Model

| ] I Hardware
— | L L J Configuraty
s 3 - gruration
. : 1 ¥ Protocol

A e o ¢ & ] [
Eﬂ'ﬂ 2.9 ﬂ?quﬁuwuﬁﬂlaﬂaﬂﬂﬂigﬂalﬂuu@ﬂzizﬂuma\'ﬁz‘ﬂu

ShopOrdes

*
e creae

.{F\‘
|
" g
l i prck
/ Right .

pack

OrderEpary Epp MEpEmp

REEE 1]

creabe

El]ﬁ 2.10 AaiIVBIULNBNINARIRARINNINUBIAAY aumugﬂmﬂﬁéﬁma

FINTUINNIDN LT IWINLRNBTT A A28H19TDILNBNINARIFNRIIININ
LLmﬁ@maaLmugﬂmﬂﬁéﬂma narvsalmduaras19lunsaTIHLAINAAIENNIN
u,mﬁ@maal,l,wgﬂﬂ'nuﬁum asha"l,sﬁm'mLqumwamaﬁ"L@Ta'mLLmﬁmaaLmugﬂmﬂﬁ
o =) v =} dl & v dq' QI/ U [ v dl
mmwvl,m:qﬁﬂa:LammLﬂumagawugmmaaLLuugﬂmwuuﬂﬂwmw LVTU RN
°uamma’tmmugﬂmﬂﬁéwma Lﬁauvlmﬁ‘aﬁ'wamma‘luuuugﬂmﬂﬁéﬂma 1wein 39
ﬁﬂﬁﬁayamamumamuugﬂmagnazl,amvl,ﬁ
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o < 6
2.2.4 msmvmﬂmw(?faan'ﬁﬂ'nmmm‘[ﬂﬂ%’hmnsmmauuugﬂmw
AWAIEINIUDIANT
(Defining Security Requirements Using Grammar of Security Patterns for
Enterprise)
av AV o & < A i °
mmﬁmuvlmauavhmmmmadLmugﬂmmuumLwamyluﬂﬁﬂ”nﬁu@ﬂmw
FaINIANNNUAIVBI89ANT TIUTTNaUAIE [14]
Pl o o o o ¢ ¢
1) 1'3&11nsmmﬁzqmwﬁaamimwuummwsuau‘n‘swﬂmaaaaﬂn‘s
(Security needs identification for Enterprise Assets Grammar) Julensainsae
@Tummmﬁaam‘smmifummaoaaﬁﬂs’jflLf;lmmu"[%uuazqmé‘ﬂum:maammﬁuml@
ag’lumuvlmumaamﬁmﬂw
6 o 1A "y . I
2) 11mnsmmsmwuﬂgamauﬂiwm (Asset Valuation Grammar) tiju
honsainmolumidwnmyadFuniwdnsdyvadasininivua
I'd (> &
3) 1iﬂ1ﬂimﬂﬂiﬂiztﬁ%nﬂqnﬂ1m (Threat Assessment Grammar) L1l
{ 1 o o { 1 a J e A %
"LamnmfﬁmUmﬁu@nUqﬂmwﬁmm’m:l,ﬂ@muﬂuaumwsTﬂlaaaaﬁm
6 a { .
4) Trgnsainisdszifinainzaraidys (Vulnerability Assessment
& ed o ' & A o v a o .
Grammar) LJuhennsaling ﬂm%u@mwaauuamaoaaﬂmwawmiﬂm@ﬂﬂqﬂmmm
a % 6 6 U
FUNINTVDI09ANT LA
s ) 1 { . . .
5) ThginIatn1InRkaAIANINLEEY (Risk Determination Grammar) L1
Tennsningr o lumIdwI ra1a N NLREIBBI TN TNE
6 o Aa < 6 .
6) 18INIUNITAIRBALBIAAAINNNWAIVAIDIANT (Enterprise
. = e A a < a o ¢
Security Approaches Grammar) LI lgnsalfitisifenuinfnanuluasnaIfunIwg
nﬂ'd & a
NUAMNLL WN eI
-4 [ a < 6 .
7) lasansainisiimwausn1saNuanAILaIBIANT (Enterprise
Security Services Grammar) ({JulensainsIsianuSnIanutuasngisynile
FUNTWEIRFINALRONBIINIIATUNUAILED
¢ ' Y v ¢ ;
8) 13mnsmmsﬁamiwaog&lﬁ%mﬁluamm (Enterprise  Partner
R . & e A ad a ' a 6
Communication . Grammar) 1 bsnsaingrolunisidenizlunsfadenuesdiny

ngnan

"l,’;mﬂ‘mfmwwil"uﬂommnu%%’sﬁ"lﬁmmﬂmﬁm‘m:ﬁaaﬁﬂszﬂauma
Iﬂidﬁ%’]amaaLLuugﬂmmﬁummnmuﬂsznamho6] maouuugﬂmmﬁ"um fa
f§w3znay “Structure” “Dynamic” LAz “Example Resolved” %Gaﬂmiﬂl"ﬂﬂuummﬂu
ﬂ’]SeJLﬂi’]zﬁﬁ%ﬂmﬂixﬂElU‘IJEJOLLUUEﬂﬂ’J’]&JﬁLuﬂ\TLﬁEJ‘W]adﬁrﬂitﬂé‘l‘iJ‘Yl’]GIﬂNBT%"N‘lIﬂGLLUUEﬂ

dl o a a a ftﬂ‘y
ATANN TN M LI NWANL AN T T
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n131 Lﬂ‘i’]zﬁllﬂﬂgﬂﬂ'ﬂ&d&%ﬂdLtazﬂﬂiﬂﬂﬁﬂglauttaﬂlsﬁﬂ

NWITEBHLLITA 2 NI RWITUIFLaaNLT K 6§31 FINITOUEA LAULNBATN

Aan33W (Activity Diagram) #93U71 3.1
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mﬂgﬂﬁ 31 aweand 1 (fudunewsudusasmisinem lag3uanms
ﬂ%’uﬂ;ﬂmm%waaqugﬂmmﬁum LLa:mﬁLmn:ﬁmiLLamLLuugﬂmwﬁumﬁ'
Usznavldde ms”?mezﬁmmamﬁaHamﬂmoa%”’lwaumugﬂmmﬁum LaZNY
"3msw:ﬁmmam"ﬁagamammﬁ"ummaumugﬂmmﬁum Fanaawiantunaniae
@muﬁaomﬂumnmmﬁagaﬂﬁﬂﬂidaﬁwaLmzﬁagamommﬁ"ummaoLmugﬂmmij'um
TUAaNA 2 Lﬂuﬁy’u@laumaamiﬂ%'uﬂygLS&JLLaaLermLﬁ"auamuuugﬂmmﬁum nanfe
msﬂ%"uﬂ;aQLSmLaaLsﬁmﬁ'a@auauadmmﬁaaﬂ’lﬂummamifagmlaumugﬂﬁ"l,@?ﬁnﬂ
duaautounii I@Umﬁmﬁ:ﬁmmamuuugﬂmwm‘j’umi@ylifglﬁmmamﬂLﬁam
mwuﬁaomﬂummam%gamaumugﬂmmﬁumﬁgLS;JLLaaLémvl,ajmmsml,am"lﬁ GR
ﬂ’J’]&Jﬁadﬂﬁiﬁ\‘iﬂéﬁ?ﬁltgﬂl“ﬂuﬂ’ﬁﬂ%’uﬂ?dLLﬂﬁ&JV‘Tﬁ%LLUU fhesey uazdouluiiduuas
HLENLDALTA duaaud 3 Lﬁuﬁzu@aumaamimnaaugLﬁmLaaLSﬁﬂﬁﬂ%UﬂgaLﬁmau
LﬁalﬁﬁmmgﬂﬁaoLLamuHirimﬂﬁ'a%u SaNaaWEI NI waouitaa %JngllLLaaLﬁljﬂﬁ
ﬂ%’uﬂgaLﬁ'uLamm:mumimnaamﬁ’s wiani3uni %JlLSNLL@ﬂL‘ITﬂLaﬁﬁ (UMLsec for
Security Patterns: UMLsec-SP) I@m’mauﬁmﬁzﬂ ) iizu@auﬁ’mﬁu URAITYRZLDE
vanualuideft 3.3 #wmsunoadoaluiuaeui 4 5 waz 6 AAsITaIRUMTRAW
LLa:maauLﬂ%'aaﬁaLﬁ'aaﬁfumgumma@aLmugﬂmmﬁuﬂﬂmUIGEQLSNu,ameﬁmaaﬁ s
ﬂsuﬁuwaLLa:mﬁLmﬁ:ﬁmmamLLuugﬂmwﬁumI@ul"ﬁglﬁml,aamﬂl,aaﬁ WaZNT
a;ﬂwamﬁ%‘y aznamfsaaluluund 4 unfl 5 uazund 6 ausay

lasmwanzasmiaiaglduuaaisaiaai mmmuam"l,éfﬁdgﬂﬁ 3.2

Input Objective
Visualizing Security Patterns satisfy
Security Patterns
Structural
Model UML Profile extension mechanism
) - Output
input Extending Stereotypes output
ioti and Tagged Values
Descriptive - 99 UMLsec-SP
Extending Constraints
UMLsec

gﬂﬁ 3.2 mwsfmmaamsﬁwQLS&ILLaaLGnmaaﬁ

A o = a & A o o o ' \ A

N3N 3.2 slumiaiwgLasJLLaaLsnﬂLaa‘wum:magammagaaamuﬂa wuugy
ANMNNUAI LLazQLSmLaaLﬂm I@ﬂdauﬂszﬂawaaLLuugﬂmmﬁumﬁLﬂm‘Tagaﬁ’]Liﬂﬁa
WUUS1809L391ATIRIN9 (Structural  Model)  Adluunuaiwaanaanaindsznay
“Structure” maou,uugﬂ LLa:iTa%Jaﬁvl,ﬁmﬂmuﬂszﬂauﬁumammugﬂ LazEIBUTZNOUYDI
=1 dl & v o v A =3 6 ~ & v o v 1 dq,
gavuaarandudoysindrae ;JJLasJLLaaIWiVLWamaagLamLaaLsﬁﬂ Tatayaiwani
azgnlflunalnanasgiwlunmsvesgiduuesiidsznevlddin nsvmswifuiduuuy
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q

Ly A o o o AN v & A
wazeriheszy uaznsveneienluny lasnaawiinlafe glduuaaisaaafiniznay
Nl NN Anfleszy SN CRIRGET ﬁmmiﬂﬁﬁmﬂizUqﬂ@ﬂ‘*ﬁ’lummam
LLmJgiJmmﬁum‘lmmumwamavlﬁ

Tuun#aznanfe nalnuaspulunissssgiduues waznsianzinisugas
Lmugﬂmmﬁum Aandudasrinanudla mﬂﬁfmﬂu{fu@aumaamsmmﬂgLﬁml,amsm
{ < = o & { Aa % %
WaugaInuuIUauuaIdi ldTntuaeui 1 2 waz 3 luukuniwiansudadu

o @ [V A ' g
AN aITLazLALAsia b

®
3.1 nalnu1ms§ﬁu‘lunﬁwmﬂgtamma
(Standard UML extension mechanism)
L™ I~ = d' Qs a = 6 6 A o
1uﬂaﬁ3uugLawLLaaLiJumwm"lmuﬂ’nuummluﬂ’ﬁwmmizuusﬁawmLnsl,m'mq
A & ~ o & € A o o
LuaamﬂLﬂumm"nmminmmiaammmzuumﬂmmnmmqvlwmn%mmJi:mﬂ
V% NISaNLUUTEUUTaWNALITLTIN EhTEl rm?aaﬂLL‘umzuwnaw@TLLﬁﬁaﬁumgums
%’@ﬂwsadﬁmmi e azm"l'sﬁcﬂ'mgLS;JLLaaEl’a”l&immimaa%'umiaammus:uu
6 6 A 6 (% 1
FaNWALITUI9UTLLNNEIa U AL U UUDINNITE AN LU LI UL Ta WA LT L6 LT N1TaanLLL
LU ULUUNUA (Real-time ~ System) N1388NUULANUNBAIVBITZUY (System
Security) LHudu dinupidunanlddaiaounalnunasguluniszoiogidanaaiive
ﬂi:zqm@ﬂ"ﬁ’l)umiaaﬂmezuumwmﬁﬁaiﬂL&lumaaszuusﬁQWﬁLLﬁﬁﬁé’ﬂmmzmmz
Ao muliudysgiaauealwslid  (UML  Profile) Amiusyuniseanuuululaiuuiil
Q = 6 1 . 1 =3 v v Qs dl v v
ANBULANIY gLauLLaaTWi"LWaazmUﬂsuLngLauLLaaI%LmﬂnuI@Luuﬂ@aam‘s"l,@ Tag
MIANaIR Uz nauTialna WIBWNIQ AN UL uazidan lwmslfnuwuatasdlsznay
ﬁagjﬂﬂ@muﬁﬁaoms asm'lsﬁmmavlﬂé’aﬂma"l&imm:awﬁm%’umsﬂ%’uLwiagl,ﬁuu,aa
1 n:{' n:{' 0/ £ =3 & dt:l'qz L= U s 1 dl
MmumﬂmnuimamwwmgLauLLaa [10] malummugwmmamaawwmmmlmLwa
sosTuMIdiuuasaina lasmminauwazdastznatdie lasaisdugiuuesgdy
v 6 I‘il o 1 J Qo =3
was wazlasirivrasasatsznavnielum e v uAYsuLe 0w m‘sﬂiuﬂgagl,ammaiws
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4) wadssamiilosns
5) aunuilainis
6) AIUNUYIUNNT

7) dszquin

gLS&JLLaammLaa'ﬁﬁlzuﬂaaamﬂuaaaﬂi:mﬂﬁa gLS&JLLaaLmﬂLaaﬁﬁm%'mLam
ia;&amﬂmaa%wauwugﬂmwﬁum wazgLduLaLTALL AN N IULIAITaYANII
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%mmugﬁmmﬁum A1eTunsvaauuuIUA NI TouANNNAULLY Aa1ENUIIH
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uiRuWAuuUY AREAUTIM ihassy dauluisdy ety
spc (Security Pattern Class) Class “role@namel[instance]” 1> self.taggedValue.dataValue.name -> notEmpty ﬂa’laﬁLﬂuadﬁﬂiznallmzflul,mugﬂmwﬁuﬂd
spt (Security Pattern data Type) Class “role@name[instance]” 2> self.taggedValue.name -> forall(v1, v2:name | v1.name <> v2.name) ﬂma“?'iLﬂmmu‘ﬁﬁﬂ“ﬁagamﬂluLLuugﬂmmﬁ"um
spr (Security Pattern Relationship) Relationship “role@namelinstance]” | implies (v1.instance -> isEmpty and v2.instance -> isEmpty) mwﬁuﬁufﬁ:mwaﬂmaﬁLﬂuaaﬁﬂi:naumulmmugﬂ

3> self.taggedValue.name -> exists(v1, v2:name | v1.name = v2.name)
implies (v1.instance -> notEmpty and v2.instance -> notEmpty and

v1l.instance <> v2.instance)

ANUNAI

AN319N 2.2 i”J']mzuqﬁ’m%’uLLamiTa%mdemaa‘?ﬁwaaLmugﬂmmﬁum

fheszy uaiRuW ALY swasihuszy sotnsiasiheszy InAWASH dnatung
“role@namelinstance]” WG FN s anae YiuuaaanBAIdUIzNaLAINGT true 38 false * sz asdsznaudIndndunum “role” 1uLLuu3ﬂ “name”
Tuuvuzy §eufi “instance” luununwwialal
A A & o ° [ @ t% )
AIWNN V.3 BUNWNNOULUURIWIY LLK@N‘IJE]%JNV]’N@]'T]NN%@N?J E]GLL‘]JUEI]WJ'\N&J%Q\‘]
LLuugﬂmwﬁuﬂo ﬁwa'ﬁmwaauuugﬂmwﬁum walNuWauLLY ﬂmaﬁugm heszy Fowluedu fatue
mMIlAdw LﬂmmugﬂﬁLauamiﬁmuﬂ%ﬂ%ﬂad subject Class “role@namefinstance]” fidldniwennyvasszuy
(Authorization) %Lﬁﬂlfﬂ%W?_l’]ﬂﬂ%i:UU accessRight Class controlledType &g 1> self.taggedValue -> forall(tv|tv.name = adﬁﬂi:nauﬁmug&lmihﬁﬁa
“role@namelinstance]” | “controlledType”) implies (tv.dataValue = “ACLs” or NIWEINT
tv.dataValue = “Capabilities”))
accessType Class “role@namelinstance]’ ANBMzUaINM TN ENINeINT
restrictedRule Class “role@name]instance]’ Gewlafiludoralumslismnau
dlFau
copyFlag Class “role@namelinstance]’ mialﬁmﬂﬂlﬁ'ﬂéuﬁﬂaaﬂé’]u’m’uad
dlFudinann
nseaugumadiag LﬂmmugﬂﬁLauamiﬁ'muﬂaﬂfﬂnad role Class “role@namelinstance]” u“nmwuaa@ﬁﬂ’ﬁﬂ%"wmnﬂm:uu
UNLN i ldniwennsluszuueuunun adminRole Class “role@namelinstance]’ UNUMUBIHQUATZLY
(Role-Based Access Aifmualy adminRight Class “role@namelinstance]” aaﬁﬂsznauﬁmuqummﬁﬁa
Control) NIWINITVBILQUATIIL
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' ! '
AN39N 2.3 WNNNNAURULFATY LLa@ﬁagamammﬁuﬂw auwugﬂmwﬁum (5h))
Lmugﬂmmﬁum ﬁwa%mumamuugﬂmmﬁum uaRuWAwLLY ﬂmaﬁrugm ihasey Gowlutadu faduny
ANNTUAIRAN LTS LﬂuuuugﬂﬁLauamiﬁwuﬂ%ﬂi‘iﬂaa accessLevel Class assign LAz 1> self.taggedValue -> forall(tv|tv.name = “assign”) i:ﬁumnﬁwﬁwaag&fl,iﬂ’ﬁﬂ%'wmﬂi
(Multilevel Security) i ldniwennsluszuuauszay “role@namelinstance]’ | implies (tv.dataValue -> isNotEmpty)
anudaaanprasdidnlininens guardLevel Class assign Waz 1> self.taggedValue -> forall(tv|tv.name = “assign”) TAUANNURDANLVBINTNOINT
URZNIWENNT “‘role@namel[instance]” | implies (tv.dataValue -> isNotEmpty)
maEsanaLEaande LﬂmmuyjﬁlLauamimaaaaums request Class “role@namelinstance]’ ffoswalimiwens
(Reference Monitor) Sasvaldniwennsluszuuvas referenceMonitor Class “role@namelinstance]” ssfdsznaufiaTameumsiasaeld
dldau NIWENT
monitored Relationship monitor LAz 1> self.taggedValue -> forall(tv|tv.name = “monitor”) m*a‘l,%auIUdﬁﬁmimnaaumﬁawa
“role@namelinstance]” implies (tv.dataValue -> isNotEmpty) lEnswenns
ﬁgﬂL’qu/’]i:UULa.U’J LﬂuLLuugﬂﬁLauamimuqumi client Class La “role@name[instance]” é’lﬂ?@’mmﬂmuuaﬂizuu
(Single Access Point) Whieszuy lasmsiwnalwd Component
’ﬁa\‘m’mamlumitﬁ’lﬁﬁzuuwhifu accessPoint Class method LLas 1> self.taggedValue -> forall(tv|tv.name = “method”) gﬂrﬁ"liwu
“role@namelinstance]” implies (tv.dataValue -> isNotEmpty)
appService Class L@z “‘role@namelinstance]’ vimuasldsunsadszgnd
Component
AANINOY Lﬂmmugﬂﬁ'Lauamimugums checkPoint Class protect Las 1> self.taggedValue -> forall(tv|tv.name = “protect”) i}ﬂmnaau;ﬂ“ﬁmumnmuuam:uu
(Check Point) [infspasszuy Iﬂf_lmiﬁﬂﬁu(ﬂfgﬂ “role@name[instance]” | implies (tv.dataValue -> isNotEmpty)
m'maauﬁ’tﬂun'ﬁmuqunﬁrﬁwﬁa
13132893 1Y
L‘ﬁa’ﬁumamwﬁum LﬂuLLUUEU‘ﬁLauamﬂ”ﬁma‘ffuma securitySession Class sessionType lifetime 1> self.taggedValue -> forall(tv|tv.name = “lifetime”) L‘Eﬁ“ﬁ'uﬂ']dﬂ’a’miﬁﬂd
(Security Session) mwﬁtm‘ﬁﬁmsﬁwuwﬁwLimmi e implies (tv.dataValue -> isNotEmpty)
JEARM “role@namel[instance]” | 2> self.taggedValue -> select(tv|tv.name =
“lifetime”).dataValue.ocllsTypeOf(Integer);
msmuquﬂ’mﬁﬁﬁaﬁm LﬂuuuugﬂﬁLauammamﬁaﬁfu errorNotification Class “role@namelinstance]’ asflsznavfiuaastafianaadiiia

NILRAIANNAANAIA

(Full Access with Errors)

maiunanuasasszunliElsnm
A o 9 o
Y Ssszuuniugumadnle
Wardulasmsuanidarawaali
dldnunnulunsdlnglénwsonls
co A aa £ = 9
Wordun LifianslunmsSunls

@ & o A 2y aa £
’\]']ﬂﬂ’]il,’ﬂ'mx‘lﬂ’]iﬂ’]L%‘l«m’]i‘ﬂvmuﬁ‘ﬂ'ﬁ

. a
Tumsidnila
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Lmugﬂmmﬁum ﬁwa%mumamuugﬂmmﬁum uaRuWAwLLY ﬂmaﬁrugm ihasey Gowluedu faduny
mMssnamsdnie LﬂuLmugﬂﬁLauamiu,amviaa interfaceBuilder Class “role@namel[instance]’ afUsznaufitmuadndol e
(Limited Access) memadnsfinananeiiu gmsy Toungldanu
p‘ﬂfmuﬁﬁa"mwlumﬂfﬂﬁaﬁ enableUIElement Class “role@namelinstance]’ Qmﬁnumxﬁuamamu:mmmi
fnanin vaaRuluudazasflsznavvassudes
pIpET alTt
aaﬁﬂs:nauﬁgaﬁéﬁm LﬂmmugﬂﬁlLauamﬂ%mﬁﬂs:nau authenticator Class “role@namelinstance]” aufdsznaufivhmsamaseudinuas
(Authenticator) Agaddaulumsszydauzas dlFnunawinlinaungldnu
;ﬂ“ﬁ'mulmzuuﬂﬁjﬁms proofOfldentity Class “role@namelinstance]” aaﬁﬂﬁ:ﬂauﬁlﬂummamﬁ’mumaa
dlnu
ssddznaufigaianam LﬂuLLuuglJ“?iLauamﬂ"ﬁaaﬂ‘ﬂszﬂau certificate Class “role@namelinstance]’ 'Lui“maalumﬁ:qﬁmu
(Authenticator) Agaddaulumaszydaua certificateAuthority Class “role@namelinstance]” dldlususaslumsszydan
dlFnuluszuud jiane
mimuqumiaiﬁd L‘ﬂuLmugﬂﬁLauamiﬁmuﬂﬁﬂ:ﬁf processCreator Class “role@namelinstance]” adﬁﬂiznauﬁmuqumiﬁw
AITUIBNT IWiunszummsfiiedulnale nITUIBNT
(Controlled Process sruudfuEns processDescriptor Class “role@namelinstance]” sudsznaufisaifivantaas
Creator) NITUIUNT
MIAILAUMTET LﬂmmugﬂﬁLauamiﬁmuﬂaﬂﬁr objectFactory Class “role@namelinstance]’ aaﬁﬂs:nauﬁmuqumiﬁwSaumnﬂ‘
Sauiand IWiudeuendmiatulnailu
(Controlled Object sruudfians
Factory)
ML Lﬂmmugﬂﬁ'Lamamimuqmms vas Class “role@namelinstance]’ wihgenudnaiionluszuudfuidnns
mihoaNnuILalan Ehfamhsanudnalonln vasAddress Class “role@namelinstance]’ 'ﬁ'agjmawnmuuﬁ
(Controlled Virtual szuuliidnas vasSize Class “role@namelinstance]” ﬁﬁmu%ﬁwaaL‘nﬂLuuﬁﬁgﬂﬁﬂﬁ'@l
Address Space)
mﬁmuqmmm"u(ﬂﬂi:'ﬁﬂ LﬂuLLUUEUﬁLauamimu@mlam‘nﬂ domainProtection Class “role@namelinstance]” adﬁﬂﬁ:nauﬁmmaaumﬂﬂﬁUu
ma NIYNMTVBINTEUINANTIN Tawnaasnszuawmansle
(Execution Domain) suydjians sruydjianis
domainDescriptor Class “role@namelinstance]” aaﬁﬂs:nauﬁ%mﬁu%ﬂﬁf‘naa

nszuwmslumsi lEniwennslu
Taunmnua
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Lmugﬂmmﬁum ﬁwa%mumamuugﬂmmﬁum uaRuWAwLLY ﬂmaﬁrugm ihasey Gowlutadu fatuy
mslwdmnaluwuily LﬂuLLuug‘}JﬁLauaﬂ’liﬂ’mqumi fileDirectory Class Lz “role@namel[instance]” a’]iuuluizuuﬂﬁﬁﬁmi
(File Authorization) vihdouduluszuudjoiams Component
workstation Class W8 osType Uaz amﬁmuﬁtﬁﬂfmwﬁaga
Component “role@name[instance]”
In$reasdamiumnsas Lﬂmmugﬂﬁ'mua"l,w{aaaa"?imuqu pfFirewall Class uaz product openedPort | 1> self.taggedValue -> select(tv|tv.name = W$reasdmumInsasuiaing
uRALNg mysugsuiainaluszaulad (Packet Filter Component Uag “openedPort”).dataValue.ocllsTypeOf(Integer);
(Packet Filter Firewall) Firewall) “role@name[instance]” | 2> self.taggedValue -> forall(tv|tv.name =
“openedPort”) implies (tv.dataValue >= 0 and
tv.dataValue <= 65535)
ruleBase Class “role@namelinstance]’ asflsznavfinsasuiainauadlng
2888
ipAddress Class “‘role@name[instance]” La’u‘ﬁlagivlaﬁ
appServer Class L& componentType L& 1> self.taggedValue -> forall(tv|tv.name = Lﬂ%aau‘%n’lﬂﬂiuﬂwﬂim‘ﬂﬁ
Component “role@namel[instance]” | “componentType” implies (tv.dataValue = “web
component” or tv.dataValue = “business component”))
W50adiB90unn Lﬂul,l,uugﬂﬁl,auavlw%aaaﬁ“?imuqu pxFirewall Class U@z product openedPort | 1> self.taggedValue -> select(tv|tv.name = InSr0adB90uns
(Proxy-Based Firewall) mysussuiainaluszaudaanlu (Proxy Based Component U8z “openedPort”).dataValue.ocllsTypeOf(Integer);
LARALND Firewall) “role@namelfinstance]” | 2> self.taggedValue -> forall(tv|tv.name =
“openedPort”) implies (tv.dataValue >= 0 and
tv.dataValue <= 65535)
proxy Class “role@namel[instance]” dunuasLsmsluszuy
IW$readifemoue LﬂuLLUUEﬂ‘ﬁLaua“flaaﬁﬁlﬁu sfFirewall Class Way product openedPort 1> self.taggedValue -> select(tv|tv.name = WseadiTmnue
(Stateful Firewall) amu:maaLL&i"lhUmuuaﬂi:umﬁa (Stateful Firewall) Component 11 “openedPort”).dataValue.ocllsTypeOf(Integer);
ANTIWIBMIATIVROLUWALND “role@namel[instance]” | 2> self.taggedValue -> forall(tv|tv.name =
“openedPort”) implies (tv.dataValue >= 0 and
tv.dataValue <= 65535)
stateTable Class “role@namel[instance]” adﬁﬂizﬂauﬁtﬁuamu:’uamw‘ﬂmﬂ
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Lmugﬂmmﬁum ﬁwa%mumamuugﬂmmﬁum uaRuWAwLLY ﬂmaﬁrugm ihasey Gowluedu faduny
nsflatidaya LﬂutmugﬂﬁLauami%ﬂaﬂ]"agamn encryptedData Class “role@namelinstance]’ ﬁagaﬁgmﬁ’ﬁﬁaﬁu
(Information Obscurity) | m3dhfisvasnszuaumsfilaie encryptionComponent Class “role@namelinstance]’ aaﬁﬂs:nauﬁLﬁﬂiﬁaé’u‘[ﬁﬁu“ﬁaga
Uszad encryptionKey Class keyType Waz 1> self.taggedValue -> forall(tv|tv.name = “keyType”) thl,l,i]ﬁl‘ﬁjlun’lil,ﬁ’liﬁaﬁu
“role@name[instance]” | implies (tv.dataValue = “asymmetric key” or
tv.dataValue = “symmetric key”))
keyProvider Class LLae “role@namel[instance]” am’ﬂi:nauﬁﬁmmqtymﬁlﬂums
Component KNTARAL
ToImMIANNAUAI LﬂuLLuugUﬁLauammaﬂulﬁw webBrowser Class L8z product LAz Lﬁumﬁimas‘mm;ﬂ'ﬁmu
(Secure Channels) ﬁa}dai:ﬂiwﬁ&'ﬁmmm:Lﬂ%adiﬁmﬁ Component “role@namel[instance]”
Ay webServer Class Laz product abstract LLaz 1> self.taggedValue -> select(tv|tv.name = Lﬂ%aau‘%miﬁu
Component “role@namel[instance]” | “abstract”).dataValue.ocllsTypeOf(Boolean);
gtﬂuﬁfﬁn LﬂuuuugﬂﬁLauamiﬁgﬂﬁﬁmumaa uivService Class “role@namelinstance]” u‘%msmuaawaamiﬁgﬂﬁ@'l’ﬁdm
(Known Partners) Q’lﬁmuuanﬂ%aau‘%msﬁuﬁgnlﬂ? (User Identity
% Verification Service)
userldentity Class “role@namelinstance]’ aaﬁﬂs:nauﬁlﬂumﬁ:qﬁmwaa
Al
systemldentity Class “role@namelinstance]’ aaﬁﬂsznauﬁlﬂumss:qﬁmumaa
Lﬂ%mﬁnﬁﬁuﬁgnlﬁam
lalaaanstlasnn Lﬂmmugﬂﬁ'Lauammnnﬂaﬁ“ﬁums router Class W8 openedPort L&z 1> self.taggedValue -> select(tv|tv.name = ssdsznaufisaiiumssuiained
(Demilitarized Zone) ﬁwmuua:ﬂ]’aga'ﬁﬁwﬁry,aanmnﬁu Component “role@namelinstance]” | “openedPort”).dataValue.ocllsTypeOf(Integer); heanluszuy
G REH 2> self.taggedValue -> forall(tv|tv.name =
“openedPort”) implies (tv.dataValue >= 0 and
tv.dataValue <= 65535)
aunwilasnu LﬂuuuugﬂﬁLauamﬂ’ﬁﬁumﬂums reverseProxy Class mainURL blackList 1> self.taggedValue -> forall(tv1,tv2|tv1.name = sunuiilasnumadhoudtieriasiu
(Protection Reverse Hlasnumsidndsuaidnsluszau whiteList L&z “plackList” and tv2.name = “whiteList") implies
Proxy) IﬂiLLﬂiuﬂi:qnﬁ “role@namelinstance]” (tv1.dataValue <> tv2.dataValue)
Yazguin LﬂuuuugﬂﬁLauamﬂ’ﬁm\hhy userDirectory Class “role@namelinstance]’ aaﬁﬂsznauﬁﬁmmﬁagaﬁlﬂumi

(Front Door)

GT’JLLY]HHSLWIﬂ’ﬁluﬂ’]iiiqﬁ’muua:

msm'maaupj‘[‘ﬁmu

szi__lﬁmw,m:msmmaau;&‘l‘fmu
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Lmugﬂmmﬁum iheszy walNuWauLLY fhesiheszy dagsiasihezy dnatung
m3lwdma controlledType accessRight ﬂi:mmaaaaﬁﬂiznauﬁmuqums TMIAUNNIdQ ﬂs:mwuaaaaﬁ'ﬂﬁznauﬁmuqumﬂ%ﬁm%’mmm‘
(Authorization) WNHNSWENNT (Access Control Lists: ACLs)
TENIUFAIFNTIOU
wasiinle (Capabilities)
ATMUTUPIRNNL TS assign accessLevel %aﬁaman@?ﬁlﬂuéﬁmumm - %aﬁaumﬂﬁﬁltﬂug”Wm@hs:ﬁun’mﬁwﬁwaag}"w]"wﬁa
(Multilevel Security) NIWEINT
assign guardedLevel %aﬁaumnm’ﬁlﬂmj RUAsT - %aﬁamﬁmﬁﬁlﬂué"muﬂms:ﬁummﬂaaﬂﬁ'ﬂmaa
NIWEINT
matsnalsegnde monitor monitored %aSaumnﬁﬁLﬂué@maaau - %aSamanﬁﬁLﬂué@maaaumn‘ﬁﬂ%ﬂi"wmns
(Reference Monitor)
agm’ﬁﬁ:um?{m method accessPoint ABmaingazuy msnsan%asﬂﬂﬁtﬂ:iﬁamu gy
(Single Access Point)
ERIEREEGH protect checkpoint 13msfidesnisnsasey M fenasauviie U'%miﬁﬁmmﬁmwaauimﬂlﬁgmmsaaaau
(Check Point) uiladayaay
TETUNIANATAT sessionType securitySession drsinnueoiratumInatuag Qnﬁv (Cookie) ﬂs:mwuaaLmaﬁuﬂwaﬂmuﬁummaapﬂ“ﬁmu
(Security Session) LIETW (Session)
lifetime securitySession mqmﬂ’ﬁmumaama‘ﬁumwﬁum 30wt 1 4alus mqmﬂﬁmumaamafumwﬁum
msldnaluuiy osType workstation szuudfuanszassmnitam Julaad (Windows) sruvdfuanszesanniiom
(File Authorization) §‘L§ﬂ°ﬁr (Linux)
TW$easgmIumsnIasunamng product pfFirewall Fovasnaan W road “ARGUE” “OpenBSD Packet Favasnaan T nread
(Packet Filter Firewall) Filtering Firewall”
“Linux Firewall”
openedPort pfFirewall wingnasnide 0 - 65535 wingwainide
W08 F90unn product pxFirewall Fondasmailngend “Pipex Security Firewall’ FovosnAadmaiiniaad
(Proxy-Based Firewall) “InterGate Firewall” “Postfix”
openedPort pxFirewall nnaunainiie 0 - 65535 winesawenida
IS reasidomnue product sfFirewall Fondanmsiineas “Pipex Security Firewall’ Fovasnaas i nreas
(Stateful Firewall) “InterGate Firewall”
openedPort sfFirewall wgauneinAe 0 - 65535 wingawa e
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Lmugﬂmmﬁum iheszy walNuWauLLY fhesiheszy dagsiasihezy dnatung
nstlariadaya keyType encryptionKey wﬁmaaqm_,Lwlun”anﬁﬁaﬁ FUNAT I8 DFNNIAT 'ﬁﬁmaaqryuﬂummﬁiﬁaﬁu
(Information Obscurity)
FINNIANUA A product webServer SonAan eI aILSN5LY “Apache” “IIS” FavasndaAmaiesU3maSy
(Secure Channels) abstract webServer Hﬁuuamﬁnwmzmaam%"aau%miﬁuﬁ true w3a false 5mym:°nadméaou‘%miﬁuﬁLflumuﬁiiu
Wuwasasw
product webBrowser Fandadmaiiuumairas “IE” “Nescape” “Firefox” FavesnRasmauuTe
wataaamstlasny openedPort router wnsRIWeINALa 0 — 65535 wingane e
(Demilitarized Zone) componentType appServer Wszinnvesdaudsznaumslmaios dauisznauniegsia Wsnanvassmsznaumelweiosusmslusunsa
vsmslusunsudlazynd L% “EJBS” tazynd
dausznauiy
L% “Serviets”
aunuilasnn mainURL reverseProxy gmil,awa“ﬂmaaLﬂ%aou%m‘sﬁulu http://www.chula.ac.th gJ‘aﬁLLaawéTﬂmaaLujﬂhmﬁzww
(Protection Reverse Proxy) JEUY
blackList reverseProxy (yanfusn, ningawain, lnslnaa) (“http://www.abc.com”, 80, ﬂUmsmaaﬁﬁawaﬁiﬂﬂau%’ulﬁlﬂﬂg’:ﬁ:uu
“TCP/IP”)
whiteList reverseProxy (genfuen, nunmawain, Inslnaaa) (“http://www.abc.com’”, 80, ﬁUmsmaaﬁﬁawaﬁﬂaué’ulﬁvﬁﬁghzuuvlﬁ

“TCP/IP”)
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<<accesslevel>>

Access Control Model

<<spr.assignLevel@Ms>>
assignLevel

<<accessRight>>
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member0Of

<<spc.subjectC RBAC>> | <<spr.

u

AccessRight

>>

SubjectGroup memberof

“raccessTy pe: A ccessType@A UZRBAC.

“+restrictedRule: RestrictedRule@A U &RBA C

<<spr.typeOf @RBAC>> <<admmmg::::1$gmghr:t@RBAc >>

0 bject.protectionO bject@A U, prote

1

N 3
+clearancelevel: AccessLevel@M$S CoRYBIRREORY Flag GREIRREA G
| +checkRight@A USRBAC ()
<<spr.memberOf@RBAC>>
. memberOf { }
<<subject.subj u, . subject ubject <<role.role@RBAC >>
Subject Role
+clearancelevel: Accesslevel@Ms = U spr. R g
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Request

<<role.role@RBAC>> | | <<role.role@RBAC>> >
CompositeRole simpleRole AdminRole
i U&RBAC ()
+assignRole@AU&RBA C )
<<request.request@RM >>

tionO bject.protectionO bject@RBAC, protection bject. protection bject@MS, protectionO bject. protectionO bject@RM>>
ProtectionObject

<<spr.typeOf@RBACS>
monitor="Monitor0 bj" e st QRIS
<<spr.typeQf@RBAC>>

request

<<spr.makeRqquestTo@RM>>
makeRequestTo

A

<<spc.protectionO

<<guarded>>
guard="GuardO bj"

ProtectionObjectGroup

~+classificationLevel: GuardLevel@Ms

ReferenceMonitor

"l <<guardedievel>> LN
assign="GuardLev elObj"

<<spr.checkRule@RM>3
checkRule

o

Operating System Access Control

[

ObjectA

o

l ProcessCreationRequest l l

ObjectCreationRequest ‘

[

] [ ]

L

| L |

Security Pattern List

AU = Authorization
RBAC = Role-Based Access Control
MS = Multilevel Security
RM = Reference Monitor

1

System Access Control Architecture

ServiceRight
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System Access Control Architecture
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<<spr.creafeEror@FAE>>
<<spr.chgck@LA>> reafeerror
chick <<accessRight>>
controlledTy pe="ACLs"
<<spe pe. i P, sp y
BoundaryP rotection
<<interfaceBuilder.interfaceBuilder@LA>> <<errorNofification.errorN otification@F AE>>
InterfaceBuilder ErrorNotification
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[ | I Y7 -
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Access Control Model Security Pattern List

Operating System Access Control

Process

Osuser

Firewall Architecture

Firewall

Proxy

LocalHost

Secure Internet Applications

ClientBrowser
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SAP = Single Access Point
CKP = Check Point

SS = Security Session

FAE = Full Access with Error
LA = Limited Access
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Operating System Access Control

<<request.request@COM>>

<<create, spr creationRequest>>
create

ObjectRequest
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ObjectFactory
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CertificateAuthority
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ileDirectory File
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|

System Access Corjtrol Architecture

Client

Firewall Architecture

LocalHost

Access Contre

Model

ReferenceMonitor l

|

)

Security Pattern List

AUT = Authenticator

CPC = Controlled Process Creator

COF = Controlled Object Factory

COM = Controlled Object Monitor

CVAS = Controlled Virtual Address Space
ED = Execution Domain

CEE = Controlled Execution Environment

lTr

FA = File Authorization
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<<spc.request@PFF, spc.request@PXF, spc.request@SFF>>
request

Firewall Architecture
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Firewall

request
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LocalHost

Y 4
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ProxyBasedFirewall

!
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PacketFilterFirewall
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Proxy
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RuleBase

<<sfFirewall.Firewall@SFF>>
StatefulFirewall

<<stateTable.stateTable@SFF>>
StateTable

System Access Control Architecture

Operating System Access Control

Client

Process

OSUser

Secure Internet Applications

S

WebServer

ApplicationServer

Security Pattern List

PFF = Packet Filter Firewall
PXF = Proxy-Based Firewall
SFF = Stateful Firewall
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ExternalFirewall

InternalFirewall
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Secure Internet Applications
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ulVService
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System Access Control Architecture

Security Pattern List

10 = Information Obscurity
SC = Secure Channel

DMZ = Denmilitarized Zone

PRP = Protection Reverse Proxy
IRP = Integration Reverse Proxy
FD = Front Door

Firewall Architecture

PacketFlIterFirewall‘ ‘
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LocalHost
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Abstract

Access Control Model Patterns (ACMP) is
one group of security patterns that describes access
control design of system and suggests proven
answers to solved problems. However, applying
ACMP in security system development is quite
difficult since it defines a very high level of
components and relationships. UMLSec, the
extension of UML, supports the design of security
system components in general. However, there are
limitations in UMLSec especially when using
ACMP for system security design since the core
information of ACMP-does not explicitly describe
with UMLSec. In this paper, we present an
approach to improve UMLSec by extending
specific ' UML profiles for the design and
visualization of ACMP. UMLSec with the proposed
improvement - may . help. developer to include
specific security features with precision and fully
use the advantage of ACMP for the design and
visualization of system security.
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Abstract

Security of software system is an important issue which many
enterprises have to consider because various kinds of threats occur
increasingly in present. So, they have to apply security principles align
to their needs and system features. Applying access control model

patterns in software development is a good choice and widely used

among security engineers to solve a security problem in software
system because it is one group of security patterns that describes access
control design of system and suggests proven answers to solved
problems. In this paper, we present a tool for defining information of
access control model pattern and its structure. In addition, with the use
of an extending UMLsec, this tool can help define in more details of
pattern components and their relationships. A proposed tool will
support developers in applying access control model patterns in security

software design efficiently.

Keywords: Security, Security Pattern, UML, UML profile
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Abstract

Abstract—UMLsec, the extension of UML, supports the design of
general security system components. However, there are
limitations in UMLsec, especially when security patterns applied
for the design of system security. It cannot express the information
such as pattern-related information for overall patterns and
security-related information for individual pattern which are
required from security patterns and system security assessment
and improvement. In this paper, we present a security design
notation, which is an extension of UMLsec, called UMLsec-SP. It
primarily combines UMLsec and the instantiation of UML profile
from stereotypes, tagged values, and constraints to resolve such
limitations. UMLsec-SP significantly supports the detail design of
security pattern components and their integration architectures.
Results of the case study on applying UML, UMLsec and UMLsec-
SP for system security design are compared using graph
complexity measurement. UMLsec-SP is beneficial for any security
system designer to visualize security patterns architecture in a
design of target security application.

Keywords-Security pattern; UMLsec; UML profile;

I INTRODUCTION

At present, the system security is an important issue “in
system development because the threats of attackers are arising
in different ways. In addition, ‘system.security -has -plenty. of
aspects to handle and usually needs various kinds of technology
and knowledge. Thus, core fundamental requirements of system
security are necessary for one who is responsible for the design
of security system.

Security patterns [1] are created in order to describe a
particular recurring security problem that arises in specific
contexts, and present a proven generic solution for it. Thus,
applying security patterns for the design of security system in
an appropriate way is a challenging task of the system security
designer.

Each generic solution of a security pattern has the pattern
components such as class, attribute, operation and relationship
among classes within the pattern. The similar instantiation of
pattern components must perform in a specific context of the
same system security design environment. Class represents the
element of patterns whereas attribute represents a specific
characteristic of a single element. Operation represents the
service which an element may provide. The relationship among
classes represents the interaction among them to serve the target
security task. The information structure of pattern must be kept
and monitored since it is important in terms of the fulfillment of
system security. For example, if one accidentally deletes any
element of the pattern components, the system may be in a
harmful situation.

UMLsec [3, 4], the extension of UML, supports the design
of security system but there are some important limitations of
UMLsec in expressing the security pattern components, its
structure and-information of the structure. This comes from the
fact that UMLsec does not define stereotypes, tagged values and
constraint for the identification of security pattern-related
information.

In this paper, we present an extending UMLsec which
combines UMLsec and our new UML profiles such as
stereotypes, tagged values, and constraints for expressing
security pattern-related information. The proposed extending
UMLsec are beneficial for any designer to reserving and tracing
the security. pattern-related information in their application
designs.

Il BACKGROUND

Schumacher et al. [1] proposed forty-six security patterns
cover three levels: the enterprise level, the system level and the
operational level, for any organization to build the security
architecture. In each pattern, there are recommended pattern
components used for a specific system security design.
Supaporn et al. [2] applied their pattern components to construct



ESRMG grammar and tool based on the proposed grammar for
defining enterprise asset security requirements.

Jurjen et al. [3, 4] proposed UMLsec, the extension of UML
that allows expressing security-relevant information within
diagrams in a system specification. UMLsec is defined in a
form of a UML profile using the standard UML extension
mechanisms. However, there are limitations in UMLsec as
mention above. Dong et al. [6] proposed their extension of
UML for tracing pattern components of design patterns in UML
diagram using stereotype and tagged value. These new
stereotypes, tagged values and constraints are attached to a
model element to explicitly represent the role of model element
plays in a design pattern so that the user can identify the pattern
in a UML diagram.

In this paper, we use the standard UML extension
mechanisms include stereotypes, tagged values and constraints
to extend UMLsec for expressing pattern-related information
and security-related information for individual pattern when
apply security patterns for the design of the system security.

M. SECURITY PATTERNS

Security pattern describes particular recurring security
problem that arise in specific context and present a well-proven
generic solution for it. Security pattern helps designers to
handle a problem with a related solution of security pattern
which is in the same context. Security patterns can be
categorized as the following: [5]

1) Security analysis pattern depicts a solution in a form of
a part of the analysis document.

2) Security design pattern is a specialization of design
pattern [7] for the security domain.

3) Security process pattern describes process parts during
system development.

In this paper, we apply security patterns from [1] as an input
of design because they have their characteristics which are
similar to design patterns [7]. We selected security patterns
which are security design patterns because we aim to visualize
the security pattern-related information of their components
and relationships in UML class diagram. We selected five
groups composed of twenty-seven security patterns as the
following:

1) Access control model defines security constraints at the
application level, and enforce by the low levels, such as
“Authorization”, “Role-Based Access Control”, “Multilevel
Security” and “Reference Monitor”.

2) System access -control architecture deals with the
architecture of software systems to be secured by access control
are provided, based on'a generic set of access control
requirements, such as “Single Access Point”, “Check Point”,
“Security Session”, “Full Access with Errors” and “Limited
Access”.
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3) Operating system access control describes architectural
patterns for access controls in operating system, such as
“Authenticator”, “Controlled Process Creator”, “Controlled
Object Factory”, “Controlled Object Monitor”, “Controlled
Virtual Address Space”, “Execution Domain”, “Controlled
Execution Environment” and “File Authorization”.

4) Firewall architecture describes different types of
firewall, such as “Packet Filter Firewall”, “Proxy-Based
Firewall” and “Stateful Firewall”

5) Secure internet applications describe patterns mined
from internet applications, such as “Obscurity Information”,
“Secure Channel”, “Known Partners”, “Demilitarized Zone”,
“Protection Reverse Proxy”, “Integration Reverse Proxy” and
“Front door"

V. STANDARD UML EXTENSION MECHANISMS

UML provides extension mechanisms [8] to allow designers
to model software systems if the current UML features are not
semantically sufficient to express the systems. These extension
mechanisms include stereotypes, tagged values, and constraints.

1) Stereotypes allow the definition of extensions to the
UML vocabulary, denoted by <<stereotype>>. A stereotype
groups tagged values and constraints under a meaningful name.
When a stereotype is branded to model element, the semantic of
the tagged values and the constraints associated with the
stereotype are attached to that model element.

2) Tagged values extend model elements with new kinds
of properties. They may be attached to a stereotype, and such an
association will propagate to the model element to which the
stereotype is branded. The format of a tagged value is a pair of
name and an associated value, i.e., {name = value}. The tagged
values attached to a stereotype must be compatible with the
constraints of the stereotype’s base class.

3) Constraints add new semantic restrictions to a model
element. Typically, constraints are written in the Object
Constraint Language (OCL) [9]. Constraints attached to a
stereotype imply that all model elements branded by that
stereotype must obey the semantic restrictions of the
constraints. The constraints attached to a stereotyped model
element must be compatible with the constraints of the
stereotype-and the base class of the model element.

In this- paper, we -extend UMLsec by applying these
mechanisms to respond the required information which is arisen
by applying security pattern in secure system design.

V. LIMITATION OF UMLSEC FOR SPECIFYING
SECURITY PATTERN

UMLsec is the extension of UML that allow expressing
security-related information in the system design. However,
applying the security patterns by using UMLsec is still lack of
expressing the security-related information especially security



patterns, UMLsec expresses only the security-related
information for general secure domains but does not specific
secure domains such as security pattern. There are two
limitation issues UMLsec cannot fully express the information
of security patterns as the following:

1) Limitation of expressing pattern-related information.
The pattern-related information is the information of security
pattern which explicitly specify security pattern in system
designs such as the security pattern used and the role of
components in security pattern, etc. There are several problems
due to the lack of specification in secure system designs. First,
each security pattern preserves some properties and constraints
which are important for security mechanism. It is difficult for
the designers to check whether these properties and constraints
hold when the secure design is changed. Second, designers can
only communicate at the class level instead of the pattern level
because they have no mean to show the pattern-related
information when they want to specify this information in the
system security design. Third, each security pattern often
documents some ways for future evolutions. The designers are
not able to change the security design using relevant pattern-
related information.

2) Limitation of expressing security-related information
for individual security pattern. Security-related information for
individual security pattern is the information that encapsulates
knowledge on security pattern; for example, Subject is the
active entity that attempts to access a resource in system and
Protection Object is the resource to be protected in system, etc.
There are several problems when there are missing the
necessary specification in the system security design model.
First, designers are unavoidable taking security aspect into
account because they cannot look up any security-related
information in system security design. Second, some security
mechanisms of security patterns cannot completely implement
because some constraints from security-related information are
neglect.

From above limitation issues, we extend UMLsec by
considering both pattern-related information expression and
security-related information expression for individual security
pattern.

VI. THE PROCEDURE FOR UMLSEC EXTENSION

In this section, the procedure for extending UMLsec: is
presented using the standard UML extension mechanisms, as
shown in figure 1.

In this paper, we use an: authorization ‘pattern which is a
simple security pattern that usually used in general security
application as a case study to explain the UMLsec extending
procedure. The steps of UMLsec extension by applying
authorization pattern is as the following:
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Figure 1. The UMLsec extension procedure

A. Analyze and determine the security patterns requirements
In this step, we refine the solution structure of each security
pattern for the analysis of security pattern visualization by
applying UMLsec. Next, we construct extended UMLsec
requirements based on the consideration of each limitation
issue. Then, we extend UMLsec from earned requirements

using standard UML extension mechanisms.

a. Refine the solution structure of each security pattern.
Refining of the solution structure of each security
patterns is required because the solution structure of security
patterns only offers an initial structure not a complete structure.
The refined solution structure of authorization pattern shows in

figure 2.

Sulsjeet sl eruedFor

Figure 2. The refined solution structure of authorization pattern

The authorization pattern describes who accesses the
specific resources need to be controlled in system, in a specific
environment. The model elements of this pattern such as the



Subject class describes an active entity that attempts to access a
resource (Protection Object) in some way, the ProtectionObject
class represents the resource to be protected and the Right class
checks the rights and describes the access type that Subject
class is allowed to perform on the corresponding object.

b. Determine the requirements for specifying security
pattern-related information.

We determine the requirements for specifying security
pattern-related information which are required by applying
security patterns in a class diagram such as pattern-related
information and security-related information. The requirements
for specifying authorization pattern in a class diagram can be
written as the following:

1) Requirements for
information.

Reg.1.1 > Expressing the pattern component
specification of each model elements (such as classes,
attributes, operations and relationships). This information
describes that specification locates pattern components in a
class diagram.

Req.1.2 > Expressing the pattern name, this
information identifies the pattern used in a class diagram.

Req.1.3 > Expressing the pattern role of each
model elements. This information specifies the role that the
model element plays in security pattern.

Req.1.4 > Expressing the pattern instance. This
information distinguishes difference instances of the same
security pattern which can be omitted if there is only one
instance of the security pattern in the secure system design.

2) Requirements for specifying  security-related
information for individual security pattern.

Req.2.1 > Expressing the Subject class. This class
attempts to access a resource in a system.

Req.2.2 > Expressing the ProtectionObject class.
This class is a resource in a system.

Req.2.3 > Expressing the AccessRight class. This
class protects resources in a system.

Req.2.4 > Expressing the accessType attribute. This
attribute describes the access type of the subject is allowed to
perform on the protection object.

Req.2.5 > Expressing the predicate attribute. This
attribute indicates specific conditions which restrict the use of
authorization.

Req.2.6 > Expressing the copyFlag attribute. This
attribute indicates a boolean that allows some of the
authorizations by their holders to other subjects.

Req.2.7 > Expressing the controlled type of
“AccessRight” class. This information describes internal access
control mechanism of “AccessRight” class.

c. Determine requirements from the deficiency of
UMLsec for securitiy patterns modeling.

From the requirements of an authorization case study

defined from A.b part in the previous section, we apply UMLsec

specifying  pattern-related
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to model the pattern requirements as shown in figure 3. It can
only be modeled one stereotype which is <<guarded>> while
the other requirements cannot be presented. The
ProtectionObject class is branded by the <<guarded>>
stereotype. It is protected by the Right class which indicates in
tag guard. The <<guarded>> stereotype expresses a resource
in system which is required by Req.2.2 requirement. Thus, in
order to model all the requirements, it is necessary to extend the
syntax of UMLsec.

Figure 3. UMLsec class diagram for authorization pattern

B. Extend UMLsec.

We extend UMLsec by applying standard UML extension
mechanism such as stereotype, tagged value and constraint in
response to the requirements from previous step. The details of
extending UMLsec compose of two steps: stereotype and
tagged value extension and constraints extension.

i Extend stereotype and tagged value.
We construct new stereotypes and tagged values which
extend from UMLsec. The details of extending stereotypes and
tagged values as the following:

(1) Identify the required pattern-related information
and security-related information of model elements by
considering the requirements.

The pattern-related information and security-
related information. of model elements are required by
considering the requirements for extending from previous step
as the following:

1) The required pattern-related information
such as pattern component specification of every model
elements such as classes (including data types, operations and
relationships), pattern name, pattern role and pattern instance
are required-from the Req.1.1., Req.1.2., Req.1.3. and Req.1.4
respectively.

2) The required security-related information
of model elements such as Subject class, AccessRight class,
accessType attribute;  predicate attribute, copyFlag attribute
and controlled type of AccessRight class are required from
Req.2.1, Req.2.3, Req.2.4, Req.2.5, Req.2.6 and Req.2.7,
respectively.

(2) Construct stereotypes and tagged values.

We construct the new stereotypes for defining
the new UML vocabularies and the new tagged value for



defining the new kinds of properties which is owned by specific
UML vocabulary.

A list of stereotypes and tagged values from the
considering of the required pattern-related information from the
previous step is presented as follows:

1) spc (Security Pattern Class) stereotype
indicates the branded class which is a part of security patterns.

2) spt (Security Pattern data Type) stereotype
indicates the branded data type which is a part of security
patterns.

3) spr  (Security Pattern  Relationship)
stereotype indicates the branded relationship which is a part of
security patterns.

4) PatternName tagged value indicates the
pattern names of the component which is branded by specific
stereotypes such as spc, spt and spr.

5) Patterninstance tagged value indicates the
pattern instance of the component which is branded by specific
stereotypes such as spc, spt and spr.

6) PatternRole tagged value indicates the
pattern roles of the component which is branded by specific
stereotypes such as spc, spt and spr.

A list of stereotypes and tagged values from the
considering of the required security-related information from
the previous step is as follows:

1) subject stereotype indicates the branded
class that attempts to access a resource in system.

2) accessRight stereotype indicates the branded
class that protects a resource in system.

3) accessType stereotype indicates the access
type of the subject which is allowed to perform on the
protection object.

4) restrictedRule stereotype indicates specific
conditions which restrict the use of the authorization.

5) copyFlag stereotype indicates a boolean that
allows some of the authorizations by their holders to other
subjects.

6) controlledType tagged value indicates the
internal mechanism of access controller.

In case of the pattern operation specification, we
use the expression “@PatternName[Patterninstance]” to
specify the operation which is a part of security pattern by
inserting such expression to its. name. For' operations in

TABLE I.
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authorization pattern, the checkRights operation is replaced by
checkRights@authorization operation.

(3) Define the formation of stereotypes and tagged
values.

We define the formation of extended UML
profile to improve semantic interpretation and to express our
extension when applying it in real world application.

We define all extended tagged values of pattern-
related stereotype in special format and locate them in bracket
“<<” and “>>” to ease the semantic interpretation of pattern-
related information. The formation of the tagged values for all
pattern-related stereotype (such as spc, spt and spr) is
“PatternRole@PatternName[Patterninstance]” where
PatternRole specifies the role which the stereotype plays in the
pattern , PatternName specifies the security pattern name of the
specific stereotype and Patterninstance specifies to which
instance of the pattern the stereotype belongs. For example,
<<accessRight.accessRight@authorization>>  means the
branded class is a security pattern class which plays the role of
access right in authorization pattern.

ii  Extend constraints

We construct constraints which are written in
Object Constraint Language (OCL) to specify semantic
restrictions of extended stereotypes. For example, the controlled
type of “AccessRight” class which branded by AccessRight
stereotype can only be the access control lists or the
capabilities. Then the semantic constraints of AccessRight
stereotype is as the following:

self.taggedValue -> forall(tv|tv.name = ““controlledType™)
implies (tv.dataValue = “ACLs” or tv.dataValue =
“Capabilities™))

Overall constraints of extended stereotypes of this
case study is shown in table 1.

The application of the extended UMLsec class diagram for
the authorization pattern shows in figure 4. This diagram
applies our proposed UML profiles which extend from UMLsec
for modeling authorization pattern security.

THE CONSTRAINTS FOR EXTENDED UMLSEC

Stereotype Constraint

Description

spc (Security Pattern Class), 1. self.taggedValue.dataValue.name -> notEmpty

Indicates that the name field of tagged values cannot be empty.

spt (Security Pattern data 2. self.taggedValue.name.role -> notEmpty

Indicates that the role field of tagged values cannot be empty.

Type) 3. self.taggedValue.name.instance -> isEmpty or self.taggedValue ->

and spr (Security Patern exists(tv:taggedValue | tv.name.instance -> notEmpty)

Indicates that the instance field of tagged values can be empty if there is
only one instance of a particular security pattern in a system design.

Relationship)

vl.instance <> v2.instance)

4. self.taggedValue.name -> exist(v1, v2:name | vl.name = v2.name)
implies (v1.instance -> notEmpty and v2.instance -> notEmpty and

Indicates that the instance field of tagged values cannot be empty if there
is multiple instances of a certain security pattern in a system design.

AccessRight

1. self.taggedValue -> forall(tv|tv.name = “controlledType”) implies
(tv.dataValue = “ACLs” or tv.dataValue = “Capabilities”))

Indicates that the controlled type of access right can only be the access
control lists or the capabilities.
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Figure 4. UMLsec-SP class diagram for authorization pattern

After we apply this procedure to extend UMLsec, we
summarized our extending UMLsec for security pattern
visualization, called UMLsec-SP (UMLsec Security Pattern).
List of stereotypes and tagged values are shown in Appendix A.

C. Verifying the UMLsec-SP (extended UMLsec) by using UML
profile specification

In this step, we use UML profile specification [10] to verify
the satisfaction of UML extension criteria for our proposed
model, UMLsec-SP.

1) Identifies a subset of the UML metamodel. — Our
extension must follow the extension mechanisms of UML
metamodel.

2) Specifies “well-formedness rules’” beyond those
specified by the identified subset of the UML metamodel. (Well-
formedness rules describe a set of constraints written in OCL
that contributes to the definition of a metamodel element.) —
We define the semantic restrictions of extended stereotypes in
OCL as shown in table I.

3) Specifies *“‘standard elements” beyond those
specified by the identified subset of the UML metamodel.
(Standard element is a term used in the UML metamodel
specification to describe a standard instance of a UML
stereotype, tagged value or constraint) — Our extension is
constructed by using stereotypes, tagged values and constraints.

4) Specifies semantics, expressed in natural language,
beyond those specified by the identified subset of the UML
metamodel. — We express the semantic of our extension in
natural language as shown in Appendix A.

5) Specifies common model elements, expressed in
term of the profile. — We define the base class of extended
stereotypes which are the common model elements of them.

In summary, our extension can pass all of the standard UML
profile properties.

VIL. DIAGRAM COMPLEXITY COMPARISON

We applied our extension on the partial design of a paper
review system as shown in figure 5 using an original UML.
Figure 6 depicts the diagram by attaching only security-related
information of security pattern which is under the scope of

UMLsec. The figure 7 depicts the resulting diagram using
UMLsec-SP by statically attaching pattern-related information
and security-related information from security patterns in the
original UML diagram. UMLsec-SP can fully express pattern
related information from security patterns, for example
SystemUser class plays the role of Client in the Check Point
pattern and the role of Subject in the Role-Based Access
Control pattern (RBAC), and security-related information for
individual pattern, for example SystemUser class represents an
external client who needs to access resource in system (from
Client and Subject stereotype).

This section reports a comparative study on graph
complexity between the UMLsec-SP diagram and other
diagrams such as UML and UMLsec. Five metrics [11] are used
to compute the complexity of the diagrams using UML,
UMLsec, and UMLsec-SP for a paper review system. They are

1) Number of nodes such as classes and notes.

2) Number of edges such as relationships among class and
note links.

3) Number of characters such as characters in each model
elements.

4) Number of tokens such as tokens in each model
elements.

5) Graphic token count = number of nodes + number of
edges + textual token count + number of containment +
number of adjoinments, where textual token counting
is_the label counting based on the Levitin’s textual
token counting [11], a node is enclosed within another
node ‘called " “Containment” and a node is directly
adjoined to another node called “Adjoinment”.

The result is shown in table 2. A class diagram defined from
UMLsec-SP appears significantly more characters, tokens and
graphic tokens than all other class. However, the number of
nodes and edges are almost the same. In summary, class
diagram created from UMLsec-SP produces the same
complexity in term of the number of nodes and edges. It
contains a significant number of characters for presenting
security pattern-related information which beneficial for the
system security designer who needs to trace and reserve this
information.
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Figure 6. UMLsec diagram for paper review system
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Figure 7. UMLsec-SP diagram for paper review system
TABLE II. THE RESULT OF DIAGRAM COMPLEXITY STUDY
UML types Number of nodes Number of edges '2#;?:;;?; Number of tokens | Graphic token count
Original UML 18 14 660 782
UMLsec 20 15 695 826
UMLsec-SP 21 16 1287 254 1574
VIII. CONCLUSIONS AND FUTURE WORKS an extension for designing specific domain and combining with

We construct the extended UMLsec, called UMLsec-SP for
modeling security patterns by modifying UML profile which is

UMLsec, the extension for designing security system. UMLsec-
SP is beneficial for any security designer to model, trace and
reserve the pattern-related information and security-related



information of security patterns in the design of security
patterns.

UMLsec-SP covers only twenty-seven security patterns apart
from forty-six patterns. Next, we continue to improve the
UMLsec-SP coverage to cover all patterns declared in [1] based
upon the same extension approach proposed. In addition, we
plan to construct the supporting tool that includes all the cases
of security patterns using UMLsec-SP in order for security
designer to apply UMLsec-SP for designing the real world
application that uses security patterns.
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Appendix A
TABLE III. UMLSEC-SP STEREOTYPES FOR VISUALIZING PATTERN-RELATED INFORMATION OF SECURITY PATTERN
Stereotype Base class Tag Description
spc (Security Pattern Class) Class PatternName, PatternRole, Patterninstance a class which is a part of security patterns
spt (Security Pattern data Type) Class PatternName, PatternRole, Patterninstance a data type which is a part of security patterns
spr (Security Pattern Relationship) Relationship PatternName, PatternRole, Patterninstance an relationship which is a part of security
patterns
TABLE IV. UMLSEC-SP STEREOTYPES FOR VISUALIZING SECURITY-RELATED INFORMATION OF SECURITY PATTERN
Pattern Pattern description Stereotype Base class Tag Description
Authorization describes who is subject Class active entity that attemps to access a resource in system.
auth(_)r_ized to access accessRight Class controlledType | entity that protects a resource in system.
specific resource in accessType Class the access type of the subject which is allowed to perform
system, inan. ) on the protection object.
Object environment in which we [ restrictedRule Class specific conditions which restrict the use of the
have resources whose authorization.
access needs to be copyFlag Class a boolean that allows some of the authorizations by their
controlled holders to other subjects.
We can only present one pattern in this paper because of page limitation.
TABLE V. UMLSEC-SP TAGS FOR VISUALIZING PATTERN-RELATED INFORMATION OF SECURITY PATTERN
Tag Stereotype Type Multiplicity Description
PatternName spc, spt and spr pattern name * a pattern name of the component
PatternRole spc, spt and spr pattern role name * a pattern role of the component
Patterninstance spc, spt and spr number of instance % a pattern instance of the component

TABLE VI. UMLSEC-SP TAGS FOR VISUALIZING SECURITY-RELATED INFORMATION OF SECURITY PATTERN
[ Pattern [ Tag [ Stereotype | Type [ Multiplicity | Description |
| Authorization | controlledType | accessRight | type of access control mechanism | u | the internal mechanism of access controller. |

We can only present one pattern in this paper because of page limitation.



165

A Y

a a 6
ﬂit’)@]ﬂlﬁﬂ%’)ﬂ IV NWD

mmﬁm@ﬁnﬁr%mwgsd AATWA 1 AANAN W.A.2526 §UTINMITANBIITAL
Pyainsmaasiadhie aWand amdingmaat arminessuias ludnisdnmn
2548 LLazLﬂT’]ﬁnwﬁ@ialu%é’ngm’iﬂmmamwmﬂmsﬁ@ RVITINLNRATABNAIADS
MAdTiaInTINneNRIAeT AuAmnIinmant IasnIaiuninends lunsdnm
2549



	ปกภาษาไทย 
	ปกภาษาอังกฤษ 
	หน้าอนุมัติ 
	บทคัดย่อภาษาไทย 
	บทคัดย่อภาษาอังกฤษ 
	กิตติกรรมประกาศ 
	สารบัญ
	บทที่ 1 บทนำ
	1.1 ที่มาและความสำคัญของงานวิจัย
	1.2 วัตถุประสงค์ของงานวิจัย
	1.3 ขอบเขตของงานวิจัย
	1.4 ขั้นตอนของการวิจัย
	1.5 ประโยชน์ที่คาดว่าจะได้รับ

	บทที่ 2 ทฤษฏีและงานวิจัยที่เกี่ยวข้อง
	2.1 ทฤษฏีที่เกี่ยวข้อง
	2.2 งานวิจัยที่เกี่ยวข้อง

	บทที่ 3 การวิเคราะห์แบบรูปความมั่นคงและการขยายยูเอ็มแอลเซค
	3.1 กลไกมาตรฐานในการขยายยูเอ็มแอล
	3.2 การวิเคราะห์การแสดงแบบรูปความมั่นคง
	3.3 การขยายยูเอ็มแอลเซคเพื่อแสดงแบบรูปความมั่นคง

	บทที่ 4 การพัฒนาและทดสอบเครื่องมือต้นแบบสำหรับแสดงแบบรูปความมั่นคงโดยใช้ยูเอ็มแอลเซคเอสพี
	4.1 การพัฒนาแบบรูปความมั่นคงเพิ่มลงในส่วนสนับสนุนการใช้แบบรูปของสตาร์ยูเอ็มแอล
	4.2 การทำงานของส่วนสนับสนุนการใช้แบบรูปความมั่นคงของสตาร์ยูเอ็มแอล
	4.3 การทดสอบเครื่องมือต้นแบบ
	4.4 สภาพแวดล้อมในการพัฒนาเครื่องมือต้นแบบ

	บทที่ 5 การประเมินผลและการวิเคราะห์การแสดงแบบรูปความมั่นคงโดยใช้ยูเอ็มแอลเซคเอสพี
	5.1 การประเมินผลของการแสดงแบบรูปความมั่นคง
	5.2 การวิเคราะห์การแสดงแบบรูปความมั่นคงโดยใช้ยูเอ็มแอลเซคเอสพี

	บทที่ 6 สรุปผลการวิจัย
	6.1 บทสรุปของผลงานวิจัย
	6.2 งานวิจัยในอนาคต
	6.3 บทความวิชาการที่ตีพิมพ์

	รายการอ้างอิง
	ภาคผนวก
	ประวัติผู้เขียน

	Button2: 
	Button1: 
	Button4: 
	Button3: 


