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169 pp.

This thesis proposes the development of a web services security monitoring tool,
which is a web-based application including several features, such as automatic
generating of SOAP request message from WSDL, the support of the attached file to
the SOAP request message, adding HTTP Header and supporting Web services
security options - username token, signed security token with X.509 certificate, signed
and encrypted SOAP message, decrypted SOAP Message, adding SAML
authentication and SAML authorization to SOAP request message.

The tests are conducted by sending several SOAP request messages to Web
services providers, and the corresponding the SOAP response messages are validated.
The results indicate that the proposed web service security monitoring tool not only
assists the testers or developers to trace their developed web services but also assure
the OASIS WS-Security conformance of the existing web services.
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Tempering:
no integrity
Eavesdropping:
no confidentiality

Data Center

<SOAP Message in clear
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user :peter
password:p11ai
acount no:1234

Spoofing
no authentication
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1. ponusTunsluszsudianana (Message Level Security)
2. annusTuasluszaunisauds (Transport Level Security)

Securing Web
Services

I
2 L 4
Transport Level Security
Message Level Security (TLS/SSL)
(WS-Security) encrypt the message stream
(HTTPS for HTTP})

v v

Authentication
username and
password

Confidentiality Integrity
message encryption message signature
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dszananadionnulanuazineusialyl Tnamduudaiu 2 sluuy Aatniauliasanaiiu
(Unsigned Security Token) iflutnidunlsidg5uses fiunisuan@ns assnuiaslfifiuhi
Tifinnsfusesusiadnsle vise TniAuasanawdu (Signed Security Token) iutniAuning

Fuseslneffidaanndnidede Wy lufuseadnd 509 (X509 Certificate) [14]

wafiwasaafiowin (Kerberos Tickets) vite weaiaifauea [15] wandlunnd 2.4

Security Tokens

Unsigned Security Tokens (| Signed Security Tokens

= Username = A.509 Certificates
= Kerberos tickets

nit 24 dszinmaestnidu [2]

gavte flun A iuisnilsz@nnmundsuilslunistlesiunig
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<S11:Envelope xmins:S11=".." xmins:wsse=".." xmins:wsu="...">
<S11:Header>...
<wsse:Security>
<wsse:UsernameToken>
<wsse:Username>NNK</wsse:Username>
<wsse:Password Type=".#PasswordDigest">weYI3nXd8LMNVksCKFV8t3rgHh3Rw==
</wsse:Password>
<wsse:Nonce>WScqanjCEAC4mQoBEQ7sAQ==</wsse:Nonce>
<wsu:Created>2003-07-16T01:24:32Z</wsu:Created>
</wsse:UsernameToken>
</wsse:Security>...
</S11:Header>

</S11:Envelope>

i 2.5 fednsfiapuloniiinisinaamefiuntndu [2]
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Decryption Digest
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<?xml version="1.0" encoding="utf-8'?>
<S11:Envelope xmins:S11=".." xmins:wsse=".." xmins:wsu="_.." xmlns:ds="..">
<S11:Header>
<wsse:Security>
<wsse:BinarySecurityToken ValueType="...#X509v3" EncodingType="...#Base64Binary’
wsu:|d="X509Token">MIIEZzCCAICgAWIBAgIQEMtJZcOrgrkhsi..
</wsse:BinarySecurityToken>
<ds:Signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc- c14n#'/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmidsig#rsa-shal'/>
<ds:Reference URI="#myBody">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#'/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http:/www.w3.0rg/2000/09/xmldsig#shal'/>
<ds:DigestValue>EULddytSol...</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>BL8jdfToEbLI/vXcMZNNPOV...</ds: SignatureValue>
<ds:Keylnfo>
<wsse:SecurityTokenReference><wsse:Reference URI="#X509Token'/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</S11:Header>
<S11:Body wsu:ld="myBody">
<tru:StockSymbol xmins:tru="http://www.fabrikam123.com/payloads">QQQ</tru: StockSymbol>
</S11:Body>
</S11:Envelope>

T 0z Ta .
n i 2.9 ednddiepaanlaniiinisinanadunanea [2]

d‘ & d‘d o © aa =
NINAN 29 wansdapnlannininanaiunanea Inaaziinng

Hesfudeyaludauzaaiamian (SOAP Body)
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2.1.2.3 nafinanuilaensenesieyaiifluaaudy (Confidentiality)
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2.2.1 swAdaFas WS, A TOOL FOR EXPERIMENTING WITH WEB
SERVICES
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wiudadaseiauuaaeanuen (WSDL Analyzer) wiiunis3anlévsnng (Service
Invocation) uazuviuumasninennsiduigasia (Web Service Resources) ludauaasudiv
o Say @ A4 A dgyy @ o o = P =
nskumg A lelwesasdlanidumiuesia Tnaldtenamadaulilu gaale Tnanis
NaBusazdauaslnuaziaaan1InNIuaIH WiudadAzisuudawaanaaluLiu
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AULAIAAALER Yes Yes No Yes




n1319 2.1 1Beuisun e niRresaseslennae uiiuisesia (sie)

17

ATUANLTR wiraaile
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anusunmdaaud nndl 3.14 edunanisdeiiennabasae langs
flusnnsiuefa TnaGuaniglifeansdedernbeselanludglfiBnaiumesia
azi3unldsan sendMessge() aesdmg SoapMessageForm saunazGanliiuaan
0etSOAPRegeust() aaning SOAPRequestBean iiewsiasiiapnnsiane lanfiazdlide
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waninfinisunyfidinnndeazinnnafindeya dfiwuuanlas3unldusen
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o

o SoapMessageForm e auisasdiapriasaliniiagldlunsdsiianbasalyds
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douwiaannivinlu udiananuFasue law uazazinnsainedng SoapResponseBean ann
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uazazizeanldiusan handleResponse() aasing SoapMessageForm wazazlilGanwsan
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4.1.1 arsauqd (Hardware)
1 eiasusidreniu (Web Server) wiasusidraminiua (Database Server)
uazasasgnine (Web Client)
wiraspanfiaimefuuuliadn (Notehook) wiaeilszunanadu
wana 7 2.0 Anzi@in

winaauardrsas (RAM) 4 finglud
ansnaar (Harddisk) 300 Anzlus

4.1.2 ganduas (Software)

sruudfjumnig Tulassenyiiulnodiman
andneuwan wasd 7.0.25 (Tomeat 7.0.25)

gudieyasnaeananaa wesdu 5.5 (MySQL 5.5)

wirnelafldluns i
waiivlena wafdu 7.0 (NetBeans IDE 7.0)
s lwaeflmedineddu 3.2.0 (Membrane Monitor 3.2.0)
- 'Insin 1esdu 1.9.1 (Fire bug 1.9.1)
5. Wuusares (Web browser)
- Inswendinesdunnsiu 10.0 (Mozilla Firefox 10.0)
ninalasunesdu 16.0 (Google Chrome 16.0)
aumafidmandwaaises 1nesdu 9.0 (Internet Explorer 9.0)
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4.1.3 munildluniswmnn
L. anadia esdi 6.0 (Java JDK 6.0)

2. annd@swinesivla e 2.0 (JSF 2.0)
3. ananaaswls (Java script)
4. Fieaiaas (Cascading Style Sheets)

4.2 Tnseadngrudays

Tnsaat e mdeyareqsesile esuiafoaununingend Asnmy 4.1 Tnad

FEIAZIDEIATDILAALANT AT

_| USER_ROLE ¥ "] ROLE v ] KEY_STORE v
USER_ROLE_ID INT(10) | 1.* 1|7 ROLE_ID INT(5) STORE_ID INT(11)
# ROLE_ID INT(5) T | NAME VARCHAR(45) » NAME V ARCHAR (100)
# USER_ID INT(10) | * DESCRIPTION V ARCHAR(300) » ALTAS_NAME V ARCHAR(200)
| 1.* | PASSWORD VARCHAR(45)
- I || CoNTENT BLOB
| I > TYPE VARCHAR (45)
I | user - PROVIDER VARCHAR(50)
| 1 I USER_ID INT(10) I * CREATE_DATE TIMESTAMP
e —i > USERNAME W ARCHAR(50) ; I % USER_ID INT(10)
_| USER_LOG v | > PASSWORD VARCHAR(S0) |— —
LOG_ID INT 1| FIRST_NAME VARCHAR(50)
> DATE TIMESTAMP |r LAST _MAME WVARCHAR({50)
. LOGGER VARCHAR(300) L |

» LEVEL VARCHAR(10)
» MESSAGE V ARCH AR{3000)
& USER_ID INT{10)

= > > A
nni 4.1 Taseategudeyarearsesile

1) m919 USER \flumnaneiliindiasya 14

2) 99 KEY_STORE iilumsnsilifndieyadiealng

a

3) m919 USER_LOG flumnsnanliifivdiasanisldauezeilonls
4) ms1e ROLE flumsneilefivdieyaumumnnsldanusesile

5) m1919 USER_ROLE lumsnenldifiumanudusingsendnanisne USER

wazm1319 ROLE
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AvFunauynsndiaya 189usasAINANNIaIERNANLIN N

4.3 waunwnnsluarasmiinaa (Page flow Diagram)

WNNINNT AT autinee HukRun WAl g Aad9ANd NN usraeutinaaly

Asasiansning 4.2

Iogin.xhxhtrr'l

logout

success

Initial
addidelate

‘ ¢ select ¢/ select \l/ select d/ select d/select ¢seMt
keystone xhtml lag.xhtml WS DLView userinfo.xhtml preference legout
htmd xhtml

document select tree.xhtml import Impartwsdl.xhtml change
decryption
xhtml

details xhtml

decrypt
. salact
sevices select create message

details xhtmi

operation £0apMessages responseTab update =<
details xhtmi - -xhtmil xthml
— back .
binding select werify.xhmtl
details.xhml »> update (chucstTab new

himil
select

select select select selact select select select select
add/dglete

req_form req_xml.xhtml mimeheader res_raw.xhtml res_xmil.xhtml
signature add add xhm xhiml
xhtml W
encrypticn add saml.xhtml req_raw.xhtml attachment add/delete res_pretty xhml res_mime
xhtml html header.xhtml

it 4.2 uwunaw Page flow diagram sewssesile

usemame add
Token xhtml

i 4.2 Wduanana Xhiml azunuusiazutitaaaeceasesile Geasune

seazidepmasa lilil

1. wihaadiingszuu (loginxhtml) funsinaausnaeszasiieielidin

sz usen g 4.3
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2 (importwsdl.xhtml) lumiinae Gu

N7 A ' ' !

mmumiuqmﬂmﬂm@mmmuuﬁﬁémmL\@ Fannd 4.4 Feazilily 1 luderln OK it

’Luﬂ’]mmw@umunml,mvi Tnaaziimyman "{ﬁ%’uﬁ
2.1,y "File" Wannaslndsine u duvdaeanues fanauses
SLIG AL REA TS mmmmmumisnwmmméﬂﬂa 3 Lugmi{
211wy 'Import WSDL" sy Fanuiinasuan
2.1.2. wy "Save Request’ \lwmyiinindeaansbasuelan
2.13. wy"Save Response"iiluwiuiindamnunavauas
214, g 'Logout’ fluwmitesanannszuy
2.2,y "Security’ fhumyileuanmiiaeniannisiiiuad (Key
Store)
2.3,y "Window' flusmgitesanisnisuansuazeasasiielnedl
sigtiee 4 iy wail
23.1. way "WSDL Doc" ifluimyilenansviineg seaziden

LANANT FLILALAAALAA
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2.3.2. wy "Navigator' flwiveuaassianisinmianiedinu

kA ¥
deaeaniinag
233wy 'Logging" whwnyidlandinaetiuiinnisldeuaes
B 1
n Ul [ o 1 v
2.34. wy "Preference” iluaylfunsenisuansnantinag
4 a
1DILFATDIND
2.4, iy "User Profile" fhusyiienancdioyadusarald
> —— (=] & [
’,". 5 import wsdl document Y - - -
‘(- c OIocalhos‘t:SUSU,’wsssoaaoox,’\-*.-'sd'f;moor‘t\*.'io'.xhtm 4 - kg @ 2

J

‘ Oy File v 4 Security ¥ " Windows v H *H, Pongsak ‘

URL : | hitp://www.pttplc.com/pttinfo.asmxa@WsDL J [ o |

'WSDL Service
‘WSDL URL

Version
Mamespace

- Type

QName
[Dacumentation
I mportschema
Schema }
[Other Element

[ » Bindings ,\

[ » Interfaces )
\ J

\. » Services \
§ J

4‘ U o dl A
A 4.4 wiinaandnuediAsasiie

3. nihaa "Key Store" (keystore.xhtml) \flunsinaa dmiunansiioya
neyuai Wluietasile axdia udn q 3 1u fannd 45ieligdieyasn fereluil
3.1, 1) "Add Key Store" ifluiiie Slautiraeilenswiieldlunis
dnnayuaiite 1 luisasile
3.2. vJai 'View All Alias Name' fluijsiileiilowntivaa All Alias

Name \ianaijuiazuanmiinaaiaddntuun
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3.3. 1Ju "View Certificate Detail' fhurjsieidlaimiinaauansiaya

34. 1Js "Close" lurlsilantinaailausn

No. Alias Name Name Type Prodiver
1 client_keystore client.jks JKS SUN @
2 server_keystare server.jks JKS SUMN @

Mo. | Alias Name Distinguished Name g Mot Valid Befor | Not Valid After

Thu Dec 22 Wed Mar 21
CM=Java Tech, OU=Java Department, O=Java @
1 server_cert _ : 7 = 21:09:42 ICT 21:09:42 ICT
Org., L=Java City, 5T=Java 5tate, C=TH 011 5012
CH=Client Cert, OU=_Client Department, Thu Dec 22 Wed Mar 21
2 client cert O=Client Oryg,, L=Client City, ST=Client 211237 ICT 21237 T @
State, C=TH 2011 2012
CH=Client Cert, QU=Client Department, Thu Dec 22 Wed Mar 21
3 client_keystore O=Client Org., L=Client City, ST=Client 1237 ICT 1237 1T @
State, C=TH 2011 2012
(_ose |
= ¥
nd 4.5 uilnaa Key Store

4. wiinan "Add Key Store File" dluwihaedwindinngadalng (Key

Store File) winaeilazisznaulufan da 3 1fu danmit 4.6 T

‘ﬂl 6 v
e luATeae 1

4.1, 1]u"Choose" fluiluiiteumIngAdalnd Aduuanaiu jks

4.2. 1l "OK" futfiveiisridalng

4.3. s "Cancel" Wiuilstlandiraeloudn
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Add KeyStore Files x

Passwordf ]

it 4.6 wiihaedin Key Store

5. withae "All alias name in Key Store" fluviinaauansdiayaiauts

(Alias Name) v afifued lulwaadalnuansganni 4.17

All alias names in Key Store

No. | MsName | | . .

1 client_cert

2 server_keystore

it 4.7 wiinae Al alias name in Key Store

6. wiinaa "Certificate Information” \fluniiraeuanaazidandiaya

Tufusestlsznavlugonify Close" e ldtlantiaslleudnuanssianmi 4.8

Certificate Infomation ]
] rFs
| X.509 Certificate ]

Subject |:CN =Java Tech, OU=Java Department, O=Java Org., L=Java City, 5T=Java State, C=TH

Alias
Mame

Public
Key

[semal_cerl

[mngﬂmnnmgzmsssmdnmmmmms.smmsnswmzmmmsned b1d1219f2cd283%9cef1a02210d]

Wersion [3

Issuer [CN =Java Tech, OU=Java Department, O=Java Org., L=Java City, 5T=Java State, C=TH

m

Mot Valid Before['l'hu Dec 22 21:09:42 ICT 2011 JNot Valid After[\h'ed Mar 21 21:09:42 ICT 2012

] m bl 3

nwii 4.8 wiinaa Certificate Information
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7. withaa "Logging' (log.xhtml) sanawd 4.9 Hundiraedusunaas

4 o K o 6 v
ﬂmH@mmumnm@mmummgh

(=l )]
! %, import wsdl document  » /' 5 localhost:8080/wsssoapbox. (N
C' @ localhost:8080/wsssoapbox/user/logger/log xhtml o A

[ Oy File v 4 Security ¥ " Windows v J[ 1H,' Pongsak ]

(1of1)

No logs found with given criteria

1 of 1) L

i 4.9 witnae Logging

8. wilnae "Preference” (preference.xhiml) uwiihaadmsunissaan
mMauansuatasiesile Tneazszneylildn vu 2 Ae 1 "OK' ieldlumsiuiinns

siarin uaztlu "Cancel' iwilsllaundiraaeaudn uansluseanand 4.10
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Logging
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9. wiinae 'Document Details" (documentdetails.xhtml) 1flundinae

wansdiayaninsanaesiuuaeanuaananslunng 4.11

b

5, import wsdl document

Ay

€« led OIocaIhost:8U8U/WSssoapb::\iﬁiv;sdlfimpor‘twsrdl.xhtw

‘[ Oy File = ' Security ~ ' Windows ~ ][ ‘H\ Pongsak J

uRL:[ tepl i J ek 63O

| = &% http:/fwww.pttple.com/pttinfe.asmx?WSDL |
~ @ PTTinfo

PTTInfoSoap

(7 CurrentQilPrice

(7 GetDilPrice

() CurrentNews

() GetNews

PTTInfoSoapl2

() CurrentQilPrice

(7 GetOilPrice

(7 CurrentNews

() GetNews

‘WSDL Ser

WSDL URL  http://www.pttplc.com/pttinfo.asmx?WsDL
Version  http://schemasxmisoap.org/wsdl/
pitplc.com/ptt T

(e |

[QName
[Documentation|
mportSchema

[SchemaBean [lang=null,

=http:/fsch I
mins:tm=http://micrasott comwsdl/mime AexdMatching/

rg/2001/%MLSchema xmlisoap.org/wsdl,
mins:http=http://sc xmisoap.org/wsdl/http ttp://wwn.pttple. com/ptt_webservice/|
fmins:aml= http: /. w3.01g/XML/1998/namespace

coding

mins:soap=http:/ xmisoap
amins:s0apl2=http://schemas.xmisoap.org/wsdl/soapl2/, attributeFormDefault=UNQUALIFIED,
lattributes=[|, blockDefault=[, documentation=null,
ldocumentURI=http://www. pttpic,com/pttinfo.asm?wsDL, elementFarmDefault=QUALIFIED,

I Bean [documentation=null, maxOccurs=1, minOceurs=1, otherAttributes={,

ttplc.com/ptt_y AiCurrentOilPrice, ref=null, type=TypeBean

laname=nul, documentation=nul, , O ibutes=null,
lotherElements=nul], form=QUALIFIED], ElementBean [documentation=null, maxOeeurs=1,
minOceurs=1, otherAttributes=f, qname=

hittp://www. pttplc.com/ptt_webservice/JCurrentQilPriceResponse, r=r—nuu type:

ypeBean

stes=null,

[aname=null, documentation=null, imp

1, form=QUALIFIED], ElementBean [documentation= nuH maxOccurs=1,

m/ptt.

IminOceurs=1, otherAttributes=§, ar pttpl

i

OilPrice,

Schema

ref=null, type=Typeb:

=null, importSchemas=null, schemas=null,

< . ] r

(OtherAttributes=null, otherElements=| HUIF], form=QUALIFIED], ElementBean [documentation=null,
masOccurs <L, minOccurs=1, otherattrioutes =1, aname=
http:/fwww.pttplc.com/ptt p

, ref=null, type=Typ! [a 3

m

n i 4.11 wiinaauansseazidoadesyaiiumaiia
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10. witnae "Service Details" (servicesdetails. xhtml) sanawdi 4.12

wiihasuansiiayaliuimeiia 109AULANLARUAA

[E=EN )
'f 5 import wsdl document x \\ &

&« € @ localhost:8080/wsssoapbox/wsdl/importwsdl xhtmi w @y A ‘
‘ [ File v " Security v " Windows ” 1Hi Pongsak | ‘
1\ LN J
Navigator o0l — ~
e 00 [T @0e

S prrmpeeom P - @@y
= {8 hitp://www.pttple.com/pttinfo.asmx?WSDL %
% STt Service Name PTTInfo
+ [ PTTInfosozp Qname http://www. pttplc.com/ptt_webservice//PTTInfo
Documentation
@CurrantOi\Price MamespaceURD
L [OtherAttributes
(3 GetOilPrice (Other Elements
Endpoints FITinfoSoap, PTTnfoso0ap12]
@CU"EHWE‘M Interfacs FTTInfoSoap
@GetNews (
No. | Endpoint
~ [ PTTInfoS0zpl2 ~ point Hae
1 FTTInfoSoap
() CurrentOilPrice
2 FTTinfoSoapl2
() GetQilPrice X
@ CumentNews L Interfacs PTTInfoSoap
(3 GetNews
« . r

nnd 4.12 wiinaa Service Details

11. withaa 'Binding Details' (bindingdetails.xhtml) sianwdi 4.13 il
wiinaaudnediaya Wunaea] nasyn(Binding) uaz nnayntenlesdu (Binding Operation)

IaaiLme I a lUAULA R A ALEA
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-

|/ & import wsdl document

<« C  ® localhost:8080/wsssoapbox/wsdl/importwsdl.xhtml

‘[ OFile v . Security = Windows ~ J[ j_Hi’ Pongsak ]

00 [y ottplc.com/pttinfo.asmeWsDoL @D 8e
" W bl comiptiteaemWSDL

v @ PTTInfo [Name PTInfoSoap
o lAddress Inttp://www. pttplc com/pttinfo.asmx
PTTInfoSoap | Doct
. HittpAuthenticationReaml
(B CurrentOilPrice HttpAumematmnsmeme
(73 GetOilPrice Il
Otmmttrmuts
(7 CurrentNews Binding PTInfoSoap
Senvice PTTInfo
(73 GetNews
e Lo ooy
Name PTTInfoSoap
(78 CurrentQilPrice IQ—NEM hittp:/ pitplc.com/ptt AFTTInfoSaap
@ GetOilPrice Description
ersion 11
(73 CurrentNews [Style
ransport Protocol xmisoap. hitp
(73 GetNews IHttp Content Encoding Default
Http Default Method
Mype Of Binding xmisoap. soap/
Binding Operations [CurrentOilPrice, GetOilPrice, CurrentNews, GetNews]
PTTInfoSoap
0
= -
e[S MEP Action
1 CurrentOilPrice REQUEST_RESPONSE | http: pttplc.com/ptt urrentQilPrice
2 GetOilPrice REQUEST_RESPONSE http://wvw, pttplc.com/ptt_webservice/GetQilPrice
3 Currenthiews REQUEST_RESPONSE |  http://www.pttplc.com/ptt webservice/Currenthews ||
i i ] ¥ 4 Gethews REQUEST_RESPONSE hittp://www. pttplc.com/ptt_webservice/GetNews -
v J!

it 4.13 witnae Binding Details

12. wiinae "Operation Details" (operationdetails.xhtml) 1fluniinaa

wansdioya Teweriuresivae fMaluduudueanueauanslunini 4.14

— -
5, import wsdl document x| o < N
< C' @ localhost:8080/wsssoapbox/wsdl/importwsdlxhtmi
‘[ OFile v . Security v . Windows ~ ][ p Pongsak ]
Navigator 00 = =l
URL :[ http://www.pttplc.com/pttinfo.asmxaWSDL ] ok |£4©
v &b hitp://www.pttplc.com/pttinfo.asmx?WSDL
~ @ PTTInfo
~ [ PTTinfoSoap DL Operation
| (7 CurrentOilPrice | ﬁ;:reatmn lCurentOilprice
(733 GetOQilPrice QName __[inttp://www.pttplc.com/ptt_webservice/{CurrentQilPrice E
et
@ CurrentMews cignature [IPHP://wanw pitple.com/ptt_webservice/CurrentOilPriceResponse
B Gethews J {http://wwnw.pttplc.com/ptt webservice/)CurrentOilPrice{fhttp://www.pttple.com/ptt webservice/})CurrentQilPrice)
PDE':’"“” loperationBean. parameterOrdering
~ [Z2 PTTinfoSoapl2 rdenng
Faults
@ CurrentOilPrice nputBean [name=null, documentation=, otherAttributes=(, otherElements=, element=ElementBean
[documentation=null, maxOccurs=1, minOccurs=1, otherAttributes={, gname=
7 GetOilPrice {http:/fwwrw. pttplc.com/ptt_websenvice/|CurrentOilPrice, ref=null, type=TypeBean [qname=null, L3
ation=null, imp, =null, Ull, OtherAttributes=null, otherElements=null],
(B CurrentNews lform=QUALIFIED], messageName={http://www.pttplc.com/ptt_websenvice//CurrentOilPriceSoapln, parts=
nput [PartBean [documentation=null, element=ElementBean [documentation=null, maxOccurs=1, minOceurs=1,
(73 GetNews lotherAttributes=7, qr pttplc.com/ptt ilPri null, type=TypeBean
[gname=null, documentation=null, importSchemas=null, I,
lotherElements=null, form=QUALIFIED], otherAttributes={, otherElements=[, partQhame=
{nttp:/fwwnw. pitplc.com/ptt_webservice/jparameters, type=TypeBean [qname=null, documentation=null,
importSchemas=null, schemas=[, OtherAttributes=null, otherElements=null][]
lOutputBean [name=null, documentation=, therElements=, element=ElementBean
Ve e e = T 6 T M By et W e AT ey
[t/ fwww pitplc.com/pit_websenice/\CurrentOQilPriceRespanse, ref=null, type=TypeBean [aname=nul,
ation=null, ull, ull, OtherAttributes=null, otherElements=null],
[form=QUALIFIED], messageName={http://www.pttplc.com/ptt_webservice/|CurrentOilPriceSoapOut, parts=
Output  [[PartBean wll, element=ElementBean ull, maxOccurs=1, minOcers=1,
ibutes={, qr pttplc.com/ptt_ ACurrentOi 1se, ref=null,
ltype=TypeBean [qname=null, documentation=null, importSchemas=null, schemas=null, OtherAttributes=null,
latherElements=null, form=QUALIFIED], otherAttributes={, otherElements=[, partQName=
{http://wwnw.pttplc.com/ptt webservice/jparameters, type=TypeBean [qname=null, documentation=null,
importSchemas=null, schemas=[], OtherAttributes=null, otherElements=null]]]]
Other i
oo il
4 n ] AR n ] 3
¢ y

it 4.14 wiinae Binding Details
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13. wiinaa "SOAP Message" (soapmessages.xhtmi)

dunthasuandmiudannisdaninuadnlan i dediapnnntesae
pItazidanian 1 fanrnaaLAueY wazdnMsALauA LTI LTe SAaaa
lu it 415 Tneutirmeillsznavdaniaydeanisdnuaaadunaiuisesia (Web
Services Security) 5 wygioa J1lu 5 1fu uazfiudundan 2 win aaluuiuwdnazlsznay
danufusies S 10 wiu il

131, 1lw "Send request’ iwilugsdiomansbasaalldad luinag

SuureFanszyludunes
13.2. 1w "Back’ Whulundulidioudirae Import WSDL'

iz - , (=] [
|& Create Soap Messages + '/l \ S v 0
[ [ File ¥ " Security = Windows ~ ” AHL Pongsak |

Send request Back Endpont Address: [-Illtp:f.fwww.pﬂpk.tom\fptﬁnfoasmx ’|

‘Operation Name : CurrentOilPrice
N, L\

o Value e ) Type

Language l2 |

string

a it 4.15 wiinae SOAP Message

14. uiin "Request Form" (req_form.xhtml) \fuuiudmsutlandaya

Aunslulaewsdu wassisnini 4.16



Create Soap Messages x
P 9

/ W
/

[ €' ® localhost:8080/wsssoapbox/soap/soapmessagesxhtml

@ A

(e s e | Lt vt

Endpont Address: [nnpym.pttpk.convptﬁm.asm W respense time : 1384 ms (1979 bytes)

Name Value

‘Operation Name : CurrentQil Price

Type

Language (2

string

it 4.16 wit RequestForm

15. witu "Request Raw' (req_raw.xhtml) sisnwdi 4.17 luufiudamiu

wansdiayaianinsFasralon uazuanemaaviden dayadouiaeaiin

e\ U
| B CreateSoapMessages  » | o

Sl

€« c OIccalhcst:SDSD,stssoaphéxfs;aasoapmessages.xhtml

IR

[[ M File ~  /* Security = " Windows + J[ LHI, Pongsak J

Endpont Address: itp/7www.pttplc.com/pttinfo.asmx ) responsetime: 1384 ms (1979 bytes)

¢plain copy to clipboard print ?

1. POST /pttinfo.asmx HTTP/1.1

©2. | Accept : text/xml, text/html, image/gif, image/jpeg, *; a=.2, */*; g=.2
@3. | SOAPAction : http://www.pttplc.com/ptt_webservice/CurrentOilPrice

©4. | User-Agent : WS-S50APBox Tool

@5. | Content-Type : text/xml; charset=utf-g

86. Content-Length : 483
©7. | Host : www.pttplc.com
@s.

29. <?xml version="1.8" encoding="UTF-8"2><S0AP-ENV:Envelope xmlns:S0OAP-

18. <SOAP-ENV: Body>

11. <tns:Current0ilPrice>

12. <tns:Llanguage xmlns:tns="http://www.pttplc.com/ptt_webservice/">2</tns:Language>
13. </tns:Current0ilPrices>

14. </SOAP-ENV:Body>

15. </SOAP-ENV:Envelope>

16.

17.

< | m

ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:s="http://wmi.w3.0rg/2001/XMLSchema” xmlns:soapenc="http://schemas

nnit 4.17 witnae Request Raw
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16. uin "Request XML" (req_xml.xhtml) \Fuufiudmiunansdaya

famnFesaalan Inefldawnsouiladenasseelonianing 4.18

r =&

/| . Create Soap Messages |«

€« c|® :8080/wss: soap/soapmessages.xhtm| % @ Q,
[[ OiFile > Security v . Windows = J[ Xt Pongsak J ]

Endpont Addrs . (Wi e plcamisintoasms )

82> <SOAP- xmins:SOAP-ENV="1

? ion="1.0" ing="UTF-
xmins:s="http://www.w3.0rg/2001/XMLSchema’
<SOAP-ENV:Body>|

oitole A fica/">7< /tns:L

/tnsi( Tice>
=/SOAP-ENV:Body >
</SOAP-ENV:Envelope>

nwit 4.18 ufiu RequestXML

17. witw "HTTP. Header" (mimeheader.xhtml) sranwi 4.19 luudiu

Avduinindayadauioleanin



[ =@
| & Create Soap Messages * \\o
€« C | @ localhost:8080/wsssoapbox/soap/soapmessages.xhtml bxd @ X
Endpont Address : [nttp:t.'www.mtpk.mwptﬁm.asm 1
Request
m|®e| & - wsseuity
Form | Raw | XML | HTML Header | Attachement
. — = —
| 1 | Cleint Header(] nt Value = ‘
Value

it 4.19 it HTTP Header

69

18. u#iwu "Attachment" (attachment.xhtml) (uufiudusuuuuindiite

delinsantuaanissasaa lanseninn 4.20

.
= >
| B Create Soap Messages = |
/

=

&« (¢} OIncaIhcst:8DSD,stssoapho?sc;ap/s;pmessages.xhtml

N

[[ [ File~ s Security v . Windows v ][ J.H;, Pongsak J

Endpn Adares: (R

Content-Type

Type

Size

1 Psuedo Code.txt Psuedo Code.tat text/plain plain 442
+ Attache file

[ opemton |

A 4.20 wiin Attachment
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19. withaa "Username Token" (usernameToken.xhtml) sianwdi 4.21
Huniinaedmiuiia awus 'UsernameToken' dinldludausiaesiananulzn (SOAP
Header) Tnermzis]a 2 1Ja il

19.1. vl "Save" ihulailfisdiosauazianiaduiin
19.2. 1w "Cancel" Hwlsdlaflausn

I WS-Security - Username Token x |

g ™
/—L Username Tukeqt/, /J “
x—lf u;:m} .
Usernzn‘ter:y ‘ _‘I
Pz=sword Iﬂ -‘I

-

/—l Tn&niwf\:

Add Nounce Q
Add Crested

it
r

hust Urkd&ﬁ'tandD
Timestarmnp B
Pazzword Type |i-P355'.mrdTmct -
', A
e, ")
ra Ty Ty
| Sawve | Cancel |
., o -
L -
L il

A 4.21 wiinaa Username Token

20. withae "Signature” (signature.xhiml) ifhumiinaednusuiiada s
Signature vinl ludawianesdieasulow (SOAP Header) uamssiosnnii 4.22 taaaziitls 2
U il
20.1. 1) "Save" lusluiisdieyauazinmaiuiin
20.2. )3 "Cancel' fhuilsdlnTlondmn
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WS-Security - Signature ®

=
e

—
Key Store |\5-ele|:t Key Store - |

——————— 4
Alias NameI\S-eIect Alias Name - |

Pzzsword r 1
" ) A

/‘l Signature Criteria \
Key Indefifier Type |\Select0ne - |

————
Signature Algorithm |\Sele:t0ne - |
| =
Signature CanDn'rcaﬁz,aﬁDnLSelectOne - |
. 00909090 )
" J

i 4.22 witnae Signature

21. wiinae "Encryption’ (encryptionxhtml) iflumiinaedaviuiiia
auns "Encryption’ dinluludawsiaseciiapanstan (SOAP Header) uamssanand 4.23

12
o

Tneazfitu 2 1)u Aadl
211, 1) "Save" il ndieyauazinmaiuiin
21.2. 1Jx "Cancel' fhulsdlaTlondmn

WS-Security - Encryption

Key Store | celect Key Store - |
Alias Namel\Select Aliaz Name - |

Password r :]
“ i J

B'nmﬁnncﬁiu"uw

Key Indefifier Type |\Issuet Mame and Sea' - |
Symmetric Encoding Algorithm |\httpcfhh|w.w?n.orgfg - |
Key Encrypticn Algorithm |\httpcjhh\w.w3.nrg,."§ - |
Encryption Canonicalization |\httpcfhh\w.winrgﬁa - |

e "
A "y

[‘| + Encrypt parts ]

nwit 4.23 uiinae Encryption
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22.% % 12 2 "SAML Authentication Assertion"
(samlAuthentication.xhtml) \Juufiudwiuwuuivdiiedeldwsenrurenanstesnalon

fanndi 4.24

WS-Security - SAML Authentication Assertion ®
- \
,—L SAML ication Asserti J

SAML Version| Select One - |

Issuer Name r ]

-
" |

-
Subject G

Methog | 5EECt One - |
e i omae (250 3

Subject Name ]

7 =
pp—
Excpire In 0 ~

Audience Restiction| )

Authentication Context| Selct One - |

Sign Assertionm

(e
nwit 4.24 vitinaa SAML Authentication Assertion

23. wilnae "SAML Authorization Assertion" (samlAuthorization.xhtml)

Wiy dmsunuy iainadslindentuaaninuiasaalan saniwn 4.25

. W5-Security - SAML Authorization Assertion

- -,

/-[ SAML Authorization Assertion Jﬁ
SAML Version [ Select One | - |
Expire In [D :I
Issuer Mame r :I
Method [ setect One | - |
Mame Id fﬂrmaﬂ:SElectDne | v‘l
Resource |’ :I
Action ( )

\ A

F = =
Save Cancel
\ (e Gl |

A 4.25 wiinaa SAML Authorization Assertion
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<<device>> <<device>>
PC Web Service Provider Server
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<<component=>
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3. 8117 nauuan (Apache Tomcat) viuihdifluiuaaumiued
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Payment System

all Payment
el Service

il 9.2 ununngdaaszuunstnseiueaulaifosingiashin

arnnnd 5.2 uuaunmgapamadisrduseulaiBaeinsiasin Geazd
waaimaf Aa gnaaau (Tester) azsinnisGanldiiuitesianisdnszdu (Payment Web
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Web Services Security Monitoring Tool Web service Provider
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Req1. Simple request S$1. Simple request

Res1 Res1
Reg2 Reqg2

Req2. User Name Token S2. User Name Token
Res2 Res2

X Req3 o Req3 )

Req3. User Name Token with [— S3. User Name Token with
—
X.509 Res3 o Res3 X.509
Reg4 Req4
Reqg4. XML Signature S4. XML Signature
Res4 Res4
Req5 Reqb
Reqg5. Encryption/Decryption il cd S5. Encryption/Decryption SOAP
SOAP Message Res5 Res5 Message
Reqgb ReqB
Req6. SAML for Authentication i e S6. SAML for Authentication and
and Authorization Rest Res6 Authorization

Request Soap Messge
Description

Respi Soap Message

= A
NINN 53 NTNARALLATAIND
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54 nanisnedayu

ANIMARALALENAINNIIARaLLALEa T aLUUHLENN9a1819Uy 2 esag

LAYAZN ARDLLALLEA TR LLILNNLINTLNN 0 tafialnatsnaaziagan1anagasfil

L nsdineaeuiuimeiaa PTTINf0 [19] Tawlaisdu CurrentOilPrice

POST /pttinfo.asmx HTTP/1.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : http://www.pttplc.com/ptt webservice/CurrentOilPrice
User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 431

<?xml version="1.0" encoding="UTF-8'?>
<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmIsoap.org/soap/envelope/'
xmins:s="http://www.w3.0rg/2001/XMLSchema’
xmins:soapenc="http://schemas.xmisoap.org/soap/encoding/"
xmins:tns="http:/www.pttplc.com/ptt_wehservice/">
<SOAP-ENV:Body>
<tns:CurrentOilPrice>
<tns:Language>th</tns:Language>
</tns:CurrentOilPrice>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

A 5.4 dapanutasua lawaaalaiilaisdw CurrentOilPrice

annnd 5.4 Hudennubesvelanuaziioyadouiaieaifia
fsasdleasiunlaaidentewlawdu CurentOilPrice veaiuime$ia PTTING Taarwun
s <insLanguage> 1hilu th' Gefienanusesaalan gnadlildelaad (Host) e
'localhost'  wunparNgn Hamanntesaalanazgndelddaunmusuiieddang

fapnnFasae uazmNiuIuarassiadannfeasialUdsg Wi adumefia
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POST /pttinfo.asmx HTTP/1.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; =2, **; =2
SOAPAction : http://www.pttplc.com/ptt_webservice/CurrentOilPrice
User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 431

Cache-Control: no-cache

Pragma: no-cache

Host: www.pttplc.com:80

Connection: keep-alive

X-Forwarded-For: 127.0.0.1

<?xmlversion="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/"
xmins:s="http:/fwww.w3.0rg/2001/XMLSchema"
xmins:soapenc="http://schemas xmlsoap.org/soap/encoding/"
xmins:tns="http:/www.pttplc.com/ptt_webservice/">
<SOAP-ENV:Body>
<tns:CurrentOilPrice>
<tns:Language>th</tns:Language>
</tns:CurrentOilPrice>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

A 5.5 Fapqnsauadanaadleiasdu CurrentOilPrice annumiusy

d‘ [~1 v v v 1 o aaa
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faprnFasaelanazgnashldaflfiusniaiuie Manunszyls



80

HTTP/1.1 200 OK

Date: Wed, 29 Feb 2012 15:22:58 GMT
Server: Microsoft-115/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: private, max-age=0
Content-Type: text/xml; charset=utf-8
Content-Length: 2021

<?xml version="1.0"?>
<soap:Envelope xmins:soap="http://schemas.xmisoap.org/soap/envelope/'
xmins:xsi="http:/'www.w3.0rg/2001/XMLSchema-instance'
xmins:xsd="http:/ww.w3.0rg/2001/XMLSchema">
<soap:Body>
<CurrentOilPriceResponse xmins="http://www.pttplc.com/ptt_webservice/">
<CurrentOilPriceResult>
<PTT_DS>
<Table><PRICE_DATE>21/02/12</PRICE_DATE><PRODUCT>BIue Gasoline
91</PRODUCT><PRICE>40.91</PRICE></Table>
<Table><PRICE DATE>21/02/12</PRICE_DATE><PRODUCT>Blue
Diesel</PRODUCT><PRICE>31.73</PRICE></Table>

91</PRODUCT><PRICE>37.88</PRICE></Tahle>
Table><PRICE_DATE>16/02/12</PRICE_DATE><PRODUCT>fua%
</PRODUCT><PRICE>9.5</PRICE></Table>
<[PTT_DS>
<[CurrentQilPriceResult>
<[CurrentQilPriceResponse>
</soap:Body>
</soap:Envelope>

<Table><PRICE_DATE>21/02/12</PRICE_DATE><PRODUCT>Blue Gasohol

A 5.6 Feanumenausstnaadleilesdu CurrentOilPrice anniumiusy
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Date : Wed, 29 Feb 2012 16:14:50 GMT
Server : Microsoft-115/6.0

X-Powered-By : ASP.NET
X-AspNet-Version : 2.0.50727
Cache-Control ; private, max-age=0
Content-Type : text/xml; charset=utf-8
Content-Length : 2021

SOAPAction : "

<?xml version="1.0"?>
<soap:Envelope xmins:soap="http://schemas.xmisoap.org/soap/envelope/'
xmins:xsi="http:/'www.w3.0rg/2001/XMLSchema-instance'
xmins:xsd="http:/ww.w3.0rg/2001/XMLSchema">
<soap:Body>
<CurrentOilPriceResponse xmins="http://www.pttplc.com/ptt_webservice/">
<CurrentOilPriceResult>
<PTT DS>
<Table><PRICE_DATE>21/02/12</PRICE_DATE><PRODUCT>BIue Gasoline
91</PRODUCT><PRICE>40.91</PRICE></Table>
<Table><PRICE_DATE>21/02/12</PRICE_DATE><PRODUCT>Blue
Diesel</PRODUCT><PRICE>31.73</PRICE></Table>
<Table><PRICE_DATE>21/02/12</PRICE_DATE><PRODUCT>BIue Gasohol
E20</PRODUCT><PRICE>36.88</PRICE></Table>
<Table><PRICE_DATE>16/02/12</PRICE_DATE><PRODUCT>\fwa3
</PRODUCT><PRICE>9.5</PRICE></Table>
</PTT DS>
</CurrentQilPriceResuft>
<[CurrentQilPriceResponse>
</soap:Body>
</soap:Envelope>

A 5.7 Yeaqnume uausdnaadlewlasdu CurrentOilPrice

arnnni 5.7 uamsdiaganaundusnanniiumeiia PTTINf Asusn
NN Geaz lfdayasantinduaesiuinbeantisnis

2. nadineaauiiuiaaiia Currency Convertor [20] Tewlewsdu GetConversionRate
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POST fwcfICurrencyService.svc HTTP/1.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : GetConversionRate

User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 514

<?xml version="1.0" encoding="UTF-8'?>
<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmIsoap.org/soap/envelope/'
xmins:soapenc="http://schemas xmisoap.org/soap/encoding/"
xmins:tns="nttp://www.restfulwebservices.net/ServiceContracts/2008/01"
xmins:xsd="http:/www.w3.0rg/2001/XMLSchema">
<SOAP-ENV:Body>
<tns:GetConversionRate>
<tns:FromCurrency>USD</tns:FromCurrency>
<tns:ToCurrency>THB</tns:ToCurrency>
</tns.GetConversionRate>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

A0 5.8 3o prnFesnelanaelaileistis GetConversionRate

a1nnnd 5.8 ludeanstasaelanuaziioyadouiaeaifia
fiptesilaasniunnlnafnaaauazndentenlesdu GetConversionRate zesiiuigefia
Currency Convertor tnefinnwungawwus <tng:FromCurrency> 1%.fu "USD" uaz@@iuus
<tns:ToCurrency> 1%iflu 'THB' Gediapanabesaalan gndelddslaad A locahost
uutANdn Fepanntesalanazgnddldvannsuiie i dunndeninutase

a

wazsiusuardsiadana s Fasnesialiae 1B aiumeiia
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POST /wef/CurrencyService.svc HTTP/1.1
Accept: text/xml, text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
SOAPAction: GetConversionRate
User-Agent: WS-SSOAPBox Tool
Content-Type: text/xml; charset=utf-8
Content-Length: 514

Cache-Control: no-cache

Pragma: no-cache

Host: www.restfulwebservices.net:80
Connection: keep-alive

X-Forwarded-For: 127.0.0.1

<?xml version="1.0" encoding="UTF-8"?2><SOAP-ENV:Envelope xmins:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:soapenc="http://schemas.xmisoap.org/soap/encoding/"
xmins:tns="http:/'www.restfulwebservices.net/ServiceContracts/2008/01"
xmins:xsd="http:/ww.w3.0rg/2001/XMLSchema">

<SOAP-ENV:Body>

<tns:GetConversionRate>
<tns:FromCurrency>USD</tns:FromCurrency>
<tns:ToCurrency>THB</tns:ToCurrency>

</tns.GetConversionRate>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

A 5.9 Feaansaasdenaadaila gy GetConversionRate ann Ly

dl [~1 b2 v v 1 o aaa
arnnnd 5.9 udaninafecaalonuazdayadoudoeaffia
A o = A A v ! ! o o
Afuntanniatecieunzdenaiuiecaalanazgndasielddeland
www.restulwebservices.net:80 wsnzaziudannubesaalanazgndalideg1diuinas
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HTTP/1.1 200 OK

Content-Type: text/xml; charset=utf-8
Server: Microsoft-11S/7.0
X-Powered-By: ASP.NET

Date: Fri, 09 Mar 2012 00:32:15 GMT
Content-Length: 475

<?xml version ="1.0" 7>

<s:Envelope xmins:s="http://schemas.xmisoap.org/soap/envelope/">

<s:Body>

<GetConversionRateResponse xmins="http://www.restfulwebservices.net/ServiceContracts/2008/01">

<GetConversionRateResult xmins:a="http:/www.restfulwebservices.net/DataContracts/2008/01"
xmins:i="http:/www.w3.0rg/2001/XMLSchema-instance">

<a:FromCurrency>USD</a:FromCurrency>

<a:ToCurrency>THB</a:ToCurrency>

<a:Rate>30.57</a:Rate>

</GetConversionRateResult>

</GetConversionRateResponse>

</s:Body>

</s:Envelope>
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Content-Type : text/xml; charset=utf-8
Server : Microsoft-1S/7.0
X-Powered-By : ASP.NET

Date : Fri, 09 Mar 2012 00:32:15 GMT
Content-Length : 475

SOAPAction : "

<?xml version="1.0" encoding="UTF-8"?><s:Envelope
xmins:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>

<GetConversionRateResponse
xmins="http:/www.restfulwebservices.net/ServiceContracts/2008/01">
<GetConversionRateResult xmins:a="http:/www.restfulwebservices.net/DataContracts/2008/01"
xmins:i="ttp:/www.w3.0rg/2001/XMLSchema-instance™>
<a:FromCurrency>USD</a:FromCurrency>

<a:ToCurrency>THB</a:ToCurrency>

<a:Rate>30.57</a:Rate>

</GetConversionRateResult>

</GetConversionRateResponse>
</s:Body>

</s:Envelope>

A 5.11 fepumeuaueslanaaddeilasdy GetConversionRate
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POST /payment-ws/payment/ws HTTP/1.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction ;"

User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 557

<?ml version="1.0" encoding="UTF-8'?>
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmIsoap.org/soap/envelope/'
xmins:tns="http://payment javatech.com/ws/schema/oss">
<SOAP-ENV:Body>

<tns:paymentRequest>

<tns:amount>3000</tns:amount>
<tns:cardNumber>4929015871474</tns:cardNumber>
<tns:expirationDate>12/13</tns:expirationDate>
<tns:securityCode>467</tns:securityCode>
<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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POST /payment-ws/payment/ws HTTP/1.1
Accept: text/xml, text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
SOAPAction: ™

User-Agent: WS-SSOAPBox Tool
Content-Type: text/xml; charset=utf-8
Content-Length: 557

Cache-Control: no-cache

Pragma: no-cache

Host: localhost:8080

Connection; keep-alive

X-Forwarded-For: 127.0.0.1

ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:tns="http://payment.javatech.com/ws/schema/oss">
<SOAP-ENV:Body>

<tns:paymentRequest>

<tns:amount>3000</tns:amount>
<tns:cardNumber>4929015871474</tns:cardNumber>
<tns:expirationDate>12/13</tns:expirationDate>
<tns:securityCode>467</tns:securityCode>
<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

<?xml version="1.0" encoding="UTF-8"2><SOAP-ENV:Envelope xmins:SOAP-

n i 9.13 dapanFeswasiinaesloulasdi payment aanwsiusw

= @ v o o ) o pRpRp
LQANNTAN 513 Lﬁuﬁl'ﬂﬂqqmﬁ"ﬂ\?ﬂ'ﬂisﬁwLL@zﬂﬂH@@unQL@TWWW

Ao = = P D " o
V]imJW"mLﬂﬁ‘@d&l@LLZ\w“ﬂ@ﬂqqmi'ﬁl\iﬂl’ﬂiﬁﬁquqmmm@iﬂﬂﬂﬁ@

ezl faarnfasuelanazgnaslldafliisniadume Matuies

s Il

Bl

localhost:8080"



88

Server : Apache-Coyote/1.1

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : "

Content-Type : text/xml; charset=utf-8

Content-Length : 350

Date : Fri, 09 Mar 2012 02:10:00 GMT

<?%ml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/">
<SOAP-ENV:Header/>

<SOAP-ENV:Body>

<paymentResponse xmins="http://[payment javatech.com/ws/schema/oss">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000002</referenceCode>

</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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POST /payment-wss-utoken/paymentiws HTTP/1.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : "

User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 1722

<?%ml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:tns="http://payment.javatech.comws/schema/oss">

<SOAP-ENV:Header>

<wsse:Security xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">

<wsse:UsernameToken xmins:wsse="http://docs.0asis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-secext-1.0.xsd">

<wsse:Username>peter</wsse:Usemame>

<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-usermname-token-

profile-1.0#PasswordText">s3cret</wsse:Password>

<wsse:Nonce EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-
message-security-1.04Base64Binary">LIn2ZbUVHEU2FBBGXITIsH7e</wsse:Nonce>
<wsu:Created xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-
utility-1.0.xsd">2012-03-09T03:18:19.788Z</wsu:Created>

</wsse:UsermnameToken>

<wsu: Timestamp xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-

utility-1.0.xsd" wsu:Id="Timestamp-5">
<wsu:Created>2012-03-09703:18:19.788Z</wsu:Created>
<wsu:Expires>2012-03-09T04:18:19.788Z</wsu:Expires>
</wsu:Timestamp>

</wsse:Security>
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<SOAP-ENV:Body>

<tns:paymentRequest>

<tns:amount>2500</tns:amount>
<tns:cardNumber>4929099534030</tns:cardNumber>
<tns:expirationDate>12/14</tns:expirationDate>
<tns:securityCode>897</tns:securityCode>
<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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POST /payment-wss-utoken/paymentiws HTTP/1.1
Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; =2
SOAPAction: "

User-Agent: WS-SSOAPBox Tool

Content-Type: text/xml; charset=utf-8
Content-Length: 1722

Cache-Control: no-cache

Pragma: no-cache

Host: localhost:8080

Connection: keep-alive

X-Forwarded-For: 127.0.0.1

<?xml version="1.0" encoding="UTF-8"?><SOAP-ENV:Envelope xmins:SOAP-
ENV=http://schemas.xmisoap.org/soap/envelope/
xmins:tns="http://payment.javatech.com/ws/schema/oss">

<SOAP-ENV:Header>

<wsse:Security xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">

<wsse:UsernameToken xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-secext-1.0.xsd"><wsse:Username>peter<fwsse:Username>

<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-usermname-token-

profile-1.0#PasswordText">s3cret</wsse:Password>

<wsse:Nonce EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-
message-security-1.0#Base64Binary">MX5rj2z2gX/1JT9zM70bzPkV</wsse:Nonce>
<wsu:Created xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-
utility-1.0.xsd">2012-03-09T03:45:34.441Z<wsu:Created>

</wsse:UsermnameToken>

<wsu: Timestamp xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-

utility-1.0.xsd" wsu:Id="Timestamp-2">
<wsu:Created>2012-03-09T03:45:34.441Z</wsu:Created>
<wsu:Expires>2012-03-09T04:45:34.441Z</wsu:Expires>
</wsu:Timestamp>
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</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

<tns:paymentRequest>
<tns:amount>2500</tns:amount>
<tns:cardNumber>4929099534030</tns:cardNumber>
<tns:expirationDate>12/14</tns:expirationDate>
<tns:securityCode>897</tns:securityCode>
<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; q=.2
SOAPAction: "

Content-Type: text/xmlcharset=utf-8

Content-Length: 1412

Date: Fri, 09 Mar 2012 03:53:29 GMT

<%ml version ="1.0" 7>
<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/">
<SOAP-ENV:Header>

secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">

<wsse:Security xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
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<wsse:UsernameToken xmins:wsu="http://docs.oasis-open.orgiwss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd"

xmins:wsse="http://docs.o0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-

secext-1.0.xsd"
wsu:ld="UsernameToken-2">
<wsse:Username>peter</wsse:Username>

<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-usermname-token-

profile-1.04PasswordText">s3cret</wsse:Password>

<wsse:Nonce EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-
message-security-1.04Base64Binary">DL5fLifm5d 7u9PJE+g3F+Q==</wsse:Nonce>

<wsu: Created>2012-03-09703:53:29.668Z</wsu:Created>

</wsse:UsernameToken>

<wsu:Timestamp xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-

utility-1.0.xsd" wsu:ld="Timestamp-1">
<wsu:Created>2012-03-09T03:53:29.664Z</wsu:Created>
<wsu:Expires>2012-03-09T03:58:29.664Z</wsu:Expires>
</wsu:Timestamp>

</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

<paymentResponse xmins="http:/fpayment.javatech.com/ws/schema/oss">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000001</referenceCode>
</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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Server: Apache-Coyote/1.1

Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; =2
SOAPAction: "

Content-Type: text/xmlcharset=utf-8

Content-Length: 1412

Date: Fri, 09 Mar 2012 03:53:29 GMT

<?xml version ="1.0" 7>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="htp://schemas.xmisoap.org/soap/envelope/">
<SOAP-ENV:Header>
<wsse:Security xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd"
SOAP-ENV:mustUnderstand="1">

<wsse:UsernameToken xmins:wsu="http://docs.oasis-open.orgiwss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd"

xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-
secext-1.0.xsd"

wsu:ld="UsernameToken-2">
<wsse:Username>peter</wsse:Usemame>
<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-
profile-1.0#PasswordText">s3cret</wsse:Password>
<wsse:Nonce EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-
message-security-1.04Base64Binary">DL5fLifm5d7u9PJE+g3F+Q==</wsse:Nonce>
<wsu:Created>2012-03-09T03:53:29.668Z</wsu:Created>
</wsse:UsermnameToken>
<wsu: Timestamp xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-
utility-1.0.xsd" wsu:ld="Timestamp-1">
<wsu:Created>2012-03-09703:53:29.664Z</wsu:Created>
<wsu:Expires>2012-03-09T03:58:29.664Z</wsu:Expires>
</wsu:Timestamp>
</wsse:Security>
</SOAP-ENV:Header>
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<SOAP-ENV:Body>

<paymentResponse xmins="http://payment.javatech.com/ws/schema/oss">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000001</referenceCode>

</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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POST /payment-wss-btoken/payment/ws HTTP/L.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : "

User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 2300

<?%ml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmIsoap.org/soap/envelope/'
xmins:tns="http://payment.javatech.com/ws/schema/oss">

<SOAP-ENV:Header>

<wsse:Security xmins:wsse="http://docs.oasis-open.orgwss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd" SOAP-ENV:mustUnderstand="1">

<ds:Signature xmins:ds="http:/www.w3.0rg/2000/09/xmldsig#" 1d="SIG-12">

<ds:Signedinfo>

<ds:CanonicalizationMethod Algorithm="nttp://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315#WithComments'/>

<ds:SignatureMethod Algorithm="http:/www.w3.0rg/2000/09/xmldsig#rsa-shal'>

<ds:Reference URI="#id-11">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<InclusiveNamespaces xmins="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="tns'/>
</ds:Transform>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmidsig#shal'/>
<ds:DigestValue>nVeRW3SCxw7/DQLXKPm7QkCsVMI=</ds:DigestValue>

</ds:Reference>

</ds:Signedinfo>
<ds:SignatureValue>fNgnZpOigjS8sw4LFp+pabF8jeBqHwjbOsN26X2nEJFXYK0Jb5u2BVTQIFR3UU
|ZVAKBIXfnFZUP........ds:SignatureValue>

<ds:KeylInfo Id="KI-EFB6CEDF04BBB60821133134891908117">

<wsse:SecurityTokenReference wsu:ld="STR-EFB6CEDF04BBB60821133134891908118">
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<wsse:Keyldentifier EncodingType="http://docs.0asis-open.orghwss/2004/01/0asis-200401-wss-
soap-message-security-1.0#Base64Binary'
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509SubjectKeyldentifier'>zy125L T9tgijX+INOIhUAMWMnA=</wsse:Keyldentifier>
</wsse:SecurityTokenReference></ds:Keylnfo></ds:Signature>
</wsse:Security></SOAP-ENV:Header>

<SOAP-ENV:Body xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd" wsu:ld="id-11">

<tns:paymentRequest>

<tns:amount>4000</tns:amount>

<tns:cardNumber>4532245123623</tns:cardNumber>
<tns:expirationDate>12/13</tns:expirationDate>
<tns:securityCode>897</tns:securityCode>

<tns:nameOnCard>Pongsak Gransamran</ins:nameOnCard>

</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

nnii 5.19 fanrabaselanaaaseiia payment-wss-btoken ta e payment (sie)

amnnnd 5.19 udeannatesselanuaziayadauinesiva
Intirsasiiaazairedianrnulanmuignaaausivun lunisairadauialon (SOAP
Header) azfinnafnuundaiwudie 3ol <wsse:Usemname> winiu "peter 3@
sarnufluuuuwawing (Plaintext) <wsse:Password> winriu "s3cret’ asnea @i
waug (Nonce) "<wsse:Nonce>" a5ned A <wsU:Created> Taasvyfuinaniia¥ng
Yo poudawialan a¥198dmus <wsLTimestamp> iileszydasinanfianmnmnldau
Yapuieelwliuazdauilannlan (SOAP Body) azfinnsinmuaddmusine suauiu
fidnsr <tns:amount> wirriu '3000" 83 wusuanemainsianaa <ts:cardNumber>
winfu "4929099534030"  dwumineutiuunany <ths:expirationDate> winu "12/14"
BAwudaviady  <tnssecurityCode> vinru "897" uwazddiuuddedieifens
<tns:nameOnCard> wvinriu "Pongsak Gransamran' siieannssesalan gndsldsland
"localhost! sansiarnmin feannstasalanazgnassielfmmiunuieddaunadanan

30970 uavinnsuazdesiadanansdasue LS liEn i ume e



POST /payment-wss-btoken/payment/ws HTTP/L.1
Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; q=.2
SOAPAction: "

User-Agent: WS-SSOAPBox Tool

Content-Type: text/xml; charset=utf-8
Content-Length: 2300

Cache-Control: no-cache

Pragma: no-cache

Host: localhost:8080

Connection: keep-alive

X-Forwarded-For: 127.0.0.1

<?%ml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:tns="http://payment.javatech.com/ws/schema/oss">
<SOAP-ENV:Header>
<wsse:Security xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd" SOAP-ENV:mustUnderstand="1">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#" Id="5IG-12">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="nttp://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315#WithComments'/>
<ds:SignatureMethod Algorithm="http:/www.w3.0rg/2000/09/xmldsig#rsa-shal/>

<ds:Reference URI="#id-11">
<ds:Transforms>

<ds:Transform Algorithm="http:/www.w3.0rg/2001/10/xml-exc-c14n#">

<InclusiveNamespaces xmins="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="tns"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmidsig#shal'/>
<ds:DigestValue>nVeRW3SCxw7/DQLXKPm7QkCsVMI=</ds:DigestValue>
</ds:Reference>
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</ds:Signedinfo>
<ds:SignatureValue>fNgnZpOigjS8sw41Fp+pat6F8jeBgHwjbOsN26X2nEJFXYK0Jb5u2BVTqIFR3UU
IZVAKBIXfnFZUP........ds:SignatureValue>

<ds:KeyInfo |d="KI-EFB6CEDF04BBB60821133134891908117">
<wsse:SecurityTokenReference wsu:ld="STR-EFB6CEDF04BBB60821133134891908118">
<wsse:Keyldentifier EncodingType="http://docs.0asis-open.orghwss/2004/01/0asis-200401-wss-
soap-message-security-1.0#Base64Binary'
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509SubjectKeyldentifier'>zy125L T9tgijX+INOIhUAMWMnA=</wsse:Keyldentifier>
</wsse:SecurityTokenReference></ds:Keylnfo></ds:Signature>
</wsse:Security></SOAP-ENV:Header>

<SOAP-ENV:Body xmins:wsu="http://docs.o0asis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd" wsu:ld="id-11">

<tns:paymentRequest>

<tns:amount>4000</tns:amount>

<tns:cardNumber>4532245123623</tns:cardNumber>
<tns:expirationDate>12/13</tns:expirationDate>
<tns:securityCode>897</tns:securityCode>

<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>

</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; =2
SOAPAction: "

Content-Type: text/xml;charset=utf-8

Content-Length: 350

<?xml version ="1.0" 7>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/">
<SOAP-ENV:Header/>

<SOAP-ENV:Body>

<paymentResponse xmins="http://payment javatech.com/ws/schema/oss">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000001</referenceCode>

</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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Server : Apache-Coyote/1.1

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : "

Content-Type : text/xml; charset=utf-8

Content-Length : 350

Date : Sat, 10 Mar 2012 03:11:56 GMT

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/">
<SOAP-ENV:Header/>

<SOAP-ENV:Body>

<paymentResponse xmins="http://payment javatech.com/ws/schema/oss">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000001</referenceCode>

</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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POST /payment-wss-encryption/payment/ws HTTP/1.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : "

User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 3178

<?%ml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:tns="http://payment.javatech.comws/schema/oss">
<SOAP-ENV:Header>
<wsse:Security xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">
<xenc:EncryptedKey xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#" |d="4EncKeyld-159ed721-
7a3d-4015-b2d0-3174a5940f98">
<xenc:EncryptionMethod Algorithm="nttp:/iwww.w3.0rg/2001/04/xmlenc#rsa-1 5>
<ds:KeyInfo xmins:ds="http:/www.w3.0rg/2000/09/xmldsig#">
<wsse:SecurityTokenReference xmins:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
<ds:X509Data xmins:ds="http:/www.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerSerial xmins:ds="http:/www.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerName xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">CN=Java
Tech,0U=Java Department,0=Java Org.,L=Java City,ST=Java State,C=TH</ds:X509IssuerName>
<ds:X509SerialNumber
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">1324562982</ds:X509SerialNumber>
</ds:X509IssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>dWNpIR3/NtbR8O1bR2XKLmoSG+Czt/fOYV+OV7yF70Z5ghNI9HhzV
8aHI7fUftVdPShFQb6idw3Gj3RVSEHRIThUWDj3QPKmDIVITMLPAGIDIEFKIEUNCO.............
xenc:CipherValue>
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</xenc:CipherData>
<xenc:ReferenceList xmins:xenc="http:/fwww.w3.0rg/2001/04/xmlenc#">
<xenc:DataReference URI="#EncDatald-1"
xmins:xenc="http:/'www.w3.0rg/2001/04/xmlenci'/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
</wsse:Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<xenc:EncryptedData xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#" |d="EncDatald-1'
Type="http:/'www.w3.0rg/2001/04/xmlenc#Content">
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<wsse:SecurityTokenReference xmins:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:Reference URI="#EncKeyld-159ed721-7a3d-4015-b2d0-3174a594df98"/>
</wsse:SecurityTokenReference>
</ds:Keylnfo>
<xenc:EncryptionMethod Algorithm="nttp://www.w3.0rg/2001/04/xmlenc#aes128-chc'/>
<xenc:CipherData>
<xenc:CipherValue>Kay51PX8kBDrXB/FzJUpyVv4CjdgV+qaEy0POtC89pzIbHE+
eCAEJ/WIFStsDXCYWITQIUnOM+YQMkAsG/eGxhaO/3gRecEIPGZIHGJI3nFqZJudM7C
X5iQvOUQLCGhh8MZFIa4......... </xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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Yo paudawinlan a¥1985mus <WsLTimestamp> ilaszydasinanfiaamnmnldau
Yapuieelwliuazdauilannlan (SOAP Body) azfinnsinmuaddmusine suauiu
fidnsr <tns:amount> wirifu '3000" 83 wusfmanemainsianaa <ts:cardNumber>
windu 4929099534030 BausiAeulivunany <tns:expirationDate> winu "12/14"
BAwudaviady  <tnsisecurityCode> vinrfu "897" uwazddiuuddedieifens
<tns:nameOnCard> wviniu "Pongsak Gransamran' siieannssesalan gndsldsland
"localhost! saneiarnmin feannstasaalanazgnassielfmmiunuieddaunadanany

3a970 uaviunsuazdesiadiannsdasae lUgsg liBnsiumefia

POST /payment-wss-encryption/paymentiws HTTP/1.1
Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; =2
SOAPAction: "

User-Agent: WS-SSOAPBox Tool

Content-Type: text/xml; charset=utf-8

Content-Length: 3178

Cache-Control: no-cache

Pragma: no-cache

Host: localhost:8080

Connection: keep-alive

X-Forwarded-For: 127.0.0.1

<?%ml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:tns="http://payment.javatech.com/ws/schema/oss">
<SOAP-ENV:Header>
<wsse:Security xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">
<xenc:EncryptedKey xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#" |d="#EncKeyld-159ed721-
7a30-4015-b2d0-3174a594df98">
<xenc:EncryptionMethod Algorithm="nttp://www.w3.0rg/2001/04/xmlenc#rsa-1_57>

<ds:Keylnfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
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<wsse:SecurityTokenReference xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-secext-1.0.xsd">
<ds:X509Data xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerSerial xmIns:ds="http:/www.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerName xmins:ds="http://www.w3.0rg/2000/09/xmldsig#>CN=Java
Tech,0U=Java Department,0=Java Org.,L=Java City,ST=Java State,C=TH</ds:X509IssuerName>
<ds:X509SerialNumber
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">1324562982</ds:X509SerialNumber>
</ds:X509IssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>dWNpIR3/NtbR8O1bR2XKLmMoSG+Czt/fOYV......xenc:CipherValue>
<Ixenc:CipherData>
<xenc:ReferenceList xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:DataReference URI="#EncDatald-1" Ins:xenc="http:/www.w3.0rg/2001/04/xmlenc#'/>
<Ixenc:ReferenceList>
</xenc:EncryptedKey></wsse:Security>
</SOAP-ENV:Header><SOAP-ENV:Body>
<xenc:EncryptedData xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#" |d="EncDatald-1"
Type="http://www w3.0rg/2002/04/xmlenc#Content">
<ds:KeylInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#>
<wsse:SecurityTokenReference xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-secext-1.0.xsd">
<wsse:Reference URI="#EncKeyld-159ed721-7a3d-4015-b2d0-3174a594df98'/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc'/>
<xenc:CipherData>
<xenc:CipherValue>Kay51PX8kBDrXB/FzJU......... </xenc:CipherValue>
<Ixenc:CipherData>
</xenc:EncryptedData></SOAP-ENV:Body></SOAP-ENV:Envelope>
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HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; q=.2
SOAPAction: "

Content-Type: text/xmlcharset=utf-8

Content-Length: 350

Date: Sat, 10 Mar 2012 05:16:18 GMT

<?xml version ="1.0" 7>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/">
<SOAP-ENV:Header/>

<SOAP-ENV:Body>

<paymentResponse xmins="http://payment javatech.com/ws/schema/oss">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000001</referenceCode>

</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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Server : Apache-Coyote/1.1

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : "

Content-Type : text/xml; charset=utf-8

Content-Length : 350

Date : Sat, 10 Mar 2012 05:16:18 GMT

<?%ml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/">
<SOAP-ENV:Header/>

<SOAP-ENV:Body>

<paymentResponse xmins="http://payment javatech.com/ws/schema/oss">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000001</referenceCode>

</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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POST /payment-wss-decryption/paymentiws HTTP/L.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; g=.2
SOAPAction : "

User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 557

<?xml version="1.0" encoding="UTF-8"?><SOAP-ENV:Envelope xmins:SOAP-
ENV="http://schemas.xmisoap.org/soap/envelope/
xmins:tns="http://payment.javatech.com/ws/schema/oss">
<SOAP-ENV:Body>

<tns:paymentRequest>

<tns:amount>2500</tns:amount>
<tns:cardNumber>4024007179647</tns:cardNumber>
<tns:expirationDate>12/12</tns:expirationDate>
<tns:securityCode>897</tns:securityCode>
<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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localhost" aneimannan
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POST /payment-wss-decryption/paymentiws HTTP/L.1
Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; q=.2
SOAPAction: ™

User-Agent: WS-SSOAPBox Tool

Content-Type: text/xml; charset=utf-8

Content-Length: 557

Cache-Control: no-cache

Pragma: no-cache

Host: localhost:8080

Connection: keep-alive

X-Forwarded-For: 127.0.0.1

ENV="http://schemas.xmlsoap.org/soap/envelope/
xmins:tns="http://payment.javatech.com/ws/schema/oss">
<SOAP-ENV:Body>

<tns:paymentRequest>

<tns:amount>2500</tns:amount>
<tns:cardNumber>4024007179647</tns:cardNumber>
<tns:expirationDate>12/12</tns:expirationDate>
<tns:securityCode>897</tns:securityCode>
<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

<?%xml version="1.0" encoding="UTF-8'?><SOAP-ENV:Envelope xmins:SOAP-
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HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; q=.2
SOAPAction: "

Content-Type: text/xmlcharset=utf-8

Content-Length: 2791

Date: Sat, 10 Mar 2012 07:53:34 GMT

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:xenc="http:/'www.w3.0rg/2001/04/xmlenc#">
<SOAP-ENV:Header>
<wsse:Security xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">
<xenc:EncryptedKey Id="EncKeyld-0E438190F7DF4D19FD13313660149756"
xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1 57>

<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

200401-wss-wssecurity-secext-1.0.xsd">
<ds:X509Data xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerSerial xmIns:ds="http:/www.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerName xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">CN=Java
Tech,0U=Java Department,0=Java Org.,L=Java City,ST=Java State,C=TH</ds:X509IssuerName>
<ds:X509SerialNumber
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">1324562982</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>

<wsse:SecurityTokenReference xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-
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</ds:KeyInfo>
<xenc:CipherData>

<xenc:CipherValue>bm7yDfTRY5tJ1uXAEntmaeGer6z ToPKu2HGCyyZJvoEBsrofQqtnK/ISIi9
C3ZDjHgc8hh0pzKZ8pxXbja7ldNLf2gmFoj9x+zedranJWhdNUTLSyBobmMWyiDQX/WVi+Rg3900XA
E7g4RmD8sskdrECouORcCXrktMCllg+M=</xenc:CipherValue>
</xenc.CipherData>
<xenc:ReferenceList>

<xenc:DataReference URI="#EncDatald-3'/>

<Ixenc:ReferenceList>

</xenc:EncryptedKey>
</wsse:Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<xenc:EncryptedData |d="EncDatald-3" Type="http:/lwww.w3.0rg/2001/04/xmlenc#Content"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://waw.w3.0rg/2001/04/xmlenc#aes128-chc"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#'/>
<ds:KeyInfo xmins:ds="http:/fwww.w3.0rg/2000/09/xmldsig#>
<wsse:SecurityTokenReference xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401- wss-
wssecurity-secext-1.0.xsd">
<wsse:Reference URI="#EncKeyld-0E438190F7DFAD19FD13313660149756" xmins:wsse="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd'/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:CipherValue
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">hnplUpKi05YRdNJzlkdgcWOhSVhGIk8512XkbRBDCUOTSK
LkoPCKT5XyMSXQTTFZA/UhS0W+mMT7t
B/K7K4pSUGBKIFQ/GoZhwzlfpCC+NEQGRLEkvTcnRnaUWCOWuOe/tM/x3owX0519ScSCHv1xho8B
KYe2t6IxvkYRIYXhSF/cx6JJ1JIVSPNANL......</xenc:CipherValue>
<Ixenc:CipherData>
</xenc:EncryptedData>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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Server : Apache-Coyote/1.1

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
SOAPAction : ™

Content-Type : text/xml; charset=utf-8

Content-Length : 2791

Date : Sat, 10 Mar 2012 07:53:34 GMT

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#">
<SOAP-ENV:Header>
<wsse:Security xmins:wsse="http://docs.oasis-open.orgwss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">
<xenc:EncryptedKey Id="EncKeyld-0E438190F7DF4D19FD13313660149756"
xmins:xenc="http:/'www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http:/www.w3.0rg/2001/04/xmlenc#rsa-1 57>

<ds:KeyInfo xmins:ds="http:/www.w3.0rg/2000/09/xmldsig#">

200401-wss-wssecurity-secext-1.0.xsd">
<ds:X509Data xmins:ds="http:/lwww.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerSerial xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509IssuerName xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">CN=Java
Tech,0U=Java Department,0=Java Org.,L=Java City,ST=Java State,C=TH</ds:X509IssuerName>
<ds:X509SerialNumber
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">1324562982</ds:X509SerialNumber>
</ds:X509IssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>

<wsse:SecurityTokenReference xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-
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</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>bm7yDITRY5tJ1uXAEntmaeGer6z T6PKu2HGCyyZIvoEBsrofQqinK/SIi9
C3ZDjHgc8hhOpzKZ8pxXbja7ldNLf2gmFoj9x+zedrdnJWbdNUT1SyBobmMWvDQX/WVi+Rg3900XA
E7g4RmD8sskdrECouORcCXrktMCllg+M=</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>

<xenc:DataReference URI="#EncDatald-3'/>

</xenc:ReferenceList>

</xenc:EncryptedKey>
</wsse:Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<xenc:EncryptedData |d="EncDatald-3' Type="http:/www.w3.0rg/2001/04/xmlenc#Content"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-chc"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#>
<ds:KeylInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<wsse: SecurityTokenReference xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-secext-1.0.xsd">
<wsse:Reference URI="#EncKeyld-0E438190F7DFAD19FD13313660149756" xmins:wsse="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd >
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:CipherValue
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">hnplUpKi05YRdNJzIk9gcWOhSVhGIk85I2XkbRBDCUOTSK
LkoPCKT5XyMSXQTTFZA/URS0W+mMTt
B/K7K4pSUGBKIFQ/GozhwzlfpCC+NEQGRLEkvTcnRnaUWCOWuOe/tM/x3owX0519ScSCHv1xho8B
KYe2t6IxvkYRIYXhSF/cx6JJ1J......</xenc:CipherValue>
<Ixenc:CipherData>
</xenc:EncryptedData>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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<?xml version="1.0" encoding="UTF-8"?><SOAP-ENV:Envelope
xmins: SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#">
<SOAP-ENV:Header>

secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">
xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#">

1 5"><xenc:CipherData>

</xenc:CipherData>

<xenc:ReferenceList>

<xenc:DataReference URI="#EncDatald-1">
</xenc:ReferenceList>

</xenc:EncryptedKey>

</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

<paymentResponse xmins="http://payment javatech.com/ws/schema/oss
xmins: SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:xenc="http:/www.w3.0rg/2001/04/xmlenc#">
<code>COMPLEATED</code>

<description>The payment is Successfully.</description>
<referenceCode>P-0000001</referenceCode>
</paymentResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

<wsse:Security xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
<xenc:EncryptedKey Id="EncKeyld-147E6C6F297F51498A13313682791002"
<xenc:EncryptionMethod Algorithm="http:/www.w3.0rg/2001/04/xmlenc#rsa-

<xenc:CipherValue>R19V6I5P+BJvVOoRNXZyXfclkjXyhCH+SJ20KUG5zjmdoGxJ9JVBK
7373zQcREthWhihGlocFy5Ucs21DRZIDFDQLR.............. xenc:CipherValue>
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POST /payment-wss-saml/payment/ws HTTP/1.1

Host: localhost

Accept : text/xml, text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
SOAPAction : "

User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 2145

<?%ml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:tns="http://payment.javatech.comws/schema/oss">

<SOAP-ENV:Header>

<wsse:Security xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd" SOAP-ENV:mustUnderstand="1">

<saml2:Assertion xmins:sami2="urn:oasis:names:tc:SAML:2.0:assertion"
xmins:xsi="http:/mwww.w3.0rg/2001/XMLSchema-instance’
ID="_EFB6CEDF04BBB60821133137145192119" Issuelnstant="2012-03-10709:24:11.9217'
Version="2.0" xsi.type="saml2:AssertionType"><sami2:ssuer>http:/fwsssoapbox.org</saml2:Issuer>
<saml2:Subject>

<saml2:NamelD Format="um:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName">peter</sami2:NamelD>

<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer'/>
</saml2:Subject>

<saml2:Conditions NotBefore="2012-03-10T09:24:11.952Z" NotOnOrAfter="2012-03-
<saml2:AudienceRestriction>

10710:24:11.9522">
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<saml2:Audience>http://localhost:8080/payment-wss-
samli/payment/main/payment</saml2:Audience>
</saml2:AudienceRestriction>

</saml2:Conditions>

<saml2:AuthnStatement AuthnInstant="2012-03-10709:23:22.257Z">
<saml2:AuthnContext>
<sami2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password
</saml2:AuthnContextClassRef>

</saml2:AuthnContext>

</saml2:AuthnStatement>

<[saml2:Assertion>

</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

<tns:paymentRequest>

<tns:amount>2500</tns:amount>
<tns:cardNumber>4929099534030</tns:cardNumber>
<tns:expirationDate>12/12</tns:expirationDate>
<tns:securityCode>435</tns:securityCode>
<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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wiady <tns:securityCode> winiu '435" uasddiuusefdelifeting <tns:nameOnCard>
winfu 'Pongsak  Gransamran’  @sfiamanutesaalaw gngludalaad "localhost’
uuneANg faannuteselanasgndssielldmnusuiedhdunadanaabasae

wazsiusuavdsiedanuFasne g lfiusnaduie s

POST /payment-wss-saml/payment/iws HTTP/1.1
Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, **; q=.2
SOAPAction: "

User-Agent: WS-SSOAPBox Tool

Content-Type: text/xml; charset=utf-8
Content-Length: 2145

Cache-Control: no-cache

Pragma: no-cache

Host: localhost:8080

Connection: keep-alive

X-Forwarded-For: 127.0.0.1

<?%ml version="1.0" encoding="UTF-8"2>

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmisoap.org/soap/envelope/'
xmins:tns="http://payment.javatech.comws/schema/oss">

<SOAP-ENV:Header>

<wsse:Security xmins:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd" xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd" SOAP-ENV:mustUnderstand="1">

<saml2:Assertion xmins:sami2="urn:oasis:names:tc:SAML:2.0:assertion"
xmins:xsi="http:/'www.w3.0rg/2001/XMLSchema-instance'
ID="_EFB6CEDF04BBB60821133137145192119" Issuelnstant="2012-03-10709:24:11.9217'
Version="2.0" xsi.type="sami2:AssertionType">
<saml2:Issuer>http:/fwsssoapbox.org</saml2:Issuer>

<saml2:Subject>

<saml2:NamelD Format="urn:0asis:names:tc:SAML:1.1:nameid-
format:X509SubjectName">peter</sami2:NamelD>
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<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer'/>
</saml2:Subject>

<saml2:Conditions NotBefore="2012-03-10T09:24:11.952Z" NotOnOrAfter="2012-03-
10710:24:11.952Z">

<saml2:AudienceRestriction>
<saml2:Audience>http://localhost:8080/payment-wss-
samli/payment/main/payment</saml2:Audience>

</saml2:AudienceRestriction>

</saml2:Conditions>

<saml2:AuthnStatement AuthnInstant="2012-03-10709:23:22.257Z">
<saml2:AuthnContext>
<sami2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password
</saml2:AuthnContextClassRef>

</saml2:AuthnContext>

</saml2:AuthnStatement>

<[saml2:Assertion>

</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

<tns:paymentRequest>

<tns:amount>2500</tns:amount>
<tns:cardNumber>4929099534030</tns:cardNumber>
<tns:expirationDate>12/12</tns:expirationDate>
<tns:securityCode>435</tns:securityCode>

<tns:nameOnCard>Pongsak Gransamran</tns:nameOnCard>
</tns:paymentRequest>
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Fa ANBELNE nindna A | At | enaeiidnede
USER_ID swaflda INT(10) PK | Taigns
USERNAME | depmsnung VARCHAR(50) Taddnq
PASSWORD | sviaisinu VARCHAR(50) 319
FIRST NAME | dasi VARCHAR(50) 39
LAST NAME | wuiana VARCHAR(50) Taddnq
paefi -2 wanunsadiayamang KEY STORE
Fa ANETLE LI A | At | enaneiidnede
KEYSTORE_ID | sviamdalns INT(L0) PK | Taidns
NAME Sendalng VARCHAR(100) Taddng
ALAIS NAME | Zeassny VARCHAR(200) Taddnq
CONTENT foyandalng BLOB Taddna
TYPE Uszumadalni | VARCHAR(45) Taddnq
PROVIDER Fofjpanad VARCHAR(45) Taddnq
CREATE_DATE | sunanfias@s | VARCHAR(50) Taddnq
USER_ID a1 INT(10) FK | lsiane | USER
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Fa ANBTLNE nindna A | At | enaneiidnede
LOG_ID siandalng INT(L1) PK | Tddne
DATE Fofdalng TIMESTAMP Taddna
LOGGER Faguunu VARCHAR(300) Taddng
LEVEL foyandalng VARCHAR(10) Taddna
MESSAGE Uszinmadalns | VARCHAR(3000) Taddnq
USER_ID e ldeu INT(10) FK | lsiane | USER
pradi n-4 wasynsudieyaniane USER_ ROLE

i ANRTLE I A | At | enaneiidnede
USER ROLE | svia INT(L0) PK | Tddna
D
ROLE_ID sWALNLM INT(5) FK | lsiane | ROLE
USER_ID e ldeu INT(10) FK | lsiane | USER
et -5 wanynsudieyamane ROLE

Fa ANRTLNE rindna A | At | enaneiidnede
ROLE_ID siandalng INT(5) PK | Tddne
NAME Fofdalng VARCHAR(45) Taddna
DESCRIPTION | Feasuna VARCHAR(300) 319
USER_ID e ldeu INT(10) FK | lsiane | USER
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L msdnssgudeys
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Y o a

1.1 suidiananit s 'mysql-essential-5.1.62.exe" luwsivds aglidan i

1-1 udamantu ‘Next' e llduneudall azlfdenmi 2-2

Server 5.1

The Setup Wizard will install MySQL Server 5.1 release 5.1.62
on your computer. To continue, dick Mext.

m Copyright (c) 2000, 2012, Orade and/or its affiliates. All rights
reserved,

< Back [ Mext = ] l Cancel

A7 1-1 wiieeRafeNLeaAILea

12 ddennadlunisldenldsunsugudeys mnaearoweauszeaniy
Seulannslde Taeden 'l accept the terns the license agreement' w&apdnija "Next'

ALl ALanIAININg -2



Please read the following license agreement carefully.
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GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public

@) I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

| <Back || mext> ][ cancl

= o o A
AN 9-2 viieeseniuRenly

(%

1.3 3an "Custom” iaruuanisdinsag1id

g 'Next' el dunaudalyl

Choose the setup type that best suits your needs.

Please select a setup type.
() Typical
— Common program features will be installed. Recommended for
E general use,
) Complete
— All program features will be installed. (Requires the most disk
= space.)
ke o j .
@ Custom

— Choose which program features you want installed and where they
b - will be installed. Recommended for advanced users.

Aeguiiayannsiadflansiiefiied LaaAan

[ <Back | mext> || cancel

(2

AINT U-3 NNABLAAINITNINUANITARBIA 2 FLD
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14 #rdesnisnlasusiumislunisiindsldinarn 'Change" ufa@ensumisay
Tuiinaslwezas sanmd 2-4 Galunilaziasaasnialu "C:\Program Files\MySQL

(%

\MySQL Server 5.1\" ukaman "Next" e lugdunewdnlyl

ﬁysm Eerveran A dﬂ

Select the program features you want installed. @

Click on an icon in the list below to change how a feature is installed.

Feature Description

Inztalls the MySQL-server
executables,

i (=3 » | MySQL Server Datafiles
- =) = | Client Programs

- ¥ =| C Indude Files f Lib Files

This feature requires 45MB on
your hard drive. Ithas 1of 1
subfeatures selected. The

subfeatures require 380KE on
your hard drive.

Install to:

C:'\Program Files\MySQLYMySQL Server 5. 1Y

[ < Back ][ Next > ] [ Cancel ]

4“ ¥ o ] U o
NINN °1I'4 WA LA AL FULFNAINNTNNY

15 naju "Install’ sievinnnsminsialsunsugudieys suneieanauea

) MySQL Server 5.1 - Setup Wizard S

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Custom
Destination Folder:
C:\Program Files\MySQLYMySQL Server 5.1Y

Data Folder:
C:\ProgramData\MySQLWMySOL Server 5,14

’ < Back ][ Install ] ’ Cancel

4' ¥ b4 o 1 1
NINN °II'5 MHWQQﬂQH@ﬂW?ﬂ?ULLﬁNﬂq
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1.6 dayaialiifaaiusiudiayaniaagaouaa aantly Next' e ldsedunanudnlil
U a9 U 9

MySQLEnterprise 1 e (S|

A MySQL Enterprise subscription is the most
comprehensive offering of MySQL database

software, services, and support to ensure your
M l=l S QL@; business achieves the highest levels of reliability,
security, and uptime.

Enterprise An Enterprise Subscription includes:

1. The MySQL Enterprise Server - The most reliable, secure, and
version of the world's most popular open source database.

2. MySOL Enterprise Mnnitor 5?7}2/ An auto

assistant.

) o)

B ‘ﬂl v . ‘ By ® . ‘ﬂ/ 6’ \ B v a
NN °1I'6 ‘Mu’]@‘mmﬂﬂﬂﬁ?ﬂi:ﬂﬁﬁmwuﬁﬁlﬂ\iﬁ’]uﬂﬂNﬂ@N’]EIL@@ﬂ"JLLﬂ@

L7 d5uusisranasinazesiisunsugmdeyanizieanuen Inanatls ‘Next'

MySQL Server Instance Configuration Wizard \ig? ]

Welcome to the MySQL Server Instance
Configuration Wizard 1.0.17.0

The Configuration Wizard will allow you to configure
the MySQL Server 5.1 server instance. To Continue,
click Mext.

Thed T Cancel

‘ﬂl v o ! U
NINN °1I'7 PNRaLaAIN1TUFLUFNAT
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18 @engduuunisdfuusicldsunsugiudeyanieeansuas Tnendan ‘Detaled

Configuration type."

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please select a configuration type.

(+ Detailed Configuration

':’ “" Choose this configuration type to create the optimal server
y g -._" setup for this machine,

(" Standard Configuration

— Use this only on machines that do not already have a MySQL
> server installation. This will use a general purpose configuration

for the server that can be tuned manually.

Cancel

Py o = o ) o
NINN °Il'8 ﬁuq@'ﬂL@ﬂﬂgﬂLLUUﬂqﬁ‘ﬂﬁ‘ULLngqu"ﬂ@H@

'
=l

1.9 denafnvacrsassitnagudeganazinsa Inuden "Developer Machine”

MySQL Server Instance Configuration Wizard L4 X

MySQL Server Instance Configuration
Configure the MySQL Server 5.1 server instance.

Please select a server type. This will influence memary, disk and CPU usage.

This is a development maching, and many other applications will
be run on it. MySQL Server should only use a minimal amount of
Memary.
" Server Machine

Several server applications will be running on this machine.

j Choose this option for web/application servers. MySQL will have
medium memory usage.

" Dedicated My5QL Server Machine

This machine is dedicated to run the MySQL Database Server. No
other servers, such as a web or mail server, will be run. MySQL
will utilize up to all available memory.

= Back | Mext = | Cancel

i 2-9 wiinaeidenaiisAseudineguieya
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110 @enanwauiznsldauassgiudieyas Taaidan "Multifunctional Database"

MySQL Server Instance Configuration Wizard S

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please select the database usage.

{* Multifunctional Database
'_'j General purpose databases. This will optimize the server for the

use of the fast transactional InnoDB storage engine and the
high speed MyISAM storage engine.

(" Transactional Database Only
_j Optimized for application servers and transactional web
- _ applications, This will make InnoDE the main storage engine,
MM Note that the MyISAM engine can still be used.
{” Mon-Transactional Database Only

» % Suited for simple web applications, monitoring or logging
..,J'f applications as well as analysis programs. Only the
- non-transactional MyISAM storage engine will be activated.

<= Back ‘ Mext > | Cancel

it 2-10 uiihseidendnuouen1slduresgiudeys

111 JFuussrrduandldeugmdeya Taadens "Manual Setting’ wazszy Sqwau

A RGN

MySQL Server Instance Configuration Wizard i o)

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Please set the approximate number of concurrent connections to the server.

(" Decision Support (DSS)/OLAP

- Select this option for database applications that will not require
@ a high number of concurrent connections. & number of 20
connections will be assumed.

" Online Transaction Processing (OLTP)

Choose this option for highly concurrent applications that may
have at any one time up to 500 active connections such as
heavily loaded web servers.

Please enter the approximate number of concurrent

Concurrent connections: EE -

< Back | MNext = | Cancel

dl ¥ o 1 o 6 ¥ b4
it 2-11 niaediuus@waugldeugudeya
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1.12 Usuussrnniadensariuieiesne "Port Number' winiu 3306 wianetlu "Next'

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration
Configure the MySQL Server 5.1 server instance.

Please set the networking options.

[v Enable TCP/IP Networking

Enable this to allow TCP/IP connections. When disabled, only
e local connections through named pipes are allowed.

—_
Port Number: [3306 +| v iAdd firewall exception for this port:

Please set the server SQL mode,

[v Enable Strict Mode

This aption forces the server to behave more like a traditional
database server, It is recommended to enable this option.

= Back i Mext = | Cancel

dl 2 [ ' 1 d’ 1 o A 1
NINN °Il'12 ninsadfuusANEaNFARrULATadNE

113 Awunsssnusiisesiulugudeya (Character set) Tneden 'Best Support For
Multilingualism' ukaman "Next' e ludunasdaly

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Please select the default character set.

(” sStandard Character Set
Makes Latinl the default charset. This character set is suited for
English and other West European languages.
(+ iBest Support For Multilingualism:
A Make UTFS the default character set. This is the recommended
character set for storing text in many different languages.
" Manual Selected Default Character Set [ Collation
Please specify the character set to use,
Character Set: flatini] -
< Back | Mext = | Cancel

i 2-13 wihaeimusrnsadnwsnsesiuluguieys
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113 sAsrieamuieunafaiinisresgiudeyanneeafonea lussuudfiimnisiulend

wiaman "Next' ieldunendal

MySQL Server Instance Configuration Wizard L)
MySQL Server Instance Configuration
Configure the MySGQL Server 5.1 server instance.

Please set the Windows options.

v Install As Windows Service
This is the recommended way to run the MySQL
6 server on Windows.

Service Name: ysoLl -

[v Launch the MySQL Server automatically

|+ Include Bin Directory in Windows PATH

Check this option to include the directory containing
the server / client executables in the Windows PATH
variable so they can be called from the command line,

= Back | Mext = | Cancel |

2 2
o v a v

il 2-14 wihaessdiveameianiafIEnsesgdieyanntieanILen

L14 Avunsiawaesgiudeys udenan Next' ivellduneudaly

MySQL Server Instance Configuration Wizard |
MySQL Server Instance Configuration
Configure the MySQL Server 5.1 server instance,

Please set the security options.

v Modify Security Settings

1 Mew root password: ****| Enter the root password.
[roac Confirm: ik Retype the password.

[¥ Enable root access from remote machines

[ Create An Anonymous Account

This option will create an anonymous account on this server,
Please note that this can lead to an insecure system.

< Back | Mext = | Cancel

il 2-15 niheimussiaiiugudieya
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115 uansdinyanisfinss uondn 'EXeCUte” e ludunandaly

MySQL Server Instance Configuration Wizard

My5SQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Ready to execute ...

() Prepare configuration
() Write configuration file
() Start service

() Apply security settings

Please press [Execute] to start the configuration.

< Back o Execute Cancel

dl v v a 3
i 2-16 wiiraedieyanisfinss

1.16 uamdumauLaz AN ALNENANIRAGS

MySQL Server Instance Cunfﬁuratiun Wizard i:/ .

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Processing configuration ...

] Prepare configuration
@ Write configuration file (C:\Program FilesiMySQLMySOL Server 5, 1imyini)
() Start service

() Apply security settings

= Back | Ezecute I Cancel

(2
o

dl :// A ¥ a
A7 2-17 dupeulazANNALNTNNITRAGS
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116 wannsimsisgudioys uinadn FiNish' ineduganishias

49 a

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration
Configure the MySQL Server 5.1 server instance.

Processing configuration ...

i Prepare configuration

1 Write configuration file (Ci\Program Files\MySQUMySQL Server 5, 1\myini)
] Start service

] Apply security settings

| Configuration file created.

Windows service MySQL installed.

[ Service started successfully.

| Security settings applied.

Press [Finish] to close the Wizard.

d‘ il- e a QE/I
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IpeNeazIRsAfail
2.1 ApsaiAraqnddnaaamaasianistdunaaudueaiu e
1) ¥indiun awmes " WSSSOAPBoxServer' luusivdauniuiintsluesas

(%
o

PHaansaz s Inadiaya duarinawmeinalulameiazuanining 2-19

Mame Date modified Type Size
. bin 1/11/2012 9:09 PM File folder
. Java 1/11/2012 10:22 PM  File folder
. serverTomeat 1/11/2012 10:30 PM  File folder
| Readme 1/12/201210:16 PM - Text Document 1KB

il 2-19 desninduazinane fissasusinaiAesile
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al

2) Gudunisvnanuesasuddng Tnadinlf Wawmes bin" ufasudanani

I " WSSSOAPBOX_Starter.bat' tneiazuanssanmd 2-20

MName e - ~
. |%| Tomeat |i®é}
| start

|| start.bat.bak

— EerversUSSS0A™ 1 \Javashin; . WYindows“Sun>Javasbin;C:\Windowsssystem32;: C:xWindo[S
5| stop 1 indouwsssysten32;C:\Windows ;C:\Windows \System22 \Whem; C:\Windows S ystem3 2 L)

i +She 11wl .B5;C:\Program FilessMySQL~MySQL Server 5.1%bin;CG:“Program Fi|
|| stop.bat.bak UN~bin

& pr 12 108:15:16 AM org.apache_coyote _fibstractProtocolHandler init
& SSS00 oot ey Initializing Protocoliandler [“http-bio—9898" 1

2 18:15:16 AM org.apache.coyote.fibstractProtocolHandler init

0: Initializing ProtocolHandler [“ajp—hbio—-986%"1
2012 1@:15:16 AM org.apache.catalina.startup.Catalina load
: Initialization processed in 384 ms

Apr 5. 2812 1@:15:16 AM org.apache.catalina.core.StandardService startInternal
INFO: Starting service Catalina
fApr 5. 2812 1@:15:16 AM org.apache.catalina.core.StandardEngine startInternal
INFO: Starting Seruvlet Engine: Apache Tomcat~-7.8.14
fApr 5. 2012 108:15:16 AM org.apache_catalina.startup_HostConfig deployDirectory
INFO: Deploying weh application directory manager
fApr 5. 2012 1@:15:17 AM org.apache.coyote.AbstractProtocolHandler start
TNFO: Starting ProtocolHandler [Yhttp-bio—-9898"1
fApr 5. 2012 1@:15:17 AM org.apache.coyote.fbstractProtocolHandler start
INFO: Starting ProtocolHandler [Yajp—hio—2889'"]1

Apr 5. 2812 1@:15:17 AM org.apache.catalina.startup.Catalina start
INFO: Server startup in 3085 ms

\ 4
——————————— —

- 215 \ 4 A4
A7 29-20 N3G AUNITNULATEN LN AN ATRIES

2.2 dlaiuusameiudanust Jocalhost:9090/wsssoaphox/install/installer.xhtml"

adluunuiias] (Address bar) sesfuusaies

|
A o 1%

1. la%aya 'Database Server' il "localhost’ lunsdiffasariassaies &

2 ' |
o A A

AnsiawAzesan o) 1ildleNuewAsasnfaanisfinm
2. \adiaya "Port’ 1w "3306"
3. nsandiaya "Username” 1w "root"
4. nsandeyasviariiu i "1234"
5. manilu "Install’
Tnadayadinefiuanisnilaaunlasléniunisiinuasludunaunissings

udays unaearines uduneuiiumn



Firefox

e

i__i Web service security monitoring tool ins...

=
&= localhost:9090/ wsssoapbox/install/installer.xhtml v | |£lv Google P| A B |-
-

Database installer

"

Database Information

Database Server (k:-callmst :]

Database Name | wsssoapboxDB

Username [mot J

Password ( 1234 J

4 ] TR 1 & g 4
il 9-21 wiihaenisiinssgudesyaressasiie

(o | B =)

J -'] Web service security monitoring tool ins... 5
(- :: localhost:B080/ wsssoapbox/install/installerxhtn ’._:? o Hé’ > Google p= | A | n' | | - '|
— =+ =71l

s T

Database installer

[ -

=
Database Information

Database Server [:k:-calhost ]

Database Mame | wsssoapboxDB

Username [lo-ot ]
Password [:].?3-4 J
Install http://lecalhost:9090/ wsssoapbox
i
< m |

ndl ¥ a u’// 4 dl A
NINN ‘1I'22 NUNRBLAAINANITAAFNFIUTDUAUDILATEINE
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a1n nwil 2-22 azuanananisinssgiudieyazesirzaciie dan1smns
AFaazuansgansian ndinfarsesdana hitp:llocahost:9090/wsssoaphbox’ anunsn
Ansaguteyalinuirsestinlinianaawing
3. nsAssaiulmaiianldlunimegaasiAsasia
Twindatiazna1a NP AFILATNNTNAZALN AN RAFAILS LIRS a7 14 11une
A A o ! o g
nagauLAsesie Inafdunausing o) aasellil
3.1 vid1un Wawmas " WebServiceProvider' lunduda unifuinliluesasn

finannsaziinds Inedeyaliduacawmeinialulamesazuansianini 2-23

MName Date modified Type Size
bin File folder
Java File folder
serverTomcat File folder
Readme Text Document 1 KB

il 2-23 eynlnduasna e fissasudnaiumeitan i lunmeaay

3.2 GubunisieuATasusang teadnliln Wawmed "bin' udqsuibanand

Twis "SERVICE_PROVIDER bat" Tnaas wapasanng 1-24

Mame Date modified Type Size

| SERVICE_PROVIDER 11/25/2009 11:32 ...  Windows Batch File 1 KB

e 2] Tomeat [E=RIERX
|| start.bat.bak

— meTranslatorBaibhZe 1 -
| stop [DEBUG] [Thread-6 18:84:311 {AbstractBeanFactory. java:doGetBean:244> Returning c|

+opbat.bak lached instance of singleton hean ‘viewResolver’
(]| stop.2dt [DEBUG] [Thread-6 18:84:311 (FraneworkServlet.java:initWebApplicationContext:372

> Published HehﬂpplicationCuntext of servlet ‘spring’ as ServletContext attribut
e with name [org.s gf ramevork.weh.servlet .FrameworkServlet .CONTEXT .spring]
[ INFO1] [Thlead 6 311 (FrameworkServlet.java:initServletBean:339> Framewopr|
kServlet ’sprin alization completed in 84 ms
[DEBUG] [Thlead 6 IB B4:311 {HttpServletBean.java:init:138> Servlet ’spring’ con|
f igured successfully
fpr 5, 26812 18:34:31 AM org.apache.catalina.startup.HostConfig deployWnR
INFO: Deploying web application archive payment—wss—utoken.war
[DEBUG] [Thread-7 18:84:34]1 (PersistentPaymentfService.java:{init>:41) szeruvletCon
ltext :null
[Thread-7 18:84:341 (PersistentPaymentService.java:{init>»:42) File :paym|
utokent.xml
. P12 18:84:35% AM org.apache.catalina.startup.HostConfig deployDirectory
INFO Deploying weh application directory manager
Apr 5, 2012 18:84:35 AM org. apache coyote .AbstractProtocolHandler start
i ProtocolHandler [“http—hio—8886"]
:@4:35 AM org.apache.coyote .AbstractProtocolHandler start
ProtocolHandler [“ajp—hio—8809"]

:@4:35 AM org.apache.catalina.startup.Catalina start
INFO: Server startup in 27753 ms

4 [m

dl QI b % o d‘ 1 [~3 = d‘ %
NINN °Il'24 NN9ENAUNIINIUIATaLNT e Le Fan 1 lunmaaay



140

AMANUIN A,

AN 'ﬂﬂ']‘ﬂ‘ﬂ\i'lutﬂ‘iﬂxiuﬂﬂ'liwhﬂﬂ Lﬂﬁﬂ')"l&l&l‘hlﬂ\‘i

sa
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A4 y o @ o A o = L ey A

Lﬂ?ﬂ\‘]N‘ﬂﬂ’]TLEj’]’s{\‘l WNAAMNNUANILIERFIANWANUITUW Az ulN 199UIATaIHS

ganifly 11 dausal

L madingszuu J////

n'1mﬂmmwim?umwfﬁﬂm“uuimsj'mm’iwwﬁﬂmm

N

Lﬂi“ﬂ\‘lﬁJ‘ﬂLW‘ﬂ dinlauimAraed

,éLﬂmmwuﬁﬂwumﬂmm‘tmamumum falils

A g N
579 éﬁm uw' "http:/'localhost":9090/wsssoapbox

0 r) mﬂmuuml,snmw”lfﬂmu

= o v
NINN -1 NUIBLUFTCUL
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12, nsendeyamoflian uazsviaiiu ABusiuveseriaciians §lHnu
An "admin' uazsdiasi e "1234"

13, nmtls |2 tesin |

V6 ¥ A o 1 a nﬂl A k4 v A
f E;l‘iﬂj\?’]uﬁﬁ‘ﬂﬁ‘ﬁﬂ HIUNALATEINAALLAAITDAINNLLAILAD T

=)
[
=20

14, nsti

LAAAININT A-3

a1

tdl 4 ¥ Aﬂl v6 ¥ A L 1 4
il A-3 famnnuudsaefliciresiaduligniiag

15, natimazestieliawnsnssseriuguieyald uansisn i p-4

Adl 4 ¥ a nﬂl A 1 a 1 o 4 ¥
NINN ﬂ'4 WBAITHLLAINNTEULA T‘ﬂ\‘m‘ﬂllﬂ\lﬂ HTNANRANUF1ULA Hﬂllﬂ
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Y d . 4
1.6. wiiusnuadieresia LAAIFIAINA A-D

(IFETTR (=] ©
|a import wsdl document | + < M

G

CiFile v . Security * " Windows = ” Ay Pongsak |
AN o

\

URL : hittp://www. pttplc.com/pttinfo.asmx2WSDL [ o |

'WSDL Service

WSDL URL
Version
Namespace

" J

s ~

- Type

QMName
Documentation
ImportSchema
Schema

Other Element

L ¥ Bindings - / \ - J

L » Interfaces =

Y
|-

L»sﬂui:es /? { J

= o A~
NINN ﬂ'5 LAPIUUNADLTINUBILATRIND

2. N178ANAINTLLA

‘ﬂl < > ¥ A (4 A ‘ﬂl A v
Waadadunisawse lifesnisldaursesiie aunmeenanszuulé

A
2.1, @eniuy "File'u&aidansianiswy "Logout!

1) mdani@eninwy "File" wiaidansianiswy "Logout’ wamssiantnit a-5

\
(" Y o
[D File = ] < Security ¥ " Windows = ” 1Hi Pongsak |
LS r,
35 New 3
['h Logout ] 1/ pttinfo.asmx?WSDL

il A-6 uamennsidensneniswy LOGoUt My File

1.2 @endimyieyadld

1) aannuydeyafldusendngu wapsAININg A-1
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[ [G File =  »* Security = Windows « ] lHi Pongsak J

s Username admin
URL: [httpw‘www.pttplc.mmfptﬁnfo.as Firstname Pongsak
Lastname Gransamran i
Change Theme Sunn
WSDL URL ? [ Sunny L-)
Version

T

il A-7 wiihaeuanatlu LOGOUt annuuydiasa 14

dll A v ¥ ar dl A zﬂl o A ar
23 LATRINaazLandvtinaa 1 Ul n1saananiATaslaIlanianiseueis

winaglilfauiidingiasesila uanaasnn

W A-8

1) netlu (v ieasnannidsasile

2) nmtld () WiEnIANNNTEBNANLATEINE

Logout confirmation! x

A Areyou sure you want to logout from system?

) @ed

zﬂl 4 A o
NINN ﬂ'8 NnuepgueunITaanaINgsUu

3. mesansRualng

3.1 @anuuy "Security'wkaidanseannsiuy 'Keystore" sannd a-9 uazazuans

¥ o a 6 & o d'
nnaantaanisAsalng senwn a-10

[ (G File | »# Security =

# Windows = LHi, Pongsak

————— [ Keystore

)

UF-!L:[hA

Ea “+ Toals mxFWsDL
| 1

Al A-9 sennsuny Keystore
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Key Stores x
Mo. Alias Name Name Type Prodiver

1 client_keystare client.jks JES SUMN @

2 server_keystore server.jks JKS SUN @

Mo. Alias Name Distinguished Mame Mot Valid Befor Mot Valid After

Mo records found.

a2z

nwn - a-10 utihaadnnsAealng

3.2 neju E iesnaaiinadalafnsiiianauioazuanaiihaaiinadainfuans

v
o

Tun i a-11 Sdunausan

Add KeyStore Files x

B’

-

PasswordIZ

N A-11 wileaiumalng

1) netla wedenaadalnindunanaidiu ks
2) wenlWaufanmlu[  open | iieidenivdRdalng
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3) laniarinaesWdAdalnFludas "Password"
4) netlu ieszyfiegredIngAdalng

5) nAtl ((cances | WiREINGENNNSLMAA RS

: 4 g o ¥ v
3.3 natlu @ WennisiuAdalnfludideanaudtazianantiias iy

Adalnsuanslunini a-12

All alias names in Key Store

AliasName

client_cert

server_keystore

= L N =
il A-12 wihaeuansdieyatieninul

34 wanmensadalafiiegeazidusdeyandalniuanssening a-13

a

No. | Alias Name “- : ,\'!_,( Prodiver

Na—— - Type
1 client_keystore client.jks JKS SUN @
2 server_keystore server.jks JKS SUMN @
3 too.jks JES SUN @
4 client_keystore client.jks IKS SUN @
No. | Alias Name Distinguished Name Not Valid Befor Not Valid After
1 server_cert gi?;::a[;r;cr‘l.:g:aj g;?;?:}’;;n:ﬂt Thu Dec 22 Wed Mar 21

state, C=TH 21:09:42 1CT 2011 21:09:42 1CT 2012

CM=Client Cert, OU=Client
2 client cert Department, O=Client Org., L=Client
City, ST=Client State, C=TH

Thu Dec 22 Wed Mar 21
21:12:37 ICT 2011 21:12:37 ICT 2012

®®

CM=Client Cert, OU=Client
3 client_keystore Department, O=Client Org., L=Client
City, ST=Client State, C=TH

Thu Dec 22 Wed Mar 21
21:12:37 ICT 2011 21:12:37 1CT 2012

nwi A-13 wiihaeuanaraandunluiusesiiegluadalng

3.5 natlu watlautiraadnnisadalng
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4. nsaanstiuinnIi NUTeLATENES
4.1, @eaniy "Windows' uiaidanseniawy "Logging’ sannd a-14 udaazuans

4 o 4 ¥ Adl A o Adl
Mm@ﬂmmmmﬂmﬂmmﬂmmmimm PNANTNN ﬂ'15

[ O File » . Security = | +° Windows « M .LHi, Pongsak
—

r

.

WSDL Doc

URL : [htlpaffm-l‘-'ﬁl‘-'k-' i Mavigator

@) [

# FPreferences

W5DL URL
Version

i a-14 uapanisi@ansanisiy LOGYIng

ECIE.
&'ﬂwsﬂlm x Iahﬂp:!flocalhustgo,,,rfloggerflog.xhtml x [ + <

[ O File . Security ¥ Windows ~ ][ 1Hi\, Pongsak ]

. A

(1of1)

(1of1)

dl ¥ o v A Aﬂl A
NINN ﬂ'15 Mu’wmmnf]wﬂganWﬂmmummqm

42  natlu Waninisausanisdiayanisldiuiezasianiaan

43 neu Warinlnandeyanisldeuereiiatiagiii
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44 mmm%ﬁum*ﬁm@mﬂ%muvlﬁwmﬁ"@uvlm Tnaszydayanisaumd lutes
'Date", "Message" uaz "Logger" visaiaan "Level’

5. NIIANIATUNNNIINNIUUBILATAIHD

[ 1

5.1 @enwy "Windows' uiadensanisiy "Preferences’ sanani a-16 uéa
ATUARINTINADNSFIANLAS

R
agNaLATasHe AsnIwn A-17

P

&

[ File = & Security ~ & Windows =

\,

l 1 Hi, Pongsak

A WsDL Doc

|fm] (3 i Mavigator
| SE—— L

7 Logging

[ Request r Response | | # Preferences i

awid p-16 wassnnaiienanansany Preferences

—
p:/fwarw. p

Preferences x

Theme
Theme

| sunny

WsDL Theme ' ]

Logaing
SOAP

| ok | cancel |

J ” T 4
AN A-17 wtinaaniIfapLATadHe

5.2

idanaanis 'Theme" ivarinniailasuuilasiuuediAsagiie
1) neta ok | iletufinniswanuuias

2) nenlu [cnce | ieTlAviinag
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6. dayafldam

b

6.1 @enmydeyafld ssnni a-18

a

| LHL Pongsak |

Username admin
Firstname Pongsak
Lastname Gransamran
»
Change Theme E—Sunny | vJ
X

i A-18 uanannadenmydiaya il

6.2 annsnulaeu Sureaasacilelaeidansianisaanludas "Change Theme' visa

awnsnaananszuulflaanmatla [Tesee |

o Y o a = 4 ! -ﬂl A
7. NIFUILAIAUUAUAAALBALUIGLATAIND

4 . . y g e o 3
6.1 WNANINITANQTTULLAITUAPNWUNIRDNITUNINALLAIDAALDA LAANANNIN
7 p-19
&= (=@ =
‘5 import wsdl decument -.|_. 1A N -~ 7 o m

‘ [ File = . Security ~ " Windows ~ W[ lHI, Pongsak W

URL : | hitp://www.pttplc.com/pHinfo.asmx?WSDL | ok

WSDL URL
Version
Mamespace

~ Type

QName
Documentation
ImportSchema
Sthema

Other Element

e

( * Interfaces

[Pm

- e

http://localhost:9090/wsssoapbox/wsdl/importwsdl.xhtml#

‘ﬂl ¥ ° 4 o a a
NINN ﬂ'lg NUIRBNITUNLIALULRATLRAAUR AN



wdnazuanuiinasuaziaandoyaiuimaiianuauLA e aALe AT T LAATUANT

p-20
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dll A o o a =
LATENNAATNINITLLAALLAYRAALAE

'
al

[ Freroc] @] ®
5. import wsdl document [T] - 0
O File > - Security ~ " Windows ~ " LH“ Pongsak |
Navigator — [
"y @ oo
» s i
-
- / WSDL URL http://www.pttplc.com/pttinfa.asmx?W5DL
Version  hitp://schemas.xmlsoap.org/wsdl/
pttplc.com/ptt 1
™ Type L
QName
Documentation|
Importschema
Tlang=null, o I
ap/encoding g
pmins:s=http:/fwanw w3. urg/ZﬂleXMLS(hemaxm\nswsdl http://schemas xmisoap.org/wsdl/
mins:htty hemas.xmls0ap. xmins:tns=http:, Ppttpl
ot ML
xmis0ap Tttp://schemas.misoap.org
2=htty | .
ttributeFormDefault=UNQUALIFIED, attributes=[, blockDefault=]|, dn:ummtatmn null,
[documentU| ttpl TWSDL, Default=QUALIFIED,
| maxOccurs=1, minOccurs=1, otherAttributes=J,
r it urrentOilPrice, ref=null, type=TypeBean
= i ull, = |, Otheratt
utherEltmmtS null], form=1 QUAUFI[D] ElementBean [documentation=| nuII maHD((urs 1,
minOccurs=1, otherAttributes={, qi = ttpl it
CurrentO , ref=null, |, dov 1=null,
ull, | Of |, form=QUALTFIED],
[ElementBean [do:umentanon null, maxoccurs 1, mmD::urs—l othevAttnbutes—D gname=
p I X t0ilPrice, ref=null, type=Typ: [q
[do: l, imp I, Of
Schema jotherElements=null], furm QUALIFIED], E\emenlBean[dmumentalmn null, maHD((urs 1,
IminOceurs=1, otherAttributes=, q pttple.com/ptt
Pl m ] , GetDlan(:Respunse ref=null, type—TypeBean[qname null, documentation=null, L

it A-20 um@m@mum@mmummm

4~ d
Wanannium

6.3

azuansdiayaiannreaaiume Mauansianng -2l

= B

5, import wsdl document + <
[ File ~  # Security ~ Windows ~ Pongsak
e | LLSL ttpl ttinf (e« JEIS [
S e e e —_— .
'WSDL Service
b @ PTTInfo
WSDL URL http://wuw.pttple.com/pttinfo.asme?WsDL
] Version  http://schemas.xmisoap.org/wsdl/
ht pttple.com/ptt_webservi
[~ e 112
QHame
o
Il
[lang=null, xmlsoap.org
10/2001/XMLSchema smisoap.org/wsdl
I il
bt rg/XML
I ! =
attnbutaFnrmDefau\t—UNQUAL[HED attributes=[, blockDefault=]), dnzummtatmn null,
[documentURI=F Il f0.asmx?WSDL, elementf Default=QUALIFIED,
elements=[ElementBean [du(umentatmn null, maxOceurs=1, minOceurs=1, otherAttributes={,
ar pttplc. com/utt urrentQilPrice, ref=null, type=TypeBean
[ |, OtherAH
, form= QUAUFIED] ElementBean [documentanon nu\l maxOceurs=1,
minOccurs=1, I 2
CurrentO ref-nuu l
impor wll, ot |, form=" QUAL[FIED].
ElementBean [documentation=null, maxOccurs=1, mmD((urs 1, utherAttrlbutes {i. aname=
pttpl OilPrice, ref=null,
ldocumentation=null, imp of
Schema ot I, form=QUALIFIED), ElementBean [documentation=null, maxOceurs=1,
minOccurs=1, =0, pttpl m/ptt_webservice
Pl I ] , GetOil . ref=null, type=Typ [a | documentation=null, -

i a-21 Mmfammmmumfmmmm
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64 Hendnilun @ avuamdeyaeunesineaiumefauanlunmn a-22

~ @ PTTInfo
TTInfoSoap

+ [EPTTInfoSoapl2

~ % hitp://www.pitplc.com/pttinfo.asmx?WSDL

[= @] =
5 import wsdl document ~ 0
O File > . Security v . Windows ‘ Pongsak |
Navigator o0 —_—
URL : [ hittp://www.pttplc.com/pttinfo.asmx?WSDL Il ox |E4©

'WSDL Service (PTTInfo)

Service Name [PTinfo

Qname

pttple.com/ptt_webservice/{PTTnto

Document:

ation

JRI

OtherAttributes

Other Elements

r

Endpoints FTTInfo5oap, PTinfoSoapi2]
Interfacs [PrinfoSoap
No. Endpoint Name
1 PTTInfoSoap
2 FTTInfosoapl2

Interfacs PTTInfoSoap

|
‘ﬂl ¥ v o =3 LN
AN A-22 iinae LAPNTDHALBUNDENTRIILILTATIA

6.5 WendnnlunlE avuandeyalailerdurewivmefauanlunini p-23

& import wsdl document

IY‘L

[= @] =
4‘ J ==

[ File v Security v . Windows ~

J

= 45% http:/fwww.pttplc.com/pttinfo.asmx?WSDL

~ @ PTTInfo
~ [EPTTInfoSoap
(7 CurrentQilPrice

URL: (nttp:z7

= @ac

ﬁ:;’:“" CurrentOilPrice L
@ GetilPrice QName __|[hitp:/www.pttplc.com/ptt [iCurrentOilPrice
B Currenthlews Drescription
signature | ELEE//rorwt BTpIC Com/pEL iCurentOilPric pitplc.com/pti_
@ GetNews CurrentQilPrice{nttp://www.pttplc.com/ptt ICurrentOilPrice)
e e e R P i T]
+ [Z3PTTInfoSoapl2 E’ﬂ;f‘ﬂg .
aults
nputBean [name=null, documentation=, otherAtiributes=, otherElements=[, element-ElementBean
g [documentation=null, maxOccurs=1, minOccurs=1, otherAttributes={, qname={http://www.pttplc.com L
it websenvicyICUrTantOilrics ef-—null, type=TypeGean faname-nll documentation-nul,
importschemas=null, , Other ts=nulll, form=QUALIFIED],
messageName~ {http:/Awwww.ptplc.compt websemcef;:uruntuupn:z;oapln parts=[PartBean
Input tBear = null, maxOccurs=1, minOccurs=1,
otherAttributes—{, qname={http:/www.pttplc.com/ptt webservice/iCurrentOllPrice, ref=null
type=TypeBean [qname=null, documentation=null, impartschemas=null, schemas=null,
Otherasirbutes=null, otherElements—nul, forn-QUALIFIED), otneritriutes 0, athertlements-
partal ptplc.com ters, type=TypeBean [qname=null,
T Tirorslice al s T il etemeer L, OtherAttributes=null, otherElements=null
[QutputBean [name=null, dn(umentatmn— otherAtiributes=, 1, element:
es=0, g ttplc.com
ptt. JCurrentO pe=Typ, [a |, dacumentation=null,
importschemas=null, ) — null], form=QUALIFIED],
messageName=http:/fwww.pttplc,com/ptt webservice/|CurentOilPricesoapOut, parts=[PartBean
Output [documentatiol ull, element=ElementBean [documentation=null, maxOccurs=1, minOccurs=1,
lotherAttributes=§, qname={htt| ttplc.com/ptt JCurrentO se, ref=null,
ftype=TypeBean [qgname=null, documentation=null, importSchemas=null, schemas= nuu
OtherAttributes=null, otherElements=null], form=QUALIFIED], atherAttributes={, otherElements=[],
lpartql ttplc.com/pt_y ers, type=TypeBean [gname=null,
[documentation=null, importSchemas=null, schemas=[], OtherAttributes=null, otherElements=null
Other -

i

b

<[

[0 ] »

i A-23 wihaedeusnyaloersiuneaiuime fia
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6.7 nax

Py

© Weuansiayasuuaeanues uansluninwi a-24

[ oo~

. import wsdl document

Web Service: PTTInfo

‘Web Service: PTTInfo

Target Namespace: hitp:/fwww ptiplc com/ptt_websenice/

Port PTTInfoS.

> | 5 web Service: PTTInfo - Generated by ... X ~ [

Port type Source code

Location: http:#www ptiplc. com/pttinfo_asmx
Protocol: SOAP
Transport protocol: SOAP over HTTP
Operations:

Port PTTInfoSoapi2 Port type Source code
Location: http:/iwww.pttplc.com/pttinfo.asmx
Protocol: SOAP
Transport protocol: SOAP over HTTP
Operations:

ap

1. CurrentNews Detail Source code

2. CurrentOilPrice Detail Source code
3. GetNews Detail Source code

4. GetQilPrice Detal Source code

1. CurrentNews Detail Source code
2. CurentQilPrice  Detail Source code
3. GeiNews Detail Source code

AII 4 £ o a a
NN ﬂ'24 NUNRBLDHANTNIINALLAAAOUDA
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6.8 noln @ Wauansieyalanlasiungen uansisnwi 25 Tnad

seazidenmasa 11l

[Fireox

= | B |

‘5 import wsdl document

| OFile v Security ~ . Windows ~ ” LHL Pongsak |

* 8% hitp://www.pttplc.com/pttinfo.asmx?WSDL

URL: [ http://www.pttpic.com/pttinfo.asm@WsDL || ok |Ql@

‘ \. Create soap message |

v @ PTTInfo J
~ [ PTTInfoSoap WSDL Operation
CurrentQilPrice
® peration  \cumentoilPrice
(3 GetQilPrice QName __httpy//www.pHtplc.com/ptt webservice/iCurrentOliPrice
B CurrentNews Drescription
— http://www.pttplc.com/ptt_webservice/JCurTentOIilPriceResponse {http://www. pttplc. com/ptt_webservice
B Gethews 1Gnature  |neyrrentOilPriceffhttp://www.pttplc.com/ptt_webservice/CurrentOilPrice)
el e o I E T eI e EIF ety
¥ [ PTTInfoSeapl2 Ordering -
Faults 0
nputBean [name=null, documentation=, otherAttributes={, otherElements=[, element=ElementBean
I d [documentation=null, maxOccurs=1, minOccurs=1, otherAttributes={, gname={http://www.pttplc.com
ptt_webservice//CurrentQilPrice, ref=null, type=TypeBean [gname=null, documentation=null,
importschemas=null, schemas=null, OtherAttributes=null, otherElements=null], form=QUALIFIED],
messageName={hitp://www.pttplc.com/ptt_webservice/JCurrentOQilPriceSoapln, parts=[PartBean
Input [documentation=null, element=ElementBean [documentation=null, maxQccurs=1, minQccurs=1,

lotherAttributes=g, qname={http://www:.pttplc. com/ptt_webserviceJCurrentOilPrice, ref=null, type=TypeBean
[qname=null, documentation=null, impertSchemas=null, schemas=null, OtherAttributes=null,
lotherElements=null], form=QUALIFIED], otherAttributes=g, otherElements=[], partQMName=
http://www.pttplc.com/ptt_webservice/iparameters, type=TypeBean [qname=null, dacumentation=null,
importSchemas=null, schemas=[], OtherAttributes=null, otherElements=nul

OutputBean [name=null, documentation=, otherAttributes={, otherElements=[, element=ElementBean
[documentation=null, maxOccurs=1, minOccurs=1, otherAttributes={, qname={http:/fwww.pttplc.com
ptt_webservice/CurrentOilPriceResponse, ref=null, type=TypeBean [qgname=null, documentation=null,
impertschemas=null, schemas=null, OtherAttributes=null, otherElements=null], form=QUALIFIED],
messageName={http://www.pttplc.com/ptt_webservice/}CurrentQilPriceSoapOut, parts=[PartBean

Output [documentation=null, element=ElementBean [documentation=null, maxOccurs=1, minOccurs=1,
lotherAttributes={j, gname={http://www.pttplc. com/ptt_webserice/}CurrentOilPriceResponse, ref=null,
type=TypeBean [gname=null, documentation=null, importSchemas=null, schemas=null, OtherAttributes=null,
lotherElem ents=null], form=QUALIFIED], otherAttributes=g, otherElements=[], partQMName=

hittp://www. pttplc.com/ptt_webservice/Jparameters, type=Typ [aname=null, documentation=null,
' importschemas=null, schemas=[, OtherAttributes=null, otherElements=null]]]

m

D[]

Nl A-29 ihaeuansdeyalalaisiuaeeunesst
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8. nisaiediamrntasaalan

‘ﬂl 1 Adl A v b4 v ‘ﬂl
8.1 fanmilx LsasRaazasdiananFacaalan wansnIng

A-20 Tnsina papnEudunudiu "Form" dsuaziaansasialiil

S
|& Create Soap Messages + <
[ [9File * o Security = " Windows + J[ L Hi, Pongsak ]

Endpont Address : (hﬂp:ffm.ptlp\c‘comfpﬂinfo‘asmx j

Operation Name : CurrentQilPrice

Type

Language 2 J string

NN A-20 utinaaugasuiiu Form

1) nerly Wakasnisdsdiamanudesnalanwlldag1iisniaiy

|23
2) natly wasinamanavlidsuiihasnisidinduudoeasues
1 d‘l A v b4 b4 s ‘dl A 1
3) netlu[e ]| wisesleavaiviiemutasalanaintenlaistuiidentu
4) netdufe] Wesinstiudieanatesaelon Sunanalwdidy xml v
‘!‘I ve ¥
wie g 14

5) nolu[a] wefiuiiannstesalin

8.2. @enudiu "Form" vansandagyalaluaes "Value" seusaznisiinafuacle

watstu wansluninin a-27



Language [en < )

string

A:ll P P a -
nwit a-21 Yaudeyan1slmes
A < n 1 dl ¥ v b4 o dddd‘d
8.3. wanuviu 'Raw" iieuansiinnnnuiesaalanuazrieyadourinueseaiinginis

Jpguuuunansn uanslunnil p-28

u]

8| & || ~ ws-Security

Form Raw XML HTML Header

view plain copy to clipbosrd print 2

e1. <2xml version="1.8" encoding="UTF-8"7><S0AP-ENV:Envelope xmlns:S0&P-ENV="http://schemas.xmlscap.org/soap/enve.
J e w3 . org/ 2081/ XMLSchema” xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/™ xmlns:tns="http:// www.|
a2. «SOAP-ENV:Body>

3. <tns:Current0ilPrice>

a4. <tns:Language>en</tns:Language>

@s. <ftns:Current0ilPrice>

@6. </S0AP-ENV:Body>

a7. </S0AP-ENV:Envelope>

as.
< PP R A | . N 3

i A-28 fayade arnsFesae lawluwiu Raw

8.4. @anuiiu "XML" iWauansdianinuiasualaniazauisons daninuasualan

18 wanslunnwin a-29

<7xml version="1.0" encoding="UTF-8"?> <SOAP-ENV:Envelope xmins:S0AP-ENV="http://schemas.xmisoap. ~ xmins:s="http://www.w3.0rg
/2001/XMLSchema™ ="http://schemas.xmlisoap. ling/™ “hitp://www.pttplc.com/ptt_webservice/ ">
<S0AP-ENV:Body >
=tns:CurrentOilPrice>
<tns:L Jtns:L

=/tns:CurrentOilPrice>
<{SOAP-ENV:Body>
</SOAP-ENV:Envelope:

AN A-29 wiinaausndianissasaalowluuiu XML

8.5. witu "HTML Header" iadansdiasyadouiinieniiii iivadsnseurudianana

tagua tan U insdumafanansluning a-31 Tnaidunausasialilil

a



No records found.

‘dl ¥ o 4 ! o aa a
NINN ﬂ'30 NUIRBAANTUDHAAIUNUDTNNN

1) nenlu Eieiadeyaazuanmiinaelfinsandeyadouin uanasi

N a-3l Tnaddunausasalili

Add a new mime header ®x

}TWF Header

Header| MyHeader

value | Value My Header

L o

2) Yleudadauieariiiluges Header

Yausdaurinieannnludas Value

1 MyHeader WValue My Header

o

‘dl v 4 ! o aaa AQI
NINN ﬂ'32 NUIRBLAAITDHARILNUDTNNNUNAINITINN

6) 1l E Weaudeya
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8.6. uiiv "Attachment’ iasannsguny e g lndeniudianautasaalanlie

glsnsdumeRauanslunmi a-33 lneddunaudssialld

Content-Type

readme.tst readme it text/plain

i A-33 niinaadnnis gy
1) nenjn eunung azuansuiiaaiiaAum gy

2) @enlnsnFeanisum
3) natla

4

dl A rdl dl P4
Wetaan nansiesnis ianauiadiayaazgn

4) netln E ieaudeyalwduuy

0. nisdanIsANT AR A

9.1 ey WS-Security uanssiannit a-34

> WS-Security

@ Usernarme Token

* Signature

£ Encryption

o' SAML Authentication

2 SAML Autherization

il A-34 uapsaa i sTua iU eTia

9.2. ‘@ansanns "Username Token" ive unuga e Siun IntAuludawindeannsbes

galan AzLaAIntinaasinIng a-30 Tnaidunausiasalilil
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WS-Security - Username Token x

-| Username Tokent I

—| User Info I

Username| peter |

Password | 1234 |

., o

—| Token Info I

Add Nounce D

Add Created ||

Must Understand
Timestamp [:'

Fassword Type | PasswordText | » |

%, A
%, o

! Save .I|' Cancel |
S ¥

dl ¥ o =3 4 v
il A-39 nihasuuugmediun nAuludancsbesaedlon

1) nsendedldluges "User' iessydaimus '<wsse:Username>" Asiien
punsanlufinae ‘peter’

2) naansvigtinwludes Password" iiessaa s "<wsse:Password>'
idAnmunsenluinae '1234"

3) i@en "Add Create" lefeafisdioyanend asudusiuasdanauses
SIE]kA7

4) i@en "Add Nounce" \esesfisdeyafunariuudeyayagefivaln
v aglugurinesdianinssezalon

5) v@en "Must Undestand" iilagesssylidruanyistian
"SOAP-ENV:mustUnderstand" Tuusin "<wsse:Security" wiariu "1"

6) iden Timestamp' wiesesszydnanansaldtnfuilaasiaruglfing
FumeFia Wnugaaaniiszy GeenEuduazai 60 wi

7) vaan "Timestamp" ifiaasszynamsnldhifuifnsaiug1iiinng

=2

Buirefia lisudownanfiszy SernBusiuazagn 60 wd

U

=

8) \wenuszinnaessianu & 2 szinnie
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- "PasswordText" #e livinnnsinnisuassioa MD5 sanesia
- "PasswordDigest" #a ¥innnsvinnnsuassias MD5 danesia

1 L dl A o v b4 A b4 o
9) ﬂﬂ‘ﬂqll save | LATRNNAATIINMIAsdaANsasaaTannEa iUy

o e s v : o o o o a
m@H@%@Lsﬁ@TLuNIV] LﬂuLﬂJ’mﬂu@Qu‘MQ‘ﬂﬂ\i‘ﬂﬂﬂmm"m‘ll'ﬂi“ﬁ‘w ANNINN ﬂ'36

al1.

az.
a3.

as.
6.

a7.

view plain ¢ to clipboard print ?
<?xml verzion="1.8" encoding="UTF-8"?><S0AP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/™ x
£ Fwwi w3 . org/ 2881/ XMLSchema™ xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:tns="http:/ /www.pttple.c
<SOAP-ENV:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/81/0as1s-20804081-wss-wssecurity-secext-1.8.xsd" SOAP-EN
<wsse:UsernameToken xmlns:wsse="http://docs.0asis-open.org/wss/2884,/81/casis-2884@1-wss-wssecurity-secext-1.8.x
peter</wsse:Username>
<wsse:Password Type="http://docs.oasis-open.org/wss/2684/01/0asis-280481-wss-username-token-profile-
1.8#PasswordText"»1234</wsse:Password>
<wsse:Nonce EncodingType="http://docs.casis-open.org/wss/2004/81/0asis-200408]1-wss-soap-message-security-
1.8#Basef4Binary " >gapTRKYWELvEBi2Wdve3INz87</wsse: Nonce>
cwsu:Created xmlns:iwsu="http://docs.casis-open.org/uss/2064/81/0asis- 200401 -wss-wssecurity-utility-
1.8.x%sd">2@12-83-22T7@3:19:16.4837«/wsu:Created>
</wsse:UsernameToken>
<wsu:Timestamp xmlns:wsu="http://docs.ocasis-open.org/wss/2004/81 /0asis-200401-wss-wssecurity-utility-1.8.xsd™ w
<wsu:Created»2812-83-22783:19:16.484Z</wsu: Created>
<wsu:Expires»>2012-83-22T04:19:16.4847Z</usu:Expires>
</wsu:Timestamp>
</wsse:Securitys
</S0AP-ENV:Header>
<SO0AP-ENV:Body>
<tns:Current0ilPrice>
«tns:language>en</tns:Language>
</tns:Current0ilPrice>
</SO0AP-ENV:Body>
</SOAP-ENV:Envelope>

‘ﬂl v ¥ 2 d’d ¢ <3
NINN ﬂ'36 NUI1RAUAANTD mnmmm@‘ﬂmwmmmmuqm wadluniniAu

10) nalas [ cancer | 1iiaTlantinea

9.3. wansanis "Signature” ieasananduiionnnatasalowludouaaaiiannlan

(SOAP Body) azuammiinaescn il a-37 lnefiduneusasie i




158

W5s-Security - Signature x

s .
"y

i~
f-I\ Signature J \

e
| Key Selection | \
o

A

Y

Key Store | chientjks v-‘J
"y
Alias Name| client keystore | = |

Password | 123456

. o

%

s Yl

'

%
#

I Y
f—lk Signature Criteria ,I ~
I Y
Key Indetifier Type |\5ubjectkeq,r Identifier - JI
. p— "
Signature Algorithm |\httw',.-‘.v-.v.u,,wE.Grg,-"lt’ﬁm-‘f.'f‘:-';.-"xm Idsig#rza-shal | - ;l
r. > — Y
Signature Canonicalization |\ https/fweww wiorg 2000110 xml-exc-c L4n#WithComments | - ;l

b, A

s
| save | cancel |
L, A, A

. A

dl 22 < 1 d’l
NINN ﬂ'37 ninaanIsasatiuaauianlon

! 1
o ¥ = a 6 ol

= 3 o - - % PO
1) wensefeyandalasniainis defecliliindeysndalnsniuy
"Security" u&vdansanisyeias Keystore"

2) \aensatayadausnunu (Alias Name) Arnguanfuegluddalng

b4

Usznevluneie noyuadausa (Private Key) waznayiaansnsos(Public Key) detieyaazd

u

o

u@sgjnuﬁsfmima?ﬁ@@ﬂ Lmﬂumﬁ‘ﬁﬁmimmﬂL%uﬁmLﬁfﬂﬂimﬂ'}iﬁﬂuqn&nmﬁ'quﬁqwifnfu
3) nsensvarinuluges "Password' lusiannwiletlesiunasdindelnd
Adalnfieszysandndeddalng
4) Renmefeyadsznnnauaii i lunisszysanu (Key Identifier Type)
Hudieyailiszymmuaedluiusediden ddludfliineiumead 4 dsznm fe
- "Issuer Name and Serial Number" fiunnsszysianulasnnsas
dnsyaijnanlususes (Issuer Name) tnaazldnqeluda st "<ds:X509IssuerName>. wax
waansu (Serial Number) dafluiaasuswiiniilddntu lnefeenluiuses (CA:

Certificate  Authority) aziflupuinuuauniaiaaililneazlddeyaagly aamud

"<ds:X509SerialNumber>"
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|

- "Subjectkey ldentifier'flunsszysanulnanisddiaga saunw

' (% |
al

nayuazasluiuses (Keyldentifier)fluidneesdaitlsidnile Wsrydnaesluiuil lnaazld
dnsynat/lunawmms "<wsse:Keyldentifier>"

- X509 Certificate” \funsszysonulnanisdediayasmuny
naywazaslususes (Keyldentifier) Sofluiiesanmuasnansus dinsiadan wabd (Base6d)
Taeazlddayaneluaawus '<wsse:Keyldentifier>"

- "Binary Security Token':flunnsszysanulaanisdsdiaya
saununmuuazedlufuses (Keyldentifier) Soifhdiyannuaansnan dnavakan wabd
(Base6d) Tneiazlddinyanslu adwwust "<wsse:BinarySecurityToken>"

5) denmetieyasanesiadldlunisacanadu(Signature Algorithm)
Sanesfiunldlunisasane iy i RSASHALmsnedesnsasaaiduldsanesiiuiivanisuas
%e (Hashing Algorithm)7ide "SHAL'ua sanesituiivinmsdinsa (Encryption Algorithm) #
e 'RSA"

6) @ensmenns Aanisientuiiaelaiduiiidlunisacana iy (Signature
Canonicalization)

7)
8)

nAYN ((cner | Ve Tlaniinae

natlu [swe | hizasiiaaziansasaeiudionanudesnalan Lanasy

i A-38

O|8 | &) v WsSewrty

Form Raw XML HTML Header

Attachment

el. <?xml wersion="1.8" encoding="UTF-8"?><S0AP-ENV:Envelope xmlns:S0&P-ENV="http://schemas.xmlsoap.org/soap/envelope/" x
S fwww w3 org/ 2081/ XMLSchema™ xnlns:isoapenc="http://schemas.xmlscap.org/scap/encoding/" xmlns:tns="http:// www.pttplc.c
" ><S0AP-ENV:Header»<wsse:Security xmlns:wsse="http://docs.oasis-open.org/uss/2664/81/0asis-20@401-wss-wssecurity-sec
1.8.xs5d" wmlns:wsu="http://docs.casis-open.org/wss/2084/81/0a515-280481-wss-wssecurity-utility-1.8.xsd" SOAP-ENV:must
<ds:Signature xmlns:ds="http://www.w3.org/2008/89/xmldsig#" Id="51G-42"><ds:SignedInfo><ds:CanonicalizationMethod Alg
S fwww . w3 org/ 2081/18/ xml - exc-cldn#WithComments "/ ><ds:SignatureMethod Algorithm="http://www.w3.org/2008/09/xmldsigérsa
<ds:Reference URI="#id-41"><ds:Transforms><ds:Transform Algorithm="http:// www.w3.0rg/28081/16/xnl-exc-cldnd">
<InclusiveNamespaces xmlns="http://www.w3.0org/2881/18/xml-exc-cl4n®" Prefixlist="s soapenc tns"/»</ds:Transform></ds:
<ds:DigestMethod Algorithm="http://www.w3.0rg/2888/89/xmldsig#shal"/><ds:DigestValue>oSOwdMaaBI3tVbpzYUsXn3EEXE=</ds
</ds:Reference»</ds:SignedInfor<ds:SignatureValue>flenBHpmi9iUG/ziRWXd170n6cvvGPYdlzSdQ6gl5AxTaeG94@daldIsmyY+oBw+YZSc

e2. 7Z8Xdyllkf73zEGWBAKYVZhYQzQ4oEadjutXgjiTNiVX@Cqolam/1518BPog6gUFycPLXHMI1GZv

3. cloManoub@Q558]5AETI=</ds 5ignatureValue><ds:KeyInfo Id="KI-8B77C19B4383E98609133239985672362 " »<wsse: SecurityTokenRefe
8B77C19B4383E986D9133239985672363 " »<wsse :KeyIldentifier EncodingType="http://docs.ocasis-open.org/wss/28@4/81/0asis-288
security-1.8#Base64Binary™ ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.8#X5895ubjectKeyIdentifier”>zy1250LTotgi jX+9N0LhUAMYYMNA=< /wsse: KeyIdentifier></wsse:SecurityTokenReferences></ds Key
</wsse:Security></S0AP-ENV:Header>

as. <SOAP-ENV:Body xmlns:wsu="http://docs.oasis-open.org/wss/20@4/@1/0asis-200401-wss-wssecurity-utility-1.8.xsd" wsu:
as. <tns:Current0ilPrice>
6. <tns:Language>en</tns:Language>
a7. </tns:Current0ilPrice>
as. </S0AP-ENV:Body>
9. </SOAP-ENV:Envelope>
1e.
4 . 3

dl ¥ < b4 24 ! 4,/
NINN ﬂ'38 ninaaLanin1sasaedudiantasaslonauilanalan



94. Gansranns "Encryption’ ivessanaiiudeninntesaalanludauaaaiiiand

T LapantinaananIwi A-39 Tned
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o

AU

Aaueasa Tl
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W5-Security - Encryption x

s
\

——
;-I Encryption |
- -

™

,—|\ Key Selection |

'y

-~ .Y
Key Store | serverjis ~ |

- N
Alias Name|\senrer_ke~_.-smre - ,l

Password | 123456

%

~  Encryption Criteria |

Key Indefifier Type

. Ny
[;Issusr Marne and Senal Numbe| vi|

"y
Symmetric Encoding Algorithm | r'ttp;."_-"'imw.wi_Grg,."?_'l}l]],,-"f)tl-,r'xmIenc#aesu&-cbc| - |
L -

Key Encryption Algorithm

[/r:tt P fwevew w3 ong/ 200104 xmlenc#rsa-1 5

Y
59
y

Encryption Canonicalization _rr'ttp;-"_f'\\.f.m_a\.-E;Grgr'z-:rDL-"l-:l_a'xm l-exc-cl4n#WithComments | - |

4

h,

L%

=

~| 4 Encrypt parts |

7

'

"

v,

ey
| Save | Cancel |
" A 7

&Y

A

A

dl ¥ ¥ v v 2 ! dy
NN ﬂ'39 niiaanisdnviadaninuasaastanatiiani lan

1
a 6

1) Renmedeyaddalnfisents feadliindeyandalniiy
‘Security" u&vdansaniswyeias 'Keystore"

2) idensediayaieunuds (Alias Name) snoyuaiiiveluddalng
Usznevlineie noyuadausa (Private Key) uaznayuaansisns (Public Key) fstiosaazd

o

1 a ¢ rdl A o 4 o v A dl 5| 2
u@qnumﬁimmmn Lmzfl,umivnnfmmwmmL@'ﬂm'mmi‘wLﬂuqn‘;mm'ﬁ"ﬁmmmu

3) nsensvariuludes "Password' lusviarnwitetlasiunsdindelng
Adalnfieszysvaidndeddalng
4) Renmefeyadsznnnauaii i lunisszysanu (Key Identifier Type)
Hudieyailiszymmuaeluiusesiiden ddludefininedumead 4 dsznm fe
- "Issuer Name and Serial Number" fiunnsszysianulasnnsss
dmsyaijnanlususes (Issuer Name) tnaazldnqeluda st "<ds:X509IssuerName>. wax
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waansu (Serial Number) dafluiaasiusuiiniiliddntu lnefeenlufuses (CA:
Certificate  Authority) azifluauimuavaneiaails Tnaazlddeyaeslu daiwud
'<ds:X509SerialNumber>"

"Subjectkey Identifier' Funsszysanulnenisdedioyasouny
noyuazasluiuses (Keyldentifier) fuapaesdnilidnieldszydedusui haazld
dnsynat/lunawmms "<wsse:Keyldentifier>"

X509 Certificate” \funnsszusianulaanisdsfiasasauny
nryuazesluiusas (Keyldentifier) Gefhudinganayuaansnsos dinswagne wa64 (Base6d)
Taeazlddayaneluaawus '<wsse:Keyldentifier>"

"Binary Security Token' ‘flunnsszusianulnanisdediaya
shununayuaseslufuses (Keyldentifier) dafludeyanmuaansisn dinsviafan iwabd
(Base64) Tneiasladinyanslu dauwust "<wsse:BinarySecurityToken>"

5) \denienis saneifudildlunisdinsviaunuanuins (Symmetric
Encoding Algorithm) il sanefaiildluniadinsvia

6) \densmunissanesiuildlunisdnsvianmua (Key Encryption
Algorithm)

7) @ensenie Aenasiaaalufieelaeduildluniadineia (Encryption
Canonicalization)
8)
)

natlu (enel ) 1iNaTnuiinae

9

natlu [ sae | iisaaiiaazvinniadiinsiadanansbasne lw uanasanmi

a-40
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o T e T T e T e

81. | <?xml version="1.8" encoding="UTF-8"?><SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:s="http:
/ fuvi w3 . 0rg/ 2801/ XMLSchema” xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/” xmlns:tns="http:/fwww.pttplc.com/ptt_webservice/">

2. <SOAP-ENV:Header>

83. | <usse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2084/01/0asis-280481-wss-wssecurity-secext-1.8.xsd" SOAP-ENV:mustUnderstand="1">
84. <xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2801/@4/xmlenc#” Id="#EncKeyld-77875875-4947-47a7-Bdee- cfcc6335ecle™>

@s. <xenc:EncryptionMethod Algorithm="http://www.w3.0org/2001/84/xmlencérsa-1_5"/>

6. <ds:KeyInfo xmlns:ds="http://www.w3.0rg/2800/@9/xnldsigh">

7. <wsse:SecurityTokenReference xmlns:wsse="http://docs.oasis-open.org/nss/2804/81/0asis- 208481 -wss-wssecurity-secext-1.8.xsd">

88. | <ds:X509Data xmlns:ds="http://www.w3.org/2008/89/xmldsigs">

9. <ds:X5@9IssuerSerial xmlns:ds="http://www.w3.org/2008/89/xnldsigs">

18. | <ds:X509IssuerName xmlns:ds="http://www.w3.org/2808/09
/xmldsigh">Cl=Java Tech,0U=Java Department,0=Java Org.,l=Java City,ST=Java State,C=TH</ds:X509TssuerName>

12. <ds:X5095erialNumber xmlns:d.
13. <fds:X589TssuerSerial>

="http://www.w3.org/2000/09/xmldsigh">1324562982</ds : X5895erialNumber>

14. </ds:X509Data>
15. | </wsse:SecurityTokenReference>
16. </ds:KeyInfo>

17. <xenc:CipherData>

18. <xenc:CipherValue>IVT5/ukcvHI+jEnlVOHOQSFPcIX767 zmhny 1tDAIS2g1XWaBi4iMjulcxny2gq3SKhPVRrSARFIgkWU
/LXVh+nZqLIIgVREHQ+BEVHY 26 jxac YE31VsoMMaloKS3PPCISJPI6r3/ JvISidvgaCHUMVRI+dGCAPYvadk]FCA4BU=</xenc : CipherValue>
19. </xenc:CipherData>
20. <xenc:Referencelist xmlns:xenc="http://www.u3.org/2001/84/xmlenck">
21. <xenc:DataReference URT="#EncDatald-1" xmlns:xenc="http://www.w3.org/2081/84/xnlenct"/>
22. </xenc:Referencelist>
23. </xenc:Encryptedkey>
24. </usse:Security>
25. </S0AP-ENV:Header>
26. <SOAP-ENV:Body>
27. <xenc:EncryptedData xmlns:xenc="http://www.w3.org/20801/04/xmlencs” Id="EncDatald-1" Type="http://www.w3.0rg/28@1/84/xmlenc#Content”>
28. <ds:KeyInfo xmlns:ds="http://www.w3.0rg/200@/89/xnldsigh">
29. <wsse:SecurityTokenReference xmlns:wsse="http://docs.oasis-open.org/wss/2804/81/0asis-208481-wss-wssecurity-secext-1.8.xsd">
3@. | <wsse:Reference URI="#EncKeyId-77875875-4947-47a7-8dee-cfccb33Secle”/>
31. | </usse:SecurityTokenReference>
32. </ds:KeyInfo>
33. <xenc:EncryptionMethod Algorithm="http://www.u3.org/2081/04/xmlenchass128-cbc"/>
34. <xenc:CipherData>
3s. <xenc:CipherValue>ysROnWBVE+HL2Y+0dUdoQTxUXqXmSysgP+g35YKzk87T2ve50I8ri1YrDPwX1QuV2A45BKK  PuQopt TYFYt TBYApZudhyEDovUEqWRYrS21HCLKD18;

/w180CYNIzuiIUINADQES+VELS INGaphiv1Q4B4hx T ed3ZKAGYATPxghgFLiFQktZ/HUlAdt 8BGANDMI tivdxFg
/VRsGgiTdXyiC27KMBcrgbrIglid4nd95UA4hVaBkEAF 1 +xKRMbUD3+NFZ67nXnF /zPSL73gNTQIGWIBokptwMEDUFgzA/ wesB1LZghinsj25Md
/LFaRDLdr3Di9LQM2X1]By05bds1AWL TRPECHat535m4Bol ]/ YRUL 7/ labdc F8yGtp3NIyFhMI11XMb2zLNUo7< /xenc: CipherValue>

36. </xenc:CipherData>
37. </xenc:EncryptedData>
38. </SOAP-ENV:Body>

dl ¥ b4 4 dl b4 o Y b4 49/
NINN ﬂ'40 nihaauansdapnuiesalonnidisiade arusasasiandauiiannlan

10) notlar ((cance) iiteTlaniinae

" S

9.5. \d@ansnanis "SAML Authentication’ \iisdiasaniafiudunisigauiiaate lu
Yapruieelwludawialan (SOAP Header) azuanwmitaesanndt a-41 Tnoddunen

pamalin
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W5-Security - SAML Authentication Assertion ®

- "
a

r
~  SAML Authentication Assertion | .
b

J
e Sy
SAMLUersionl\SeIect Dn% vJI

Issuer Name I__ http://wsssoapbox.org

' ™y
~—| Subject Confirmation | -
.,

A

-~ .
Method |\H{Hder-{}f-Ke'_.r k4 ;|

urn:oasisnamesteSAM L1 I-nameid-format}{5055ubjectlame -
Mame Id formatlx s xl

SubjectNamell_peter
', ] A
.
~ Condition | \
-

s

Expire In | 50 - J

Audience Restriction |rSD3ﬂIp;;rﬁerﬂ-wss-sampraymerltfmal'nfpaymenti_l

%, A

J— 51
Authentication Contextl\Password - |

Sign AssertionD

%, A

T
| save | Cancel |
X A A

L i
b r

zﬂl ¥ al ¥ A o o A 4 2 ! o
NINN ﬂ'41 Mm%mﬂwm@:ﬂ@ﬂuﬂumm\m@mmﬁmﬂwﬂisnwmumisnw

o

1) denmefeyaneidu sevediaiBunasiifesniald § 1 nefduie
e 2.0 GaflurnFasu

2) Hlaudeyaludas 'lssuer Name' udesasledd (Idp: Identiy
Provider) Aeflug i eyalunisinsiariuliisnaiumaiaa (SP: Service Provider)

3) Hleutagyaludas "Method" \fuasntsildlunistiudunisigaisaass

dll v Ve Y a =3 N 1 v a o Aa 4 o aaa
Wwavaniug Wusniaduisaiiansudn43s e eLuﬂWﬁ‘W@l@uﬂfJ@‘N Faanuann e ANG 3

a

ada

71
4) @enmatiaya "Name Id format' ifuguusded1Flunsssydan
5) Yleuleyaluges "Subject Name' duiieyadovesiaenioyalunisy
fam Winae lodd
6) Yleuleyaluges Expire In' Jureyaiivendasnaniianmsaliteyn

4 % M v 1 1 ‘ﬂl ° v ¥ a =3 LN 1 A ::
[AMFRNANE m"l,uvl,m@g’l,umqLqmwnfmumﬂwmmmummqmﬂmﬂﬂmﬁmmuu
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1) Heufieyalutes 'Audience Restriction” fludieyanuensaazides
farnuunuazaulalunisfsseiuglfiEnisdeiisluoudiu gensle (URl)  aesledd

8) @anse "Authentication Context' \fludieyanuandnazlddeyanslslu
REEITA LN

9) netlu (ane ) Wellantitae

10) natlu [ sae | wezasiiaazinnisa3rediayanistiudunisiigaliaai

wapgFanIng a-42

[ Form I RawT XML i HTML Header I Attachment

1. <2xml version="1.8" encoding="UTF-8"2><SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.crg/scap/envelepe/” xmlns:s="http:
J/www. w3 .0rg/ 2081/ XMLSchema” xmlns:soapenc="http://schemas.xmlscap.org/soap/enceding/" xmlns:tns="http://www.pttplc.com/ptt_webservice/ ">

az. <SOAP-ENV:Header>

a3. <wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/20@4/81/0asis-288401-wss-wssecurity-secext-1.8.xsd" SOAP-ENV:mustUnderstand="1">
ad. <xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/84/xmlenc#" Td="#EncKeyld-77875875-4947-47a7-8dee-cfcc6335eclc™>

as. <xenc:EncryptionMethod Algorithm="http:/ /www.w3.org/2081/84/xnlencérsa-1_5"/>

a6. <ds:KeyInfo xmlns:ds="http://www.w3.org/2808/@3/xmldsigs">

ar. <usse:SecurityTokenReference xmlns:wsse="http://docs.oasis-open.org/wss/2084/01/0asis- 200401 -wss-wssecurity-secext-1.0.xsd">

as. <ds:X5@9Data xmlns:ds="http://www.w3.0rg/2808/89/xnldsig#">

a9. <ds:X509IssuerSerial xmlns:ds="http://www.w3.org/2000/29/xmldsigd">

18. | <ds:X509IssuerName xmlns:ds="http://www.w3.org/2888/89
sxmldsig4">CN=Java Tech,0U=Java Department,O=Java Org.,L=Java City,ST=Java State,C=TH</ds:X5@9IssuerName>

12. <ds:X589SerialNumber xmlns:ds="http://www.w3.org/28ea/a9/xmldsig4">1324562982</ds: X5@95erialNumber>
13. </ds:X509IssuerSerial>

14. </ds:X509Data>

15. </wsse:SecurityTokenReference>

16. </ds:KeyInfo>

17. <xenc:CipherData>

18. <xenc : CipherValue>IVTI5/ ukcvHZ +EwlVOHAQSFPCIX7672mhny 1 tDAGS 2g1 XaBi4iMulcxnv2gq3SKhPYR rSARFigKHU
FLXVh+nZqLIJgVRE6HQ+@6VHY 26 xacYE31VsoMMa10KS3PPC15]PI6r3/ juISidvgaCHUMYRI+dGCAPHyadk]FCA4aU=< /xenc :CipherValue>

19. </xenc:CipherData>

2a. <xenc:Referencelist wmlns:xenc="http://www.w3.org/2001/84/ xmlencs">

21. <xenc:DataReference URI="#EncDatald-1" wmlns:xenc="http://www.w3.0rg/2881/04/xmlenc¥"/>

22. </xenc:Referencelist>

23. </xenc:EncryptedKey>

24. </usse:Security>

S </SOAP-ENV:Header>

26. <SOAP-ENV:Body>

27. <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2881/84/xmlenc#"” Id="EncDatald-1" Type="http://www.w3.0rg/2881/84/xmlenc#Content™>

28. «ds:KeyInfo xmlns:ds="http://www.w3.0rg/2088/09/xmldsigh">

29. <wsse:SecurityTokenReference xmlns:wsse="http://docs.oasis-open.org/wss/2004/81/0asis-200401-wss-wssecurity-secext-1.8.xsd">

3a. <wsse:Reference URI="#EncKeyIld-77875875-4947-47a7-8dee-cfccb335eclc™/>

31. </wsse:SecurityTokenReference>

32. </ds:KeyInfo>

2 <xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2801/84/xmlenc¥aesl28-cbc"/>

34. <xenc :CipherData>

35. <xenc:CipherValuesysRONKBVE+ML2Y-+0dUdoQIxUXgXmSy sgP+g35YK k87 12veS5018ri 1VrDPwXiQvV2A45BKK] PwQopt IYFYL T8YApZujdhyEDovUEQWRY rS21HCLKDLE

/v1B0CYNIzuiJUInADQES+VE1SINGOPhLQ4BAhx Zed3ZKASYAT Pxghg FLI FQkt Z/Hd 1At EBGAWbM twudxi Fq
/VRsGgiTdXyiC27KMBcrgbrIgliddwd 95UAIhVaBKEAF L +xKRmbUD3+NFZ67nXnF /zPSL73gNTQIGWIBokptwMEDUFqzA/ wesB1LZghiws§25Md
/LFaRDLdr3Di9LQM2X1jBy0Sbds1AWITRPBCHat535m4Bol]/ YRUL7 / labdcf8yGtp3NgyFhMI11XMb2zLNUo7 </ xenc: CipherValue>

36. </xenc:CipherData>
37. </xenc:EncryptedData>
38. </SOAP-ENV:Body>

dl ¥ 4 2 Ay A o a cao A
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view plain copy to clipboard print 2

POST fpttinfo.asmx HTTP/1.1

Host: www.pttplc.com

Accept i text/xml, text/html, image/sgif, image/jpeg, *; a=.2, */*; g=.2
SOAPAction : http://www.pttplc.com/ptt_webservice/CurrentOilPrice
User-Agent : WS-SSOAPBox Tool

Content-Type : text/xml; charset=utf-8

Content-Length : 431

<?xml version="1.8" encoding="UTF-8"?><S0AP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xml
Jfwwi w3 . org/ 2881/ XMLSchema” xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:tns="http://www.pttplc.com
<SOAP-ENV:Body>
<tns:Current0ilPrice>
<tns:Llanguageren</tns:Language>
</tns:Current0ilPrice>
</S0AP-ENV:Body>
</SOAP-ENV:Envelope>

Wiidode o cpoe i +
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111, @&enuiiu "ReSponse’ iiaunansiiapanumeuauaslon Gea1Bufiuazuans

wiis "Raw" wamasaninin a-44

Endpont Address: | http://www.ptiplc.com/pttinfo.asmx j respense time : 5081 ms (1980 bytes)

view plain copy to dipboard print 2

Date : Thu, 22 Mar 2012 14:18:31 GMT
Server : Microsoft-IIS/6.@
X-Powered-By : ASP.MNET
X-AspNet-Version : 2.8.58727
Cache-Control : private, max-age=@8
Content-Type : text/xml; charset=utf-8
Content-Length : 198@2

SOAPAction : ™"

<2xml version="1.8" encoding="utf-8"2><soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlnsixs:
£2801/XMLSchema-instance™ xmlns:xsd="http://www.w3.org/2001/XMLSchema"><soap:Body><Current0ilPriceResponse xmlns="ht"
/ptt_webservice/"><Current0ilPriceResult>&1t;PTT_DS&gt;
&1t;Tabledgt;
&1t ;PRICE_DATE&gt;16/83/12&1t ; /PRICE_DATESgt;
&1t ;PRODUCT&gt ;Blue Gascline 91&1t;/PRODUCTagt;
21t ;PRICE&gt;42.58&1t; /PRICE&gt;
&1t;/Tabledgt}
&1t ;Tableggt;
&1t ;PRICE_DATE&gt;12/83/12&1t ; /PRICE_DATESgt;
&1t ;PRODUCT&gt ;Blue Diesel&lt;/PRODUCTEgt;
21t ;PRICE&gt;32.33&1t; /PRICER&gt;
&lt;/Tableadgt;
&1t ;Tableggt;
&1t ;PRICE_DATE&gt;12/83/12&1t ; /PRICE_DATE&gt;

N p-44 wiinmangnsdianaunauguaslan
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natlu Wainsiuiianaunauaueslan unana &l xml s

natlu| & | ineanifieannumeuauedlan
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wanuiiu 'Pretty XML' wansiiapanumauaueslaniitinunisdngduunli

ANERNNUAAIAININA A-4D

Endpont Address: \rhtlp:ﬂwww.pttplc.com!pmnfo.asmx ? response time : 5081 ms (1980 bytes)

view plain copy to dipboard print ?

e1. Date :
ez. Server
a3. X-Powered-By : ASP.NET

a4, X-AspNet-Version : 2.8.58727

as. Cache-Control : private, max-age=8
e6. Content-Type : text/uxml; charset=utf-8
a7. Content-Length : 198@

e8. SO&PAction @ "™

Thu, 22 Mar 2812 14:18:31 GMT

19. <2xml version="1.8" encoding="UTF-8"2?><soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xs:
/2801/XMLSchema” xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

11. <soap:Body>

12. <Current0ilPriceResponse xmlns="http://www.pttplc.com/ptt_webserwvice/">

13. <Current0ilPriceResult>

14. <PTT_D5>

15. <Table>

16. <PRICE_DATE>16/03/12</PRICE DATE>

17. <PRODUCT>Blue Gasoline 91</PRODUCT>

18. <PRICE»42.58¢/PRICE>

19. </Table>

2. <Tablex»

2l <PRICE_DATE>12/83/12</PRICE_DATE>

22. <PRODUCT>Blue Diesel</PRODUCT>

23. <PRICE»32.33¢/PRICE>

Microsoft-IIS/6.9

[Tan1
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P a] - wsseumy

Raw Pretty XML XML HTML Header Attache File

'<?xml version="1.0" encoding="UTF-8"? > <soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/” xmins:xsd="http://www.w3.0rg/2001/XMLSchema”
xminsacsi="http://www.w3.0rg/2001/XMLSchemp-instance” =
<soap:Body>
<CurrentOilPriceResponse xmins="http://www.pttplc.com/ptt_webservice/" >
< CurrentQilPriceResult=
S

=Table>
<PRICE_DATE=>16/03/12</PRICE_DATE:
<PRODUCT = Blue Gasoline 91=/PRODUCT =
<PRICE>42.58<=/PRICE>

«/Table>

=Table>
<PRICE_DATE=12/03/12=</PRICE_DATE=>
<PRODUCT >Blue Diesel</PRODUCT >
<PRICE=32.33=/PRICE>

=/Table>

<Table>
<PRICE_DATE=12/03/12=</PRICE_DATE=
<PRODUCT =Blue Gasohol 91</PRODUCT =
«PRICE=38.48=/PRICE >

=/Table>

<Table>
<PRICE_DATE=12/03/12=/PRICE_DATE=
<PRODUCT »Blue Gasohol E20</PRODUCT =
=PRICE=37.48=/PRICE>

</Table>

=Table>
=PRICE_DATE=16/03/12=/PRICE_DATE>
<PRODUCT=NGV</PRODUCT =
<PRICE>10</PRICE>

</Table>

AN A-46 wiinsauspsdianiunauguastanluusiu XML

117, @enudiu'HTML Header" wansdayadouiniagiiiil inaunduunaing

WiiEn1siumeiig uaassaning a-47

Endpont Address: (hﬂp:{mww.mpﬂ:mvmﬁnlm J response time : 5081 ms (1980 bytes)

DD

HTML Header
No. Header Value
1 X-AspMet-Version 2050727
2 Date 22 Mar 2012 14:18:31 GMT
3 Content-Length 1980
4 SOAPAdtion
5 Content-Type text/xml; charset=utf-5
B X-Powered-By ASP.NET
T Server Microsoft-IIS/6.0
8 Cache-Cantrol max-age=0

awid p-47 wiinaauansiiaya HTML Header

118. @enudiu "Aftach File" uansdiagalwauny Auuusniuiieanunauauss

TanwAinaunaunnangliusnisduimefa uansdanni p-48
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Endpont Address: [ hitp://www.pttplc.com/pHtinfo.asmx | response time : 5081 ms (1980 bytes)

HTML Header Attache File

| No records found. ‘

it A-48 wihaeuansdeyaldnuuusnivianuneuauasdan
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