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without authorization, and by means of one or more instances
of such conduct alters, damages, or destroys information in any
such Federal interest computer, or prevents authorized use of

"\\\\ '/ any such computer or information, and thereby—

COMPUTER FRAUD AND ABUSE / (A) causes loss to one or more others of a value ag-

ACI‘ gregating $1,000 or more during any one year period; or
OF 1986 ‘——n_ _._-’ (B) modifies or impairs, or potentially modifies or

T —
- 'f impairs, the medical examination, medical diagnosis, medi-

§ 1030. Fraud and related activny in connection viath computersf / w treatment, or medical care of one or more individuals;
(a) Whoever— '

T T \ knowingly and with intent to defraud traffics (as de-
1 owingly accesses a computer without authorizatibn

. d in section 1029) in any password or similar information
or exceeds rized an ans
tai ce aut}.m access, and by means of such co thro which a computer may be accessed without authoriza-
ains information that has been determined by the U W

States Government pursuant to an E i
xecutive order or s - :
to require protection against unauthorized disclosur mg‘éeA)o " e B S ARG

sons of national defense or forei i

data, as defined in paragraph r. oﬁ;ﬂzﬁoﬁs ;?l;h‘:ni::“ 6} (B) such computer is used by or for the Government
ergy Act of 1954, with the intent or reason to believe that s e Uniisd States; . ) )

information so obtained is to be used to the injury of ished as provided in subsection (c) of this section.

United States, or to the advantage of any foreign nation; ever attempts to commit an offense under subsection (a)

(2) intentionally accesses a computer without authori tion shall be punished as provided in subsection (c) of this
tion or exceeds authorized access, and thereby obtains informa- Wgn :
tion contained in a financial record of a financial institution, or = (c) The punishment for an offense under subsection (a) or (b) of
of a card issuer as defined in section 1602(n) of title 15, or con- -——‘_‘;':.i;z";;,-' . :__,;Wtion is—
tained in a file of a consumer reporting agency on a sumer, e
as such terms are defined in the Fair Credit Reporti Act (15
U.S.C. 1681 et seq.);

(3) intentionally, without authorization to acc = any 1 for another offense under such subsection, or an at-
computer of a department or agency of the United States, ac; — emp-’;o commit an offense punishable under this subpara-
cesses such a computer of that department or agency that is ex- graphand
clusively for the use of the Government of the Umted %m (B) a fine under this title or imprisonment for not more
or, in the case of a computer not exclusivel ueh than twenty years, or both, in the case of an offense under sub-
used by or for the Government of the Unite at s VI EJ w j w EJ\ ign’(a ( f this section which occurs after a conviction for
conduct affects the use of the Government's othe e under such subsection, or an attempt to com-
computer; . mit an offense punishable under this subparagraph; and

(4) knowingly and with intent to defraud P casseea Fod (2)(A) a figeyunder this title or imprisonment for not
eral interest computer without nut both, in the case of an offense under
thorized access, and by means of s q ﬁmi m N w f] ,!J %cﬂ‘q@aﬂor (a)(6) of this section which does not
intended fraud and obtains anything o fivalue, unless the object cur after a'convic for another offense under such subsec-
of the fraud and the thing obtained consxsts only of the use of tion, or an attempt to commit an offense punishable under this
the computer; subparagraph; and

) a fine under this title or imprisonment for not
ten years, or both, in the case of an offense under
(a)(1) of this section which does not occur after a

(5) intentionally accesses a Federal interest computer (B) a fine under this title or imprisonment for not more

TLT

P L

s

e I

e e e

e Ry
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than ten years, or both, in the case of an offense under subsec- ‘ , committing the offense, not all of which are located in the
tion (a)(2), (a)(3) or (a)(6) of this section which occurs after a ") / same State; .
conviction for another offense under such subsection, or an at \\\\\x / (3) the term “State” includes the District of Columbia,
tempt to commit an offense punishable under this subpah\%- A Commonwealth of Puerto Rico, and any other possession or
graph; and T — "J ‘ﬁ&m’ of the United States;

(3)(A) a fine under this title or imprisonment for not ; -..-%(4)' the term ‘“financial institution” means—
more than five years, or both, in the case of an offensd—-‘ (A) abank with deposits insured by the Federal De-
subsection (a)(4) or (a)(5) of this section which does not I W sit Insurance Corporation;
n,

B A S i N (B) the Federal Reserve or a member of the Federal

&5 Bitergh Sl plieme aRedls waex gy erve including any Federal Reserve Bank;

i e : C) an institution with accounts insured by the Fed-
H;i;ﬂal Savings and Loan Insurance Corporation;

(D) a credit union with accounts insured by the Na-
ional Credit Union Administration;

(E) amember of the Federal home loan bank system
any home loan bank;

(F) any institution of the Farm Credit System under
he Farm Credit Act of 1971;

(G) a broker-dealer registered with the Securities
and Exchange Commission pursuant to section 15 of the
Securities Exchange Act of 1934; and
(H) the Securities Investor Protection Corporation;

e term “financial record” means infox'mat.iorf fie—
(1) the term ‘“computer” means an electronie, any recor'd held by'a f)nancia] in‘sﬁluuon p.ert,.auung

optical, electrochemical, or other high speed data pr er's relationship with L}}e financial institution;
the term “exceeds authorized access” means to access

vice performing logical, arithmetic, or storage functionsyand in- :
: ' o .ra ility : aputer with authorized and to use such access to obtain or

(B) a fine under this title or imprisonment for no
than ten years, or both, in the case of an offense unde.
tion (a)(4) or (a)(5) of this section which occurs after a co,
tion for another offense under such subsection, or an a
to commit an offense punishable under this subparagraph.

(d) The United States Secret Service shall, in addition to
other agency having such authority, have the authority to investigate
fenses under this section. Such authority of the United States Se
Service shall be exercised in accordance with an agreement which s
be entered into by the Secretary of the Treasury and the Attorney
General. £

(e) As used in this section—

cludes any data storage facility or communications [fac e St 1 ar't Bl gabl:
directly related to or operating in conjunction with such device, alter ififormation in the computer that the access

but such term does not include an automated typewripri tled so to obtain or alter; and

r 2 ”
typesetter, a portable hand held calculator, thepysi o : 7 rm “department of the United States” means
devieng FT EJ V] EJ m i w e legi vel or judicial branch of the Government or one of

Y a | the execulivé.departments enumerated in section 101 of title S.

(2) the term “Federal interest com‘rer means (f) This section does not prohibit any lawfully authorized investi-

computer— : . v %
G ety dhw ik ’ g O g ¢ gativé=protective, or intelligence activity of a la‘w enforcement agenc;;
y n al t a political subdivision of a State, or o
or the United States Governm o q aco 5 ‘i | ! u wan I ‘tgig e By nc:l e United States.
puter not exclusively for such use, used b r & finan- (Added Pub. L. 98-473, Title IT,'§ 2102(a), Oct. 12, 1984, 98 Stat. 2190, and
cial institution or the United Stdates Government and the amended Pub. L. 99-474, § 2, Oct. 16, 1986, 100 Stat. 1213; Pub. L. 100-

condfxct'con.stit}xting the offense affects the use of the fi- 690, Title VII, § 7065, Nov. 18, 1988, 102 Stat. 4404.)
nancial institution’s operation or the Government'’s opera- !
tion of such computer; or

(B) which is one of two or more computers used in

B

)



To

Mr.

(a) PROHIBITION.—Section 1030(a) of title 18, United States
Code, is amended—
(1) in paragraph (5), by striking “or” after “individuals;”;

(2) in paragraph (6), by inserting “or” after “United
States;”’; and
/ (3) by adding after paragraph (6) the following new
H.R.55 iy i, ‘/jaragraph:
) —— “(7) knowingly—

- “(A) inserts into a program for a computer, or a com-
Nﬁ:t itself, information or commands, knowing or having

on to believe that such information or commands ‘may
ause loss, expense, or risk to health or welfare—

“(i) to users of such computer or a computer on
which such program is run, or to persons who rely on
information processed on such computer; or

“(ii) to users of any other computer or to persons
who rely on information processed on any other com-
puter; and )

“(B) provides (with knowledge of the existence of
h information or commands) such program or such
computer to a person in circumstances in which such per-
son does not know of the insertion or its effects;

inserting or providing such information or commands affects,
¢ is effected qr furthered by means of, interstate or foreign
commerce;’’.

(b) PENALTY FOR A VIOLATION.—Section 1030(c)(1) of such ti-
by inserting “or (a)(7)” after “(a)(1)" each place it

- .

amend section 1030 of title 18, United States Code, to provide M
ties for persons interfering with the operations of compute:
through the use of programs containing hidden commands t

cause harm, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES
JANUARY 3, 1989 w

HERGER (for himself, Mr. CARR, Mr. FRANK, Mr. MCCURDY,
HYDE, Mr. SPENCE, Mr. DONALD E. LUCKENS, Mr. LEWIS of G
gia, Mr. EMERSON, Mr. LAGOMARSINO, Mr. DANNEMEYER, M J
NALDO, Mrs. MEYERS of Kansas, Mr. SAWYER, Mr. MARTINEZ, M

STARK, Mr. HOLLOWAY, Mr. HANSEN, Mr. INHOFE, Mr. HOUGHT ol
Mr. FROST, Mr. SIKORSKI, Mr. FOGLIETTA, Mrs. BOXER, Mr. Lo
WHITTAKER, Mr. OWENS of New York, Mr. DEFAZIO, Mr. . . -
BOEHLERT, Mr. MOORHEAD, Mr. MFUME, Mr. SHAW, NEALof = ":"-*"’?:""'? "**'
North Carolina, and Mr. GUNDERSON) introduced the following bill;
which was referred to the Committee on the Judiciary ) e —

REMEDY.—Section 1030 of such title is amended—

y redesignating subsections (d), (e), and (f) as subsec-
tion F ), (f), and (g), respectively; and

by adding after subsection (c) the following new sub-

A BILL

i i ; ; e section:
T a:?:sndf i o iOft txtfle i Umt;d itates Code, torpgovide ;g g “(d). Whoever suffers loss by reason of a violation of subsection
or persons interfering with the operati
through the use of programs containing hié)d:: c uﬂﬁ V] EJ 1’] j Wﬂ ?:jy %ﬂl SIS Agesih Ytk vinlgian o A SRR
cause harm, and for other purposes. m ief. In a civilfaction under this subsection, the court may award
Be it enacted by the Senate and House of Representatives of the ¢ to a preva:ling party a reasonable attorney’s fee and other litigation
United States of America in Congress 1 eéXpenses.”. /s
SECTION 1. SHORT TITLE. ’ﬁ‘fl ﬁ ‘i m u ':w ’] ’g w El "1
This Act may be cited as the “Computer Virus Eradication’ Act
of 1989".

SEC. 2. AMENDMENTS

A . et s
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