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# # 5270356521 : MAJOR SOFTWARE ENGINEERING
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NIRATTISAI TIKHUMPORNPITTAYA: TRANSFORMATION OF SECURITY
REQUIREMENTS INTO USE CASE DIAGRAM AND SEQUENCE DIAGRAM
USING SECURITY GRAMMAR AND SECURITY METADATA. ADVISOR: ASSO.
PROF. NAKORNTHIP PROMPOON, 166 pp.

At the present time, the security requirements are crucial for the development of
software. Requirements are usually in the form of natural language that is often
ambiguous and conflict. Then if there is a mechanism to extract the security requirements
in the form of a semi-formal language, this will make security requirements more clear
and appropriate to the design and development of software.

This thesis aims to introduce rules to convert the security requirements in the form
of natural language to a semi-formal language which are suitable for the development of
software. UML has been selected, including use case diagrams and sequence diagrams,
to demonstrate the functionality of the software and the interaction behavior of objects to
perform according to the security requirements. Both diagrams are constructed from
analyzing security requirements in the form of natural language syntax coupled with
security metadata, from 20 patterns, and extract the component structure of use case
diagrams and sequence diagrams. In addition, the development of tools to support the
application of rules to specify the security requirements help shorten the time to identify
security requirements and to design UML diagrams in terms of use case diagrams and
sequence diagrams.

The correctness of the use case diagram and sequence diagram generated from
our proposed rules are evaluated in both syntax and semantic criteria. In addition, the

conformness to user requirements is assessed as well.

Department : Computer Engineering Student’s Signature

Field of Study : .___Software Engineering Advisor’s Signature

Academic Year: 2012
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1 1 tdl % % % o aa
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v
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3) n15UszN1IAINLRE (Risk Estimation) 84A1l72na11i3adqusatlse a1 1te

o J

sruULaNAAriANIATIsan1TgnIanA LA ATTuAAeinNIINANTI A NAN WS sE Mg

¥ o

. . o 4 4
fanmunresiaasa1n qaaal uazgtununislanfienazlszannannui@asnanaay
a d’l v
Aeaulé

[ %

4) NFANUUASTAUANNRATY (Prioritization) Ll udunaundiAryastsuinlu
o ¥ [ 1 & A ] 1 =
nsnmuaNIngnslleaty lnamnnwudnesddsznauvisediusiedszaule o 1e9ssuud
ANIRENGY azfiaaliinnudAnyidusndusiu o
5) NIMSANTIN L (Countermeasure) tH1AaNN95URNaRUN T TaNANAzIRATY Tne)
Mn1sRnuunAaanAIN aneeu wazgtluuunislang InsduetiumaiudiAnyuas dszan

PRIALRUATEI A

2.1.3uuugl ANNNUAS (Security Pattern)

LLuugﬂ (Pattern) [14] Af ﬂtymlmwmmﬂﬁLmﬂmﬂgluﬂﬁm TALNALRAEIUR
1 7

tymuileazlfinnannisuilaymnfsiuluefnadiegniias dunldlunnsufityun

%
A ¥

dsngud InedymniAsaulvdiuiansuadiaiudynnnsluwuughiy wuugdd

asAilsznaunan 3 dou Aa Tyl Anwe wazuaiean tnevialliuuuugiaunsainll

v
1 =X 1

whtToyun lusinifiaaulsiun azdiesinastuuugililsze nadld fmunzaniutymluan
Y A o q B~ = - A o= A, % = -
Neauiue fadunaniliietasesiiesAlsznevauiinian iwedaaliuuugdiauanysold
wazdnesian1sin bl 1w Fauuugil (Pattern Name) Was4 (Force) HARWEITILFUN
(Resulting Context) wiiuguiineafias (Related Patterns) 9987984/ 1lsznauaiuayunas
ﬁqaium@@%mﬂmmmmmLLuugﬂﬁuj L1 ANaENY (Example) WHUNIWAANE (Class
. JRPYY @ v - R | o °
Diagram) N & lun1saanuuy lufiu asflsznaumaniazauegfussinnasenistiniu
sl iNenazatnnsnesune aduayunisld visadaalunisitaanudinlaluddoyun
= U all o Y o dg’
vsanufiilyunnaziiauelfdniauau
wuugtaannduag [8115] Ae wuugtftauetlymanuiuasiiaalsing lu
a :/I Qia c v 1 % v al/ 1 [ %
ane sananalassnngaudaduilailoym 1l wugaouduasainisautiauans g
pasilyn Il 3 dszinnae
1) wuugUnis3AsziauduAg (Security Analysis Patterns) Liunugiliiaue
nalaagiNatqe L [y ninaiun1nT ANl uAIa9TYLIL 1MW N139LATZHUIAN

ANHLAENURIRUNTNET



2) uuugUniseanuuuANTUAY (Security Design Patterns) Lluuiiugilniauana
4, 44 . Y 2 .
waziadasuiladoyvinaaiunireanuuu lasead1an1eA N dUA 998992 UL 1Y N9

aanuuulasaiglunisatugunadintiessuy
3) uuugtnszuaun1sANTUA (Security Process Patterns) tlunuugiiliaue
4, J 4 e . .
nalaaginadaaui latloymininaadiunszuaunislunigeanuu LA NS UANIAITS UL L

nezuaunslun1saanuuuiasadeAuTuAsIasTE UL

214 LLNunﬁ‘ng’SNLL’aa (Unified Modeling Language: UML)
wnun e Bnnan[5]6] iunuunnwidugnwdyanealldluntsesune uans
= A o dI ¥ o a = a o 1 tdl
PHUAZIREA 11TAABITEU B9 HTLaUaUUIAINARTBINIT Ul suN s T TR Naunay
i hld@suldsunsuas

waunngnuaautieanily 2 dssinmudn o deusiaviszinmgniinludseyns

b2
o

uwansiwiullmuqeilszasdnislinulpeinaazidaanall

1.1) wuUaNaa9dlAT9a%19 (Structural Model) lunuuaaa9n M lun1suana

|
= 2

A9 519 AL TINTINNATRITE UL TA8I1NLAUANNRINTLULAZARIN ANANNLSI09R9TU
og; 1 a dl -dl o 1 v a 1
wanue 4 dszinn TnsusazissinniimanineiiaaiuusazgnldlunisesuiganuLAnens
fuaanly sauanelumisen 2.1

AT197 2.1 UseinnaegulLaaeddeiAsa T euLasuiingreduLuaaasuia sl ssinm

LULANA89 T TR T94579(Structural Model)

1. WHUNNAANE Wunnuniniliuaninguaasaana(Class) autnasineg

o &

(Class Diagram) (Interface) N13N191UFINAL(collaborations) WaY ANNENNUS

1
a

(Relations) 189897Na19044196U 1T uunua 1w ldunngn

q
1

Taglanizniseanuuudniuscuuidedng Wuununinnly

wamnelATeaT 19 lnIINTIIMNATRITT LI

-

2. UHUNINGRY Wuwnun i lduaninguaesdng(Objects) wazmNANRUS

(Object Diagram) 1a93mn1u MHineadunalfdunininsaaieiionareesei
] g ) A

ununanmed | tlunauninnlduanseaflsznay (Components) wae
TWLuuA ANANNUTIa9aIAtsrnauiy 1 lunisafuna liidunInlu
(Component HUNDITBINITANTUI TN ANNUDTTLIL

Diagram)




4. WHUNTNANAD € LﬂuLLmumwﬁFﬁLmeﬂu(Nodes) memuﬁuﬁuﬁ‘mmﬂmfuﬂ
LA W luntsasuneliinaesresanitdaanssnaasssuy (U
(Deployment mnefanaueesesfsznaufignliausanriu)

Diagram)
AT US89 4 LULe1avinnsu sl Asuntsinandaiunausitenvdn

7090719399 w s a a1y Iaavialilisnanuisonas LU N ILAA ST RAR S UL

= 1

1 dl 1 ¥ ! A a dl 1
?z‘l_l‘]_l?;l‘ﬂiﬁflﬂ%ljﬂ”lﬁllu (Subsystem) llﬂ b GLSHLLNuﬂ’]‘Wﬂ@'\@‘ﬂﬁ‘]_l’]ﬁmﬂﬁ‘z‘]_l‘]_lﬂ‘ﬂﬁmﬂfgljLLNu.ﬂW‘W

4 1
[ % o o 1% o

mg Asiuleesiall naseanuuuuuudnaediaraiasliinoudAyiuuaunweaaig
1.2) WHUA1ABUTEINATH (Dynamic Model) 1fuuuuataasnlduanangminssu
Aatlulieesss Uy AUARNISENNIIMNNUTELLAUANAR YEALARSDNTUADLNITNNTY
< 4 a2 : ~
2184n3TUUNNsIANsTUduNNIuilanaulazesssuuiiaune 5 Ussinn lnausazilssinni

e R Y = e o ~
ﬂ'J’]SJLﬂﬂQLu@\‘lﬂuLLmqgﬂuﬂIﬂ]sLuﬂ’ﬁ‘@ﬁ‘]_l’]ﬂﬂfJ’ﬁJLLﬁlﬂﬁlﬁﬁﬂuﬂﬂﬂ1ﬂ AILARSLUATNN 2.2

AT 2.2 UselnNaediuLa 8 e e nadAUA YT T8ULLANABWAAZLITZNN

WULRIABIINWAGH (Dynamic Model)

1.

NUNTINEALAR

(Use Case Diagram)

Wunkunnwi liuansiisgaing (Use Cases) AaazAs (Actors)
BALANNANNUTUR9RINNA19 09T 9R1 W lunnsaiune i

=~ 9 A A
NINARINTEUNIT LU AINUBITZUL

(Collaboration

Diagram)

2. UHUNNANAL dnwnuninilduansdfduiusaesing Ineazdaganin
(Sequence Diagram) | 1andmganisldaulaeaszldfianinu (Messages) uansia
UfduAuinAnTuszndedngivazivivdedianan (Send
Messages) Lay Sudeamanu (Received Messages) 1% Tuns
BaUe TN N Y9N NDIULLNA TR YR T LY
[ -:ll v a o o '8 [ 1 a o [
3. wnunInAeauews | iluknuninnlduanaljdniusresdngiiuinaeiuiy
i BHUNINANAL TaeeeAlsEneLradupIn T NTiARa sl a iy

FUWHBATNANAL LINEN LA LHUNINAIHIINAL AL LAASLNEN
v QII a dgj 1 o/ 1 :// 1 dl a d” v
4BANNMNATUTTNINTREVINITU avldanlanamiaau 14

Tunsasune LU TNTIes NN UTINA TR YasT s L




10

4. UHUNINADUY duuauniniliuansaniuzesszuuninimenisal (Events)
(State Diagram) waziangsn(Activities) Ainae) MR 1 lun1seguneliidiu

WHUA N DI NNDITINATRBITELIL

5. WHUNINAANTTN Wukaunnn lduanensruaaesianssu(Activities) a1n
(Activity Diagram) Aanssunilaldgianssuniiaiiunen lllneazuansianssn

ST RS RN A T UG AT e P MR RN (R AT R U S TR VARG R

WA

wuuAaesuUUWadR IuLea s Ussnmiui A uduius @ansiaiiat] duAaninn
. . 4 o . e
N1998NKULLLUAYA89lALLUAA04UHY 1394 0190 az ki auuuataaetiuliiily

1 a v o o

o al 4‘ % 1 o o dl
wuuanaasaniszinnuilliaeligodedeyadranyld THunuauninasiu aunsanazudlas
duunun naeatuewsii aaiilaeialluds niresnuuusuLa1aesnadnasdinasldnanu
A1 1A lUAIUIDIUN BN INYALAR LATUHUNINAAL
AR AN 98B LN AN HOUTIBIURBN NG ALAR WNUNINAIAL LAZUWHUNTWARTE
b %
1Blunmesan n
2.1.5mmmuazuuusin1sliaIua (Metadata and Authorization Pattern)
Fernandez [16] lfiauanistlszenslduuuginisliignuialussduaesuninimm
= EA dl a a dl o ]
wratszynsldluniseanuuuaaia ivarLANNgANIINUAT ATt I gnseenuuL Ty
o A = a & & o 2o o D
seaunNANaziaaaNNENTu Tnadenlduuuzlnisliauialunisiinualanseasiares
. 4 e e S A &
sruyluszAvresnana iesannuuugdsianaaduiuugdanduasiiuiugveesssuy
Imesinlal
yunesannnanssnduiuniIaInii azdaglunisaruaNng Anssn waziAngly

] 1 v
seauTdsunsudssgna@sanunsnuansaoudniug lFauandlugii 2.3 azdiulionludu

v v 1 v
A o o 2

UUAAAD TULBANAIAIANUN ATTTYDIIAATAGNST TR AMNANTUETY sannduaediilsunsy

©

dszgnsiiuaztiiaaramaniunnld Inevianisasraiudeviandaunndvivusiazaana

v v
sonn luduresszuy unistinisinisdsznaasine aamnsanseianig i seniduaes
nsnszae aziinisuennisdszanananazdauiansisne eanllidulun (Node) Tausiay

v
v o A

upa1aazfiasni1slduinailsuoananatauiilauuae WranInnqd1A e anadalnng

= o , A o \ < - -
N leanwlug e memimﬂmﬂmml‘wﬂwﬂ@@mm Tuduraslasauusansauwas
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v
s

atiunstseyna i uuugnislienuialuniseanuwuuluseiuassnatgaraInisnAsLAN

a a o dl Y @ a ¥ o
‘WZ]IFIﬂﬁ‘ﬁ‘ﬁJLL@ZVIﬁVﬂQ‘H@Qﬂ'}?@'ﬂﬂLLUUIH?Z@U@MIWLﬂHiﬂM’]NLLu’JﬁﬂﬂlﬂﬁLLUUgﬂﬂ’]ﬁ‘Iﬁ’ﬂquq@

~lasses
* Metalayer
Application
layer
,‘/ E‘(Etl]flll" — ‘.k . 1
pmucsaca Vi 4 cm3 System layer
( ‘1“1} (\1‘“16 \&S \,j’ (OS/DBMS)
\" e
Nodel — X Node2 Distribution
?_,\_‘_} ’ (L h layer
CPUI CcpU2 | i cpU3
Hardware
\—‘ ,,,‘ LI 7‘ L — ,,,J Configuration

I } Protocol

ﬂ‘ﬁ 2.3 pndunusresasAlsznau lulsasssALIa9TE UL [16]

nMefuuANNIAIANT1a9Aa1aasne LA Tlunisiauuan i naestlsunes
szendl faein9LTu aeLIAnFAYadAaNE OrderEntryEmp @11190%N13 “create” 8aULANGA
284AANE ShopOrder LAzALLANAYAIARIE MIgEmp 411190119 “cut” WAL “pick” 88w

\anF89Aana ShopOrder 1 sananslugild 2.4

Employee

ShopOrder

*
create
cut
: pick

Right
cut
pick

*

%

OrderEntryEmp | MfgEmp ‘

*

Right

create

717 2.4 fretiereduuNINAANAT AT NNIANLUIARTeIRLILZU N T LW A [16]

2.1.61angLaxla(XMI: XML Metadata Interchange)

\@nidula ¥i98 XML Metadata Interchange[12] ulassainanimnignagnanany

WNLANANN ANEIEndianlea(XML: Extensible Markup Language) Tme Object
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Management Group (OMG) e ldifluntsninsgaunliluntsuanidaauiumnining
Taquiulagnianlfidlunimuinsgiulunisuaniasusuusiasanimuinialie duuea
TnglfFuanuiduninsgiuzes ISO/NEC 19503:2005 Information technology - XML
Metadata Interchange (XMI)
<3 T @ o’/l o =2 o o o A A 1

sluuunwnrendndidulatugnimuiaudsludaqiuneidungnldauedig
NA191919AR9e3dl 2.1.1 Geresfuivginueanaidu 2. x ilusiuly deldsunsua’g
wuyanaesdauluglullaqiusesiunisinduazdenanieyawuuataedlugluuuees
nudndidnleunurisau

o 1 =3 c & dl v o 1

et dndidn lenulaslifainuauninaanalaefiot el IwAaNg

duldiuanslugin 2.5 uaznwndndidnlenlmiullduandlugi 2.6

r 0..* CityModel
City Feature
4 = - dateCreated - Date
+cityMember
FAY
.-'l\
Road River Mountain

classification : Charac_terString centerLineOf: GM _Cunrne elevation - Integer
number : CharacterString

linearGeometry : GM_Curve

917 2.5 ununweanan lilusaagnalunisudaailunisdndidnle12]

<?xml version="1.0" encoding="UTF-8"7?>
<xsd:schema xmins:xsd="http://www.w3.org/2001/XMLSchema"
xmins:xmi="http://schema.omg.org/spec/XMIl/2.1">

<xsd:import namespace="http://www.omg.org/spec/XMI/2.1" schemaLocation="XMIl.xsd"/>

<xsd:annotation>
<xsd:documentation>PACKAGE: Cambridge</xsd:documentation>
</xsd:annotation>

<xsd:annotation>
<xsd:documentation>CLASS: Road</xsd:documentation>
</xsd:annotation>

<xsd:complexType name="Road">
<xsd:choice minOccurs="0" maxOccurs="unbounded”>
<xsd:element name="classification” type="xsd:string" nillable="true"/>
<xsd:element name="number” type="xsd:string” nillable="true"/>
<xsd:element name="linearGeometry” type="xsd:string” nillable="true"/>
<xsd:element ref="xmi:Extension”/>

917 2.6 Fratvdrunilirasn i dndidnlanudasanununinaaalugily 3 [12]
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2.2 AR aNLNe e

221 WUIAALNLLLLN UM NEALARLAZADIUNITUANNARINT b b utiniNe
T2 NNDI (Use Case And Non-functional Scenario Template-Based Approach To

Identify Aspects)

AKaR[17] Erauaniaiin ludovaasaausiasnis i ldutinnaald Tukaunin

o

gawna Tnelfviinistinauaueuuiu(template) ialdluntsiismanusiaanislalduiinngs
wanslugii 2.7

. S

Elicit requirements

Identify and define |
actors and use cases

Refine the use case [ Associate N Describe NFRs at key association
model |

points in the use case model

‘L Describe architectural policies I

i

| Identify aspects |

(@)

917 2.7 wuudwdunissryannsiesnislidlauiiadluununingawna17]

%Mﬁj‘zzﬁ’]ﬁm@mgﬂuﬁﬁ@ Describe NFRs at key association points in the use

case model Tngaznanafanisiiingtasliluiuunminatinannuannishdnmausiaanng

'
2 =

1 1Y dl [ ¥ o o a QI a 3 A A Y o
1%1‘]]‘1/11&’1'1/]LﬂuﬂQ’mlF]‘ﬂ\‘]ﬂ’]ﬁ‘VII‘I]@’]M?U‘ﬂﬁ‘]J’]EIL‘WNLIFKLIﬂ’]ﬁ“l/l’]\‘i’]lé‘l/ﬁ“ﬂi‘ﬁ‘llilqﬂﬂ')’]llsl‘ﬁﬂ‘]_lWJ’]ZLI

1 v
A ¥

4 dl | v 1 1 ¥ dl Y a
AaINITL UM Aetu mmmmmﬂﬂwmmzgn‘lﬁﬁﬂﬁmmﬂﬂumunqwg@Lﬂ@mu

slunuduanslugy 2.8

System Boundary

e
/" System, \ > ANTTN
{ development, or % __— /" Access,
\ software process communication, or \
'@Iated NFR/S/ info exchange —
— -~
— " related NFRs,~ "/ Functional™~,
o 7 T | requirements )
,,fEm\érna-ll\,\ / “—elated NF'R’}-/
-f\i_antity related ) / e
\NFBs_~— /
Actor Use Case

917 2.8 winwuugawangnunsnansiesnas i lauiinnie lesuna luwsazdon

AFalE17]
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dl Vv o o ¥ K ° QI 4 1 1 v tﬂl
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|
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adldluununngana Tnsusnninssinnainaaiusiesnisngnideuiuaclluen

LOULUAVBITEUL ANNYALAE ILEaTN1IMuAanslugly 2.9

Portl motorways network
User-Friendly Access

VRN

Wehicle Owne: -
Pay hill

. AN
User-Friendly fgcess System Clock
.

—

N

Vehicle Driver
Performance
_,—'-""'——FF.-’

717 2.9 wunngapangnunsnauiiaanis il lduiineldesune uusiazdon

ZaN
Register Vehicle / Banlk

AN
7

i

Ezit mot orway

Q

Pass Single Toll

AFalE17]

v v
o o

Fatfnati AN NINIURss tanuduil s uus TR @y sruuaznIng@en

v
TiRnae9s0nIN1sanziliausnneu AuiuamnliignAsuansa) NANRUS T8 LNUN TN 4

Ly <

aRANAIAAINUAN laensndresgdnwea luunean nszfasnisiwiuninganadiuly

ANNANFBINTTATNNNGA

q

a o

Y 3 | a o daj v dl % dl | v dl % I ] v dl
e EILﬂuﬁﬁﬂﬁuﬁﬂﬂuiﬂLﬂ@ﬁJIﬁNﬂ')’?llﬁl’ﬂﬂﬂf]ﬁ“ﬂL‘]J‘LMLL’W]LL@tﬂQ’WNmﬂQﬂ’WﬂNIﬁ]Vﬁ’WI

adldlunnuningaing e ligwmunaunsadinlassunlaasanlfdnatiug dauaeg
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1o A

14 dl [ ¥ dl 4 = 2 a A v 14 1 | v ndl 2
ﬂ'l’]ll[ﬁlﬂﬂﬂ’]ﬁ/]L‘]JLL‘WLL’]‘WGL@lﬂ’l’NNﬂ’]ﬁ‘LuuL@?NVﬁ“ﬂﬁlﬁ\‘i’]uﬂQ’]NMQQHW?1N1‘HMHWWUWQ AN

o
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WanwgansuaFliaseninaudiaanisuIntn mazgWmundslibnaazidundeanans

AN ARInI7 i ldntnn lulsazat1adn dasarnrsaniazlelFtineteazifuldniumnu

o

% A 6 ¥ a Yo a =2 v a ' o o o
mﬂﬂﬂqﬁlﬂmﬂﬂaiﬂﬂﬁu@?ﬁﬁﬂﬁq ﬂ@ﬂ1ﬁﬂﬁ@qﬂﬁﬂmﬂﬂﬂﬂiuﬂW?LﬂL@u@umuﬂﬁW%@Lﬂ@@WM?U

AHABINITANTUAY e IEuaninainaunaiuasusas A NRAIAN LU AN

I
s

HUAY

2.2.2nﬁiLLﬂaanﬂﬂﬁﬁqgﬂﬁﬂﬁ’\M%’un‘a‘z‘uqum‘mwq‘a‘ﬁqﬁﬁuﬂmuffumLfﬂu
MULAIABIARNALEIRLATIETRAZULLAADILALARANLUIAALANALE (Semi-formal
transformation of secure business processes into analysis class and use case models:
An MDA approach )

1
=

udse18] latauanglunisutdasaonnfesnisiilunszuaunisgsnan
dl v o ol/ ¥ 1 a o
NeadasiuaAnNduad e luslaasinun A adtAs sk kA N aLAg Tnslata iy
g1utiua89 Model-Driven Analysis: MDATnag1uadeilfiavndAnyaeengn g lunisdug
nsuaalneqaiEnsiuednisudanii vuwddetiaz Guiuiinisuiasain Business Process
Modeling Notations-Business Process Diagram: BPMN-BPD %\‘lLﬂuLLNuﬂﬂwﬁﬂmﬁ‘N‘ﬁgﬂ

Aeulned1edeainaimgduues uazduidaiazaulaludiurenszuaun1miegsng

v U
! v A { o

(Business Process) ﬁaqslué”mummﬁum (Security) tNIUULTENITAITNNUAININNTELIU

t2
a o A

1149374 (Business Process Secure: BPSec) faa1uidsiiiannilnanssulunisuilass

wanslugin 2.10

g 5 )
Mode_l Driven Transformations
Architecture
—_—
N M 200
Computation L
Independent
Model )
Secure Business Process
A
- QvT [/Check [ Refinement
} QVT ~Rulas , Rules Jf List Rules
' ™y
Platform Analysis
Use Cases
Independent Classes
Model L y
. A vy

917 2.10 annilmanssunisuiasain BPMN-BPD Hluuaunwaaaiinsziuay
LW ALAR[18]
Matnudde lAvanengildae C2C, C2P-1, C2P-2 Insasuneieiunawds ung

v 1
utagludausine Whenauanssitaterean1sulaslaa BusuAINUELNIN BPSec AILAAY
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Tugtn 2.11 wazsinnisutaaiiuuanuninaanalaaldng C2P-1 dsuansluglh 2.12 uas

wunngana taeldng cor-2 Asuandlugiy 2.13

Adminstration Area

Customer

External Institution
(e-debt collector)

Invoicing [@ Cash Desk
- L~ — - Debt
i
x Issue 1
( Consumption 5 A
v Invoice of ClientDebt ™ | ’ eceive Notice
S—y— f Notification of Debt
i pS— _ b(“( Receive Report
: i e . of Debt )}
: i e e . : lr
Rl sl |
. = (
Send Client ] 1 nt'l :=< %
1 1 ' Receive Report —
& 4 { Debt 1 D e of Debt k} Pay for Energy ™
/ Generate ™ ' . i — Consumed
Consumption . | H ! ; |
% ; Debt I Receive
: /o 2 e-Payment
H I
_____ : 1
[om } — ! A ]
Receive Report of Receive .}-—No— < & \/,,_._J 1
(o mm = A povmam [l :
} i3 e-Payments
Eomplre Clien
yomiaitos { Payments } :
—p— 1
P — 1
fﬁecelve Report of e~ [ = * Send R t of
Update Client” v« Paymemt ) ¥ Sﬂ:-x::: X ) e-Payment
Accounts } ¥ ¢ 24 SridaN '
2 . !
i |
[ )

External Institution

917 2.11 BPSec ldaannisutlasine’liing c2C [18]

Consumption

Administration Area

Recive Report of Debt ()
Recieve e-Payment ()
Send Report of e-Payment ()

le_Payments|

NonRepudiation

AcDg Element Name: String

AcDg Element Tt pe S‘Inng

Audit Register:

Security Role Desnnauun Name: String
Security Role Source Name: String

Debt

Payments

Client Debt Notification ()
Send Client DEmeP
Recieve Report a ment ()

Receive Payment

Invoicin
a CashDesk
[ Tssue Consumption Invoice (] |
Generate Consumption Debt () Receive Report of Debt ()

Send Report of Payment ()

Receive Report of e-| ayment 1]
Compare Client Accounts ()
Update Client Accounts ()

<<Integrity>>

<<AccessControl>>

ng E}emem _rgame:SString
lement Type: Strin

AudDgRegisler: gfolean g

SecurityRole

AcDg Element Name: String

<<NR-AuditRegister>>

AcDg Element Type: String
Kind Privacy: Privacy Type

AcDg Element Name: Siring
AcDg Element Type: String %
Kind Integrity: Protecction Degree

Costumer

Receive Notice of Debt ()
Pay for Energy Consumed ()

<<SecurityPermission>>

Security Role Name: String
Source Sec Req: Requirement Type

AcDg Element Name: String

Audit Date Receive: Integer

Audit Date Send: Integer

Audit Time Receive: Integer

Audit Time Send: Integer

Security Role Destination Name: String
Security Role Source Name: String
Transmission: Boolean

<<G-AuditRegister>>

AcDg Element Name: String
AcDg Element Type: String
Audit Date: Integer
Audit Time: Integer
Security Role Name: String
Source Sec Req: Requirement Type

AcDg Element Name: String

AcDg Element Type: String

Kind Permission: Permission Operation
Security Role Name: String

Source Sec Req: Requirement Type

<<SP-AuditRegister>>

AcDg Element Name: String

AcDg Element Type: String

Audit Date: Integer

Audit Time: Integer

Kind Permission: Permission Operation
Security Role Name: String

77 2.12 ununNAANETATZIN liAnnslEng C2P-1[18]



17

Integrity (high) in Payments

<<Pre conditions>> Security Role
<<Post conditions>> Audit Register

Check Special
—_ Identification b Permission
Enter <<incude>> ¢

4
I

‘.
Cash Desk Secure Role Make Tasks for ’f_ﬁlﬂctjde Make security
Allocated , High Permission \ backup
. ’
L '

Al

<<extendy> <<include>>“ #
: s N
r 7 =<include>>
'
1]

'
‘,éfextend-‘- \
Check bz _ Make Tasks for
Kind Protection Medium Permission
A
\
LY

5
===~ Audit Register
«Include:-:-,

rd
4

<<gxtend>>4 =

Staff . e
ake Tasks for )
Low Permission <<include=>>

U7 2.13 ununngawrain lfannnisliing cop-2[18]
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2.2.3nsmmuaANaaINIsANNauAdlagldlagnsaiaanuuglANNLA
(Defining Security Requirements using Grammar of Security Patterns)
a o dsj ¥ o s uI/ alx dl A d‘
NuAden[11] duauelansniauiivasaingliuuanuiiauasiATasien
i laennsainliundseansld Inasnulaslaensaiunainiiduen (Backus-Naur Form :
BNF) wavadiduen (Extended Backus-Naur Form : EBNF) TaRAANET A ABAINHEINI5N
= & v nI/ o o 1 a‘d‘ Y o
HevAlsznaudtuannuiiuaslugtllszlaantmdaing e Inssaetnsredlaainsninlifauans
Tumn319 2.3

-

dl o 1 = 1 ul/ 1 & 1% a
A3 2.3 C”]'J@EI’NL‘LE‘EI‘]_IL‘VIF;I‘LIV’Y)’]J\Iﬁl‘ﬂﬂﬂ”l?ﬂ"ﬂﬂﬂuﬂ\ﬂuﬂ@ﬂﬁqqﬂm‘ﬂﬂﬂqiﬂ'ﬁuﬂ’]?wa@u

UATIZLFIAY
ANABINITAINNUAIT L AAINNTS AINGBINITANNUAITLAAN
RV ) \AsRIRe
- All SE lab members must be - The service named, biometric
authenticated by using their finger authentication, should accurately
before enter to laboratory. recognize legitimate actors by using
- All SE lab members must be biometric.
authenticated by using their finger
print.

anadseEuidaudrAnyine Tunne leensnlaesudazuuuglmnudiaaiuag
#nn9szDeFnatianaanE N lAannsufitTyun(Example Resolved) Tasiusazuiiugilazs
nadnsnuansaiulmauuuglleansali  daedraduliensnidwmiunisesnuuy

uazlfsvannuiiasflsznaunandnAtyed 8 sennsnuanslumisiei 2.4 douaasloainsnl

ANNHUAY
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' G o a o
nanliennsny N13TTYFAIAUUAZNNTNGAUFAIAU

Naulanaunis | 1. JasaiBnnfidimualiugn aan GM71

1 2. 3a1i3n19ntAannde 1 azfiaald I&A Technique 11 “Identifier

and Password” Nigninuuaing GM72

[ a rdg/ v v o P o 1
ATREUNE VLQﬂWﬂ?muSL‘ﬁﬁluﬂW?@@ﬂLL‘LIU NN9494 LATN1IAANITNT LT TFANY

AMFUNNIUININNIIT YA RgAUFIAY

@ 2@ 5
LLNuﬂ'\Wﬁu‘lN AAINMNNUAN

transmission
distribution
ownership
Lifetime
Instance of

TagnnsmAMNNUAY

(1) Password-Design

(2) Password-Design-

Information

(3) Password-Design-

Name

(4) Password-Design-

Description

Password-Design-Information , “has value for
each following factor: ” , Password-
Requirements-List. , “." ;
Password-Design-Name , “is a password system
for”,

Password-Design-Description ;

? The name of the password design name is an
input from user ?7;

? The description of the password design name

is an input

from user ? ;
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(5) Password- = Password-Requirements , { “,” Password-
Requirements-List Requirements } ;
(6) Password- = Password-Constraints, “is” , Password-
Requirements Constraints-Info. ;
(7) Password-Constraints = [ “Instance of’ | “composition” | “length range” |
“lifetime” | “source” | “ownership” | “distribution” |

“storage” | “entry” | “transmission” |
“authentication period” ] ;
(8) Password-Constraints- = ? The information of password constraints is

Info. defined by user ? ;

a o (=3 1 o

A0 ﬂmmﬂugﬂl,mmmLLﬁim“Lqmmtﬁﬁ%%um@@@ﬂLLuumwmﬁﬂ@zﬂ@uzﬁmm
pausazuLLgiiy annsnti Ul luntsasaununneg Suueald uludauraslaannsal
AnsaenuULLAL F svasTLe avluRnIalingdui axtieedlsznoy 3 dould 1 lunns
A5NUNUNIN AR

1) Password-Design-Name feuflu Subject gaalaenngnd

2) Password-Design-Description Dl Subject Description 189kaenInd

3) Password-Constraints Dauflu Asset Description aaslagngnl

2.2 4nsugnsnuugilanusiuasinanisaenagidaueaita(Visualizing  Security
Patterns by Extending UMLSEC) W& N19A519UUUANARITTASIAS 19220 LS
ﬂ’nuﬁumiﬂﬂn’l‘mmﬂgL'SNLL@@ (Security Patterns Structural Model Construction by
Extending UML)
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sranngin llldeuluniseanuuuiazWmuigenduas Insaseunguuuugtlanuduns
Mannm 44 uuuglann 8 ngugtuuumnEnas lHun n139An1IAINIUAIEIANILAZNNT
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nadayan1elnseaiiauazdeyan1eaniduasresgtuuuanuduasdmivldlunisaee



21

o

gidnuaaiialiiaunsnasauagunsuansiayarasuuuglanduasld aananslungei
2.5

FIN319% 2.5 FratnautiuaaestassaisrasiuuglniseanuuuLay I sia[w

s18Ms s9azdea
dam asgnsdasmsaiis Jams ualdnumiardiwldadasany
= Y - w4 o
usun aaﬁnm’aamsmv\umlmanum:waamamum:’l'ﬁ’
. “ o ] T
swmsana | 1. mnsedanwsnazlilusiarim
2 = . S
da9nsnleann | 2. fmueaMuETaITRERL
S » o arrs
NSsanaualaay | 3- MURONUVDITHIHY
wasuuusil 4. Mwuaangmslinuuassiarin
= 2 doan —
5. Mwuauaeandanslumsldnusiaiim
6. MuuaITmslumsnsanshariu
7 ﬁ'wmm:u:nmmaamsﬁgﬁﬁﬁmﬂwu‘l’ﬁsv?avhu
8. Mmuaimslumsdsshaiuligldnu
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I&ATechnique Password
+techniquelD: Integer contain +passwordID: Integer
+techniqueilame: String <] +passwordName: String
+passwordDescription: String
) +composotion: String
: +lengthRange: String
!\ dependedOn +source; String
' +lifetime: String
s +ownership: String
PasswordPolicy +entry: String
- +authenticationPeriod: String
+passwordPolicylD: Integer +distribution: String
+passwordPolicyName: String +storage: String
+passwordPolicyDescription: String +transmission: String
+setPasswordPolicy() +setPasswordConstraint()
=l ° a
BaAad a1o5u1s
1&ATechnique Lﬂ»mmznlaamwﬁu’lumis:qua:ﬁg"lvfﬁ’mv.
PasswordPolicy Wuamavasnlounomamnusiars
d w o o .
Password uamaniivdayavassiariueag
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Security Requirement In Grammar defined

‘\ Use Case Diagram

I Subject ]
Subject Description )\ \
‘ Actor I

o >

| Main Use Case

Meta Data
: . /@*—’{ Sub Use Case
List of requirements extracted from the

solution of the pattern.
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MatiaInng - 4 ¥elumsutlasnmsssuaanaannfaglaginsalpnusiung
LﬂuLLNuqummmmm@%mﬂLﬂuﬁ@ﬂﬂ?ﬁm ANNUANUBN[19] wax [20] Lﬁ@ﬁ@%mmg
iasielulil

Create Use Cases Diagram

{ Set use case system name from security pattern name;

Input with security requirements with grammar

Make actor(]

For (i=1 to number of subject)

{ set information of actor[i] from information of subject[i] }

Make main_use_case[]

For (i=1 to number of subject description)

{ set main use casel[i] from information of subject description[i] }

Set relation of actor[] with main use case[] by association relation

For (i=1 to number of actor)

{ For (j=1 to number of main use case)

{ set relation of actor[i] associate with main use case[j] } }

Make sub use case[]

For (i=1 to number of requirements list)

{ set sub use caseli] from information of requirements list[i] }

Set relation of main use case[] with sub use case[]

For (i=1 to number of main use case)

{ For (j=1 to number of sub use case)

{ set relation of main use case[i] including sub use case[j]; } }

Output use case diagram }

o < = Y o
@Wﬂﬂ{]ﬂW?LLﬂﬂQV}LLﬂuW mu@iﬂuummmmmﬂmm’mmmmimmuumm
ﬂ’]ﬁ“ﬂ’ﬂﬂLL‘]J‘]JLL@&I%?ﬁ/@ﬂj’]u@’mlﬂ’]ﬁ"’I\iﬁ 24 08T 2.5 L‘]ﬂuLLNu.ﬂ’]W%'&Lﬂ@“ll’ﬂﬂﬂ'l’]w%lj’ﬂﬂﬂ’]?

ANTAsaInseanuuLnas lisanu Auanslugln 3.4



32

Password Design System

assign password storage

Password-Design-Description

assign password transmission

Password-Design-Name

assign password entry

assign password source

assign password lifetime

assign password distribution

assign password compesition

assign password length range

assign password ownership

assign password authentication period
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3.5

Meta Data

| Class

S

| Relation

List of requirements extracted from the ,{

solution of the pattern.

/|

dsznavlfaengtes 2 4 Taanisnesuie liifinneed 3.3

4

Sequence Diagram

\
‘Jl Actor or Object |

\“’ Message |
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MatiaInng - 2 falunsuilasnnmnsssuanAfidaudag lagnanianusiuag
Hhuusunmanduanansnesunaidusanesiiuie e unang swialuil
Create Sequence Diagram
{ Input with Meta Data
Make actor(]
For (i=1 to number of class)
{ set name of actor[i] from name of class[i]
Make actor[i] timeline }
Set sequence
For (i=1 to number of class)
{ If relation of actor[i] is depended on then
{ set actor[i] timeline to active;
Sent message from actor(i] to actor that depended on
Receive message from actor to actorfi] }
Else // in case of class have another relation
{ set actor(i] timeline to active
Sent message from actor[i] to actor ;
For (j=1 to number of requirements list)
{ Make relation of actorli] to self-message by adding message from
requirements list[j]}
Receive message from actor(i] to actor} }

Output Sequence Diagram }

1w o < i~ % o
mﬂﬂgmmﬂmmimmmuaiﬂuummmmmﬂmmmmmmim’muumm
A o 1 dl @ o o k4
N130ANUULLAL IEIWANTIUAINATITNN 2.4 1AL 2.5 LHULRUBATNAIALTRIAIINABINNG

AHIUASTEINNIRaNLLLLAY s iaRY Asuanslugii 3.6
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1&ATechnique Password Policy
T

! I
request password policy :

|
|
|
|
|
Y

sent password policy set password policy
'
e T T

request password information

| —assign password compaosition
| —assign password length range
—assign password source

PR

assign password lifetime

assign password ownership
| assign password entry

P

Lassign password authentication period

| assign password distribution

——assign passwt)rd SY(JrEi(__]H
| assign password transmission

sent password information
e B e L

gﬂ‘ﬁ 3.6 WA NAN LA LAGR R BINN T A TR TRENULL WA M s AR 1L
3.2.1.3 WHUMNARE
LB U VAR E AT LN A TIEEN 9N NN AT DA
@:Lmugﬂmmﬁummiﬁgﬁmu%ﬁu‘ﬁ Tagnanisunuludiuaesioys (wanvizias) AEann
lhennsnlrnasiupsasiyluusunmaananindy suiuifiseaedliasangdmiunisulas
WEUAINARNA (ﬁqﬁqmjwﬁmmﬁmﬁﬁ@ﬁ 3.2.2)
3.2.2 msiszanaling
Lﬁmmnﬁ”\ﬂqmmmimmﬁumLL@:LNW}mmmwﬁum&mﬁa’éﬂﬁymmLm'ugﬂ
AR c-ﬁ”\u‘fufwmmﬁnﬁ%&fwﬂqmmﬂmmﬁumLLazLummmmmﬁumiEﬁ
vt o lunnsaiuEun L ATLG L EUAZE e NN TR IUA AL EaINNT A LITUAY
Taeflenunnalhennsainnusiunsiou fetnaduniudasnisaudiunsmiglaannsal
pousiuAsd MU IRenuLLLar N sy alEifuaudasniasase il
Museum client validation is a password system for access to museum intranet has

value for each following factor: Composition is digit (0-9), length range is 4-6, source

is user, lifetime is one year, ownership is individual (personal password), entry is non-
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printing keypad, authorization period is each intranet session log-in, plus the end of
each period of workstation inactivity that exceed thirty minutes, distribution is
unmarked envelop by post, storage is central computer on-line storage as plaintext,
transmission is plaintext.[11]
519899nA19797 2.4 28992 deR 2.2.3 LaznIsBiAsIziaNniadiedt 3.1.2
ZQ’]N’]’J‘E]?JLﬂﬁ"?Zﬁ%‘i')uﬂitﬂﬂusﬂﬂ\‘lﬂfJ’mﬁ‘ﬂ\‘]ﬂﬁﬁ‘ﬂ’ﬂmﬁuﬂﬂsﬂﬂ\‘lﬂ’]ﬁ‘@ﬂﬂLL‘]_I‘LILL@%I?‘ﬁ?ﬁ/@fﬁJ"]u‘ﬁ
gt I lunsasnaununng duuealinel
1.  Subject Name Ag Password-Design-Name 1%ﬁu§uﬁmum%mwmm
WHUNINAAALAE A UFUAMUALD ALAIBTAIUTLLUUN TN ALAS WATUNUNINAIAL
2. Subject Description Aa Password-Design-Description I%Lﬂuqmmmw
NANAMTLUHUN TN ALAR
3. Asset Description A® Password-Constraints J4& 11 ¥un1uumvilu
AMANLTRAMTUUNUNINAAS
ﬁﬁlqmﬂﬁqm;mmm’m’mmiﬁmﬁmfumuﬁa‘mizqmuﬂizﬂ@uﬁ%ﬁﬂﬂl?ﬂﬁ
saselil
1. Password-Design-Name A8 Museum client validation
2. Password-Design-Description AR access to museum intranet
3. Password-Constraints
- Composition Aa digit (0-9)
- length range Af 4-6
- lifetime A® one year
- source A user
- ownership Aa individual (personal password)
- distribution A& unmarked envelop by post
- storage Aa central computer on-line storage as plaintext
- entry e non-printing keypad
- authorization period Af each intranet session log-in, plus
the end of each period of workstation inactivity that exceed thirty minutes

- transmission A8 plaintext
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1) WNUNINARNE ANNNTOTINANANLRAN 7] Sugiuldviunauanslugln 3.7

Password
. H-passwordiD - Integer
1&ATechnique :] contain L passwordName : String
+techniquelD : Integer H-passwordDescription : String
+techniqueName : String +composition : Integer = 0-9
i+length range : Integer = 4-6

Hlifetime : String = one year

Hsource : String = user

+ownership : String = individual
| dependedon +distribution : String = unmarked envelop by post
| I+storage : String = central computer on-line storage as plaintext
L +setPasswordConstraint{)

PasswordPolicy
+passwordPolicylD : Integer
+passwordPolicyName : String
+passwordPolicyDescription : String
+setPasswordPolicy()

917 3.7 uNUNINARE

2) wnun g ananduans gL 3.8

Password Design System

assign password storage

Password-Design-Description

assign password transmission

assign password entry
assign password lifetime

assign password composition

Password-Design-Name

assign password distribution

assign password length range

assign password ownership

assign password authentication peried
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Select Asset new 2 v Choose

Security Needs Identffication for Enterprise Asset

new 2 require integrity,availability, under the auspices of mission and goals financial health business process,

Asset Valuation

The asset valuation of new 2 is extreme in security requirement rating, high in financial value rating, and medium in business impact rating. So, overall impact value is
high

Threat Assessment

The likelihood of input threat action for new 2is low. lt's consequence is input threat consequence.
Vulnerability Assessment

The causes of input threat action is input vulnerability action which has very high severity level.
Risk Detemination

The qualitative risk for Input asset name is low.
Enterprise Security Approaches

Protect Integrity of Input asset name require medium level of prevention, medium level of detection, medium leve! of response.

Enterprise Security Services

Integrity of Input asset name requires detection at medium level of business priority with following service: access control,.
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Student RegisterUl

T
1: submitForm(studentinfo) ’ :

2: register(studentinfo)

Register

4: em gilBentMessage

3: [register==success) : sendEmail()

e PN

-——A

L
|
|
|

WHBAMAIAY E-SEQ-04 | udaunigaumziisuadiunidouiniangs=uy

9171 n.5 FAinguuBNINA AL

67



68

MNMANUIN U

LLNRI’I’]W%'&LF’]@ LAZLAUATNAN gf‘i.l@’]ﬂﬂg]ﬂ'\‘é‘l,l,ﬂ@\'i

Tunsldngnisudasiuaziiesdsznavldiaeloginsnivay wninimzesuuugy
A NiuAeu Asiulunianuani azuanennselagnsninandiae SanAuwEnInImg
AHITUATBILARZLLILTL WEBNTIILAAILNUNTNYALARLAZ LU INAAL d1uFLusas

dl Yo 1 oI/ o 1 d”
wuuginlgfuanngnisudas Tnauanaunguuuugtlaandiuag Assielili



69

1. A139ANITANNNUABIANTHATNNTIANITANNLALN Usynavudiag
1) NIITTYANNFIBINITANNITUAIRMTLRUN TN EIR9ANS anlagnnsainauueg

YAINIUIRL[2] LAZLNNIANFNANHNUAIIBIUIRL[3]

Security Needs Identification for Enterprise Asset

Identify asset
x
define asset
x Identify business driver

Define type of asset

Define relation
Asset

Identify properties of security

U7 9.1 LU INYALARTBINI9IXANABINNTANTUASA UTLRUN NS ANS

Asset BusinessDriver SecurityProperty Asset-SecurityProperty

| | |

S I l

> identify asset |

| |

| |

identify business driver :
|

|

/ITI define relation

, T
Identify security property :
|
| i
I
> define type
I
I
I
I

!

T
1 I 1
917 9.2 wunINaIALEIBIN9IT AN FBINIIAN NI A T UAUN N ReANg
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2)  nnuuayaA1duning aanlieinsninnusiuaesnuidan2] uaziunien

ANAINHHUAITIR99IUIA[3]

Asset Valuation

define security value

=
rate value

x

define financial value

Asset create estimate asset table

define business impact value

U7 9.3 WNUNINYALARTAINITINUUAYA A RUNINE

Asset AssetValue

T
|
define security value :

define financial value T

define business impact value T

create estimate asset table T

I aF
| |
| |

U7 9.4 WIUAINANALTBINITINUUAYARAIRUN TN
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3) msdsziiiuduanan anlaeninin NN LAIIeIUIAE[2] LAZINNIAGN

ANNHNUAIIDIIUIRLI[3]

Threat Assessment

define threat assessment create threat assessment table

Identify threat likelihood

identify threat assessment

Asset

Identify frequency of threat likelihood

define threat consequence

define threat source

define threat

U7 2.5 wunngararesnislssiiudaanaiy
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Threat ThreatSource | | ThreatConsequence

ThreatLikelihood

Identify threat | |

define threat source

5

> define threat
|

define threat consequence
; ~
| 1
|
> create threat assessment ta ble:

| |
} Identify threat likelihood
|

| |
Identify frequency of threat likelihood

|

|
e |
| |

I~ °o o =
;JJ“IJVI 1.6 LLNuﬂ’]W@’]ﬂU%@\iﬂW?ﬂ?ZLNuﬂﬂ@ﬂﬂ’]ll




73

4) n19dsziRunzLde anlan AN LAYIe99IUARE [2] WATLNNIAIAN

ANNHNUAIIDIIUIRLI[3]

Vulnerability Assessment

define valnerability collect information of threat assessment

Identify vulnerability define severity scale

Asset

create relation table between weakness and threat assessment

717 2.7 wunngairareanislasiun 10

Asset Threat Vulnerability SeverityScale

|

I s il
| collect infermation |
! !

|

|

|

|

|

information J_J |

r 2 - |
|

|

identify vulnerable

create relation T

define severity scale

T

!

o~ °o o N =
gﬂ‘V] 9.8 WHUNTNANALARINTTU LN UNEIAEN
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5)  ANTATUUAANNAIAIMHLAEN AN 198N RIAN NN LAIIENWARE[2] LAZLNNA

ANBINAINNHIANT R UIARI[3]

Risk Determination System

define risk determination

collect result

Asset
define relation
| )
a ° ! =
gﬂﬂ/] 2.9 Lmuqummmmrmmuummmmmm
| Risk | | Asset | | AssetValue | Vulnerability || Threat | | RiskScale I

i i i I i i
| < s I | | | |
| request information | | | | |
| 1 | | | |
| | | |
| | | |
sent information : : : :
| | | | |
request result : : : :
f i I |
| | | |
: | | |
sent result | | |
T T | | |
| | | | |
request result : : : :
t t L I I
| | | |
! | | |
sent result | | |
t t | |
| | | | |
: request result : : :
T | 1 |
| | | |
| : | |
| sent request | |
T T T T |
| | | | |
[l I | | |
> define relation ! | | :
| request risk scale | | |
1 ] Il Il 1

| | | |

| ' | |

| sent risk scale : :

1

| | | | |
| I | | |
> calculate risk : : : :
‘ | | | |
| | | | |
> show level of risk as a result : : :
L] i i | | i
| | | | | |
| | | |

| |
U7 2.10 ULHUNINAIALLBINIIANAUAAIAINHIRLS
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B8) HUIAAANNNLAIRIANT AN 1ENNTRIANTLAIIBNIUANE[2] WAZLNNIANAN

ANNHNUAIIDIIUIRLI[3]

Enterprise Security A pproaches System

define security approaches

Asset collect information

reviewn approach

select approach

collectriskvalue

JUT .11 UNUN N ALARTBIULIARAIINNUAIDIANS

SecurityApproach Asset Risk SecurityProperty | Prevention | | Detection || Response
| | | | | | |
| ared | | | | | |
|collect information | | | | | |
L | | | | |

| | | | |
| | | | |
sent information | | | | |
v | | | | |
| | | | | |
collect risk value information : : : : :
} L | | | |
| | | | |
! | | | |
sent information | | | |
+ T | | | |
| | | | | |
| | | | | |
> select security approach : : : :
| 1
| | | | | |
set security approach : : : :
i i 1
| | review : : :
- | | | |
| | | | |
| | | | |
| | | | | |
| | | 5 | |
| | | review | |
| | | 4 L |
| | | U |
| | | |
| | | |
| | | : |
| | | review |
| | | L
| | |
| | |
| | |
| | |

|
|
|
|
|
1
|
|
|
|
o

U7 2.12 UNUANAIALTDILWIAAAI TN UAIBIANT
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7)  1BN12A9NNUAIB4ANT AN eI nlAN N AN WARE[2] LATINNIANAN

ANNHNUAIIDIIUIRLI[3]

Enterprise Security Approaches System

define security approaches

Asset collect information

coll

review approach

select approach

ectriskvalue

U7 2.13 UNUNINEALARLBINITUINITANNNITUAIBIANT

o

SecurityApproach Asset Risk SecurityProperty || Prevention Detection Response
| | i | | | |
| e | | | | | |
|collect information | | | | | |
L ! | | | | |

| | | | |
| | | | |
sent information | | | | |
- | | | | |
| | | | | |
collect risk value information : : : : :
L L | | | |
| | | | |
| | | | |
sent information | | | |
. - | | | |
| | | | | |
| [ | | | |
> select security approach : : : :
| Ll
| | | | | |
set security approach : : : :
1 1 1
| | review : : :
L | | | |
| | | | |
| | | | |
| | | | | |
: : : review : :
| | | : : |
| | | U |
| | | |
| | | |
: : : review :
| | | L
| | | U
| | |
| | | |
| | | |

U7 9.14 WNUNIWAIALLDINILENIANNITUAIBIANT
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8) NM9RaAsrasENudauasdAng anliensninn NduAe99UIARI[2] LAzl

NIATAIANNNUASTDIUIRE[3]

subject

Enterprise Partner Communication System

identify information and sewvice

define partner communication

define solution
check external elements

identify channel
identily and protect communication channel

identify control

separate channel

identily management

717 9.15 unun N ARATEINIIARA1ITBIE N udIuRANS
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1) ANFBINIIN99EYIaTN1IRgAEEY A1 laansnin i uAILe9IAE

[2] LAZLNIAIATANNNUANLRIUIREI[3]

Top Package::I18A Sew icename

identification and A uthentication Requirement System

define bounday

identify factor

identily requirements

identily identification and authentication requirements

define relation

UM 2.17 WNUANEALAATEINITIZY WATNN TR

1&ADomain (| |&ARequirement

18AService

Asget

|
request information reques

|
) |
t information 1

sent i

nformation

request information
L]

sent information

sent information

> define boundary

| identify factors

request requirements

sent factor

sent requirement

> identify requirements

> define relation

!

U7 9.18 ULHBNNAIAUBBINNFIZUAZN 1T RGAUIFIAY
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2) NMNIABNNITABNULLNNIITYUATNINgalRIAL A nlaensninannsiunsLes

UIRE[2] WAZLNNIANANAIMNHLAIIRIIUIRE[3]

identification and A uthentication Requirement System

identily identification and authentication requirements

define relation
define boundary
identily factor

U7 9.19 UNUNNEYALARTBININABNNITDBNULLIEIMTUNNITEYUAZNNINGALIF 6

Top Package:|1&8A Sewn icename

identily requirements

A5 14305

’I&ATechnigue 1&ATechniqueProfile || 1&ADomain [I&AR_eguiremem |I&A5ervice Asset || DomainFactor || DomainFactorReauirement
1] T T T T

T
| request information | | |

L M request information *request information :

sent information

T
request information

! ] sent information
sent information

identify factors request requirements

sent requirement

! sent factor

sent information

> identify technique
|

!
> compare technique
|

set technique

Y

el sl sl — o

a o o o

U7 9.20 LU INAIALTBIMNAANNIEBNULILAIMTLINTTY WaE N TN AUIFAUEH TLR
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3)  nreenLUULaL1EIRdENY anTaennsalA NI LAIIENNUAINE[2] WAZINNIAN

ANAYNHNUAIIRNIUARL[3]

Password-Design-Description

Password-Design-Name

assign passwaord entry

assign password lifetime

assign password composition

assign password ownership

Password Design System

assign password storage

assign password transmission

assign password source

assign password distribution

assign password length range

assign password authentication period

U7 2.21 ununngaraesnadenniseanuuLwas 1 saciu



18ATechnigue

request password policy '

Password Palicy

sent password policy

request password information

82

Password

set password policy

sent password information

| __assign password composition

L assign password length range

L assign password source

L assign password lifetime

L assign password ownership

| assign password entry

L assign password authentication period

| assign password distribution

L assign password storage

| assign password transmission

317 9.22 wnunnaAuTesniadannisesnuuLwas LisianNaw
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4) NNAANNNTRDNRLLTIRR A0 181NIIANNHUASTBNIUINE[2] WAZLNNIAN

ANAINHHUAITIR99IUIA[3]

Biometrics Design A lternatives System

identily biometrics technique

identify technique

collect information

Top Package::|8A Sevicename

dl = a
;Jj“]JVl 92.23 LHUNINELALARUBINITRANLULTINA

BiometricMechanism BiometricCharacternistic || I1&ATechnigue || 18&ATechniqueFactor

request information

sent information

request information
]

sent information
|

request information
|

sent information

> review impossible biometrics

> choose appropriate biometrics

| |
917 9.24 UNUANAIALTBINTBBNULLTINE
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¥ K b4
3. NNIAUANNNTILNGDN Usznavusae
1) n13lia1ua a1nlaennsnlAuTuAIIaI9NLARH[2] WAZLNNIATANANITLAY

99117 [4]

Autherization Sy stem

set access right

Define protection obiect. Define who is authorized.

Top Package: Subject

Define access right.

917 2.25 ununIngatpaasnisignune

Subject ProtectionObject AccessRight

I
define projection object : prar .
, define access rig

~

LS
LIJ /I-Ir /I_L> define who is authorized
| |
|

917 9.26 wuunINAIAUBRINNT HEWIA



&5

2)  NM9ALANNITENTNTEILNLIYM Aa1nlaensniAnNEiuAT8991U3AE [2] LAzl

NIATAIANNNUASTBIWIRE[4]

Rele-Based Access Control

assign protection object

role-tbase authorization

assign access action

assign subject

assign access right

Top Package::Subject

assign subject group

assign role

917 9.27 UNUANYALARTBINITAILANNNTENTINAILNLAN

assign subject

assign subject grt_)up:

Subject SubjectGroup Role AccessRight ProtectionObject
I
|
|
|
|
|
|
|

S0 assign role

| |
| |
| |
| |
| |
| |
| |
| |
u assign access right : :

s

D assign access action

|

|

| : ; 3

| assign protection object
|

|

|

|
|
| Sl

|
917 2.28 uNuNINAIALTBINTAILANNIIEN DUTIINUN
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3)  AMNNUAINANETZAL AN Ie1NTIANNTUANIBNIUINE [2] LATINNIAIAN

ANNHNUAIIDIINUIRLI[4]

Multilevel Security System

multilevel security define trusted process

define protection object

Top Package:Subject define sukject category

define classification level

define protection object category

define subject clearance level

U7 9.29 UEUNNEAAATBIAINTUAIUAEITEAL

define subject category
I I

> define subiect clearance level

define protection object

define protection object category

I |
| |
| |
| |
| |
| |
| |
| |
| |
5 | |

D define classification level

define trusted process
|

|
|
|
. | U
. [ . | [
U7 9.30 LHBNNAIALBBIANNNLAINAN T AL
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4) N19AIRFAUNIEDNENEINT AN IENNIAIANNNUAIUBNNUANE[2] AL

NIATAIANNNUASTBIWIRE[4]

Top Package::Subject

check authorization role

request for authorization

Reference Menitor Sy stem

request protection object

check authorization

917 9.31 ununngalngasniInagaunisdinfminens

Subject

ReferenceMonitar

i Request

1

accept or denind request r_I(

Request

AuthorizationRule

Authorization

Request

sent protection object and access type

check authorization rule exist

|

|

| |

accept or denind request|

check authorization

send exist

917 9.32 uaunInaAUBeINIIAIIAdaUNNTENDanINeINg
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5)  ANTANMBARY WALLNUIY A1n 1081030l N T A IENIWARE [2] WAZLNNA

ANBINAIINHIANTIRINUIAR[4]

Role Right Definition System

define role rignt

define role privilege

define protection object

Top Package::Role

dl o = Qr Y o
qil;‘]J'VI 2.33 LLN'L!ﬂ’TWEqIJ’&Lﬂ@ﬂﬂ\iﬂ’]?ﬂ’]ﬂﬂﬂ’&%ﬁlﬂﬂﬂﬂﬂﬂ’w}

Role ProtectionObject RolePrivilege

define protection object to access :
1

N

| |
| |
1
U /L define role privilege :
| U
|

I
dl o o o a Qr Y o
qﬁlj“]J‘V] 2.34 UWHUNMNAIALLRINITAINUUARYE AL LNLN
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4. aotimanssnlndnead Usznavusiog
1) IWdreasnsaswiaing anlaensaiA N UANIANIUAR[2] LAZINNIATAN

ANNNNLANUBIINUIAE[4]

Packet Fitter Firewall System

Request forsevice )
request sewvice from local host

define external host

check request by rule

Top Package:ExternalHost

sentrequest sevice

U7 2.35 ununnganazes idreadnseduiaing

Role ProtectionObject RolePrivilege

define protection object to access :
1

~

|
| |
1
U L define role privilege :
| U
| |

917 9.36 wuunnaAuBasWgadnsasuRAINa
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2) Wdqeadd3afauny a1nle1nsaiA N TUAIIA9NUANE [2] LAZLNNIATIAN

ANNHNUAIIDIINUIRLI[4]

Top Package: ExternalHost

> define external host

request for service

Packet-Based Firewall System

Request forsenvice

define external host

filter request

sent request sevice

request sevice from local host

check request by base rule

sent request to proxy

917 2.37 ununnganavasiWdreadidsiaunuy

PrcketBasedFi Bradh icationRuleR

request service

> filter request

check service

denied denied accept or denied

request for service

917 2.38 wnunnafunesiidieadiiesiaumnu

send service : send service
|
|
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3) WA9a81 398071z anten7alA N UAITRIIUARE [2] LAZLNNIATAN

ANNNNLASABIINUNAE[4]

Stateful Firaw all System

Request forsevice request sevice from local host

check request by state table

filter request

917 2.39 wnunngatnaaedlnreafiaeaniuy

define external host

Top Package:: ExternalHost

sent request sevice

ExternalHost LocalHost

> define external host

request for service

StatefullFirewall StateTable

> filter request

|
|
|
|
|
|
|
|
|
|
|
) |
check service |

]

request for service

denied accept or denied

———— ]

N

senb service

Llf |

U7 2.40 urunnaAuaesiideaditaniuy
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1. N1IANITANHNITUAYANANILATANIIANITANNLALN Usznatifoe

1) NI9TTYANNABINIIANNNUAA T LRUN TN R9ANS

1.1 fiaetieAnufiaanisnszymnloginsaiaausiasnig

Employee data require confidentially, integrity, accountability under the

auspices of laws or regulation.[2]

1.2 LHUNTNEALAA

Asset

Security Needs Identification for Enterprise Asset

Identify asset
x
define asset
* Identify business driver

Define type of asset
Define relation

Identify properties of security

1N A1 WHUNNEALAATDINTIEL AN FBINITAN NN UAIAUTLRUN N BANS

1.3 WHNINAAL

Asset

BusinessDriver SecurityProperty Asset-SecurityProperty

_> identify asset

identify business driver
|

| define relation

:
T

Identify sec'urity property

!

|

!
:> define type

|

|

|

|

- L :

U7 A.2 WNUNTNRIALLRINTIEYANABINITANITUAAMTLAUN TN B3RS




1.4 WHUNTWARNA
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BusinessDriver

need +driverID: Interger
1= +driverName: Laws or regulation
A
' dependedOn
1F
Asset SecurityProperty

+assetlD: Integer

have

+assetName: Employee data
+assetType: String

+propertyID: Integer
+propertyName: String

Asset-SecurityProperty

+assetlD: Integer
+propertyID: Integer

U7 A.3 WHUAWAIALIBINI9IXATNEBINTANTUAA M LR UNINETRIANS
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2)  NIIUUALARIRUNTNE
1.1 ﬁq'aﬂ'wmfmﬁmmiﬁ'izqmuhmmnﬁmmﬁmms
The asset valuation of museum employee data is very high in security
requirement rating, medium in financial value rating, and very high in business impact
rating. So, overall impact value is very high.[2]

1.2 WNUNINLALAR

Asset Valuation

define security value

*
rate value

define financial value

Asset create estimate asset table

define business impact value

LN A4 LNUNTNYALAATBINTITZL AN FBINIIAINNUALAAAUNINE

1.3 WHUNTNANGL

Asset AssetValue

T I
| |
|
|

B define security value

define financial value T

define business impact value T

create estimate asset table T

I aF
| |
| |

JU7 A.5 WHUNWAIALTBINI99XANFBINIANUUAYAANRUNTNET



1.4 UWHUAIWAAA

Asset

+aseetID: Integer
+assetName: museum employee data| 1.,

97

AssetValue

+securityValue: very high
+securityDescription: String
+finandalValue: medium
+finandalDescription: String
1 | +businessValue: very high

+assetType

+businessDescription: String
include +overAllValue: very high
+overAllDescription: String

+calculateOverallvalue()

JU7 A.6 WHUNIWAIALTBINI99XANABINIANUUAYAARUNTNET
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B399 A.3 AT RAMFUNITATIAR LN AN USUAZ ANUNETDIUNUN WL ALAR

WtansAsIaaaL ANBUTANNYN | AINYNARITLAATY
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3) nssziliusdupnau

1.16hae9ANFiesN1snszyanlaensniavufieanis
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The likelihood of data entry error for museum employee data is very high. Its’

consequence is corruption of information assets.[2]

1.2 UHUNTNEYALAG

Threat Assessment

define threat assessment

identify threat assessment

Asset

define threat consequence

define threat source Mefinie threat

create threat assessment table

Identify threat likelihood

Identify frequency of threat likelihood

717 A.7 uuNINgARAT89NI9TEY AN FIBINTTLsTIW AN AN

1.3 WNUNTNANAL

Asset Threat ThreatSource | | ThreatConsequence

Threatlikelihood

Identify threat ! I
b define threat source

> define threat
|
define threat consequence

I

|

. U
> create threat assessment table:
|

I
I Identify threat likelihood
| I

| |
Identify frequency of threat likelihood

I I

A T

| |
g | |
| | |

B O o S
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1.4 INWNTNARNR

Asset Threat ThreatSource
§ 1% 1% = cause
+assetID: Integer +threatID: Integer +threatSource: Integer
+assetName.. museum employee data +threatName: dgta_ent{v error| ;= | 4 = |+threatSourceName: String
+assetType: String +ThreatDescription: String '
e
takeEffect

ThreatLikelihood

ThreatConsequence
+threatLikelihood: Integer
+threatConsequencelD: Integer +threatLikelihoodName: String
+threatConsequenceName: String | 1, = +threatlikelihoodValue: Integer
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4)  nstsziiunnazides

4.1 feteannsieanisnszymslaginsninansiesnts
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The causes of museum fire are failure of fire alarm system which has extreme

severity level, failure of fire suppression system which has very high severity level.[2]

4.2 WHUNTINYALAZ

Vulnerability Assessment

define valnerability

Identify vulnerability define severity scale

Asset

create relation table between weakness and threat assessment

collect information of threat assessment

JUN A.10 WNUNINALAATBINIFTZAYINADIN1IANNBASAMFLRUN T NETR9ANS

4.3 WHBNINAAL

Asset Threat Vulnerability SeverityScale

| |
I <
| collect information |
1

|

|

|

| |

. ‘ |
information U |
g |
|

identify vulnerable

create relation T

define severity scale

Sl

o

i 1
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4.4 UWHUNINARE

Asset

+assetlD: Integer
+assetName: String
+assetType: String

SeverityScale

+severityScaleID: Integer
+severityScaleName: String

103

Threat

L.* | 4threatiD: Integer

+threatName: String
+ThreatDescription: String

contain

1”::

Vulnerability

specify

+severityScaleNumber: Integer
+severityScaleDescription: String

+vulnerabilityID: Integer
+vulnerabilityName: fire alarm system

+setVulnerability )
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5)  NIIAMUUAAINNAIANNIAEN

5.1 fieteanfiaansnszyanlaansninangieanis

The qualitative risk for museum collections and exhibits are extreme.[2]

Asset

{

9.2 LHNUNINEYALAA

1

A
N

Vulnerability Assessment

definevalnerability
collect information of threat assessment

Identiiy vulnerability
define severily scale

create relation table between weakness and threat assessment
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5.3 LHWNINAAL
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RiskScale

Risk Asset Asset\alue Vulnerabilit Threat
| | | | |
| ; o | | |
| request infarmation | | | |
I ! | | |

| | |
| | |
sent information | | |
& | | |
| | | |
request result : : :
t L | |
| | |
' | |
sent result | |
t T | |
| | | |
request result : : :
H | 1 |
1 T
| | |
' | |
sent result | |
t |
| |
request result :
h
|

sent request

> define relation

request risk scale
|

1
sent risk scale

|
| |
calculate risk :
|
| |
| I
> show level of risk as a result
| '
- | |
| | |
| | |

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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5.4 WNUNTWARA

ThreatConsequence

+threatConsequencelD: Integer
+threatConsequenceName: String

AssetValue
+securityValue: Integer
+securityDescription: String Asset
+financialValue: Integer ckide tassetiD: Integer
ﬁz:::zz:;ztﬁ;plgots'ggtﬂng + : museum collection and exhibits
+overAllValue: Integer 1 1.1¥" |iasseliype:sting
+overAllDescription: String
+calculateOverAllvalue()
1 1.*
A
i indude
indude
dependedOn
1%
1
Risk Threat

+threatiD: Integer
+threatName: String
+ThreatDescription: String

+assetRiskValuelD: Integer
+assetRiskValue: extreme

cause

ThreatSource

+threatSourcelD: Integer

ThreatLikelihood

+threatiikelihoodID: Integer
+threatLikelihood: String
+threatiikelihood: Integer

+threatSourceName: String

+calculateRiskvalue()
¥ b
specify contain
1
L=
RiskScale
Vulnerability

+iskScaleID: Integer
+iskScaleName: String
+iskScaleRange: String

+vulnerabilityID: Integer
+vulnerabilityName: String

SeverityScale

13§ 1

+riskScaleDescription: String +setVulnerability ()

specify

+severityScaleID: Integer
+severityScaleName: String
+severityScaleNumber: Integer
+severityScaleDescription: String
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6) WUIAAANNNUAYRIANT

1.1 Fheteandiesnisissysinlaensninainsiesnis

109

Protect integrity of employee data, financial data require high level of prevention,

high level of detection, high level of response.[2]

1.2

LHUNINEALAR

Asset

Risk Determination System

define risk determination

define

refation

JU7 A.16 WNUNINRIALARTANNIFTZAINABINTANIBASAN LR UNTWETR9ANS

o o/
1.3 LHUATNRIAL
SecurityApproach Asset 15K SecurityProperty || Prevention Detection Response

:collect information
1

sent information

collect risk value information
Il

Ll
sent information

> select security approach
' Ll

set security approach

—_———————————

review

U

review
|

1

L
|
|

|
|
|
: review
1
|
|
|
|
1

!
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1.4 UWHUAIWAAA

SecurityProperty

+propertyID: Integer
+propertyName: String

110

Prevention Detection Response
+preventionID: Integer +detectionID: Integer +responselD: Integer
+preventionName: high +detectionName: high +responseName: high
+businessPriority: String +businessPriority: String +businessPriority: String

1.%

indude ¥ile

SecurityApproach

R Asset
5 indude +assetD: Integer 1.% 1,,* | +approachiD: Integer
ﬁssewstza:ueFD. Integer ; employee data e | +approachName: String
+assetRiskValue: Integer 1 1 |+assetType: String +approachDescription: String

+calculateRiskValue()

include +setApproach()

k1l
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7)  USNN9ANNNUANRIANT

7.1 Faeteannfieananszynnlaeinsniaausieanis
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Integrity of employee data requires prevention at high level of business priority

with following service: I&A, access Control, accounting, security management.[2]

7.2 UHUNINEALAE

Asset

Enterprice Securtty A pproaches System

define security approaches

review approach

select approach

collectriskvalue

JU7 A.19 WNUNINRIALARTEINIFTZLAINADINIANNBASANMFLRUN T WETRIANS

7.3 LHUNINATAL

SecurityService Asset

SecurityProperty

Prevention Detection

Response

T
|
: collect information

sent information

> define security service
[

set security approach

D AR S SRt 8 |

4
|
|
|
|
|
|
|
|
|
|
|

review

1]

review
|

review ITl
|

-
|

i

U7 A.20 UNUAINANALTRIN9TTYAINABINITA NI LAIAMTLRUN NS B9ANT




7.4 IWNUNTNAANA

SecurityProperty

+propertyID: Integer
+propertyName: Integrity

have

Asset

+assetID: Integer 1.%
+assetName: employee data

Prevention

Detection

+preventionID: Integer
+preventionName: String
+businessPriority: high

+detectionID: Integer
+detectionName: String
+businessPriority: String

indude

indude
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Response

+responselD: Integer
+responseName: String
+businessPriority: String

SecurityApproach

+assetType: String

indude

SecurityService

protect

+securityID: Integer
+securityName: String

+setService()

+approachiD: Integer
+approachName: String
+approachDescription: String

+setApproach()

A

dependedOn
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8) nsieansvesdiiiiudouesdns
8.1 ﬁfafatmm’mﬁmm@‘ﬁizqmﬂwmanﬂmmﬁmma
The marketing of EST company, who acquire ReaderRole, can access the
database sever of MGT company by using X.400 message for retrieving and exchanging
payment transaction. This access requires I&A service named, [A-
ExternalExchangePayment. Moreover, this access can be schedule or automatic
operations which define my system admin.[2]

8.2 LHNUNINEALAA

Enterprise Partner Communication System

defing partner communication identify information and sewvice

subject

define solution

check external elements

identify channel

identify and protect communication channel

separate channel

identify management
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8.4 INUNTNAANR

CommunicationChannel
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SecurityProperty

+propertyID: Integer
+propertyName: Integrity

1.%
+channelD: Integer
+channelName: String have
+channelType: String
+channelDescription: String
+setCommunicationChannel()
Asset
s +assetID: Integer
+assethame: employee data
{Type: Strir *
ExchageMethod ISR L
+exchangeMethodID: Integer p authenticate
+exchangeMethodName: String [ ~==""""""""""""777"T7 identify
+setExchangeMethod() L
access
1%
1.5
= L.
ServiceTerminateion SoerprCiripey T&AService
: Role
+serviceTerminateionID: Integer perform :g:m::ﬁ;:gg;;g +memberOf use +IRAID: Integer
+serviceTerminateionName: String +partnerType: String +rolelD: Integer +I&AName: String
+serviceTerminateionDescription: String [ 1 = 1% ﬂ:artnerAddréss: String feaieas 1,,= | #oleName: ReaderRole 1 1.* | +18ADescription
+setServiceTermination() +setPermission() +setService()

1 6
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2. nesryuarn1aNgalfamu sznaufog

1) AINABINITNIIITYUANNTNGAFIMY

1.1 Fetneannsiasnisiszyaxlaananinanuieanis

119

The client validation service for protection the bogus user to access the system

shall accurately detect imposters, accurately recognize legitimate actors, and minimize

time and effort to use.[2]

1.2 WNUNNEELAS

Top Package: |&A Sev icename

identification and A uthentication Requirement System

define boundary

identify factor

identily identification and authentication requirements

define relation
identily requirements

U7 A.25 LN INEAAAT8N199TYAINGBINIINITTYIAZ N INGAA AL

1.3 WHUNTNANGL

DomainFactorRequirement

[T g [ ) [y e
| | |

|
request information request information

sent information

request information

sent information

sent information

i

> define boundary

| identify factors

request requirements

sent factor

sent requirement

> identify requirements

> define relation

2ap —[

|
|
|
|
|
|
|
|
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1.4 UWHUAIWAAA

DomainFactor I&ARequirement
. I&ADomain
+factorID: Integer ShaveEfRc +requirementID: Integer iy
+actorName: String +requirementiame: String ++domainID: Integer
+factorDescription: String i : 1= | #equirementDescription: String 1e 1= | tdomainName: String
i = 4 +domainDescription: String
+setl8ARequirement()
A
DomainFactorRequirement
+domainFactorRequirementID: Integer g
+domainFactorRequirementName: String \ dependedOn
+setDomainFactorRequirement() i

Asset I&AService
+assetID: Integer e +I8AID: Integer
+assetName: String +I&AName: dient validation
+assetType: String 1.% 1,.* | +I&ADescription: protection the bogus user to access the system
+setService()
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2)  NNABNNIIIBNLLLNNIIL LA NNINGAUFIAY
2.1 ﬁq'aﬂ"mmfmﬁmmiﬁ'izqmuhmmnﬁmmﬁmms
The client validation service for protection the bogus user to access the system
shall accurately detect imposters, accurately recognize legitimate actors, and minimize
time and effort to use by using identifier and password and biometric.[2]

2.2 WHNUNINEYALAA

Identification and A uthentication Requirement System

identily identification and authenticaticn requirements

: define relation
define boundary

Top Package:|&A Sev icename

identily requirements

identify factor
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‘ 18&ATechnique
T

|18&ATechniqueProfile
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i 18ARequirement
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| 1&AService

"1

set

” DomainFactor

DomainFactorRequirement
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DomainFactor
+factorID: Integer
+factorName: String
+factorDescription: String
1.%
DomainFactorRequirement
+domainFactorRequirementID: Integer
e +domainFactorRequirementiName: String
Asset setDomainFactorRequirement()
=
+assetID: Integer Ly
+assetName: String
+assetType: String I&ARequirement
I&ADomain
+requirementID: Integer specify
+requirementName: String +domainID: Integer
+requirementDescription: String 1% 1% +domainName: String
B = a ** | +domainDescription: String
+setl&ARequirement()
7
use e 1% I&ATechniqueProfile
P S +profilelD: Integer
- e depefiedOn ASMabIeROr [onmnsonnnarans +profileName: String
" - 1= +setTechniquePRofile()
I&AService
+1AID: Integer 38 e ABATCriokne
+1&AName: dient validation P | +techniquelD: Integer
+1&ADescription: protection the bogus user to access the system +indude +techniqueName: identifier and password and biometric
+setService()
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3)  N1FRBNLULLAY MiTHAENY
1.1 ﬁq@fjwmfmﬁmmiﬁ'izqmu%mmnﬁmmﬁmmi

Museum client validation is a password system for access to museum intranet has
value for each following factor: Composition is digit (0-9), length range is 4-6, source is
user, lifetime is one year, ownership is individual (personal password), entry is non-printing
keypad, authorization period is each intranet session log-in, plus the end of each period
of workstation inactivity that exceed thirty minutes, distribution is unmarked envelop by
post, storage is central computer on-line storage as plaintext, transmission is plaintext.[2]

1.2 WHUNINLALAR

Password Design System

assign password storage

-2-3)

Password-Design-Description

assign password transmission

Password-Design-Name

assign password entry

assign password source

assign password lifetime

assign password distribution

assign password composition

assign password length range

assign password ownership

assign password authentication period
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I&ATechnigue Password Palicy Password

T

_ll. '
s |

request password policy |

SRR T
|

request password information

T
|

sent password policy set password policly
|
|
|
|
1

sent password information
Ko A

L assign passwaord composition

| assign password length range

L assign password source

L assign password lifetime

L assign password ownership

| assign password entry

| assign password authentication period

L assign password distribution

L assign password storage

| assign password transmission
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Password

contain

I&ATechnique

+techniquelD: Integer
+techniqueName: String

+passwordID: Integer

+passwordName: Museum dient validation

+passwordDescription: access to museum intranet

+composition: digit (0-9)

+HengthRange: 4-6

+source: user

<] _______________ +Hifetime: one year
+ownership: individual (personal password)

+entry: non-printing keypad

) +authenticationPeriod: each intranet session log-in

+distribution: unmarked envelop by post

: +storage: central computer on-line storage as plaintext

! +transmission: plaintext

E dependedOn

+setPasswordConstraint()

PasswordPolicy

+passwordPolicyID: Integer
+passwordPolicyName: String
+passwordPolicyDescription: String

+setPasswordPolicy()
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4.1 frataannfiesnisnszynwlaainsninaugieanis

The client validation service for protection the bogus user to access the system

use following biometric approach: hand geometry, finger image as I&A procedure.[2]

4.2 UHUNNEALAY

Top Package: |8A Senicename

a

identily biometrics technique

Biometrics Design A lternatives System

identify technique

4.3 WHWNINANAL
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BiometricMechanism

BiometricCharacteristic

1&ATechnigue

18&ATechnigueFactor

request information

sent information

request information
|

sent information

request information
|

sent information

raview impossible biometrics

choose appropriate biometrics
|
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4.4 UWHUAIWAAA

1&ATechnique

+techniquelD: Integer
+techniqueName: String

contain
BiometricMechanism I&ATechniqueFactor
+biometricMechanismID: Integer +haveEffect +techniqueFactorID: Integer
+biometricMechanismName: hand geometry +techniqueFactorName: String

+biometricMechanismDescription: String 1% 1,.* | ttechniqueFactorDescription: String

+setBiometricMechanism()

'
'
'
.
'
'
'

BiometricCharacteristic

+hiometricCharacteristicID: Integer
+biometricCharacteristicName: String
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3. nsavuANnadings Usenauson
1) n1gldianuna
11 fhethennufeanisiszymalaannsalaaufieanis
Pharmacists cannot modify the patient records.[2]

1.2 WNUNNEELAS

Autherization Sy stem

set access right

Defin profecion object. Define who is authorized.

Top Package: Subject

Define access right.
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Subject ProtectionObject AccessRight

define projection object : o o
, define access rig
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ProtectionObject

+protecttionId: Integer
¥ +protecttionName: patient records

Subject
: isAuthorizedFor
+subjectld: Integer .
+subjectName: Pharmadsts| = .
AccessRight

-accessType: cannot
-predicate: modify
-copyFlag: String

+checkRights()
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1.1 Fhetpndiesnisissysinlagnsninainsiesnis

Pharmacists group who obtain read role can read and create report only of patient

record.[2]

1.2 UWNUNNEELAS

Top Package:: Subject

role-base authorization

~
~

assign subject

assign subject group

Rele-Based Access Control

assign protection object

assign access action

assign access right

assign role

U7 A.40 LEUNNYALAATDINI93¥LAINARINIINTAILANNSEN DTS UINLIM
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Subject | | SubjectCategory

ProtectionObjectCategory | | IrustedProcess

define subject category
| L.

> define subiect clearance level

define protection object
]

I I
| |
| |
| |
| |
| |
| |
| |
| |
5 | |

define protection object category

LD define classification level

|
define trusted process |

ol

LN .41 LU IWANALII8INNI9EY AN ABINNINITAILANNNTENTENLINLAN




1.4 UWHUAIWAAA

AccessRight
jectG -accessType: read and create AdminRight
S b predicate: Sting 0 K [-------
+subjectGroupID: Integer ~copyFlag: String
= | +subjectName: Strin = >
memberOf ; 2 +chedRight()
memberOf
Sbject Role ProtectionObject

memberOf

+subjectID: Integer
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+rolelD: Integer
+roleName: read i

£

CompositeRole SimpleRole

+subjectName: Pharmadists

® *

isAuthorizeFor ¥

+protectionObjectID: Integer
+protectionObjectName: patient record

AdminRole

+assignRule()
+assignRole()
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3) AT UAIMANE TLAL
3.1 l;*T’J'af;iNm’mﬁmmi‘ﬁizqmmhmmnﬁm’m’m’mmi
Medical soldier which has a high clearance level can access the biometric
laboratory which has a high classification level by using personal secured card.[2]

3.2 LHNUNINEYALAR

Multilevel Security System

multilevel security define trusted process

define protection cbject

Top Package:: Subject define subject category

define classification level

define protection object category

define subject clearance level
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3.3 LHUAINAAL

define subject category
| |

> define subiect clearance level

define protection object
!

define protection object category

>

'LD define classification level

|

|

|

| |
| define trusted process

|

|

|

|

|
| |
|
| | U
. | I |
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TrustedProcess

+trustedProcessId: Integer
+rustedProcessName: using personal secured card

assignLevel

Subject

+subjectld: Integer

canAccess

assignLevel
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ProtectionObject

+subjectName: Medical soldier

catagorize

SubjectCategory

+dearancelevel: high

+protectionObjectid: Integer
+protectionObjectName: the biometric laboratory

catagorize

ProtectionObjectCategory

+dassificationLevel: high
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4) NN9ATIAGDLNITENDINENENT
4.1 frataannfiesnisnszynwlaainsninaugieanis
Somsri, who acquire nurse role, is authorized to read the medical orders.[2]

4.2 BHUNINYALAZ

Reference Menitor Sy stem

check authorization role
request protection object

Top Package: Subject
check authorization

request for authorization
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4.3 LWHUNINATAL

Subject Referencelonitor Request || AuthorizationRule Authorization

| Request | |
1 | |
|
1

Request

sent protection object and access type

check authorization rule exist
!

| | check authorization

| I

l |
accept or denind request) send exist J
accept or denind request I_L[‘( t T
T | | [

| | | | I
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Subject

+makesRequestTo
+subjectld: Integer

ReferenceMonitor

+subjectName: Somsri| =

+referenceMonitorld: Integer
+referenceMonitorName: String

exists
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AuthorizationRule

Request

‘equestProtectionObject()
‘equestAccessType()
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5) NI RNE L ULNLN
5.1 ﬁl"'a'af;l"]ﬂmmﬁmmi‘ﬁlizqmu%mmnﬂmmﬁﬁmmi
Manager role can perform following tasks: manage items, order items for digital
item management system.[2]

9.2 WHNUNINEYALAA

Role Right Definition System

define role right

define role privilege

define protection cbhject

Top Package:Role

7L A.49 UNUNINYAAATBINITIZYAINABINIINITAIMUARNE WITLLNUN

4

5.3 LHUNINAIAL

Role ProtectionObject RolePrivilege

; . |
define protection object to access |

|
| |
1 1
U L define role privilege :
|
|

|
o
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Role
accessto

ProtectionObject

+olelD: Integer
+oleName: Manager| * : =

+protectionObjectd: Integer
+protectionObjectName: digital item management system

RolePrivilege

+olePrivilegeld: Integer
+olePrivilegeName: manage
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5. aonilmanssnIndaeas Usznaubion
1) IWdreadnsequiang
11 fhethennufeanisiszymalaannsalaaufieanis
The requests from 192.22.4.4 are permitted to access 192.200.17.1.[2]

1.2 WNUNNEELAS

Packet Fitter Firewall System

Request forsevice )
request sewvice from local host

define external host

check request by rule

Top Package:: ExternalHost

sentrequest senvice

U7 A.52 LU NEAAATDIN93Y AN BN INAIaARN IBIUWALNA

1.3 WHUNINATAL

ExternalHost PacketFiterFirewall | | |[PRuleBase || LocalHost

i
> define external host

L
request for service

check service

|
|
|
|
|
|
|
1
accept or denied J

denied

request for service

send service send service

T
, |
917 A.53 WHUAWAIALIIBINT9TEANEBINS AIeaaNsagURALNS
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!
|
|
}
|
|
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ExternalHost requestService

PacketFilterFirewall
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requestService

LocalHost

+address: 192,22.4.4

1 w

4

contain
1

IPRuleBase

+addRule()

+deleteRule()
+modifyRule()
+renderRule()

= 1

+address: 192,200.17.1
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2) deadiFasounu
1.1 seteanusiasnisiszymxlaansninonusioanis

The requests from 192.22.4.4 are permitted to access mail service on port

8080.[2]
1.2 LHUNINEYALAR
Packet-Based Firew all System
Request for sevice request sewvice from local host
define external host check request by base rule
Top Package:: ExternalHost
sentrequest sevice sent request to proxy
917 .55 uNUAINEIALAGTINITIZLANEDINT I SraaRlTeRauNY
1.3 WHUNINANAL
| | | | |
| | | | |
> define external host : : : :
request for service : : : :
L | | |
request service : : :
> filter request : :
| |
check service | |
|
denied denied accept or denied :I :
L |
: request for service :
| K i
: send service : send service : J
LJ‘ L] I I
| | |
| | | |

|
&
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ExternalHost
+address: 192,22,.4.4

requestService
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4

ProxyBasedFirewall| requestService e
+address: mail service
1 "
Proxy represent ApplicationService
1 1
ApplicationRuleBase
+addRule()
+deleteRule()
+modifyRule()
+renderRule()
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3)  dreadideaniuy
1.1) ﬁ’n@&i’mm’mﬁmmiﬁizqmﬂqmmnﬁmmﬁmmi
The requests from login host are permitted to access Mail sever while login
session is available.[2]

1.2) WNUNINEYALAZ

Stateful Firew all System

Request for sevice request sewvice from local host

check request by state table

define external host

Top Package:: ExternalHost

sentrequest sevice

U7 A.58 LULNMYAAAT0IN93Y AN RINT INAIARITIAN 1Y

1.3) BLEUNINANAL

ExternalHost StatefullFirewall StateTable || LocalHost

|
> define external host

|
request for service

> filter request

check service

denied accept or denied :|

-
: request for service
|
|
|

P i .

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
- I
: |

7 senl:i service | J
|

| |

| |

a o o k4 & o a
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ExternalHost .
requestService

StatefullFirewall

+address: login host
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requestService

LocalHost

contain

£

+address: Mail sever

StateTable

+sourceAddress: String
+destinationAddress: String
+protocal: String

+port: Interger

917 A.60 WNUNINANALIIBINTILLYANNFBINIT INAIBA AT ANUY

1.5) mmmimm%@ummgnﬁ@wmumumw

B399 A.39 AT NAIUTLNNTAIAARLINYANTUTLATATTNNHNRITBSUE BN N ALAR

WatansnsIaaaL AN ANQNARN
ANQNARIN | LARAUAINNIS
Wadlszaan dng
= o = =
. Huapines Y y
= a =
. dedng N y
= P ' v o & ' o o IS =
. dnsmendendNduiusssudueAnesiLYAIAA Y y
. HARAEEATUAIUANNNNIAIAT 5 5
. anummnediulUmnaausiesnisinivue WELNIWLARS nFies
neferidunis
NNULR
% 1
EANTIELEEN
4
Qe




155
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ANNTUALDENNNITNNNUAAITNADINITANTNHBAIAIWNITANAUARUNSNERIANT

U

warn19ann1TAsded §ldazliununingainaainngnisulasdiniunisszyaany

finan13A NN AR MFLAUNINTBIANTAITLINNT .1

Security Needs Identification for Enterprise Asset

Identify asset

Define type of asset

Identify business driver

Define relation
Asset

Identify properties of security

LN 9.1 UABNNYALAATBINITL AN FABINIIANINITUAIA MTLRUN N BANS

angd? 9.1 flEArananunfiesunegainaliiungaina Identify asset, Identify
business driver, Identify properties of security, Define relation, Define type of asset Wann
Tiununmganaiananysnl lnaazaeandastinanisinuuamiebunagaiaadmiunig

FLUAMNEBINITANNTUAIA LR UNINETD9ANS AILAATUA9I9T 9.1 uaT 9.2



158

AN3197 9.1 ANBBUNEgALRAR T U ALAANNIAINUUARWNINE

Use Case Name: Identify asset

ID: 1 | Importance level: High

Primary Actor: Asset

Use case type: Detail, Essential

Stakeholders and Interests: Systematically and explicitly —need to identify the types of

business assets

Brief Description: This use case describes how to identify the business assets of the

enterprise.

Trigger: Administrator identify assets in system

Type: External

Relationships:
Association:
Use:
Extend:

Generalization:

Normal Flow of Events:

1. Identify information or data asset.

2. ldentify physical asset

Subflows:

Alternate/exceptional Flows:
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F11979% 4.2 ABBLNEEALARNUILLALAANNIANMUARITULAAUNNGITA

Use Case Name: Identify business driver ID: 2 | Importance level: High

Primary Actor: Asset Use case type: Detail, Essential

Stakeholders and Interests: Systematically and explicitly —need to identify the security

protection needs of assets

Brief Description: This use case describes how to identify the business security protection

needs of assets of the enterprise.

Trigger: Administrator identify security protection needs of assets in system

Type: External

Relationships:
Association:
Use:
Extend:

Generalization:

Normal Flow of Events:

1. Identify laws and regulations
Identify enterprise partner relationships
Identify enterprise mission, goals, and objectives
Desire for strong enterprise financial health
|dentify business processes

Identify sensitive business events

A L

Locations at which business processes and events occur

Subflows:

Alternate/exceptional Flows:
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Autherization Sy stem

Define who is authorized.

Define protection object.

Top Package: Subject
Define access right.

7171 9.2 waunngalnarasnigianuna

angn €.2 §lEasinvuniasunagainaliiuigans Define protection object,
Define access right, Define who is authorized Lﬁ‘ﬂﬁ’ﬂﬁumuﬂﬂwg'&Lﬂ@ﬁm’]ﬂmuyﬁ‘ﬂi Tnel
Az2BHNFAIBLINNITNINUARIBB LN AAGAINTLNI9EY AN FIBINIT IHEI WA AIA1 3199

4.3 AT 9.4

1%

F1979% 4.3 AeBLnegaLAaduiugananisinuuadngigniniles

q

Use Case Name: Define protection object ID: 1 | Importance level: High

Primary Actor: Subject Use case type: Detail, Essential

Stakeholders and Interests: Organization — need to define all the required accesses to

resources.

Brief Description: This use case describes how to define protected object.

Trigger: Administrator define protected object in system

Type: External

Relationships:

Association:
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Use:
Extend:

Generalization:

Normal Flow of Events: define property of protected object

Subflows:

Alternate/exceptional Flows:

FN319% 9.4 ANBBLNEEALAARIUILLAAANIIANMUANTENTS LA

Use Case Name: Define access right ID: 2 | Importance level: High

Primary Actor: Subject Use case type: Detail, Essential

Stakeholders and Interests: Organization — need to define protected object execution rights.

Brief Description: This use case describes how to define access right between protection

object and people who is authorized.

Trigger: Administrator define access right for protected object.

Type: External

Relationships:
Association:
Use:
Extend:

Generalization:

Normal Flow of Events:
1. Define predicates or guards

2. Define delegation of some of the authorizations

Subflows:

Define protection object Define protection object
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MHununngapaanngnisulasduiuniaaenniseaniuumainnsglning €.3

Biometrics Design A lternatives System

identily biometrics technique

identify technique

Top Package:|8ASevicename

717 4.3 WNUNINEALARTBINITIEL AN FBININIUABNNTRBNULLTINA

a

anngild 9.3 lEaasnovunAteuiagamaliiunaaiaa Identify technique wae
collect information a1 lifununnganaiauanysnl Tnaazaaandaasnanisminue
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R399 9.5 ANBDUNEIEALAAR T UL ALAANITZLIMATIA

Use Case Name: Identify technique ID: 1 | Importance level: High

Primary Actor: I&AServicename Use case type: Detail, Essential

Stakeholders and Interests: Organization — need to identify biometrics technique.

Brief Description: This use case describes how to identify technigue.

Trigger: Administrator identify technique

Type: External

Relationships:
Association:
Use:
Extend:

Generalization:

Normal Flow of Events:

1. Assembled domain definition and requirements
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2. Define the specific characteristics of each biometric technique

3. Select the best individual technique

Subflows:

Alternate/exceptional Flows:

AmiusnetinanisiinuanNfiasnisaNuAsiuanTnanssiidoead &4
¥ ° o k24 b4 & &
azlAununnganaanngnisulasdniumnnsiesnisszyainusiesnislidiaadnaes

U ANARIZUNING 9.4

Packet Fitter Firew all System

Request forsewvice )
request sevice from local host

define external host

check request by rule

Top Package:: ExternalHost

sentrequest senvice

JUT 9.4 LN N ALAATBINI9ZL AN FBINITINAIAAANIDILHALNA

dl ve ¥ o o a 4 1 .
mngﬂm 4.4 thamuummﬂﬁmﬂqmLﬂzqslmmgmﬂm request service from local
host, check request by rule, define external host, sent request service VBN TN
galnaianuanynl tnaazaaandiatan1snInuaAIaB LNt aIAdA T ANEBINNg

INAIRAANTAILNANAFIAITINN 9.6 LAY 9.7
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;13797 4.6 AeBLNEgALAARTLLAIAANITIy TaaNBUan

Use Case Name: define external host ID: 1 | Importance level: High

Primary Actor: External Host Use case type: Detail, Essential

Stakeholders and Interests: Organization — need to define external host.

Brief Description: This use case describes how to define external host.

Trigger: Administrator define external host for local host

Type: External

Relationships:
Association:
Use:
Extend:

Generalization:

Normal Flow of Events:
1. Define rule in statetable
2. Define acces rule for host

3. Define external host

Subflows:

Alternate/exceptional Flows:

FN39% 4.7 ANBBLNEALARAUILIEALAAN1TAMUANITTRITRNTTLHLENNT

Use Case Name: sent request service ID: 2 | Importance level: High

Primary Actor: External Host Use case type: Detail, Essential

Stakeholders and Interests: External host — need to send request service.

Brief Description: This use case describes how external host sent request for service.

Trigger: External host sent request for service.

Type: External

Relationships:
Association:

Use:
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Extend:

Generalization:

Normal Flow of Events:

1.

An external network request to the local network

2. Afirewall filters the request according to a state table
3. Check set of rules for the request if the request is not exist in the state table
4. Accept or denied the request

Subflows:

external host sent request for service
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