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KEYWORDS:
CHATCHAWAN KAMWAN: Risk of Privacy Loss Assessment of Cloud Storage
Services. ADVISOR: ASSOC. PROF. TWITTIE SENIVONGSE, Ph.D., 85 pp.

Cloud storage services have promising characteristics for personal and
corporate use as consumers’ data can be stored on shared pools of storage hosted by
cloud providers, while consumers can access and manage their data anywhere via an
Internet connection. Nevertheless, protection of data privacy is one of the major issues,
and at the time of storage service selection, prospective consumers are concerned
with how the cloud storage providers handle their personal data. To help a consumer
with storage service selection, this thesis proposes a methodology to assess the risk of
privacy loss when consumer data are stored with a particular cloud storage service.
The risk of privacy loss is viewed from two aspects. First, sensitivity of the personal
data to be stored in the cloud and sensitivity of consumers’ personal data requested
at the time of service registration can contribute to the risk. Second, lack of privacy
control transparency can be a risk factor if the cloud storage provider inadequately
show the necessary privacy principles that are practiced. The proposed methodology
can assist the consumers when determining the risk levels of privacy loss of different
cloud storage services. We present the application of the methodology to a case of an

organization selecting a cloud storage service to host its corporate data.
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1. Controls and Oversight
2. Regulatory Development
3. Planning & Budgeting
4. Internal Risk Management & Mitigation
5. Revenue Collection
6. Public Affairs
7. Legislative Relations
8. General Government
2. Government Resource Management Information
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2.1.3.1 Privacy Level Agreement (PLA) [11] Wunuiufjdfdmiuliuinisaana
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Cloud Security Alliance (CSA) Toefianun 16 Tosd

1. Identity of the CSP (and of representative in the EU as applicable),

its role, and the contact information of the data protection officer

and the information security officer

2. Categories of personal data that the customer is prohibited from

sending to or processing in the cloud
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9.

Ways in which the data will be processed

Data transfer

. Data security measures

Monitoring

. Third-party audits

Personal data breach notification

Data portability, migration, and transfer back assistance

10. Data retention, restitution and deletion

11. Accountability

12. Law enforcement access

13. Cooperation

14. Complaint; dispute resolution

15. Remedies

16. CSP insurance policy

WIUHUR 16 dollarusatdluldlunisdnnissawanududiudlag
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2.1.3.2 Australian Privacy Principle (APP) [12] wdnansdudiusivesuseing
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1.

Open and transparent management of personal information

Anonymity and pseudonymity

. Collection of solicited personal information

Dealing with unsolicited personal information

Notification of the collection of personal information

Use or disclosure of personal information

Direct marketing



8. Cross-border disclosure of personal information

9. Adoption, use or disclosure of government related identifiers

10. Quality of personal information

11. Security of personal information

12. Access to personal information

13. Correction of personal information

2.1.3.3 Security and Privacy Controls for Federal Information Systems and

Organizations [13] {udefmuanisinuanuiuaswazanududiumildluniisnu

AASEUDISTUIRANSTRIENT  davialee  NIST dufituuanadudenimuanissiny

ANULTuAIUA TVaNUR 8 UUINAIT

AP Authority and Purpose

AP-1 Authority to Collect

AP-2 Purpose Specification

AR Accountability, Audit, and Risk Management

D

AR-1 Governance and Privacy Program

AR-2 Privacy Impact and Risk Assessment

AR-3 Privacy Requirements for Contractors and Service Providers
AR-4 Privacy Monitoring and Auditing

AR-5 Privacy Awareness and Training

AR-6 Privacy Reporting

AR-7 Privacy-Enhanced System Design and Development

AR-8 Accounting of Disclosures

Data Quality and Integrity

DI-1 Data Quality

DI-2 Data Integrity and Data Integrity Board

DM Data Minimization and Retention

DM-1 Minimization of Personally Identifiable Information

DM-2 Data Retention and Disposal
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DM-3 Minimization of PIl Used in Testing, Training, and Research
IP Individual Participation and Redress
IP-1 Consent
IP-2 Individual Access
IP-3 Redress
IP-4 Complaint Management
SE Security
SE-1 Inventory of Personally Identifiable Information
SE-2 Privacy Incident Response
TR Transparency
TR-1 Privacy Notice
TR-2 System of Records Notices and Privacy Act Statements
TR-3 Dissemination of Privacy Program Information
UL Use Limitation
UL-1 Internal Use

UL-2 Information Sharing with Third Parties

2.2 1BNE1ISHAZIUINNYIVDS

2.2.1 msUszfiuanusoulm

Injoo Jang uag Hyeong Seon Yoo [14] lalaueisnisuseifiuainugesulnives
%@%aﬁiauqﬂﬁa ae Punyaphat Chaiwongsa wag Twittie Senivongse [15] lﬁﬂsz‘qmﬁ
Basluldfunsussifiuaniuseulmvssteyadiuyanadinaniudsuiuiuiwe i
ndnmsUsmdiuduanuundoyadiuyanaesnmuussamvionouds Sedviun 7

a A 4 =

1 1 . < v d’lj @ < v i i i [ o
NaNLTU Basic Lﬂuﬂ@iﬁﬁWUﬁﬂu%’Jiﬂ, Career L‘U‘L!SUE)ZLIa‘VILﬂEJ’JSUENLﬂEJ’JﬂUﬂ’]iVI’N’]u,

Y

Health Uudeyaduguain udu ndsaintuihdeyanawlaviauenn3danuiriinis

AuImAszRuAugeulmveteya lagariiansanantaden 4 dedail



11

1. s¥fuaudonles (Degree of Conjunction) Aon1snsavdeuinteyadau
yarafiaula anunsadneglunueudlathe tufeannsadenlosneuisudla
imeriulatng

2. wéniendnwal (Principle of Identity) Aonsmstaaevuirdoyafiauladudy
Toyatendnunivialyl

3. wénAududiuss (Principle of Privacy) lumisseyideyaitauls ferlu
Youadsilifeansliipunield

4. An1seyu1 (Value of Analogism) Lunisseyindeyafiaulatinlugnas
Waetoyadu 1 viol

Y 1

FatiuLElaNIANYBITEIUAUTRNTEY BANLENSNYA] NENAMUDUAIUF Lazan
=1

nsouIU MYdRsAUTENRUaNTaUTTlluaLdaulmveeyaiaulals {ITeliuuian

Tupsihwanmstiinldussiiiuanugeulmvesdeyanygliuinisseseanglduinig

2.2.2 wuwnanseenwuunisianisanadudiudidmsuglduinisaane

. . Y o o [ (% [~ 1 Y] A
Siani Pearson [16] Tadnausiuanisdinsudanisaududiuni Weiinsg
PONLUUTLUUAANA Inein1siunnIudoansudnuasasiugdiuds (Key Privacy

Requirements) Lo11A®

1L nrsudatfou AaauUaine wazala1ulusela (Notice, openness and

¥/ a IS o

transparency) #asinisuiadlefinisnseiinisle q ﬁLﬁaa%’aﬁm’I@gaﬁum
fléusns rhadndinsdsdeyaitlignies nisgamis gnlawd dnis
Wasuulasdeyaveadfliuing ienuamenazlusdla

2. 11948890 AINUTUYDY LATNITAIUAN (Choice, consent and control)
Aldusnisezfesanusadentidnaglifvniusudeyanialy Tunissiusy
wazfutoya nsld wagnmadamedoyadedlésumuBusemangidoyadu
nana

3. Yaula/Mailvitdesdian (Scope/minimization) M3fuTIUTINTEYAAISE

teedian viuvindndudeddiu



12

v

4. M5UNTeATAINYNADY (Access and accuracy) HLIUTN159EABIAINITE

Y

Y =

\ihdadeyadiuyana ilegliindoyaiiozlsifveguazgnieamiols nns
JaufivfessnuiAnugnieswesloya

5. msdestudnuauiung (Security safesuards) n1stlostuazeetulylid
naudhds Waise Araen Ty videidsuulasdeyadiuyanalnediliians

6. (M3mMe) NM3UURA (Challenging) compliance) Kl4U3n13ABIE1U5
ynenszuIunIneauauludiuii gInssung q Aeaiaunguung
anuudiusy W ngranensasdoyaduunuwa

7. fnquszasd (Purpose) Yeyadiuyananiedoyavefliuinisiinisiv
59U MsINTTEYIngUIzasdveInIsiiusIusikaznisidteyasaulv
onau uazudaffitoyatunandsowhnssus

8. n1391dan1sldau - nsUamedayawaznisiiusneyl (Limiting use -
disclosure and retention) ayaa1uisauiunldnsaiUainelaianizaiy

Tnqusrasddmiumafiusauny wsmsasdameamzdiiianinau doya
dnyanamslrduisunusazvinu Buuwiidudy

9. AufURnTBY (Accountability) asAnsazdousssagruguulsurauy
dusuaznsUfifnuets desdlszuunsmnaaeuiieihdinansidifes

nsuiludeya

wdntuauddeldlausuuinenisesnuuunisiruins Tneliinsusydu
NanseNuIINNsyiausennutdudiuiilulsariwmaveaniswauiusans MWmalulad
videiniesiletisdnnisarundudiui uasliliuinsdaifudeyaifidndu oygan
Tilduinsansanuaudeya uasimurusnstiiiuduiusiuglduinslubes
auudiuia wuamafiauslunudseiaunsatslunsimuanuuyseidiuainy

Wssladnunsauauenududiudivesdliuinig

2.2.3 anuidudiudilasANUIUAIUeIAaIe

Saleem-ullah Lar, Xiaofeng Liao and Syed Ali Abbas [17] na1afienalnaiy

a s o

AnuiuatarAudududngliuinisial fURTA



13

1. mydesiumsiinanusiuiu deulguignismivaunisidnne desdesiung
\infsteyavienisunsnusansiauesgliuinmsnenisdaeglduinge
B

2. Mm3dan1snuaulingda desdinseunulunisasieannulineda wu ns

NS NSIRNSAE

3. Msdansauenanual fesllszuuinnisiaiunsaliglduinisauaudeya
Wenfulenanwalfavia (Digital Identity) vo9au a@snaldiondnualAdalunis
Y = a = @ vy A = ° A a Vem ¥ a v
[Wrnsusnsanilanta wieluvensalauisanuusderieulidlgusnislea

Y

i v < ! [
wadaatiumnuludiusm
4. auduaskazanududiuiisuuldteyadugudnats wWivestayasies
asaatuaulanlasaunsadrfsdeyalauavineslsladie desdnilads
A = Y v = 9 Y =i
ngvanewlelimaadeudiedeya In1shdunn av9du wavneuauslymiy
Ry
wwaneaueluuidetauisagislunismvuasuudssdiuanulusddanu

msmuAnALudiveliuinig
a4 A a v & U o w 14
2.2.4 \p3pailelunsussidiunansenuauanuludidiidmiunan

David Tancock, Siani Pearson kag Andrew Charlesworth [18] ladntdu®
r-ﬂll P ¢ a Ao w Y] ' a Y
LﬂiENlIEJLWEJ?I'ZJ‘EJENFIﬂﬂ‘Uﬂ'ﬁUi%LZLI'L!IFIi\‘]ﬂ’15‘1/]ﬂ"lax‘if\]SWGJ,JU'WT]’%%&JNﬁﬂizVIUWmﬂ’NM
I3 | Y ' v A o a ¢ < = XY a & a
LUUﬁ’JUGI’JEJE’JNVLTUNLN@@WLUUIﬂiQﬂ’]iUuﬂa’]’m ‘UQL‘UiEJ‘UbLﬂﬂ‘ULﬂi@ﬂﬂ@ﬂi%LﬂJUQ’Nll

'
= f ont

deoszaduanausuanuludid wseevsiigiumuide]weimginuannuiy
daudvhnstuiindeyangrunernududiuiuaznslesiudoyaluguvengly du
I3 vy a ) I3 ° a a &
asAnsalivayaiiediulusindveddasimsuasneumaiunisussdiuanudes 9Ny
A A a A & ) & | o ) & !
w3nsdearUsziliuanudsslulsziauds 9 auaududiud wionnioansneeuin
farumasslulsziaulatng 9819158010998 ENa1 DL AYILUIAANITODNLUY
A3098le wadeliiisNeazldunvaINITERNLUULAZAISNAUT AU bTs18azdenes

Aounldussiiunasnanisusediulildeglugumasuuuaiudes

2.2.5 Usethumnududiudd anusiuas kazanuliingdaniinainaaineg

[

Siani Pearson wkay Azzedine Benameur [19] Untduatadsninansenusaning

=]

Wudiusn anutiuag wazanulinada waznanfedisnisdnnissiail



14

. Bmsdanistoya desdinmsduuntssiavdeyanazaddiglius nnsneuindu

o A 1 o w 44' v v o Y a v g a
ﬂ'l']lla‘U‘Vﬁ@iil LLa3‘WEJ'1EJ']lJ"U']ﬂﬂﬂqiLﬂa@umﬂsﬂaiﬂalﬂEJQEﬂMUiﬂ']{L‘ViLﬂULW?N

) [

tayanlidiluainudu lunsihdyainislduinng Wseyisnisdesiudeya

Y 9

anufdaiiu Insudadiowdeuaniun gliusnissevimiungvune 8n1s

srumuduidvesdoyalidaau wazazdniunsegislsiudeyaiiioduan

A Y

fryey leteyamensegnau viiedrdinaiutoyasglunsdlatng

. MIUsIANNiuAe teyaninisindeudneniedeyatidesnisiiiesnisdniiu

Y
{ & [

555UANALLNNSLUNTHE LAFIMSUTBUAN IALNUWAIABITIN1SV IR tifia LY AU

Y
[

nswsaRsilvldanunsaviguiuldingznisussananateyaiinsiads
ilalifiussansnimuunandn Ideamngaaunassnielszdnsninlunisly

NUAUANULUAY

<, ! U Y oa Y a sa o = =
. N1999NLUUAINULUUAIUAD G\@QQJﬂqif’J@ﬂLLU‘Uﬂ'\{LWU3ﬂ']5ﬂa'1’3®1/lﬂ’]u<1ﬂﬂ

aududindy fedliflduinisdiasaunsaniuaunisinnisteyavesnuiey

vumandld dnstesiuglivinismuselesiandeyavedlduinisndmiu

vumAang Adsdaimaiedeudiedeyatiuunuay IaNInsTuTseliuInIg

- a1 dunasgiu desdnsiaunnsg1udniuna1IfiseInTauIIuAIIY

1A714la N1ssuUsEAU kazNISMSIEU

=

- AnuSuRaYey AeslinsivungSuiinveulunstliteyagavie gaidy vsed

Yy oYY Y v

Y =2 o v

nsazilinnnududiud fesenfeisnsnsadeutuiinnsimdeudunaznns
THusnsanmssuriaiteliszyisuiaveuls

_ AswauRaIun1sadunsiunsteRuld aasfiesiinisaendssaiuvesnis
tadumslduleunglugmnaruvesmsliuazliuinisnand fisesdlodiely
mssndulanarnisuszifiuanudesiuanududuiiainnisldaanns A
ludruiifinanssnuseauiuasesszuy wudledgalunisldau
SYUU Ludu

. nalnmsidivauliings Fnrsmedeaundunginssuitienisifinain

131918 Wy nseenenansfuuseiu wusun Feides wginssuluafe

[
=

- myTdlegdu MsTmIEMIvseluIsIaInvangive g lidan1slanu

. MsUSUISNTIRNISTdAUUS UNTS oA ud 9N sauAILTudIUER Adu

$1UAY



15

WUINTLAUD b UITetaunsatglunsMruawUUU ST UANUIUSStaR U g

muauAadudIufveliuinig



uni 3

nsUszdiuaudssdunsgydennuliududivasuinsianudayauu

ARIN

.:4' I Y a v ° v & s o )~ o a ) I3
Lll'f]'f]ﬂﬂﬂiu‘ﬂ@ﬂaﬂﬁ@ﬂﬂqiuq‘lﬂf\]ﬂLﬂ‘U‘U‘Nﬂa'nﬂ 1NLUAMUNIALALINUAIINLUU

Y
1
U S

drusvesdoya fauuinuuidalunsussiiiunnudssinunisgydoanududiui

(Risk of Privacy Loss Assessment) maﬁayjaﬁ%ﬁﬂﬂ%’mLﬁuuuﬂanm‘
mMsUszfiumnudssnunsgydennududusiimsdiiunsssifivassdiudo

mMsUssiluszAuanugeulnvesoyadliuinig uazn1sussilivaulysddamunisaiuay

< ] Y Y a v d‘ a a o &
ﬂ’J’]ﬂJLUHﬁ’]UW')‘UENEﬂ‘WU?ﬂWi fanslunng 3.1 Tnensuseiliuiisnvasdenndl
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Sensitivity of Consumer Data Privacy Control Transparency

Risk of Privacy Loss
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3.1.1 maUszfivsgavanusaulnivesdayanflduinisienludaivuuaaig
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(GRM) Fsuvadutsziamdouald 5 Uszian udasUssinninisuissuinngesasldn
sw 77 s NIST Idfmuassdumanssnufiasiintuseosdnsmndoyausas
Uszimandenisinuiaudu (Loss of Confidentiality) gayideysanin (Loss of
Integrity) wazgaydeanmmenldau (Loss of Availability) tneudadu 3 sz s

AN 3.1 A

=

1. High Usziandayailmseiunansenusonsnnsagluseaugs

¥ a1 % 1

2. Moderate UsztnvdayadiinseiunansevusisasansagluseauUiunans

Y

[y |

3. Low UssnndayaiiinseAunansenusaasansogluseaus

4. N/A Ussiandeyalufinisussdivananssny

NIST szylitnlunsdinfitedeusegraintuazyiliszdunansenuiludin
USuTuls uaszaunansenumdudmayldauisausuiuls anfienuvesniuseulm
v v Y Ql' r.:t'> ‘:{' ¥ (% .7 d' a ‘:’{ ¥ Y a, 1 1
Aaiten 2.1.2 FaugrtesiuseRunansenuliindumndeyalasunisilameagnlyl
wangay nANEeY vseagvne §idelsllenuseiuanuseulmvesdeyausas
Uszandl NIST vuald musgAunansenuiiinainnsgaden1ssnanudu ysu
A wazan nwseuldeu lnelgnannis High Water Mark nanifasldaiseau
HANTENUEIGANNTTEYLFYIAUTENOUAUANULIUAIIIEINUTLANUNUAIAIY
gaulin Mm99 3.1 dstdumnddadeusegraintulasinlwseAuNanIENUINIT

a ¢ Iy <& g = @ =~ o X o9 v o
gadeasnusenaumuauduasisaudadudimiidnisusuiu Aasviliseauaiy
goulmvesoyalsznnuy q Fainualagldndnnis High Water Mark fimsusuniu

Tuane
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7157971 3.1 seduNAnTENUsRaIAnTUAL sERURINEUlmIvesayausAUsHaY (YeneaIn
[6])
No. Information Type Loss-of- Loss-of- Loss-of- Sensitivity
Confidentiality | Integrity Availability | (Derived
Impact Impact Impact by this
Research)
SDSI(C2.1) | Controls and Oversight
Corrective Action Low Low
(Policy/Regulation)
Program Evaluation Low Low
Program Monitoring
SDSI(C2.2) | Regulatory Development
Policy & Guidance Low
Development
Public Comment Low Low Low Low
Tracking
Regulatory Creation Low
Rule Publication Low Low Low Low
SDSI(C2.3) | Planning & Budgeting
Budget Formulation Low
Capital Planning Low
Enterprise Low
Architecture
Strategic Planning Low
Budget Execution Low
Workforce Planning Low
Management Low
Improvement
Budgeting & Low
Performance
Integration
Tax & Fiscal Policy Low
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A19799 3.1 YAUNANTENUADBIANTUAY ZAUAIINEDUINIVEITaYAURAZYTHA (V818970

[6]) (8)

No.

Information Type

Loss-of-
Confidentiality

Impact

Loss-of-
Integrity

Impact

Loss-of-
Availability

Impact

Sensitivity
(Derived
by this

Research)

SDsI(C2.4)

Internal Risk Management & Mitigation

Contingency

Planning

Moderate

Continuity of

Operations

Moderate

Service Recovery

Low

SDSI(C2.5)

Revenue Collection

Debt Collection

Low

User Fee Collection

Low

Moderate

Federal Asset Sales

Moderate

Low

SDSI(C2.6)

Public Affairs

Customer Services

Official Information

Dissemination

Low

Product Outreach

Low

Low

Public Relations

Low

SDSIC2.7)

Legislative Relations

Legislation Tracking

Low

Low

Legislation

Testimony

Low

Proposal

Development

Low

Congressional

Liason Operations

Low

SDSI(C2.8)

General Management

Central Fiscal

Operations

Low

Low
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AN 3.1 TEAUNANTENUADBIANTUAY TeAUAIINEDUINIVIYaYausaz YT (Vee

971 [6]) (519)

No.

Information Type

Loss-of-
Confidentiality

Impact

Loss-of-
Integrity

Impact

Loss-of-
Availability

Impact

Sensitivity
(Derived
by this

Research)

Legislative

Functions

Low

Low

Executive Functions

Low

Low

Low

Low

Central Property

Management

Central  Personnel

Management

Taxation

Management

Central Records &
Statistics

Management

Low

Low

Income Information

Moderate

Personal Identity

and Authentication

Entitlement Event

Information

Moderate

Representative

Payee Information

Moderate

General Information

GRMI(C3.1)

Administrative Mana

gement

Facilities, Fleet, and
Equipment

Management

Help Desk Services

Security

Management

Moderate
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AN 3.1 TEAUNANTENUADBIANTUAY TeAUAIINEDUINIVIYaYausaz YT (Vee

990 [6]) (90)
No. Information Type Loss-of- Loss-of- Loss-of- Sensitivity
Confidentiality | Integrity Availability (Derived
Impact Impact Impact by this
Research)
Travel Low Low
Workplace Policy Low Low Low Low
Development &
Management
GRMI(C3.2) | Financial Management
Accounting Low Low Low Low
Funds Control Low Low
Payments Moderate Low
Collections and Low Moderate Low Moderate
Receivables
Asset and Liability Low Moderate
Management
Reporting and Low
Information
Cost Accounting/ Low
Performance
Measurement
GRMI(C3.3) | Human Resource Management
HR Strategy Low Low
Staff Acquisition Low Low
Organization & Low Low
Position Mgmt
Compensation Low Low
Management
Benefits Low Low
Management
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AN 3.1 TEAUNANTENUADBIANTUAY TeAUAIINEDUINIVIYaYausaz YT (Vee

Management

990 [6]) (90)
No. Information Type Loss-of- Loss-of- Loss-of- Sensitivity
Confidentiality | Integrity Availability (Derived
Impact Impact Impact by this
Research)
Employee Low Low
Performance Mgmt
Employee Relations Low
Labor Relations
Separation Low Low
Management
Human Resources Low Low
Development
GRMI(C3.4) | Supply Chain Management
Goods Acquisition
Inventory Control Low
Logistics Low
Management
Services Acquisition Low
GRMI(C3.5) | Information & Technology Management
System Low Low
Development
Lifecycle/Change Low
Management
System Low Low
Maintenance
IT Infrastructure
Maintenance
Information Security | Low Moderate Low Moderate
Record Retention Low
Information Low




23

AN 3.1 TEAUNANTENUADBIANTUAY TeAUAIINEDUINIVIYaYausaz YT (Vee

990 [6]) (90)

No. Information Type Loss-of- Loss-of- Loss-of- Sensitivity
Confidentia | Integrity Availability (Derived
lity Impact | Impact Impact by this

Research)
System and Network Low
Monitoring
Information Sharing N/A

ndayausznning q NesAnsazirludaivuuaand aunsafuinszau
ANUBOUINITOITBYaNILTALAY Sepeq HAINTEAUAIINBRUIMIVRITOYAUARE

Usetnnlaglenannis High Water Mark w@uiu 79 (1)

1 if highest sensitivity level of stored informationtypesis H
0.67 if highest sensitivity level of stored informationtypesis M
0.33 if highest sensitivity level of stored informationtypesis L
0 if highest sensitivity level of stored informationtypesisN / A.

SStored B

Tned Ssiored = Sensitivity level of data to be stored on cloud

dogldusnsdesnsdaiudeyala 9 vurans dlduinmsazimsnsiasysun
AnugaulmvesdoyausiazUssimaassiandeyaues NIST Amumsnedt 3.1 &0
tuazl438n13 High Water Mark lunisimunsseduauseulmvastoyafiazdaiu
Fasogaseluil

f79819 aaﬁmmaﬁﬁww%ﬁw‘[%wmLLmuﬁaéfmmiﬁﬁagalﬂé’mﬁwuﬂanﬁ

Inedfideyanasihduludaiu del

WHUNURTU0903ANTADIN3TANUTRYATDIMALNULATIALAEN LALN AT

Eﬁ'aaﬂa Government Resources Management Information (GRMI) &@u Financial

=

a v 1 d' v Ay - b
!\/\anagement Y4 7 Uigl’ﬂmm@%}aﬂ@ﬂ I@EJ‘V]LLNUﬂ‘UQJfUW@Qﬂqiﬁ]@LﬂUm@yjaV}Q 7 Usenw

P

go8UUATIN AIluaINNsaMUAA AN UlITas Ty aLHUN T TlaRall

Accounting fisgAuanueaulnily Low
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Funds Control fiszsuauseulnidu Moderate

Payments syaumnueauluidu Moderate

Collections and Receivables fiszfiuanuseulnaidu Moderate

Asset and Liability Management fszauauseulnudu Moderate

Reporting and Information fiszaumnuseulnudu Moderate

Cost Accounting/ Performance Measurement Tsyaumnueauluudu Moderate

Aatiulaeds High Water Mark sediuanuesulmiganvesdoyans 7 ssinazidu

Moderate wazain (1) agldsgdiuamuseulmvasdoyaivzdniuuunanidu
Seroreq = 0.6667

3.1.2 msUssdiusyiuanugeulmvesteyadiuyanaigliuinisiosweain

Aldusnislunisidnld

a 1 Sa a g v oa % o DR P
msUszilludiuiifenisusziiunnmsngliuinisiesvedeyanngliuinsg e
dosnsazihdeyaludaiivuupand  lngasasiadeudndlivinisiinisiosedeya

[ 1

dwupraezlstangldusns wardeyawartudanuseulmseiula {3delduun
mMansUsiusEauAusaulmvelayaNaidY [14] [15] Tneglduinisasdrsin
¥ r-:ll ¥ Y a dll o o U Y o U

Toyanigniowelaegdliusnis ietunesnwuu Cross Table dwsuldruinseau
AnusaulfIdiag1e Cross Table Tumi151971 3.2 1Wu Cross Table w89 Microsoft
Azure ElEUINMIAMUR FeusznoulumenauUd 4 nau uazwennstag Jaredeya
ngliusnisfesve lneiinenvitndazgninegluneuwaudsiig q lnen1s1e Cross Table
mmaaﬂ%’ulﬁmmmmLumzamﬁwﬁugﬂ%ﬂ%miLm'aziw wagduegiuduiuves

Toyadiuyanayliuinsiowe
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715999 3.2 6199879 Cross Table Y3 Microsoft Azure

First Name

Last Name

Work Phone

Mobile Phone
Credit Card Number
Security Code
Expiration Date

Email

e Company Name

>
>

x| X

Finance| Identity|Privat| Basic [Concept/Attribute
>
>

aarUsENaUYRINIIATIIMTYIUANgaulveslayadiuyAnaUsEnoumy 4
peAUsEnau loun seduaudenlas wanendnwal manaaududiudy wazA1ng
al a U ‘dy
ausu neilisvasiBunaeil
1. syauanuliedles (Degree of Conjunction) WuA1Avsuenitenn3tld d 9n
aglupaugUdlatne  nandfe d - awnsaweulesreuwUdladismeiuladne

a1u1saAudlaaNn

D (C/) __ Number of concepts to which d belongs
c Total number of concepts

W Uoya First Name aglumauigUsl Basic wag Finance faty Dc(First Name)

=2/4 =05

2. wdnendnwal (Principle of Identity) \un1sszyinwennztod d Wuuenn3dom

LONANWAVDIABULYUAN d Lﬂuam%ﬂag' naee Wurdnlglunsntawanns

a (3

209U 9 TurowUanig 9 awisamuialaain

0, if dis not identity attribute

_ ) ) (3)
/A(d) Number of attributes in the concepts , if d is identity attribute for the concepts

Total number of attributes
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| ] aa ¢ o ¢ & . .
W Company Name tUULaANSUINDNANYUUBIABUWUA Basic wag Finance
HuonnsUIAlUNERIPUEUATIN 9 WaANSUIR BINADINUIULIANSUIRTIANLA
fati [(Company Name) = 9/9 usidmsuuenvistan First Name Fdlailoaglu

Ao UA Identity avdAmvdniendnwaiidu 0

wanadudind (Principle of Privacy) WWunisssydenvisdan d Wudeya
& ! o ! Y a = < ' < v & | (Y = [

Mudiuds Fawsazglduiniseraiinnumiuii d iudeyandudiuivse iy
dauduandaiule wavanunsausu Cross Table 1 d egviselieglunauiad

Private I9MUANUALIZEN @1U15aAuIalalae

p (O’) _ {0, if d does not belong to the Private concept
A 1, if d belongs to the Private concept

Wi Credit Card Number L‘ﬁu%’aaﬂaﬁﬁ]udwﬁa §191U P(Credit Card Number)

1AUVIAU 1 e Company Name &A1 PA(Company Name) U 0

AN (Value of Analogism) lunisszyituesvisdan d anunsaldusuen

fwoanstdau o lavseld amsaauiulaain

Add) = {o, if d cannot derive other attributes
A7y, if d can derive other attributes

W Email @unsadeslesnisusuantuie Last Name %38 Company Name 1@

At Ay(Email) BA1vi1iu 1 wideya Expiration Date llanunsaesleswsaus

vanlufaenn3taedu o 1a fatu Au(Expiration Date) HAyInAU 0 L9

domeAnsyauauenles wanendnual ndnanududiusi uazAinisoyunu

TawanA1sEaUAMUBaUlIYRILAAZ LEANSUIRILAIWIALAAIN

S(d) = D¢ (d) + Ia(d) + Pald) + Ax(d)
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ASEAUAIINEOUINIVDITYaIUANEIAUTNTTOIVE Srequested AIHNTOAIN

192N

_ XK s@a) (7)

S — &= s
Requested ok

Imaﬁ Srequested = S€NSitivity level of personal data requested by cloud
provider, Sgequested is in (0-1]
k = Number of personal data attributes requested by cloud

provider

Tumsusziliumemseulmuestoyaiigflviuinsmends q Sesvelumsidild
u3ms gluimsdesinsaridlisnetiuiemedoyasylsthe udumaia
Cross Table dwfugliusnissetu Insfvuanguasuduagionnidailuus
avapuaUdl ftumnglivinisdesmsfisnsangliuinisaaniduansse fliuing
AAFLsiAYs189%il Cross Table fumnsnsfulsidesaniinisioswedoyaiiuandraty
sastaglduinisenenefuansadmua Cross Table Aunndrsiulvifugliuing

6 a % ¥
AaMIATIEReNULA

fpgenTUAnwIUTENlAYMIN1IMUA Cross Table TAU Microsoft Azure @
M15197 3.2 91990 A1AINE0UlNITeITeYaNHIUTNITIN8TUTOIVD Spequestea B9

Aualae (7) lananimisnean 3.3
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A157991 3.3 Fa0e19mIAueeUnIVeIToyaTIgliuTNIT Microsoft Azure Tosveaiiatnly

UinIg
Attribute D(d) I(d) | Pa(d) | Aald) | S(d)
First Name 2/4 0 0 0 0.5000
Last Name 3/4 9/9 0 0 1.7500
Company Name 3/4 9/9 0 0 1.7500
Email 1/4 0 0 1 1.2500
Work Phone 2/4 0 0 0 0.5000
Mobile Phone 3/4 0 1 0 1.7500
Credit Card Number 3/4 8/9 1 0 2.6389
Security Code 2/4 0 1 0 1.5000
Expiration Date 1/4 0 0 0 0.2500
Total 11.8889
Shequested = 11.8889 / (4 * 9) = 0.3302

a

3.1.3 msUszdiuseiuanugeulmvesdeyagliusnig

n1sUszliusEaiuAugaulniIvestayarelduInsazAuInINTEAUAINY

Y

soulmresdoyanazdniuuasdoyaniliuinisiesve iy Tnengldusnis

Y Y Y
anansafmuadmnitelinud Ayundeyarisaasdiuunndeiule deaunts
SData = (WStored * SStored) + (WRequested * SRequested) (8)

I@Sﬁ Spata = Sensitivity level of consumer data, Spat is in (0,1]
Wsiored = Weight given to data to be stored on cloud
Ssiored = Sensitivity level of data to be stored on cloud from (1)
Weequestes = Weight given to personal data requested by cloud provider

Skequested = SeNsitivity level of personal data requested by cloud provider

from (7)

b Wsiored + WRequested =1
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MTIAAIUMTEN Werores 488 Wiequested  3¥WIUAARvRayaNagthaull

Jaufivvuaanakaslayailiuinisieae  audiglduinswivauens Wy mn

Aldusnslimnuddyiudsinadeyawaziiuindeyanazivuludafiuuunanidd
YSunannuagiivanvaeUssinn  TuvagigliusnisiesedeyaUsunatosuay

ToyadiulnagliusnmsSewaidudeyaimeunsinemliagvan AlduINIsaY

a

o J ! LY Y a @ Y
AAUAAT Waioreq $1NNTT Waequestea WAUMNATSTRTamngldusMsiiuindeua

eX2p

Tiusnisfeseiinudrguinninlesnniludeyaiedunmstu  Tuvuzideya

D

v @ & Y ay oA o w % ¥ A a I Y a
Jawiuidudeyanlifinnuddyanniaudazdusnnaunniny AlFUInIsanse
° ' v | Nag vy a & 1w b A
AVUAAT Waequested  WHINNTT Waioeq  UNTAINRLEUS NN TRy ANAD AL
°o v v @ o b4 -
AUAANE 9 AUALMNUALT Waequested WU Woioreq
g9 MNNITAINAIANEaUlmvetayauNun Uy dvedaddAnInstlfinwii

Ao T TUIUIAUULAATIA Seoes = 0.6667 uazAIAUBDUlMIVOMTRYAT

el

Y a v cs' Y gy a I3 v o v v v a
TUIN155090 NN IHUINTT Spegueses = 0.3133 MNB3ANTIIANUE AU ATIAE

Janfivuuaanaunnieyaiglinuinissowauaziinismmuna Weiges = 0.8 Waga

[

Weequested = 0.2 bd3anunsaAiaaiaugaulmvasioyarlduinislaain (8) el
Spata = (0.8 * 0.6667) + (0.2 * 0.3302)
= 0.5994

nsUszdiuanalyssladunisatuauanadudoudivesdliuinig

auluselasunisamuaueududiuda (Privacy Control Transparency) 8%

uinsgUssiivanndeyavasyliuimsnimeunsy Inefiarsanatnuuiufjiaves Privacy

Level Agreement [11], Australian Privacy Principle [12] Wa¢ Security and Privacy

Controls for Federal Information Systems and Organizations [13] Tnedlalsuszanawn

Ui unadudiusoudy AuladnvinAmaudmsulsedueaulysddanunig

muAumuidudsa (Cloud Privacy Control Questionnaire (CPCQ) Tuusiagideads

9198anuIU Uty (11, 12, 13] dwsuligldusnmailuldlumsdssdugliuiniseana

AIP1519N 3.4
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Code | Cloud Privacy Cloud Privacy Control | PLA APP Privacy
Control Questionnaire [11] [12] Control
[13]
CPC1 | Identity of the CSP | 1. Does the provider specify its | PLA1
(and of name, its representative, and
Representative, as | address?
applicable), its 2. Does the provider specify its role
role, and the in processing of consumer data (i.e.
contact controller, joint-controller,
information for processor or subprocessor)?
the data 3. Does the provider specify
protection officer | contact information of the person
and information in charge of data protection
security officer matters (e.g. Data Protection
Officer, Information Security
Officer)?
CPC2 | Categories of 1. Does the provider clearly specify | PLA2 | APP1,
personal data which data categories are APP4,
that the customer | uploadable or prohibited from APP12
is prohibited from | uploading to cloud?
sending to or
processing in the
cloud
CPC3 | Ways in which the | 1. Does the provider specify | PLA3 | APP2, AP-1,AP-
data will be locations of data centers where APP3, 2, DI-1,
processed consumer data may be processed APP5, DM-1,
(e.g. collected, stored, used, APP6, DM-3, IP-
disseminated, changed, and APPY, 1, 1P-3,
erased)? APP10, | SE-1, UL-
APP13 1




#1579 3.4 Cloud Privacy Control Questionnaire (CPCQ)
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Code

Cloud Privacy

Control

Cloud Privacy Control

Questionnaire

PLA
[11]

APP
[12]

Privacy
Control

[13]

2. Does the provider specify how
consumer data will be processed
to provide agreed service (i.e.

storage)?

3. Does the provider specify how
consumer data will be processed
on consumer's request (e.g. report

preparation and production)?

4. Does the provider specify how
consumer data will be processed on
provider's initiative (e.g. backup,

recovery, monitoring)?

5. Does the provider clearly identify
whether the service involves
subcontractor, and if so, identify
chain of accountability in data
protection, and procedure to
change and objection to change of

subcontractor?

6. Does the provider clearly identify
consumer data that will be shared
with subcontractor, other third-
parties, or other services the

provider may offer?

7. Does the provider indicate
whether the service requires
installation of software on
consumer's system, and if so, its
implication on data protection and

security?




#1579 3.4 Cloud Privacy Control Questionnaire (CPCQ) ($19)
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restore)?

2. Does the provider describe
the processes and measure to
ensure data integrity (e.q. data
alteration detection by
cryptographic mechanism,

signature)?

3. Does the provider describe
the processes and measures to
ensure data confidentiality (e.g.
encryption of in-transit and at-
rest data, strong authentication,
authorization mechanism,
access control on employees

and/or subcontractors)?

Code | Cloud Privacy Cloud Privacy Control | PLA APP Privacy
Control Questionnaire [11] [12] Control
[13]
CPC4 | Data transfer 1. Does the provider indicate PLAG APP1,
whether consumer data will be APP5,
transferred, backed up, and APP8
recovered across borders in
regular operations or
emergency?
2. Does the provider clearly
identify applicable laws to
which the transfer is restricted?
CPC5 Data security 1. Does the provider describe PLA5 APP1, AR-2, DI-
measures the processes and measures to APP2, 2, DM-1,
ensure availability (e.g. backup APP11, IP-1, IP-
network links, redundant APP12 2, TR-1,
storage, data backup and UL-1
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Code

Cloud Privacy

Control

Cloud Privacy Control

Questionnaire

PLA
[11]

APP
[12]

Privacy
Control

[13]

4. Does the provider describe
how isolation in operating
environment is provided (e.g.
access management on least
privilege principle, hardening of
hypervisors management of
shared resources on virtual

machines)?

5. Does the provider describe
how intervenability is enabled
to allow data subjects the
rights of data access,
rectification, erasure, blocking,
and objection when proper

security measures are absent?

6. Does the provider specify
which security controls
frameworks are in use (e.g.
ISO/IEC 27002, CSA CCM,
ENISA Information Assurance
Framework) and which

controls are implemented?

CPCé

Monitoring

1. Does the provider specify
whether the consumer can
monitor or audit, on an
ongoing basis, to see if privacy
and security measure are met,
and if so, how (e.g. reporting,

audit)?

PLA6

AR-2, AR-4,
AR-6, AR-8,
IP-1, IP-3,

TR-2
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Code

Cloud Privacy

Control

Cloud Privacy Control

Questionnaire

PLA
[11]

APP
[12]

Privacy
Control

[13]

CPC7

Third-party audits

1. Does the provider specify
whether and what third-party
audit reports will be provided

to the consumer?

2. Does the provider specify
regular update frequency for

third-party audit reports?

3. Does the provider allow the
consumer to choose or
participate in choosing the

third-party auditor?

PLA7

AR-4, AR-6

CPC8

Personal data

breach notification

1. Does the provider specify
whether and how the
consumer will be informed of
security breach (e.g. accidental
or unlawful destruction, loss,
alteration, unauthorized

access) in consumer data?

PLA8

APP1,
APP5

IP-1, SE-2,
TR-1

CPC9

Data portability,
migration, and
transfer-back

assistance

1. Does the provider specify
the supported formats,
preservation of logical
relations, and costs for porting

consumer data?

2. Does the provider describe
whether, how, and at what
cost it will assist the consumer
in migrating consumer data to
another provider or transfer
back to consumer's in-house

[T environment?

PLA9
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deletion

retained?

2. Does the provider indicate the
methods to delete consumer
data after the consumer has
deleted, after the end of service,
or as soon as their retention is
not necessary any more (e.g.
every redundant instance of
consumer data and its previous
versions, temporary files, and file

fragment are to be deleted)?

3. Does the provider indicate
whether and for how long
consumer data may be retained,
and how they are handled, after
the consumer has deleted or
after the end of service in order
to satisfy legal requirements (e.g.

tax regulations)?

4. Does the provider indicate
whether and how the consumer
can request the provider to
comply with specify laws and

regulations on data retention?

Code | Cloud Privacy Cloud Privacy Control | PLA APP Privacy
Control Questionnaire [11] [12] Control
[13]
CPC10 | Data retention, 1. Does the provider indicate for | PLA10 | APP11 | DM-2,
restitution, and how long consumer data will be IP-1
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#1579 3.4 Cloud Privacy Control Questionnaire (CPCQ) ($19)

Code Cloud Privacy Cloud Privacy Control | PLA APP Privacy
Control Questionnaire [11] [12] Control
[13]
CPC11 | Accountability 1. Does the provider describe PLA1l | APP AR-1,
policies and procedures that AR-7,
demonstrate accountability (e.g. AR-8,
documenting all processing DI-1, IP-
operations, provider monitoring 3, SE-1,
and logging)? SE2.
2. Does the provider identify third- TR-2,
party audit certificates that TR.3
indicate their data protection
controls compliance with
recognized standards (e.g. ISO
27001, SOC2 attestation, CSA
STAR)?
CPC12 | Cooperation 1. Does the provider specify how | PLA12 | APP2, | AR-3,
it will cooperate with the APP9, IP-3,
consumer to ensure data APP13 | UL-2

protection compliance?

2. Does the provider describe
how it will provide information
that demonstrates data
protection compliance to the

consumer and supervisory

authorities?
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#1579 3.4 Cloud Privacy Control Questionnaire (CPCQ) ($19)

Code Cloud Privacy Cloud Privacy Control | PLA APP Privacy
Control Questionnaire [11] [12] Control
[13]

CPC13 | Law enforcement 1. Does the provider describe the | PLA13 | APP9,
access process to respond to requests APP12
for disclosure of consumer data

by law enforcement authorities?

2. Does the provider indicate that
notification will be sent to the
consumer in the course of
disclosure of consumer data to
law enforcement authorities,
unless otherwise prohibited (e.g.
under criminal law to preserve
confidentiality of law

enforcement investigation)?

CPC14 | Remedies 1. Does the provider indicate PLA14 | APP1 AR-3, IP-1
what remedies are available to 3

the consumer on contractual
obligation breaches by itself or
by subcontractor (e.g.
compensation, service credits,

financial penalties, ability to sue)?

CPC15 | Complaint and 1. Does the provider provide PLA15 P-4
dispute resolution | contract detail of the person who
will receive questions and

complaints?

2. Does the provider provide
contact details of the third-party
that may assist in resolution of
dispute with the provider (e.g. a

data protection authority)?
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#1579 3.4 Cloud Privacy Control Questionnaire (CPCQ) ($19)

Code Cloud Privacy Cloud Privacy Control | PLA APP Privacy
Control Questionnaire [11] [12] Control
[13]
CPC16 | CSP insurance 1. Does the provider describe its | PLA16
policy cyber-insurance policy regarding

data protection and security

breaches?
CPC17 | Intended use of 1. Does the provider indicate that APP7
service consumer data will not be

processed in a way that is not
intended by the use of service,
e.g., no transfer of data for

marketing purpose?

CPC18 | Dissemination of 1. Does the provider make its TR-3
Privacy Program privacy program information
Information available and easily accessible?

'
a

NATN JIFUIMsAannagitnsuseliuglrusnisandaiulaefiansandeyas
TAusnsineunsey 1wy vuntdivvesglinuinis dennasnisldaiu (Term of use) uas
wlgurganududius (Privacy Policy) Mntueglirsuuunuderamwes Cloud Privacy
Control Questionnaire Tagwnasinsiinzuuuisei

1. ywinglusnisnafeansienuiaiu agla 1 aswuuludeny

2. wingliusmsiindngiudanansindulymadedionn  wu  dswewasidenvesdoya
a1ty InsUfURmunsgINaINg  WINSFINERAIMNTIN visenguray 3
Tususes (Certificate) wioseauwanin1sUfUiRnn 1Wudu azldasuuuiiugn 1

ALY TutamanuNy

iladinnsiviazuuunudemauiamuana Jldusmsaansamuinaziuuauiysila

Aunsmuanaduduimlan



39

Yici(eite) (9)

TProvider= (

n

Imaﬁ Terovider = Privacy control transparency level of provider

n = Number of privacy control questions, n = 42

¢; = Compliance score for privacy control question i, 1 = Compliance
and 0 = Non-Compliance

e; = Evidence score for privacy control question i, 1= Evidence present

and 0 = No evidence or non-compliance

Megls  eeRnInsilAnwuTEvlawaninisussdiuanulusslasunisaiunuay

Judiusiues Microsoft Azure muTaAInNANg 9 WU
CPC1.1 Does the provider specify its name, its representative, and address?

p9AnTINIRTIREeUUWIULYA Microsoft Azure - https://azure.microsoft.com/en-

[ a

us/overview/contact-us/ Insuansfiog Teyansinse fesg q Naunsafinsels faunu

Tudseinalng dadupzwuudimiudedould 1 asuuulaglinzuuudunangudn 1

AziunsIzdoyausInguuiuledeg s

CPC1.2 Does the provider specify its role in processing of consumer data (i.e.
controller, joint-controller, processor or subprocessor)?
aqﬁﬂimwaau%aﬂadau Privacy Statement : http://www.microsoft.com/en-

us/privacystatement/default.aspx ﬁmiizqﬁqwmmmnﬁu Data Controller 83

Microsoft LLaziz‘qmiﬁ affiliates, subsidiaries LLawﬂﬁU‘%ﬂﬁﬁ Microsoft TUl#u3nns faihy

Azluudiutemauld 1 azuuulazliaziuudIunangIuen 1 Azkuumszdeya

Usinguuiulededsdaau

CPC1.3 Does the provider specify contact information of the person in charge of data

protection matters (e.g. Data Protection Officer, Information Security Officer)?

aaémmnaau%’ayjaﬁau Privacy Statement : http://www.microsoft.com/en-
us/privacystatement/default.aspx 1n15szytesmslunisiinse Chief Privacy Officer
AatiupzuudImNtemaula 1 AzwuukasliAvluUAUANEINEN 1 AzuuLNT Il

wihnesudmsunisdsmauiiefaseusnguuivledegisdniau
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a wa

91NN5UTEEY BIANTNUIN Microsoft Azure U{URRNN CPCQ 37 To uaziindngiu
WARS 32 VOENUITONT Toroyider HAIN (9)
Torovider = (37 +32) / (2 * 42)
= 0.8214

33 msUssfivanudssdiunisgedeanudududa

msUszfiuanudssinunisgadeauiudisy (Risk of Privacy Loss) a83nsld
uinsdaiudoyauunana  IdunfAnannsussfiudaiianmdss (Risk Index) [21] &

Anadlaain
Risk Index = Impact of risk event x Probability of occurrence (10)

Ipafl Impact of risk event AewansznuanNMsinmanIsalilduamdss uas
Probability of occurrence filapuinazluresnainumnnisaifiduanudes
TuanAdeilmgnisaiiduanudsmuneiinisgydeanududi §3delduunda

Mmansenuiiinainnisgadeanududumvsadiulannszivanuseulmvesdeya

Y a | I3 = a a a I3 | v & a |
@%Uiﬂqj LLﬁSﬂ’J']@Ju’]"i]gLUUWﬁ@I@ﬂWﬁ‘Wﬁ]gLﬂﬂﬂqﬁquaUﬁT‘lﬂJLUUﬁUu@]QUULﬂW"\ﬂﬂF’nqNVLN

(%
v Y

Wsdlashunmsauauanududidy  Jazazfioutanmsmuauanuludwimflif  dal
msUszfiuanudssinunisgadennuiluvdivenislduimsdnnudeyauunand 39

Awnlaain
RPrivacy = (1'TProvider)*SData
Tned Rerivacy = Privacy risk of using cloud storage of provider, Rpyacy is in [0,1]

Terovider = Privacy control transparency level of provider from (9)

Spata = Sensitivity level of consumer data from (8)
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YN i Q"

Tunsldau WosNA Rejvae, 28LUTRAA 0 - 1 {I8lAdnTEAUTIAIANNESS

(%
v a

By 5 sesuifieidumadenlyifudlduinslunisutannumnemauides il
AN Rervacy [0, 0.2] fodumnudessszsusm
AN Rorvacy (0.2, 0.4] doduauidsssysunaudne
AN Rprivacy (0.4, 0.6] dodurmudsssssuliunans
A Rorivacy (0.6, 0.8] 5@Lﬂuﬂmm,?imizﬁ’uﬁauﬁwqq
A1 Reryacy (0.8, 1] %Lﬂumm,?imwﬁuqq
f19819

aadnsnsdifinyvinnsAuiasnudessinisgadsanududuiveoya

[

wnunUaydndesn1siludaiuuu Microsoft Azure Ing (11) lanadsil

Rerivacy (Microsoft Azure) = (1-Tpyoyige(Microsoft Azure))*Sp,e, (FN)
=(1-0.8214) * 0.5994
=0.1786 * 0.5994
=0.1071

AatuAudssunsgaderududiudivesednsnsdifinefliesaanisi

FoyaTuludaiivuu Microsoft Azure fladneglusziusm

3.4  N1SNIUEaUITNISUSELY

mMamuaeuIBMsUssifiurudswnumsgydeenauudumdmiuuinsdaiu
Foyavunaniamiuie sumsussiiuanuseulmvesteyadliuimsidaiu fums
Ussiiumnuseulmvesdoyafifliinsdesme  uazdunisusaifiunrailusdadunis
muaueuiudud Tnedineandeadsd

1. msmuseuismsussiiuanuseulmvestoyarlduinmsfidaiu
Tudesiufitefuunanlunisussidiumiuseulmussioyafiazihduludafvuu
AATIR Ssioreq LUABIUUINIGAD
1.1 Avunmanuseulmvestoyatamaiiaziduludafvuunandlngldeemi

goulmvesUsznndeyaniazdniuiadirigegamumnannis High Water Mark wnu



a2

Aanueulmveeyariuniazdaivuuaanid  dldesungliudaluided
3.1.1 Fanndegenisiniudeyaveunundydvesesdnsnsdfnwazlaainig

saulnuiu 0.6667

funnearuseulmuestoyaimuafiazihduludaiiuuunandlasnis

finnsananmanuseulmusudazUssiandeyaiiosdaiu - Ingunudna
goulm High, Moderate, Low Wag N/A feaguuwyintu 3, 2, 1 way 0 auaifu
wdvinsuesifaladan  anduilumeAnadeidielildemmnugoulmvssdoya
o fognatu  Tunmsdmfuteyavesununtavesesdnsnsdanuia 7
Ussiandeyalungy  Financial Management  dausiazUsziamdoyaiidnnig
gauluidu Low, Moderate, Moderate, Moderate, Moderate, Moderate Lag
Moderate Q’%é’]’aammummméaulmsumﬁga 7 Uszmwﬁaaﬂmﬁu 1,2,2,2,2,2
way 2 Geagldenilueiialadudafio 1/3, 2/3, 2/3, 2/3, 2/3, 2/3 uag 2/3 1Nty
Funeadsvessmaiiolildidudmingoulmvsstoyafiardnifu whiy

0.619

& Ya v A v = Y a v 2
MU FIdeidenuuwimidluden 1.1 Wewngliuinsdaiu
JoyavangUsuaniiuiy dsdunansenusieasdnsanaLesulnivestoya
Uszunnnilsendavdmasiodeyalssinvduiidafiusauduld  glduinisiaiee

manislvgliusnisaunsaguanazdnnisteyalnsanzussnnisieiugoulng

Y Y

v o

adld  @Asedaduimiugoulmussdeyaiomaiissihiuludaiuuueand
msldmnugeulmggeuesdeyaUssiamsng 9 fazdaiudusunudian
soulmuvsstayariomn  mauvuAarwseulvestoyaviamuadieandemy
mnnei 12 apviilideyaunsssandsdinanugoulmgainitaiadeealils

Sunsguadnnisnane

A1SMIUADUITN5USELUANNE UL VDI RUATE LAUS NNS50990

Y Y

TunmsussiiiuanugoulmveloyaNlAuINITToeve Seequested BN
Y Y
Cross Table MldUIMsa@udmsudliusnisusiazse In1sAnaandeya
duymAralEgIUINsusasesee  wazlinsuesdaladeriaruaaulng
(3

vosuAazuannstid  S(d) newthumanadelilddurmanussulmuesioys

Skequested NHWIUINITHAALIIETBIVD AIUUAT Spequestea AT LIATUAUTIWIUTDYA
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wenN3URNgNT0evaavliuUINITANNNTONSHUTEUAT Spequested VIR IAUTNNT

79619 9] F9@519970 Cross Table Aisnafiula

3. mMsmudeudimsvssdiuanulusdlanunsmuauanududius

v o

AideivuawuuaeunIl  CPCQ  lpgdsainienans  Privacy  Level
Agreement (PLA) tundn & PLA WWuenansuwiufifsunisaiuguanuduy
AIUMITDIUINITAANIALAENTT Laziualagasrns Cloud Security Alliance &3
I3 12 A o a wvad v v  a Y o
Juesdnsiimuuanuifuiinineidesiuuinisnanalaenss YOADINAE

dy og.Jl Qll ¥ d’JQJQ U 1 dy
AsaunguiilovnavaeiasUlaenn PLA uenainiifidelaniuasuiilemly PLA
fumdnmssuaududiudadu q laun Australian Privacy Principles (APP) 4
WunanUfURvesusnisrandluseansidedsmnunlaeigunaooainsids  uas
Security and Privacy Controls 984 NIST @anaiianisauauauiunsiasady
Judrumvesssuvansaumalaeylusiunsssuuaaninme  lnenuinidemves

= o 1

PLA, APP wag Security and Privacy Controls §AMuAangnasny wasiiiesuns

YA o =

Uszhuil APP uaz Security and Privacy Controls namiis §33e3shunnvun

Wudamanufiuinly CPCQ nIsMiuasuAINdanmandiuYad PLA, APP way

Security and Privacy Controls wansliudalumsed 3.4

3.5  mswawnsTuvatuayunisUssdiuanudesinunsgadeanududauiavenis

Tusnisiaiudeyauunaian

nsWaunsEuLatuayunsusefiuanudssiunisgadeanududiudaiingg
WAL UU Windows Application Taaarwildlunisimunde VB.Net lagszuuaiuis

arfuayudlduinslunisussiiuie 3 diufe

] )

1. mMsvssliuaanuseulmvssdayaivzihludnfivuunana

2. MyvszdluAanugaulmvestoyangiiusnisseaiiaidildusnig

Y

3. myUszluanulusdalusiunismuauanududuiesliusnseand

3.5.1 @UUsENaUVRITTUY

szuvaraduayugliusnsidesmsiideya 1 ¥a%aenUsznaumedeyavany

‘Ui%m‘ml‘ﬂﬁ@LﬁUUUﬂaﬂ’JﬁﬁUzﬂﬁU%ﬂqi 1 97 mwmmmizuwﬂuﬁqmwﬁ 3.2
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duUsznounanYeITEuUUIENaUAIY 4  d@iufe  Data-to-be-Stored Manager,
Registration Data Manager, Privacy Control Manager WazRisk of Privacy Loss

Assessor wiazaiuiin1svinausasalui

~

Q

Prospective Consumer

Risk of Privacy Loss Assessment System

Data-to-Be-Stored Manager

Data to be Stored \_' h
on Cloud - Data-to-be-Stored Specification
> - Sensitivity Calculator
A

Could Provider
Website

Registration Data Manager
Personal Data for ( h
_Q Regisiration G) _ Cross Table Builder Risk of Privacy Loss Assessor

—
———— - Sensitivity Calculator |
N L A
Could Provider .' —
Website ™ |
i 3 Privacy Conirol Manager
— Privacy Control - ~,
— h
e Information
] \ > -CPCQ
- Transparency Calculator

A A

\ /

M 3.2 s3UUNTUTHAURINEEA N s gRden s Tua 1T v 1T UTN 193k

ToyaununaIIn

v

Data-to-be-Stored Manager $udiayatsuiamsing 9 flazgndmifiuuunandain
AlYUINSHUEI  Data-to-be-Stored Specification  UazATIMAIALEaULITDS
sﬁagaﬁl auiulaeaiu Sensitivity Calculator

Registration Data Manager Sudayadiuyanafiflsiuinisiesvelunsameaidou
il Felduinsladsnaniuledgliuins diethanass Cross Table Tngdu
Cross Table Builder 9ntiuinisdunnranugoulmvestoyaigliuinsoselay
a1 Sensitivity Calculator

Privacy Control Manager $ufayanisussliuinunisaiuauadududiudivesy

Tiu3ns Faglduinisladrsinnniduleddliuins fuwuuysediu CPCQ ntiuvinng

Awaruluslanunisauaueududiudalaediu Transparency Calculator

Risk of Privacy Loss Assessor Supiai1ugeulmvestoyandnmivuasdayany

Y Y
¥
(Y

Tiusnsdesve wazarmulusslasunismivauarududiudiaindiulssnauisany
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ddnediy iethundunumaudssiunmsgapdsanudududvesliuing uas
wanawansUszfiudunsvivessziunudssnunsgadoanududiuiivesUszian
foyalungusing 4 vnagdaifudugliuinesed
352  diudeuszanugltvasszuy
nihveduseUszauveldsvuulseneumentiaenan  wivensusuiiy
arugaulmvasdeyaiissiduluiafiviuaand  wihensUssiiuaruseulmues
Foyafifliinisiese wagnivensUsaiiuanulysdasuniseuauanudy
druiveliusinsea1ie

1. yhaevdn Usznaumeiuy Main d1unisvinsAiuiaidsuag

¥

WAAIHA LY Assessment d1mFUnsTEyTeyasig q wieldlunisussidu wy

Help dmsueBungdunaunsUseiliu uasiinuiaiuanslunsuanInzuuulas

ANANSUSELEY AININT 3.3
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ag’

Main  Assessment Help

Provider Name - || |

Weight of Data to be stored on cloud : I:]
Weight of Data requested by cloud provider :

(WStored + WRequested = 1)

Risk Score by Information Group :

I Risk Score

I Risk Score

N 3.3 yivevanyesyUUYsHduA UG 1N sgedem I T I Y09 FUTN TS

TAuToyauueaTIA

2. vthaemadseiiuanuesulmvasdayanasihduluiaiuuunan  laeas
1 [~ 1 1 i =) . . .
LU UUADIEIUAINNGUUDYARD Service Delivery Support Information lag

Government Resources Management Information
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Fnslfnudehnsdenguieyafiorihiuluinfiuuueandasmdusnas
wanangudeya Service Delivery Support Information Fanmd 3.4 uazwiind
aawmmmduﬁauﬁa Government Resources Management Information 14
il 3.5 WeRuganisdendeyaluniiniaedling Calculate szuuagdumAn

anugeulveeyanaviduludaivuunanid

8 Sensitivity of Data to be Stored on Cloud : Services Delivery Support Information Group

Main  Assessment

No.

spsi(c2.1)

SDsI(C2.2)

SDsI(C2.3)

SDSI(C2.4)

SDSI(C2.5)

Help
Sensitivity of Data to be Stored on Cloud

Information Group No. Information Group

Controls and Oversight SDSI(C2.6) Public Affairs

Cormective Action (Policy/Regulation) [ Check Customer Services [ Check

Program Evaluation [ Check Official Information Dissemination [ Check

Program Monitoring [ Check Product Outreach % Check
Public Relations Check

Regulatory Development

Policy and Guidance Development [ Check SDSI(C2.7) Legislative Relations

Public Comment Tracking [ Creck Legislation Tracking [ Check

Regulatory Creation [] Check Legislation Testimony [ Check

Rule Publication [ Check Proposal Development [ Check

Pl st Pkpating Congressional Liason Operations [ Check

Budget Formulation (] Creck SDSI(C2.8) General Management

Capital Planning L] Gheck Central Fiscal Operations [ Creck

Enterprise Architecture L] Check Legislative Functions [ Check

Strategic Planning [ Check Exnculive Fundiions ] Check

Budget Execution (] Check Central Property Management [] Creck

Workorce Planning L] Check Central Personnel Management B Check

Management Improvement [ Check Taxation Management Check

B Py B Check Central Records Statistics Management ] Check

Tax and Fiscal Policy Chcke Income Information [] Check

Internal Risk Management and Mitigation Personal Identity and Authentication [] Check

Contingency Planning [J Check Entitlement Event Information [ Check

Continuity of Operations [] Check Representative Payee Information L] Check

Service Recovery [ Check General Information [ Check

Revenue Collection

Debt Collection [ Check

User Fee Collection [ Creck

Federal Asset Sales [ Check

2wl 3.4 wilhven sussdumnuseulnivesteyaiiesihlUinAvuLAaIda Ik
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Main  Assessment

No

GRMI(C3.1)

GRMI(C3.2)

GRMI(C3.3)

a8

Help
Sensitivity of Data to be Stored on Cloud
Information Group No. Information Group
Administrative Management GRMI(C34) Supply Chain Management
Facilities, Fleet. and Equipment Management [] Check Goods Acquisition [] Check
Help Desk Services Check Inventory Control B Check
Security Management [ Check Logistics Management Check
Travel [ Check Senvices Acquisition [ Check
Policy D [J Check 5
GRMI(C35) and T nt

Financial Management System Development B Check
Accounting [ Check Lifecycle/Change Management Check
Funds Control [ Check System Maintenance [ Check
Payments [ Check IT Infrastructure Maintenance [ Check
Collections and Receivables [ Check Information Security [ Check
Asset and Liability Management [ Check Record Retention [ Check
Reporting and Information [ Check Information Management [ Creck
Cost Perf [ Cneck System and Network Monitoring [] Check

fa Information Sharing [ Check
HR Strategy
Staff Acquisition [ Creck
Organization and Position Mgmt [ Check
Compensation Management [ Check
Benefits Management ] Check
Employee Pedformance Mgmt ] Check Reset Calculate
Employee Relations B Check
Labor Relations Check
Separation Management [] Check
Human Resources Development [ Creck

2wl 3.5 mihvenisussdiuainrueeulvesteyansshluiniuuuaardaiuiiaes

3. wiheensUszliuanugeulnvesteyangnisvelaggliusnisiiewinly
uims  dniilunsUssidiumnugeulmvesdeyailiuinisieswe 38013
nuredliuinisaznsenuennitiddeyandliuinmsdemendulussuu wag
| aa ¢ v N o e v Y]
szyImenvisiideglunsuguilatiuuasiidnuvaglnainsenisitlinlawn
Basic, Private, Identity, Finance &g Derive other data (danlanangsienis)
) ~ 2 v o 1% % = Aa faY
MINMA 3.6 L@Tauaiinisne Add  deyalinszuu  LileseyukenvsUnny
Tiusnsfesveasuudilying Calculate svuvavAiuAnNgoulmvasoya

d' o Y a A Y QY a
WQﬂi@?U@I@EJm:IVU?ﬂ']iLW@LSU{LSU'Uiﬂ']i
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85 Sensitivity of Data Requested by Cloud Provider - u]

Main  Assessment Help

Sensitivity of Data Requested by Cloud Provider

Atribte  [Expration Date O Basc Opnate [ Kentty Fnance [ Denve otherdata
Basic Prvate Identity Finance Basic Prvate Identity Finance

First Name x x

Last Name x x x

Company Name x x x

Email x

Work Phone x

Mobile Phone x x

Credit Card Number x x x

Security Code x x

Expiration Date x

Reset Caouiate

2 3.6 mihnsusadunnuaeulmvesdeyangnsesvelneglusnsiiioilvusngg

4. wihaemsUszfiuanulusdasunisavauanududiudivesdliuinig

ruansfaounuiuulsziiu CPCQ S1uiuviaviun 42 da uuseanidu 3

wivefInImi 3.7 - 3.9 welvEldusnsussdiulagnsiaaeudeya Term of
. . P | v I3 Y a Y o

use ag Privacy Policy weunsuuntiiiuledvesdliusmsuaiiuiney

Aauluszuu



8§ Privacy Control Transparency
Main  Assessment Help

No. Cloud Privacy Control

1 crPC1
2 CPC2
3 cPc3
4 CPC4
5 CPCS

Privacy Control Transparency
Cloud Privacy Control Questionnaire
1. Does the provider specify its name. its representative, and address?
2. Does the provider specify its role in processing of consumer data (i.e. controller. jor ller. processor or

3. Does the provider specify contact information of the person in charge of data protection matters (e.g. Data Protection Officer.
Information Security Officer)?

1. Does the provider clearly specify which data are ited from

g to cloud?

1. Does the provider specify locations of data centers where consumer data may be processed (e.g. collected. stored. used,
disseminated, changed, and erased)?

2. Does the provider specify how consumer data will be processed to provide agreed service (e.g. storage)?

3. Does the provider specify how consumer data will be processed on consumer’s request (i.e. report preparation and production)?

4. Does the provider specify how consumer data will be processed on provider's initiative (e.g. backup, recovery, monitoring)?

5 Does the provider clearly identify whether nvoives and if so. identfy of in data
protection, and procedure to change and objection to change of subcontractor?

6. Does the provider clearly identify consumer data that will be shared with subcontractor. other third-parties. or other services the
provider may offer?

7 Does the provider indicate whether the service requires installation of software on consumer's system, and if 5o, its implication on
data protection and security?

1. Does the provider indicate whether consumer data will be transferred. backed up. and recovered across borders in regular operations
or emergency?
2. Does the provider clearly identify applicable laws to which the transfer is restricted?

1. Does the provider describe the and
backup and restore)?

2. Does the provider describe the processes and measure to ensure data integrity (e.g. data alteration detection by cryptographic
mechanism. signature)?

(e.9. backup network links. redundant storage. data

0O 0O 0000 o O oog g
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8 Privacy Control Transparency
Main  Assessment Help

No. Cloud Privacy Control
5 CPCS

6 CPC8
7 CPC7
8 cPC8
9 CPC9
10 CPC10

Privacy Control Transparency
Cloud Privacy Control Questionnaire
3. Does the provider describe the processes and measures to ensure data (eg of in-tr
strong access control on andlor ?
4. Does the provider describe how isolation in operating environment is provided (e.g. access management on least privilege principle,

at-rest data,

of tual
5. Does the provider describe how intervenability is enabled to allow data subjects the rights of data access, rectification. erasure,
blocking. and objection when proper security measures are absent?
6. Does the provider specify which security controls frameworks are in use (e.g. ISONEC 27002, CSA CCM. ENISA Information Assurance
Framework) and which controls are implemented?

1. Does the provider specify whether the consumer can monitor or audit, on an ongoing basis. to see if privacy and security measure are met.
and if so, how (e.g. reporting. audit)?
1. Does the provider specify whether and what third-party audit reports will be provided to the consumer?

2. Does the provider specify regular update frequency for third-party audit reports?
3. Does the provider allow the h g the third-party auditor?

1. Does the provider specify whether and how the consumer will be informed of security breach (e.g. accidental or
unlawful destruction, loss. alteration, unauthorized access) in consumer data?

1. Does the provider specify the for of logical relations, and costs for porting consumer data?
2. Does the provider describe whether, how. and at what cost it will assist the consumer in migrating consumer data to
another provider or transfer back to consumer’s in-house IT environment?

1. Does the provider indicate for how long consumer data will be retained?

2. Does the provider indicate the methods to delete consumer data after the consumer has deleted. after the end of service,
or as soon as their retention is not y more (e.g. every data and its previous
versions, temporary files. and file fragment are to be deleted)?

3. Does the provider indicate whether and for how long consumer data may be retained. and how they are handled, after the
consumer has deleted or after the end of service in order to satisfy legal requirements (e.g. tax regulations)?

4. Does the provider indicate whether and how the consumer can request the provider to comply with specify laws and regulations
on data retention?
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& privacy Control Transparency - a

Main  Assessment Help

Privacy Control Transparency

No Cloud Privacy Control Cloud Privacy Control Questionnaire Do Evidence
n cPc11 1. Does the provider describe policies and that (eg all O ]
provider monitoring and logging)?
2. Does the provider identify third-party audit certificates that indicate their data controls with O (]
standards (e.g. ISO 27001, SOC2 attestation. CSA STAR)?
12 cPC12 1. Does the provider specify how it will with the to ensure data a (=]
2 Does the provider describe how it will provide that data tothe and m] 0
supervisory authorities?
13 cPc13 1. Does the provider describe the process to respond to requests for of data by law ? (m} O
2. Does the provider indicate that notification will be sent to the consumer in the course of of data to law O O
authorities, unless otherwise prohibited (e.g. under criminal law to preserve of law ?
14 cPC14 1. Does the provider indicate what remedies are available to the consumer on contractual obligation breaches by itself or by subcontractor O (m]
(e.g. compensation, service credits. financial penalties. ability to sue)?
15 CPC15 1. Does the provider provide contract detail of the person who will receive questions and complaints? m] O
2 Does the provider provide contact details of the third-party that may assist in resolution of dispute with the provider (e.g. a data protection O (m]
authority)?
16 CPC16 1. Does the provider describe its cyber-insurance policy regarding data protection and security breaches? O a
17 CPC17 1. Does the provider indicate that consumer data will not be processed in a way that is not intended by the use of service. e.g.. no transfer O a
of data for marketing purpose?
18 cPC18 1. Does the provider make its privacy program available and easily O O

il 3.9 mihvedumsUsaidunulvsslaniunisarvaunududgaveyliuinig

FIuna

5. wihsensUszdiuanudsssinunisgadsannududumdmiuuinisiaiu

£ [ ! & o ! v a =i 2/ [
Joyauunane  duililudiuganievesnisussiiuvasunngiviiaendan  lag
sruvaslidliusnissesydaya Jefliusnis Andmdnvesfeyaiiasihduludaiv

UUAANIA wazAnvelayagliuinisiesws danmi 3.10 ssuulLyiinig
wansnansUsziveenudunsseuiisussdiuanudssveansgadening
< ! o ¥ £ (Y a = o ¥

Judwmvesoyauenmulssinndoyn  uagseiuanudessiy Weddeyaly

v 8 v Y a 3 ei
7\]@1LﬂUﬂUEﬁVUﬁﬂWiﬂﬁ’]ﬁﬂ@ﬁMﬂi%q
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Main  Assessment Help

Provider Name : [MA |

Weight of Data to be stored on cloud H
Weight of Data requested by cloud provider -

(WStored + WRequested = 1)

Sensitivity of Data to be Stored on Cloud :0.3302 Privacy Control Transparency :0.8214

Sensitivity of Data by Information Type

SDSI C2.1 = Controls and Oversight (SDSI2.1) :0.0000 GRMI C3.1 = Administrative Management :0.3333
SDSI C2.2 = Regulatory Development (SDSI2.2) :0.0000 GRMI C3.2 = Financial Management :0.6667
SDSIC2.3 = Planning Budgeting (SDSI2.3) :0.0000 GRMI C3.3 = Human Resource Management :0.3333

SDSI C2.4 = Intemal Risk Management Mitigation (SDSI2.4) :0.6667 GRMI C3.4 = Supply Chain Management :0.0000

SDSI C2.5 = Revenue Collection (SDSI2.5) :0.0000

GRMI C3.5 = Information Technology Management :0.6667

SDSI C2.6 = Public Affairs (SDSI2.6) :0.0000
SDSI C2.7 = Legislative Relations (SDSI2.7) :0.0000
SDSI C2.8 = General Govemment (SDSI2.8) :0.0000

0.12
0.1+
0.08 -
0.06
0.04 -
0.02
0

0.107 I Risk Score

0 0 0 0 0 0 0

0.12

0.1
0.08
0.06
0.04
0.024

SDS2.1 SDS2.3 SDS2.5 SDS2.7
SDs2.1 SDS2.4 SDS2.6 sDs2.8

0.107 0.107 Il Risk Score

0.05841 0.05941

0
GRM3.1 GRM32 GRM33 GRM34 GRM35

Overall Risk Score : 0.1070

il 3.10 mhevanuanisanITUsHdun uEss UM sgaFen s 1ve g

Iiusmsdaiudeyavunaris
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NISNAFBULAZNISUSZIUNANISIY

Tunsnaaesdsuliuanudssinunisgydeninuludimdmiuuinisdaiu

¥ I3

doyauunain  ideliveuaretadnsnsdlifinuiuenlavanuiivis  Fellanuaulaavi

[ 1 d o/

ToyavreawnuNAN 9 5 ununloun ununUnyd wiunndneinsyana ununle?l uWuninnis

Q o

FIUANULEES Ay wunwaniy ldaAuuuAaIg

va v

Tunsidengliuinisaandumeass  Idesiusindeyadliuinisdaiudeyauy
Aae 13 318 Aldnsunsuuulssifiunueanadunseuauatiung (Security) AL
UtRsuausiuag Cloud Control Matrix (CCM) #ifvualag Cloud Security Alliance
(CSA) dlusmsusagsearUssliunuedlaenaumaiuusiastadn iU URnuuuiu fumaiu
anusfupsidoll  maudilavioldly) wazweunsliuwiules CSA Security, Trust &
Assurance Registry (STAR) [20] §3fo3sldfunamasiunzuuunsufifinu meuiils) wie
Huazuuudruarasiunsesdlifuinig mndudondliuinig 5 1o Aldazuuudunsufos
muanusunsiuanseiuludwuil 1, 4, 7, 10 waz13 léun Microsoft Azure (Brdudi 1)
Dropbox Business (&1l 4) Citrix ShareFile (§1¢ufi 7) Verizon Enterprise Solution (816
7l 10) way SoftLayer (f1ufl 13) uwhnmaaes TeazdunvesAzkULNTURTRnMLLA

wva ¥

U URMuAMNiuAtEinsagliatnaIANLIn

41  nsveassnsussliuszauaugaulnivesdeyadlduinig

Va

A338lATIUTIMTOYAUHUNAN 9 VBIRIANINTAANWINIIINITUTZEY 5 UHUNLE
° i i P = = -] 14 o &
AUIA1AN0UlNYRIaYa Tt VUM UUUAATIA Seioeq A9T
411 wwunUad (FN)
wrunUayddesnisimiudeya 7 Usean Tungu Financial Management @4l
nsiwnaAugeulmkantliuiluiiten 3.1.1 wagldranusaulmvesioya
Paziduludmnuuunanfiiy

Scioreq = 0.6667
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4.1.2  ununningnsyana (HR)

LHUNTISHENTURARTRIBIANINIHAN eI sdaiuteyalungu
Government Resources Management Information (GRMI) Uselan Human

Resource Management \Juduau 6 Ussunndoya il
1. Staff Acquisition fsgauausaulnIvingu Low
2. Organization & Position Mgmt. fiszsiuanueeulniyiniu Low
3. Employee Performance Mgmt. fsgAuainugsulmiminhiu Low
4. Employee Relations fisgAuauseulniviniu Low
5. Labor Relations fiszauameaulwiyingu Low
6. Human Resources Development syaumnugeaulwiyiniu Low
aunsaivuaAiaussulmlae (1) Tadu

Scioreq = 0.3333

4.1.3  whunwelulagansaune (IT)

wunwalulaansaumavesesrnsnsdfinwdeansiafivtoyalungy
Government Resources Management Information (GRMI) Usgsnn Information &

Technology Management \Jug1uau 4 Ussinndaya el
1. System Maintenance dsgauanussulwiviniu Moderate
2. Record Retention fiszsiuanusaulnavindu Low
3. Information Management fisgauausaulniliiiu Moderate
4. System and Network Monitoring fisgauaiugeulniviniu Moderate
ansaivuaAiaNesulmlae (1) Tadu

Scioreq = 0.6667

4.1.4  LHUNNISUISINTINNITANULEES (RM)

LHUNNFUSIIANSATUANIEswBtesinsnsdfinwideanisdaiutoys

lunqu  Service Delivery Support Information (SDS)  Uselaw Internal Risk

[

Management & Mitigation Wudwau 3 Uizmwﬁbzﬂa Aadl
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1. Contingency Planning Hszaumueulmyindu Moderate

2. Continuity of Operations fisgAuauseulniviniu Moderate
3. Service Recovery fisgauanusulniminiu Low
ansamuuaatmNgoulmlay (1) Tl

Sstored = 0.6667

415  wrunLandy (AD)

uwHunwenfiuvetesrnInsdifnwdesnsiafiudoyalungy  Government

Resources Management Information  (GRMI) Usgenn  Administrative

[

Management tud1uiu 4 Ussinndeya sl

1. Facilities, Fleet, and Equipment Management d5gaun21180ul12

WU Low
2. Help Desk Services fisgauaueaulwiviniu Low
3. Travel dszauanuseulniviniu Low

4. Workplace Policy Development & Management fiszauainugaulu

WINAU Low
aunsanvusaausaulmlae (1) Teduy
RUNIVPAES

asUaziuuAuseulveoyafiazdaiuves 5 ununlafnisned 4.1

715199 4.1 ﬁ::u,uum71/@'@umeaw?’a;u/aﬁ%zfﬁ/"uzwﬁwum7'Jﬁﬁwnmmwun

Dept. Sensitivity of data to be stored on cloud (Sgoreq)

FN 0.6667
HR 0.3333
IT 0.6667
RM 0.6667
AD 0.3333
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4.2 nsveaesnsuszliuszauadnugaulnivesdeyadiuyanangliuinisiesvaain

Aldusnslunisidnly

a o

e

o

v ! a Y a Y I3 ¢ Y a Y
’Jﬁlﬂaﬁwﬂmﬂamu‘tmﬂa% :LW‘Uiﬂ']iia\‘lsU@QqﬂL'JUVLGUG]E;ﬁWUiﬂ']i 513519 IWLLﬂ

Microsoft Azure, Dropbox Business, Citrix ShareFile, Verizon Enterprise Solution &g

SoftLayer Liiat111a314 Cross Table wagAwinAAugeulmvetoya

4.2.1

Microsoft Azure

AU Cross Table ¥8e Microsoft Azure 13@ann319% 3.2 uagAua

A1 Shequested LIA9A15797 3.3 Tuund 3

4.2.2

Dropbox Business

YA v o

{Idurimun Cross Table ¥@e Dropbox Business L3fannsfl 4.2 uay

Q)
° ' YY) PN
AUINAT Srequested +INIANTIN 4.3

#15797 4.2 Cross Table ¥4 Dropbox Business

P
v g 8
=1 o
5 - €
Q Sl ol 9 3 3
5 . o] N| 5 Z| 35| &
§ ‘JEJ g £ 2 U;\ G| 5 g LO) c| 38
© —_
a s & Z = S| 5| & O x| L v| »
o Z 2| g| =| 8 ¢ & v 2| | & §| E
5 7 u g £ 5| 5 5 = 8 3| ¢ B3
S —
O o 828 ol ol zl & &6 & S &1 O
Basic X| X | X | X ]| X | X X X
Private X | X X X
Identity X | X X
Finance X | X X X X X X X X X
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A157991 4.3 AImIIUeauINIYesTByayey Dropbox Business

Attribute Dd) | 1) | Pald) | Axld) | S(d)

First Name 2/4 0 0 0 0.5000
Last Name 3/4 12/13 0 0 1.6731
Team Name 3/4 12/13 0 0 1.6731
Email 1/4 0 0 1 1.2500
Contact Telephone 2/4 0 0 0 0.5000
Company Size 1/4 0 0 0 0.2500
Number of User 1/4 0 1 0 1.2500
Billing Plan 2/4 0 1 0 1.5000
Credit Card Number 3/4 11/13 1 0 2.5963
Security Code 2/4 0 1 0 1.5000
Expiration Date 1/4 0 0 0 0.2500
Postal Code 2/4 0 0 0 0.5000
Country 2/4 0 0 0 0.5000

SRequested =13.9423 / (4*13) = 0.2681

4.2.3 Citrix ShareFile

YA v o

NIF8AMUA Cross Table w84 Citrix ShareFile 1399151997 4.4 hagAUIAT

Y

Shequested PRI 4.5

mi’Nﬁ' 4.4 Cross Table 984 Citrix Sharefile

Concept/Attribute

> IFirst Name

> Last Name

> ICompany Name
> |Company Size

> Email
> Phone

Basic

Private

|dentity X X

Finance X X X X
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A1599 4.5 AImIugeulnIvesdeyaves Citrix Sharefile

Attribute DAd) | Ix(d) Pad) | Axld) | S(d)

First Name 2/4 0 0 0 0.5000
Last Name 3/4 6/6 0 0 1.7500
Email 1/4 0 0 1 1.2500
Company Name 3/4 6/6 0 0 1.7500
Phone 2/4 0 0 0 0.5000
Company Size 1/4 0 0 0 0.2500

Shequested = 6 / (4¥6) = 0.25

4.2.4  Verizon Enterprise Solution

B ufimun Cross Table w84 Verizon Enterprise Solution 11¢9n1519% 4.6

WAEANUINAT Spequested FIAIANTIN 4.7

715799 4.6 Cross Table 983 Verizon Enterprise Solution

[}
= -
3 g
£ £
< o o 2
[}
%. g g i8] A > T )
2 2 2 8 = & o €[ S| 2
-+ © .
5 8 % 5 £ 3| 2 = 3 ol 8
() | (@) Ll < O Vo) (@) N )
Basic X[ X[ X | X | X ]| X | X|X X
Private X
Identity X X
Finance X | X X X X X X X
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715799 4.7 f}ﬁﬂ?’)&l@’@ﬂZW?f@dﬁ@%@?f@d Verizon Business Solution

Attribute DAd) | Ix(d) Pi(d) | Aad) | S(d)

First Name 2/4 0 0 0 0.5000
Last Name 3/4 9/10 0 0 1.6500
Contact Number 1/4 0 0 0 0.5000
Email 1/4 0 0 1 1.2500
Address 2/4 0 0 0 0.5000
City 2/4 0 0 0 0.5000
State 2/4 0 0 0 0.5000
Country 2/4 0 0 0 0.5000
Zip Code 2/4 0 0 0 0.5000
User ID 2/4 1/10 1 0 1.6000

Shequested = 8 / (4¥10) = 0.2

4.2.5 SoftLayer

YA v o

HAdumuun Cross Table U89 Softlayer LIARNSI9N 4.8 La¥AIWILAT

Y

Shequested FIPIANTIN 4.9

#1599 4.8 Cross Table U84 SoftLayer

(0]

5 )

0 E [J)]

— [0} +—
©

£ 2 ) T | Qo

< ) (0] c T 8

2 £ £ 2 ° S <

8 8 | &5 | § | &£ | @ > O | > 2

Y = z g— ~ g <u € o % 5 ©

c 0 7 o L) > - 3 = 9] ol

(@] © 0]

o = (] © B (@] ©

o i S O 2 < G &a O =S S 3 3

2 X X X X X X X X

S

9

g

2 X X

[a 'l

>

=

5

3 X X X X

(0]

)

5 X X X X X X X X X

c X X X

LL
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A157991 4.9 AIMIINBRUlNIYeTBYaYBY SoftLayer

Attribute DAd) | Ix(d) | Pa(d) | Auld) | S(d)

First Name 2/4 0 0 0 0.5000
Last Name 3/4 | 12/12 0 0 | 1.7500
Company Name 34 | 12/12 | 0 0 | 17500
Work Phone 2/4 0 0 0 0.5000
Address 2/4 0 0 0 0.5000
City 2/4 0 0 0 0.5000
State 2/4 0 0 0 | 0.5000
Country 2/4 0 0 0 | 0.5000
Vat ID 2/4 12/12 0 0 1.5000
Credit Card Number 3/4 12/12 1 0 27500
Security Code 2/4 0 1 0 1.5000
Expiration Date 1/4 0 0 0 0.2500

Skequested = 12.50 /(4 * 12) = 0.2604

asUmziuuanugeulnvesloyaigliuinis 5 1 Sewelanm1sei 4.10

kY

A157991 4.10 AziuuAILBaulnIvesTayaTigluTNITsovausnm Ly liuTNIT

Provider Name SRequested

Microsoft Azure 0.3302
Dropbox Business 0.2681
Citrix Sharefile 0.2500
Verizon Business Solution 0.2000
SoftLayer 0.2604

4.3 nveaesnsuszliuszauaugaulnivesdeyallduinis

1 d‘ 4 v } 4 dl Va o o 1
AINAT Ssiored hAY Sequested NHATINTIVON 4.1 WA 4.2 FITUAIUIUNIAIAIY

goulmvestayagliuinismindnisdmiuiudliuinisms 5 518 lagld (8) Inefinnnunen

H o v =] [ Y [ 3 1w 1 - o v a
UmtnveedoyaNazin lUTmAUUIUAAIIN (Weed) 911U 0.8 wazAuIvtinveatoyad

Y

e3Cp

TAUTNTT0vaNLdIIUINT (Whequested) 11U 0.2 ToNaAIMI5197 4.11
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A1599 4.11 F5UAIRIIMeeulnIveTayarelvuings 9INdI0e9NI5NAADY 5 UALUNUAE

5 gliusnisnaag

Dept. / Cloud Provider | Microsoft | Dropbox | Citrix Verizon SoftLayer
Azure Business | ShareFile | Business
Solution
FN 0.5994 0.5870 0.5834 0.5734 0.5854
HR 0.3327 0.3203 0.3166 0.3066 0.3187
T 0.5994 0.5870 0.5834 0.5734 0.5854
RM 0.5994 0.587 0.5834 0.5734 0.5854
AD 0.3327 0.3203 0.3166 0.3066 0.3187
Company Overall 0.5994 0.5870 0.5834 0.5734 0.5854

4.4  msvesasnisUszdiuanulusslaludiunmsauananuludiudivasdliuing

YA v o 1%

Y

FAdedrsadeyaiunismuauaududiuiiann Privacy Policy uag Term of use

niuleddliusnis 5 518 wazneudemiaiuluwuuyszidiu CPCQ lnunan1snauwuy

Uszliuazuanslilunianwin n uwavaguazuuunnulusslasunisauauaududiuiids

AN (9) TANARINITI9N 4.12

A5 4.12 ﬁggmumnlf‘zjiﬂmmmsuuummﬁmé’mmimug;i/mmﬁuaf"mm""ma%?’

Iiusnsuenesuelliuings

Provider Name Score Torovider
Microsoft Azure 69 0.8214
Dropbox Business 62 0.7381
Citrix ShareFile 49 0.5833
Verizon Business Solution ar 0.5595
SoftLayer a2 0.5000
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4.5  msnesesnisUszdiuandesinunsgaydendnududiuda

¥Ya v o

IINAY Spate H8E Throvider NHINTBN 4.3 Uag 4.4 JIFLAUIUNIAIAIUELIAY

a < 1 Y a (% [ 14 I3 14 (%
nsayFeANluduiIveIuiNMIINUTOLAUUAATIN Repey, 0130 (11) Aakandlunis
413

M159991 4.13 AzuuUnIIUFs U gapFen I duaaudvesgliusnIsAa1Idkene 11

Iwusnis
Provider Name Microsoft | Dropbox | Citrix Verizon Business SoftLayer
Azure Business | ShareFile | Solution
FN 0.1071 0.1537 0.2431 0.2526 0.2927
HR 0.0594 0.0839 0.1319 0.1351 0.1594
IT 0.1071 0.1537 0.2431 0.2526 0.2927
RM 0.1071 0.1537 0.2431 0.2526 0.2927
AD 0.0594 0.0839 0.1319 0.1351 0.1594
Company Overall 0.1071 0.1537 0.2431 0.2526 0.2927

IMNALLUUAINULFLIT LA E L TakERIN I US s ULAsUlAR NN 4.1

Risk of Privacy Loss

sL sL sL sL
s VZ s V2 s V2 s VZ
DB st DB DB st DB
0.15 cs VZ cs VZ
MA MA MA MA
01 DB DB
MA MA
- II II
0
FN HR T RM AD Company Overall

W Microsoft Azure (MA) m Dropbox Business (DB) Citrix ShareFile (CS) Verizon (VZ) m SoftLayer (SL)

A 4.1 n5IaRIAIFENA UM s iaen I iua ey liunsTaiudeyauy

AA I ALUENA TUUAUNUALEIN IIEITUTNTT

PINNTINUEAIHANTINAROIAAIANAEB W TN SaadAududuiivesioya
5 ununiugliuiniseana 5 519 wandbiiuiianudessinunisaaydeanududiuiag

Anuuandniulusussivdeyauasliuinisudassne 1wy Jeyaununtnydnasihyuly
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Jaufiuuy  Microsoft  Azure  fmdnudessinunisgaydeanududiudiunnnitdoyauuun

ninensuana  wsizdeyavasununUnitAinuseulnivestoyagainduaunninens

£
=

a0 oA v v aay ° v & . A a W
uﬂﬂﬁ Tu@ﬂuﬂgmﬂaﬂ@%a%Nuﬂlﬁymm@@ﬁﬂqﬁuqmlﬂﬂQﬂLﬂUUu Microsoft Azure Llanguny

SoftLayer azfianudsatiosndn wsng Microsoft Azure FnsauausiuaILduaIuFaT

=
NI

4.6  mMsieziAANuEsiunsgydeaulududa

v o

FAdeinsimsziaaudesinunisgaydeanududnd deanudeuln

vosayailduinisuarmmulusdamuniseuauanududiuiilagldrign Anans

Y

wazArgeaadululsing q dannsnei 4.14 Taen

9

Aaugeulveadeyanas i TUIUTAAUULAITIA Seoeq MATLTULULISUA

AuENNTS (1) Av 0, 0.33, 0.67 way 1

'
=

' i v | a Y a Y ¢ a1 A & Y
Aanugaulmvesdeyadiuuanafifliuin1s5e9me Srequeses BeliAMTUlUIADY

Y

'
1o

Tuiaa (0, 1] 9¢19@1 0.2, 0.5 war 1 Tun1saAsed etlven 0.2 FuduArsianvodrn

9

Skequested IMKHWIUING 5 518 NlGlun1MAGDY F991319% 4.10 unuAIwnan

9

AaulusslanunisauanaluaIuin Too, e dliafidululdeglugag [0, 1]

2zl9AN 0, 0.5 way 1 MNISIASIEN

AN 4.14 AnAzwuulglunsIesIsn

ALY AAgn AN AgeEn
Sstored 0 033 | 0.67 1
SRequested 0.2 0.5 1
Terovider 0 0.5 1

v & 1 d' 1% a Id ] Y A & v o J
AIUUAIAULEDINTUNTEYLEIANUTUAIUAD Rojyaey Aaduldlnannnisihenlu

13991 4.18 1A UIaBdufInIg199 4.15 WeldA1 Waieq = 0.8 482 Waequested = 0.2



M197199 4.15 Aanudsssnunisgaydeannududmindulule

Sstored SRequested Spata Terovider Rerivacy

0 0.2 0.04 0 0.04

0 0.2 0.04 0.5 0.02

0 0.2 0.04 1 0

0 0.5 0.1 0 0.1

0 0.5 0.1 0.5 0.05

0 0.5 0.1 1 0

0 1 0.2 0 0.2

0 1 0.2 0.5 0.1

1 0.2 1 0

0.33 0.2 0.304 0 0.304
0.33 0.2 0.304 0.5 0.152
0.33 0.2 0.304 1 0
0.33 0.5 0.364 0 0.364
0.33 0.5 0.364 0.5 0.182
0.33 0.5 0.364 1 0
0.33 1 0.464 0 0.464
0.33 1 0.464 0.5 0.232
0.33 1 0.464 1 0
0.67 0.2 0.576 0 0.576
0.67 0.2 0.576 0.5 0.288
0.67 0.2 0.576 1 0
0.67 0.5 0.636 0 0.636
0.67 0.5 0.636 0.5 0.318
0.67 0.5 0.636 1 0
0.67 1 0.736 0 0.736
0.67 1 0.736 0.5 0.368
0.67 1 0.736 1 0
1 0.2 0.84 0 0.84

1 0.2 0.84 0.5 0.42

1 0.2 0.84 1 0

1 0.5 0.9 0 0.9

64
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M15719% 4.15 Aanudessunisgadsanududumindululy (o)

Sstored SRequested Spata Torovider Rerivacy
1 0.5 0.9 0.5 0.45
1 0.5 0.9 1 0
1 1 1 0 1
1 1 1 0.5 0.5
1 1 1 1 0

INANTNN 4.15 AIPIUEL Rpgae, HAuusiudeululalugag [0, 1] laei

E10A Togger = 1 AR Rervacy = 0 ﬁuﬁaLﬁat;:ﬂﬁu%mﬂﬁﬂmumﬁuﬁm
aulusdladunismuaueududiuiinnnsudfiany CPCQ nde v
foiliiAnenudessiunsgaydemnuidudusi lindoyaveslduinisas
Hanpnusaulin Sp., Wntestiaslanana

10A1 Toroyier = 0 A%1HAN R oy = Stie ﬁ’uﬁaLﬁa;ﬂﬁu‘%mﬂé’f%uuumm
TWssladnunisaupuanududiuduiu 0 annisldufifenn CPCQ dala
a8 Uinuensdesastuegiuanuseulmaastoyadldvinsinfiintdes
TN

A1 Torovider Lﬁuﬁﬁﬁaﬂm@uU%MWEHﬂ’J’lﬂJL?Sﬂf\]’lﬂmi%@LﬁU%@&Jﬂﬁl}ﬁ%U%mi%ﬂﬁ
arsaulmadlUld fegratu fusideyarammniiosgninfuuuaandass
Aueaulmgsiony wiingliusnisinisufufiniu CPCQ wazldnziuu
AUTUS W9 ITRD Tooyue = 0.5 vaINSaAAVEUAINIEA M

(ERRGEERVDR

Pnran1sIwszaunsaagUladn eenalusdasuniseuauaududiu

I o A 1 [y a 1% = [ ! Y «
Torovider {IUTTBNAHANNABTLAUANLLFBIN UM TEYLHIANITUAIUAD Rpjjyac, 11BN

a wva ¥

AdededmngiusnsufuRauuuiuuaty CPCQ aduwnujiinurnandudiudy

Tnealuudy aztiehiinsdansaiududiuiiniuazanunsasessutoyaniazdanulann

szaupusaulminiuiy uaillelafigliuinisvinanulussladsunseuauanudu

AUAIVEONIAT Toye UoBuAIAAMUBDUMVBITaYalldusnsaznane utledeiidema

WnTusesyiuAIdsIiunsgaydsnuudiu
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4.7 NMINAFIUANMNEUNUSIZERRTznIAMIEs s un1sgaydeaadudiudaiu

n1sliufuRnusuIlfUuRfuANTuAY

- -3 < ! v o v A a v v =

MnMsivsznumMuatuduiuazauiiuasindanuieitesiuiin Weswin
Tunseuauanudududidndudeddnisinnisriewmaiiadiuanuiuaudunge §3du
JafunfalunisnageumuduiusiBeaininanudesinunisgadeanududiudatunis
LiugtRnuuuuiRmuanuduas CCM vaegiiusnisiinuduiusiuvsely

manegeuvinlagtihaziuuaudesnunsagydornududiudives 5 unun @e
[ Y a A4 o 3 v o DA =t = i =
Judlduinis 5 919) Wedmiuteyaiugliuinissenids 4 3ne1sei 4.13 umnaAnade
uwagnedouAudLTusiuAzL LU sl TR fiRduauduns - CCM - 209
Tiusnsseiy Siwanuuulssiliunuesedliuinisdunewnsaguiuled  CSA

va o

STAR mzuuuMshivfufnunwiufifnuanuduas CCM 1§ §ITeAuwiainnasunsly

6l
UTRnaLUFR (rouiilaly) Tuwuuussidusues whnhwnmdadudledisuiudiuu
Fonavimualunuudssidunues Weldldduszuuunisldufoiau com duandumsns
i 414 (wazduagldnnamuan v) HEldnseneiandiusedisine (Simple
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M15991 4.16 NITNATOUAIINAUTUSIINARATENINATINEEN 1N 5gesdem I TuaIue

AunIsloan I Uaa AT UAY

Provider Name CCM Average Risk X y2 Xy

Noncompliance | of Privacy Loss

Score (x) Score of 5

Dept. (y)

Microsoft Azure 0.0107 0.08802 0.0001 | 0.0077 0.0009
Dropbox 0.0576 0.1259 0.0033 | 0.0158 0.0072
Business
Citrix ShareFile 0.1176 0.1986 0.0138 | 0.03%4 0.0234
Verizon Business | 0.1711 0.2056 0.0293 | 0.0423 0.0352
Solution
SoftLayer 0.3529 0.23938 0.1245 | 0.0573 0.0845
Sum 0.7099 0.8574 0.1711 | 0.1626 0.1512

AsANUIMAALUSEANSANAUNUS r vihlalaeaunis

nYyxy—yx yy

JVInEx2-E02]nEy*-(Ey)?]

INANTNN 4.14 Awaue r latdu

= J[5(0.1711)—(0.504)][5(0.1626)—(0.7351)]

5(0.1512)—(0.7099)(0.8574)

0.1473

r =
0.1654

r

A r il asulainanudssinunisagdeninud

Tugudadudugannlusedugaiunsliuf iinuunujifsuanuduas CCM

= 0.8909

WonadoUtudANINEds TneA1uIuAT t ABaNnIs

UFAIUAIN
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9l ¢ = 0.8938 | —=2_ = 35596
1-0.8909

W O = 0.05, df = n-2 =3 WU A1 t=3.5596 Newindld 11nnIAT toos, 3
Fawiiu 2.353 fatiy FeUfas HO waveauiu H1 dupeaudeainunsade
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n.1 uwnasdayadmiumsusudiuanulusddadunisarvguanandudiuda

1. Microsoft Azure
https://azure.microsoft.com/
https://azure.microsoft.com/en-us/overview/contact-us/
https://azure.microsoft.com/en-us/support/trust-center/privacy/

2. Dropbox Business

https://www.dropbox.com/business/contact
https://www.dropbox.com/privacy

https://www.dropbox.com/business/trust/security

3. Citrix ShareFile
https://www.citrix.com/products/sharefile/overview.html
https://www.citrix.com/about/legal.ntml

4. Verizon Enterprise Solution

http://www.verizonenterprise.com/
http://www.verizon.com/about/privacy/
http://www.verizonenterprise.com/us/publications/

5. SoftLayer
http://www.softlayer.com/

http://www.softlayer.com/privacy-agreement

n.2 AzuuumMsUssdivaulussladiunisaivauadnuludiudaniu CPCQ

M15999 N2.1 AzuuunsUssdunulUsslanunisaaunun i tiuaaugmu CPCQ vod

Microsoft Azure

CPCQ Code Compliance Evidence

CPCQ1.1 1 1

CPCQ1.2 1 1




M15991 N2.1 Az sUsaidunaulUsdlanunisaaunumnntuauganiy CPCQ Yo

Microsoft Azure (§8)

75

CPCQ Code

Compliance

Evidence

CPCQ1.3

1

1

CPCQ2.1

1

CPCQ3.1

CPCQ3.2

CPCQ3.3

CPCQ3.4

CPCQ3.5

CPCQ3.6

CPCQ3.7

CPCQ4.1

CPCQ4.2

CPCQ5.1

CPCQ5.2

CPCQ5.3

CPCQ5.4

CPCQ5.5

CPCQ5.6

CPCQ6.1

CPCQ7.1

CPCQ7.2

CPCQ7.3

CPCQs8.1

CPCQ9.1

CPCQ9.2

CPCQ10.1

CPCQ10.2

CPCQ10.3
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M15991 N2.1 Az sUsaidunaulUsdlanunisaaunumnntuauganiy CPCQ Yo

Microsoft Azure (§8)

CPCQ Code

Compliance

Evidence

CPCQ10.4

1

1

CPCQ11.1

1

CPCQ11.2

CPCQ121

CPCQ12.2

CPCQ13.1

CPCQ13.2

CPCQ14.1

CPCQ15.1

CPCQ15.2

CPCQ16.1

CPCQ17.1

CPCQ18.1

Total Score

38

31

TProvider

0.8214

A15999 2.2 prunumsyszdiuaulusslaniunismvaunaiuduaaudaniu CPCQ vod

Dropbox Business

CPCQ Code

Compliance

Evidence

CPCQ1.1

1

1

CPCQ1.2

1

1

CPCQ1.3

CPCQ2.1

CPCQ3.1

CPCQ3.2

CPCQ3.3

CPCQ3.4




M15991 N2.2 AzuuumsusaidunaulUsdlaniunisaaunuminntuauganiy CPCQ Yo

Dropbox Business (¢19)

14

CPCQ Code

Compliance

Evidence

CPCQ3.5

1

0

CPCQ3.6

1

CPCQ3.7

CPCQ4.1

CPCQ4.2

CPCQ5.1

CPCQ5.2

CPCQ5.3

CPCQ5.4

CPCQ5.5

CPCQ5.6

CPCQ6.1

CPCQ7.1

CPCQ7.2

CPCQ7.3

CPCQ8.1

CPCQ9.1

CPCQY.2

CPCQ10.1

CPCQ10.2

CPCQ10.3

CPCQ10.4

CPCQ11.1

CPCQ11.2

CPCQ121

CPCQ12.2
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M15991 N2.2 AzuuumsusaidunaulUsdlaniunisaaunuminntuauganiy CPCQ Yo

Dropbox Business (¢19)

CPCQ Code Compliance Evidence
CPCQ13.1 1 0
CPCQ13.2 1 1
CpPCQ14.1 1 1
CPCQ15.1 1 1
CPCQ15.2 1 1
CpPCQ16.1 0 0
CpPCQ17.1 0 0
CPCQ18.1 1 1

Total Score 35 27
Torovider 0.7381

715799 n2.3 %Lmun75U554ﬁum71i1/5’0?ﬁé’7un75@7U@1/ﬁ371/41’7umw7°’7m71/ CPCO %4

Citrix ShareFile

CPCQ Code Compliance Evidence
CPCQ1.1 1 1
CPCQ1.2 1 1
CPCQ1.3 1 1
CPCQ2.1 0 0
CPCQ3.1 1 1
CPCQ3.2 1 1
CPCQ3.3 1 0
CPCQ3.4 1 0
CPCQ3.5 1 0
CPCQ3.6 1 0
CPCQ3.7 1 1

CPCQ4.1




M157991 12.3 AzuuumsUsadunulUsdlaniunisaaununnntuauganiy CPCQ Yo

Citrix ShareFile

79

CPCQ Code Compliance Evidence
CPCQ4.2 1 1
CPCQ5.1 1 0
CPCQ5.2 1 0
CPCQ5.3 1 0
CPCQ5.4 1 0
CPCQ5.5 1 1
CPCQ5.6 1 1
CPCQ6.1 1 0
CPCQ7.1 0 0
CPCQ7.2 0 0
CPCQ7.3 0 0
CPCQs8.1 1 0
CPCQI.1 0 0
CPCQ9.2 0 0
CPCQ10.1 0 0
CPCQ10.2 1 1
CPCQ10.3 1 1
CPCQ10.4 1 1
CPCQ11.1 1 0
CPCQ11.2 1 0
CPCQ12.1 1 0
CPCQ12.2 1 0
CPCQ13.1 1 0
CPCQ13.2 1 0
CPCQ14.1 1 0

CPCQ15.1
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M157991 12.3 AzuuumsUsadunulUsdlaniunisaaununnntuauganiy CPCQ Yo

Citrix ShareFile

CPCQ Code Compliance Evidence
CPCQ15.2 0 0
CPCQ16.1 0 0
CPCQ17.1 0 0
CPCQ18.1 1 1

Total Score 33 16

TProvider

0.5833

M1579991 N2.4 Az sUsaidunaulusdlanunisaaunumnntuausganiy CPCQ Yo

Verizon Business Solution

CPCQ Code Compliance Evidence
CPCQ1.1 1 1
CPCQ1.2 1 1
CPCQ1.3 1 1
CPCQ2.1 3 0
CPCQ3.1 1 0
CPCQ3.2 1 0
CPCQ3.3 1 0
CPCQ3.4 0 0
CPCQ3.5 1 1
CPCQ3.6 1 1
CPCQ3.7 1 1
CPCQ4.1 1 0
CPCQ4.2 1 0
CPCQ5.1 0 0
CPCQ5.2 1 0
CPCQ5.3 1 0




M157991 N2.4 Az sUsaidunulUsdlaniunisaavnunnntuausganiy CPCQ Yo

Verizon Business Solution (918)

81

CPCQ Code Compliance Evidence
CPCQ5.4 1 1
CPCQ5.5 1 0
CPCQ5.6 1 1
CPCQ6.1 1 1
CPCQ7.1 0 0
CPCQ7.2 0 0
CPCQ7.3 0 0
CPCQ8.1 0 0
CPCQI.1 0 0
CPCQ9.2 0 0
CPCQ10.1 1 1
CPCQ10.2 1 0
CPCQ10.3 1 1
CPCQ10.4 1 1
CPCQ11.1 1 0
CPCQ11.2 1 0
CPCQ12.1 1 1
CPCQ12.2 1 0
CPCQ13.1 1 0
CPCQ13.2 1 0
CPCQ14.1 1 1
CPCQ15.1 1 1
CPCQ15.2 1 1
CPCQ16.1 0 0
CPCQ17.1 0 0
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M157991 N2.4 Az sUsaidunulUsdlaniunisaavnunnntuausganiy CPCQ Yo

Verizon Business Solution (918)

CPCQ Code Compliance Evidence
CPCQ18.1 1 1
Total Score 30 17

TProvider

0.5595

M159991 N2.5 AzuuumsusaidunaulUsdlaniunisaaunumnntuausganiy CPCQ Yo

SoftLayer

CPCQ Code Compliance Evidence
CPCQ1.1 1 1
CPCQ1.2 1 1
CPCQ1.3 1 1
CPCQ2.1 0 0
CPCQ3.1 1 1
CPCQ3.2 1 1
CPCQ3.3 1 1
CPCQ3.4 1 1
CPCQ3.5 1 0
CPCQ3.6 1 0
CPCQ3.7 1 0
CPCQ4.1 1 0
CPCQ4.2 1 1
CPCQ5.1 0 0
CPCQ5.2 1 0
CPCQ5.3 1 0
CPCQ5.4 1 01
CPCQ5.5 1 0
CPCQ5.6 1 1
CPCQ6.1 1 0
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M15991 N2.5 AzuuumsUsaidunaulusdlaniunisaaunumnntuauganiy CPCQ Yo

SoftLayer (§8)
CPCQ7.1 0 0
CPCQ7.2 0 0
CPCQ7.3 0 0
CPCQ8.1 1 1
CPCQI.1 0 0
CPCQ9.2 0 0
CPCQ10.1 1 1
CPCQ10.2 1 1
CPCQ10.3 1 1
CPCQ10.4 1 0
CPCQ111 0 0
CPCQ11.2 0 0
CPCQ12.1 0 0
CPCQ12.2 0 0
CPCQ13.1 0 0
CPCQ13.2 0 0
CPCQ14.1 1 1
CPCQ15.1 1 1
CPCQ15.2 1 0
CPCQ16.1 0 0
CPCQ17.1 1 1
CPCQ18.1 1 1
Total Score 27 15

TProvider

0.5
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Microsoft Azuer 14 187 | 185 |2 0 0.9893 0.0107
Dropbox Business 3.1 | 295 | 2715 |17 3 0.9322 | 0.0576
Citrix ShareFile 1.1 187 | 165 | 22 0 0.8824 | 0.1176
Verizon Business Solution | 1.1 187 | 145 | 32 10 0.7754 0.1711
SoftLayer 1.1 187 | 115 | 66 6 0.615 0.3529
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