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CONFLICTS : STUDY ON THE APPLICATION OF INTERNATIONAL HUMANITARIAN
LAW. ADVISOR: ASST. PROF.SARATOON SANTIVASA, Ph.D., 262 pp.

The purpose of this thesis is to examines the applicability of International
humanitarian law, whether it could be applied to cyber attacks in the situation of
armed conflict, which is considered as “a new means and methods of warfare”, to
what extent. It is worthy to note that the International humanitarian law is a branch of
International law which enforcing in the wartime or when the situation of armed
conflict has arisen, where as it is consisting of the restriction of military operations and

the protection of civilians.

After studying and analyzing, it discovers that although the cyber attacks refers
to a new means and methods of warfare and currently there are no specific regulations
related to the use of technology under International humanitarian law. However,
International humanitarian law is flexible in certain degree to covers the cyber attacks
in the situation of armed conflict where the new technologies has been used in military
operations, especially at wartime. Nevertheless, the interconnectivity of military and
civilian technology and plus the cyber-attacks is an operation within the Cyberspace
where no physical domain, accordingly, gives rise a significant challenges on the
applicable of principles of International humanitarian law into the cyber attacks in the
situation of armed conflict whether the principles of distinction, proportionality and
precautions in attack, regarding to the cyber attacks in the situation of armed conflict.
Such challenges are require the cooperation between the civil society, government
and international organizations for developing approaches to address the cyber attacks
in the situation of armed conflict and leading to the clearly state practice. So, that
International humanitarian law can effectively respond to the new means and methods

of warfare, which consist of complex technologies as the times goes by.

Field of Study: Laws Student's Signature

Academic Year: 2015 Advisor's Signature
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! o553 Taums, "Anumneves letues (Cyber) " httpy//www.dstd.mi.th/board/index.php?topic=887.0.
[November 6, 2015]

2956 leuwans, laues fumsinwianulaendewazn1suiRn1s (Cyber with Security and Operations),”
https://nniwat.wordpress.com/2013/11/08/%E0%B9%84%E0%B8%8B%E0%B99%80%E0%B8%9IA%E0%B8%AD%ED
9%B8%A3%E0%B9%8C-
9%E0%B8%81%E0%B8%B1%E0%B8%9A%E0%B8%81%E0%B8%B2%E0%B8%A3%E0%B8%A3%E0%B8%B1%E0%B8
%819%E0%B8%A9%E0%B8%B2%E0%B8%84%E0%B8%AT%E0%B8%B2%E0%B8%AL/. [December 10, 2015]

> Yowm wwigywa, ailongnsldimids (@ondungruneuywesssusewinadsene, 2554). wi 68.

walmueinieluiuesaily (Cyberspace) munefisauuawilandsdidnuvaziansinonsidtidnnsedindeu
awdnduuivanlih deftesfiv Uiuudsasuanidsudeyalasszuuieietnerniedumediin seuulvseaunay uag

TmieszUUlASIES 19 Ne B



919 1nssulwLues (Cyber Crime) 3o 91U INTIUABNAIADS (Computer Crime)

Aanisnszvinlag Mlurnuliadenguuisengyirdedesldniuianuaiuisafesiv

VY A

ADUNLADSIUNITNTEYINAURA Tnen15nseyinsanalvinlitidsmelasumnudeniouas

Y

lvgnsgyianuiialasunayseloviaieg* lnenguaneideduldivenveyinssuleiuesas

v '
o

Juegiungrunenigluveudazszudasyssinarsiivszutanguuigaig1niivuad

nsnszvimslaiveslafioilueisyinssy® egradunuseimaansgaiusnidviangnung

asUnyelAnazngurane st saneuneiuogyInssulsues®

UsgLanauiatng1d U193 1nssulglue S u3 901U 1N TIUABNRILADS LA LA
] = ] < .
NSLHULNTNINLAZEDAIUNBUIAIS (Pornography) NSHHEWLNTNINAINNBUIAITLAN (Child
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Pornography) N1989833kasau1313:AN (Pedophilia) N15UYNYLALANAIUNIIBULADILUA
(Cyber-Stalking) n1suansdan1unolAAnAINNLARYATINILADYR (Hate Speech)
n1snsziidwdunisnssnurenuliunsvessy (Threats to National Security) n15L4184
sruuABUImeslaeliveau (Unauthorized Access) N115313035u0ayaAaUNILABS
(Computer Espionage) n1s¥inliidenignievinatedeyaniolusunsunsuiianes

(Computer Sabotage) n1saslnsnsaenianes (Computer Fraud)’
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* unde esaues, "msldinaluladansaumaiunansznumanguung” ((adelumseusundnagnsiuims
ﬂizmumﬁqﬁﬁﬁmxﬁuq& (U.8.4.), 2539). w1 27.

® David Weissbrodt, "Cyber-Conflict, Cyber-Crime, and Cyber-Espionage," Minnesota Journal of
International Law 22(2013). P. 366.

®caps Compiled by Al Rees, "Computer Crime and Intellectual Property Section," ed. U.S. Department
of Justice(2006).

7w

aziu feonns13ny, "JayymsdsFetaunulupfiovgyinssuneuiinmes’ (Runainsaluning dy, 2546).
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INUTLVIPUTENINUTENA 791

o

asnsulaiues (Cyber Warfare) Wudfifienuiulae Richard A. Clarke {Laeawngy

AusEUUANNUaDASBYRIsFUIaansy vuneds nsatiunislaesyrRuianianeunsndy
a s A a o a = Y o ] Y a = =

ABNTILADIYIOLAT0UEVBIBNS TR e TngUssasAlunsnaliiinnudenense

N135UNIU TATINTEUIUNIALTUNSINUNR LIgAvedn®

ANENIIUNITNIVIATENINUTENA (International Committee of the Red Cross)
na1711 asasuleiues vuieds YuAnsleg insziindainiesnauiilnesniassuy
AoNfiamesiIUNszuataya (Data Stream) il duiEnisuazdadelunisdsu’® uazds

! ! ¢ A = ¢ v v @ ad a
na1771 avasulgiuesusenislandnslavesluaniunisainistniuniee1s Wuisnisi

'
a

< a Lg ! | L - ¥ a [ L= |
Wudfindlag dediedngnesnuuuun ieaun wWaguwuas ¥1ate suniu 38

® Kevin G. Coleman, "Cyber Espionage Targets Sensitive Data," (2008), See more at: http://sip-
trunking.tmcnet.com/topics/security/articles/47927-cyber-espionage-targets-sensitive-
data.htm#sthash.6TTIz9qg.dpuf. [August 21, 2015]

? Richard A Clarke and Robert K Knake, Cyber War: The Next Threat to National Security and What to
Do About It{(HarperCollins, 2010). P. 11.

10 ICRC, "Weapons: Icrc Statement to the United Nations, 2014,"

https://www.icrc.org/en/document/weapons-icrc-statement-united-nations-2014. [December 12, 2015]
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SEUULANTEUNITY LASaneBannsotind Weau wwildne waslsssnuidnades Wusu

94ANTITANTINTBLT89ld (Shanghai Cooperation Organisation - SCO) AMRUA

o A

Alg11Y99A1IN aeaTIuYeyatiaNInIeasas1uasauna (Information Wan)'” fig
nsUgneiusEninasgaessavseninniasssguululuisansaumea (Information Space)

Tnedidmanglunisvihaneszuudeyarnans nsussaianatoyal1ias wiasloyav1ians

a a v

wazlassadedug ievswinatsszuunisidles wswgianazdiay 1Judning1dvaues

v a

oA o Y a Y [ o A o oo Yo a 4 g
wnlug) weviitAnanulidiuamisdiauuas sy naonsuedsdulnsgindulaludsmdu

Uselorivoadngnsatnu® YsngaiuainunnadseninesguIalssnaauntnuedasang
ausafiadesléndeanusaudeluiuanusiunsasndusy uuasaumnaseninsUsane
(Agreement between the Governments of the Member States of the Shanghai
Cooperation Organisation on Cooperation in the Field of International Information

Security)**

" "Cyber Warfare," https://www.icrc.org/eng/war-and-law/conduct-hostilities/information-
warfare/overview-information-warfare.htm. [September 3, 2015]

2 aansalloiuedvide Cyber Warfare 1ugUuuuniisves asnstudioyatnims information Warfare Usznousng
asnTuNIAIUANTIAUnyY (Command-and-Control Warfare) a4AT13UNUTTIA§IUY8INN5Y1INT04 (Intelligence-
Based Warfare) a@snsudiannsefingd (Electronic Warfare) @sns1u3ninga (Psychological Warfare) @ansiuugnines
(Hacker Warfare) mmmaﬁaumﬂmqmwgmam% (Economic Information Warfare) uazaaasiulloiues (Cyber Warfare)
fian ‘miaaﬁaﬁﬁﬂmmzﬁi@ﬁmmﬂmumaﬁﬂq newinIahttp://www.acdc.navy.mi.th/pdf/Information%20Warfare. pdf

" "Annex to the Agreement between the Governments of the Member States of the Shanghai
Cooperation Organisation on Cooperation in the Field of International Information Security (Unofficial
Translation)," ed. SCO(2 Dec 2008). P. 209.

" sco, "Agreement between the Governments of the Member States of the Shanghai Cooperation
Organisation on Cooperation in the Field of International Information Security (Unofficial Translation),"(2008). P.

202-203.
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Adlan1aduil (The Tallinn Manual) n3e gileniaduuiinignisdeduldnguung
sEinUssmesoasnsulyiuesimuanuendn “nslananisleues” fe U{URNs

mslaiues (Cyber Operation) linasidunislanfivsenistiesiudsnnmunsegsdivawala

122Nl ANNISUIAR UM LA 8T I UAAANIDANNLE SN BN NITYINa1uR NS NEAY

]

" pngndaiondenin nislaudnnsleiued (Cyber Attacks) slinanuvnsaseunguldnitaninislausnig
I3aU8ReUNILADS

'S Joint Chiefs Of Staff Dod, "Department of Defense Dictionary of Military and Associated
Terms,"(CreateSpace Independent Publishing Platform, 2009).

" NATO Standardization Agency, "Nato Glossary of Terms and Definitions,"(North Atlantic Treaty
Organization, 2008).

'® Heather Harrison Dinniss, Cyber Warfare and the Laws of War(the United States of America:

Cambridge University Press, 2012). P. 4.



13

d99909” wazliarrunuiea1dn URn1smsleiues (Cyber Operation) 111Uy
nsldanuainisaveslavesineliingussasdnantunisussqudmineluvalsivasvie
lngmsldialaiues® lneatomaduilagannunungveanislaud (Attack) aude 49 (1)

wisisa SRty et aduil 1 a.a 19772 iWuiiugulunishiaumneding s

IINNITANYIAIUNUIEYBLNANTodbgLuasaneg D1edu arusaagulad
avgnssulaues (Cyber Crime) Ao nsnsevilag florfurmnudesmagmeiumnetulad
malgiuaslunisnsgiianuiianenguuigeigidiunisansnssudeyaluiues (Cyber
Espionage) Aemslimnuidmamesumalulagmalaweslilsnddeyatnansiddy

A @ 13 =%
fodusuuuvangnssuleuesussnmnily
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Y a 2 1 & aa a o o Ao a ' a A
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waluladaisauvawazasuitaasvesemdulsinenisluniglaiues Ineanuinse
mavanelainagneiinaNudemesenansenuRayAransansngaudwes enagudug

1o asmsulaiuasfanisinwmaluladansaunAwazAouines s o lauasulglunisdsu
Y

¥ Tallinn Manual on the Intemational Law Applicable to Cyber Warfare Prepared by the International

Group of Experts ed. Michael N. Schmitt(Cambridge University Press, 2013).

Rule 30- Definition of Cyber Attack

“A cyber-attack is a cyber operation, whether offensive or defensive, that is reasonably expected to
cause injury or death to persons or damage or destruction to objects.”

 ibid.

“A cyber operation is defined as the employment of cyber capabilities with the primary purpose of
achieving objectives in or by the use of cyberspace.”

! protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)," (8 June 1977).

Article 49 (1)

“Attacks” means acts of violence against the adversary, whether in offence or in defence.”
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a Y
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A 1 a § @ 1 A a
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a s

= ! a ca
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U o A

- SYUUTAUTENIU LU SEUUAIUANTEAUINANLL TR LA
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ﬂsmzﬁuwauw@uésw (Supervisor Control and Data Acquisition - SCADA) Uag32uung

IANINEWU (Energy Management Systems - EMS) S8UUATUANNTHAALAL NSV

% 9ndfy wnedums, "Cyber Warfare,” 913m1135010# 72, no. 4 (2555).
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12 NATO, "The North Atlantic Treaty,"(North Atlantic Treaty Organization, 1949).

Article 4
“The Parties will consult together whenever, in the opinion of any of them, the territorial integrity,
political independence or security of any of the Parties is threatened.”

" ipid.

Article 5

“The Parties agree that an armed attack against one or more of them in Europe or North America shall
be considered an attack against them all and consequently they agree that, if such an armed attack occurs, each
of them, in exercise of the right of individual or collective self-defence recognised by Article 51 of the Charter of
the United Nations, will assist the Party or Parties so attacked by taking forthwith, individually and in concert with
the other Parties, such action as it deems necessary, including the use of armed force, to restore and maintain

the security of the North Atlantic area.
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Any such armed attack and all measures taken as a result thereof shall immediately be reported to the
Security Council. Such measures shall be terminated when the Security Council has taken the measures

necessary to restore and maintain international peace and security.

T "Nato Opens New Centre of Excellence on Cyber Defence,"

http://www.nato.int/docu/update/2008/05-may/e0514a.html. [March 17, 2016]

128 CCDCOE, "About Cyber Defence Centre," https://ccdcoe.org/about-us.html. [March 17, 2016]
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' Tallinn Manual on the Intemational Law Applicable to Cyber Warfare Prepared by the International

Group of Experts ed. Michael N. Schmitt(Cambridge University Press, 2013). P. 7.
% Tallinn Manual on the Intemational Law Applicable to Cyber Warfare Prepared by the International

Group of Experts ed. Michael N. Schmitt(Cambridge University Press, 2013).
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3 "what Is Ih1? (Intemnational Humanitarian Law: Answers to Your Questions)," (18 September 2015 ),

https://www.icrc.org/en/document/what-ihl. [December 15, 2015]
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relating to the Protection of Victims of International Armed Conflicts
(Protocol 1), 8 June 1977.)
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(Protocol 1), 8 June 1977.)
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" 1y, Advisory Opinion on Legality of the Threat or Use of Nuclear Weapons, 1996. P. 256, Para. 75.

“These two (Hague Law and Geneva Law) branches of the law applicable in armed conflict have
become so closely interrelated that they are considered to have gradually formed one single complex system,

known today as international humanitarian law.”



69

AINNUNENYBESIINTENINUsEala lidnasiluaniauseindseninalsemanie
audyaimuadeunineliunislaufimsleesiuaaunisainistaiuniseistidunis

bANTE

shemnding n dawaliiAauuanudaiiunnisiuieriunnihnguneuysesssy
semiaUsEmais aeﬁqLﬂuﬂgmmawlmumﬁaammumlﬂmLﬂuﬂgwmaiummﬂﬁumwm
tadulfiflelfnanzasnsumioaniunisainsdatunsensludeduldfunniumalulad
wildlumsdsuegratunislasfimilauesiiintuluaounmsainisinfumeeys ladhasly
anunsainstatunisesifidnuazseninsUsemanionistatunisenysilidnumy
se19UsEIA tnenguusninuiuinguinenywesssuseniaUsenaliausaaduld
fumslaufnislauesluaniunisainisdatuniaenslias Suduiazdesimuadoun

v o Y a o L4 LY =1 [
ﬂ{]'Vill']EJ‘U\‘]ﬂ‘USL‘Uﬂ‘Uﬂ']iIﬁ]lWW]']\‘]vLeﬁLUE)ﬁiuaﬂ']TJﬂ'ﬁmﬂ’]isUﬂﬂu‘V]'NE]']'gﬁGUUL‘UUﬂ"IiLQW']S

o Y] o Al = a a 2 ¢145
LGUULWEJ'JﬂUE]Té fgﬁy]’WlﬂL%sLUﬂ’]iﬂ'lUﬂﬂJ@TQﬁﬁU']ﬂqW E)’]'gﬁl,ﬂll LLaZ@WQﬁu’JLﬂan

Tuvauzd Snnquilanuiiviinguuneuyvesssuszninwssmeandegaunsodsduld
LY a L1 v v 14 IS TR 4 v v Y v
funislaudnielaesiuanunisainistniuniaenisls neditevimeluniseduldnannis

PIUNUNIBUYBEFTINTENINUTEMALINUTENS AillseasiBensolull

2.3.1 ngrisneuysesIsusEndssmaliaunsadeduldiunislaninislaiues

lugarun13ain159niuN19e175

LY 1 v

feanwUENLAYYaINSlALNAN1Slawa st dunslauanluil dnwueniansn wLa

aa a

Lﬂumﬂammmmsuuiuammmﬂmuaimm ﬂ’)’]@JLLG]ﬂC‘]’NQ’]ﬂﬁ%Jiﬂ&Jﬂ’]iiU@uVI’WIMUﬂTﬁ’Wﬂ’ﬁ

' audryayrviuenysTinim Biological Weapons Convention - BWC) audayey1vue1isiail (Chemical

a o

Weapons Convention - CWC) @us zyiywmﬁlmmamqﬁmma&ﬁ Nuclear Non-Proliferation Treaty - NPT) wag

ausdyainmensiunnassdaindes (The Comprehensive Nuclear Test-Ban Treaty - CTBT)



70

naile™® flanadiui ngmaneuywessINsTINsUsEIARdegliifle meflaztaduldfunis
Taufnslguesluaaiunisainistaiunisersdulumealuladingdly uaziauelfinnsasng
wannsvenguuneauannsldnalulagnielevesluujifnsmmmsuarnsdsulidu
NFLANIZLIZ

[

wasaiddylunmsaduayueuiudsnaniisiuie dnvarfitawAiunsloud
mislwives Litiduejslavesinagniflofisuivensussiandu lasfiiiosaies
AoumasLarduesidaiannsavinislanfivisluuesly ersluuesannsadidsldde
othanesliinane sty nquireysifdnuuzdussdnsuiosuandlalesy
(Non-state Actors) dauaunsaiindeenysluiuesliegaviniondu dnvauznislaudi
anunsounDaviesmasimueslasfuasiftogidomasnislaudld nnsamaaeunienaln
Tunisfigaunnuesedalifivszansnmuasilugusssu ' sseznitoraniun wasiuuau

Liluauassalunsland Widezegilalanfanunsasniunislandnidlauesle

won Nl naUAdAUEUIINgMIIBNYwesTIIsE NIsUsE Al sadaduldiv
n1staudnslaiuasiuaniunisainistaiunisenis delvguainnginaginiunguune
wywesssuszninUsenanieglutagiulunginaminldlunisinnisiuisnisuazdedelu
v i Y a =3 4 A aa N = ] v ea
n1sdsuiinelviiianisuialiuvseldedianieanuidemeniinieaindensnddu lng
! Ao M oAy Y Y = s al
nMEneNyBesITITENIssmaniley luiitounlumsdanisiuanudemenidleuesi

[ | | aAa =) a 1 (% = 148
m%ﬂmmaumwmaiwma PIONIDANULAYNUADNINYAU

" Charles J. Dunlap Jr., "Perspectives for Cyber Strategists on Law for Cyberwar," Strategic Studies

Quarterly (2011). Davis Brown, "A Proposal for an International Convention to Regulate the Use of Information
Systems in Armed Conflict " Harvard International Law Journal 17, no. 1 (2006). Louise Arimatsu, "A Treaty for
Governing Cyber-Weapons: Potential Benefits and Practical Limitations," in 4th International Conferrence on Cyber
Conflict, ed. R. Ottis C. Czosseck, K. Ziolkowski(NATO CCD COE Publications, 2012). Oona A. Hathaway, "The Law of
Cyber-Attack." Rex Hughes, "A Treaty for Cyberspace," International Affairs 86, no. 2 (2010). Stuart S. Malawer,
"Cyber Warfare: Law and Policy Proposals for U.S. And Global Govermnance," Virginia Lawyer 58(2010).

"7 Louise Arimatsu, "A Treaty for Governing Cyber-Weapons: Potential Benefits and Practical Limitations,"

in 4th International Conferrence on Cyber Conflict, ed. R. Ottis C. Czosseck, K. Ziolkowski(NATO CCD COE
Publications, 2012) P. 108.
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Olivia Solon, "Do We Need a Geneva Convention for Cyber Warfare?," wired.com,

www.wired.co.uk/news/archive/2010-10/15/cyber-warfare-ethics. [March 30, 2016]
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' Davis Brown, "A Proposal for an International Convention to Regulate the Use of Information Systems

in Armed Conflict " Harvard International Law Journal 17, no. 1 (2006). P. 188.

% Louise Arimatsu, "A Treaty for Governing Cyber-Weapons: Potential Benefits and Practical

Limitations," in 4th International Conferrence on Cyber Conflict, ed. R. Ottis C. Czosseck, K. Ziolkowski(NATO CCD
COE Publications, 2012) P. 96.
B John Markoff and Andrew E. Kramer, "U.S. And Russia Differ on a Treaty for Cyberspace," The New
York Times 2009.[January 6, 2016]
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Erki Kodar, "Applying the Law of Armed Conflict to Cyber Attacks: From the Martens Clause to

Additional Protocal I," ENDC Proceedings 15(2012). Nils Melzer, "Cyber Operations and Jus in Bello," in Confronting
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Cyberconflict in Disarmament Forum, ed. Kerstin Vignard(Geneva: UNIDIR, 2011). Cordula Droege, "Get Off My
Cloud: Cyber Warfare, International Humanitarian Law, and the Protection of Civilians.," International Review of
Red Cross 94(2012 ). Michael N. Schmitt, "Wired Warfare: Computer Network Attack and Jus in Bello," International
Review of the Red Cross 84(2002). Knut Dérmann, "Applicability of the Additional Protocols to Computer Network
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the United Nations, 2013," https://www.icrc.org/eng/resources/documents/statement/2013/united-nations-
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% Tallinn Manual on the Intemational Law Applicable to Cyber Warfare Prepared by the International

Group of Experts (2013)

Rule 20 - Applicability of the law of armed conflict
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“Cyber operations executed in the context of an armed conflict are subject to the law of armed

conflict.”

% "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol 1)."

Article 36 - New weapons

“In the study, development, acquisition or adoption of a new weapon, means or method of warfare, a
High Contracting Party is under an obligation to determine whether its employment would, in some or all
circumstances, be prohibited by this Protocol or by any other rule of international law applicable to the High
Contracting Party.”

"% Heather Harrison Dinniss, Cyber Warfare and the Laws of War(the United States of America:

Cambridge University Press, 2012). P. 128.
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7 IcJ. Advisory Opinion on Legality of the Threat or Use of Nuclear Weapons, 1996. Para. 87.

“the Martens Clause, whose continuing existence and applicability is not to be doubted, as an affirmation
that the principles and rules of humanitarian law apply to nuclear weapons.”

%8 Michael N. Schmitt, "Wired Warfare: Computer Network Attack and Jus in Bello," International Review

of the Red Cross 84(2002). P. 370.
159

Erki Kodar, "Applying the Law of Armed Conflict to Cyber Attacks: From the Martens Clause to

Additional Protocal I," ENDC Proceedings 15(2012). P. 110.
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' Davis Brown, "A Proposal for an International Convention to Regulate the Use of Information Systems
in Armed Conflict " Harvard International Law Journal 17, no. 1 (2006). P. 218.
' Robert Kolb and Richard Hyde, An Introduction to the International Law of Armed Conflicts(USA:

Hart Publishing, 2008). P. 157.
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Jean S. Pictet, Commentary to the First Geneva Convention for the Amelioration of the Condition of

the Wounded and Sick in Armed Forces in the Field. Geneva, 12 August 1949.(Switzerland: ICRC, 1952). P. 32.
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' Heather Harrison Dinniss, Cyber Warfare and the Laws of War (the United States of America:

Cambridge University Press, 2012). P. 127.



84

3.1.2 mslaudmaleiuasiunisiingaiunisainisiaiunieends

lunsaindslufianrunisalnisdniunisenysiindu vinsgniasusudniunslaud

[

malgiueireidmunenimnisvesdnsguila mslauanisluivesfnanazedneladadu

o9

=

YDINYMINENYWEFITUTENINUsTN Ao lIUY nsfinsanludnd \Wunisiiansandinig

Taudnslovafifiaulasunisldmganianyig (Armed Attack) anuaunaneialuly

o./ o w

nvEngsenIaUsemevseli dudAy 2 Usenishie

Tuwdyuvaanguuigseninalseineinnie dnseveasglunisldiidamiamnis

(Jus Ad Bellum) iesinnsanirdinislaufindedndunisazdianguunessninaussinaniud

]
1 I

AvualiludounvesngUnsanuszyvna mseld Wesainnginsandsssnvfwazngvune
i & Yo o Ao o I3 a
seninalszimanaliaiunisldiidmaseysnidnvazidunisinsusaznisaziinee

AURNINYINIUANUNALIBAINETD ﬂ’]ﬂ%ﬁ?ﬁﬂ%’]x‘]@’]’aﬁﬁﬁlﬂ‘i‘f}ﬁuzLﬁﬂﬂ’]ﬂ%ﬁ’lﬁﬂ%?ﬂ@ﬂﬁ%@ﬂ

171

ﬂENﬁW“UEN%ﬁLLﬁ%ﬂ’]ﬂ%@’QﬁGﬂNLLUU %aimaﬂiuﬂia‘ummﬂwnLm%maammuwumauu

U v aa oa./

wilurnziReniuifidntveenisifinnuddyiunsiasanluiunvesnguune

¥

UYBYTTTUTEN U TENA Lﬁaqmﬂmiﬁmim’jmgwmwuwaﬁssmwdﬂwizmmzﬁaﬂm

i [
0 LY IS v

suvdelaiiu Tusgiuindinisdatunisenys (Armed Conflict) tintunels Tuilagiud
WU TUNIIRATUITIAIUALTANATANIN Y1 VD IA180 18158 UINUTLNAG NS UDAR
Qiﬂamﬁﬂ (The International Criminal Tribunal for the Former Yugoslavia: ICTY) Tup

[ [

Prosecutor v. Dusko Tadic lianwazvain1stniunisensnidnuueseninssinalidad

% United Nations, "Charter of the United Nations."

Article 2 (4)

“All Members shall refrain in their international relations from the threat or use of force against the
territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes
of the United Nations.”

(XXIX) United Nations General Assembly Resolution 3314, "Resolution 3314 (Xxix), Definition of
Aggression,"(1970).

171

The Charter of the United Nations, ed. Daniel-Erasmus Khan Bruno Simma, Georg Nolte, and Andreas

Paulus, Third Edition, A Commentary (Oxford: Oxford University Press, 1995). pp. 609-610.



85

9172 %

'
(=

Ao “nsdniuneslegllelafinuiniinsldindmimmsseninesy..

Y

INITNITEUN
sanadutioerlunisnansand 2 Fadudeuraulalunisnansandn undnisisusuaienis
Taudnsleivesaziiodunisiduniesuiunsuduliiinisdatunionsiintuliviel

lundvesnsifiguiAgsinnsisudulanansleiueitusiieuesiunislandlagldensiuy

(%
[ [y

a < Y o U v S 1
AANBULTUNITIIANE IS s o lal

HBIINNY MUY BUTITUTENINUTENAFIUTARUINN BN 15TRAUNI981YE

[

<) 1 1 1 LY PP ! .
panu 2 Useianluglq lawn n1sdaiunisensiidnuaeseninalsema (nternational

a

Armed Conflict) kagn15Uniun19e1s7 llidnwaeseninalseina (Non-International
Armed Conflict) Fafifiunananzndseamdlseninalssimenudounluaydyaaiin 1949
ax a a o ~ v & = a a =1 [ =
wazisansiiudineydyaation 1977 dwiu lunsfineinentinust aglauuinsinwinis
a Y A a 6 <) 1
AAN157ATUN198178 (Armed Conflict) a1nn1slaudnisleiveseanidu 2 Ussanlngq

Town

1. nstauanslsuesiunistniunisenenianuvaeseninasene

2. mslauinalaueslunistniunisersiludidnyasseninaUseme

(% [
Y

& a s a = ¢ [ Y ! 1 <
YNU ﬂ'ﬁiﬁmﬁm’%‘i‘l‘dw@iﬂLﬂEJLﬂﬂﬁﬂuiuﬂﬂﬂuﬂ']imﬂ’ﬁ%@ﬂu‘VlNE]'Tgﬁ ﬁ’J‘Lﬂ‘lﬁﬁyﬂ%Lﬂu

v a vV

a v v aa ! A &
ﬂ'ﬁI‘ﬂiJﬁW]'NbL""ULU@ﬂuﬂ’ﬁﬂJ@ﬂu%’N@T}ﬁ%ﬂJ NWULILINNUIENA LaED1998UUMUIUNT

) v

Taudnsleueslunstaiunisenysnliiidnvagseninayssina '’

N13NATUINITIAUR
malgieslanaliinanunisainistaiunisesdtegneldvafuvengmuuuywesssy

e aUsEAaINNsanansanlanamelUll

"2 The Prosecutor V. Dusko Tadlic, Decision on the Defence Motion for Interlocutory Appeal on

Jurisdiction, the Appeals Chamber (Icty) 2 October 1995. Para. 70.
“..an armed conflict exists whenever there is a resort to armed force between States...”
173

Erki Kodar, "Applying the Law of Armed Conflict to Cyber Attacks: From the Martens Clause to
Additional Protocal I," ENDC Proceedings 15(2012). P. 109.



86

3.1.2.1 mslauanislavesluaatunisainisdanunivergsiianvaly

FERINUTUNA

[

n3tniun1eesiilanuvueseninaUseme (Intemational Armed Conflict)

[ o

3TN dnaganiledn ANUtnLEIsEninassresy (Inter-State Conflict) daumneaniy

o«

1Y [

ANWAEYBINITUANUNIE1ENTAN ¥ SENINUTENANNTE 2 SIUVDIRURY AT 1949

Y aaa

muvuad “eudyaideduldiunnnsdiifinisusenAasasiuvsensainistniunisenislag

v '
v

MAnTUIENINERISFUsoNINNIVeLTFM AT wiissludhelunisdsudendediele

o«

Y] [y

' o 1A a & ) & v aaa = a
%134EJ@@J‘JU’J’]@JJ]’]’J%N?]‘N@JL?]WUU LLaga‘k! sUEUU QﬂUi“Uﬂ‘U‘VJﬂﬂiﬂmumiﬂ@ﬂiaﬂmmmu

9335017 Tiauan3owiiesuadiu widnisiaasesdanaituiinislgnndmiamms

fo@uAnm”

a o a ! o o a a
LL@%NF’HWWWﬂ‘l‘inGUENﬁ’]ﬁE)’]iyJ'ﬁ%‘lﬁ'J’N‘lJi%Wlﬂﬁ']ﬁiUE)@G]&{inﬂﬁ’ﬁ']L'JEJ (The

International Criminal Tribunal for the Former Yugoslavia: ICTY) Tua@ Prosecutor v.

LY

Dusko Tadic lalviansagaainisdniunienisiiddnuyaeseninausemelidn “n1sdniung

= A < aa Yo w 1 [ »175
E]'Tgﬁll@QLllfzﬂ(ﬂﬂﬂ?lﬁ/lllﬂWiisllﬂqaﬂﬁ/lﬂﬂi/lﬂﬂiigﬂ')’]ﬂig...

YBNAINY AUENITUNITANVIATEWINNUSLNA (International Committee of

[

the Red Cross) tauam1le11v8In15UAUD1e NH AN ¥METEnd1eUsemAIINIsIAiumIg

" "The Geneva Conventions of 12 August 1949."

Common Article 2.

“In addition to the provisions which shall be implemented in peacetime, the present Convention shall
apply to all cases of declared war or of any other armed conflict which may arise between two or more of the
High Contracting Parties, even if the state of war is not recognized by one of them.

The Convention shall also apply to all cases of partial or total occupation of the territory of a High
Contracting Party, even if the said occupation meets with no armed resistance.”

"> The Prosecutor V. Dusko Tadlic, Decision on the Defence Motion for Interlocutory Appeal on

Jurisdiction, the Appeals Chamber (Icty) (2 October 1995), Para. 70.

“...an armed conflict exists whenever there is a resort to armed force between States...”



87

a1siflianwarseniUssaliogilolafauninisldiidimnmmnis (Resort to Armed

Force) seningapssgnsounninaassguuly’’

NNTANIVaUNVBIRYH Y WILI 1949 UsenaufiumAinInevesaa

21sEninsUssmadmivennglnaaie (ICTY) uagMleuvednmznIIuNITNIvIATENINg

[ «

Usziwadsnanmeauliin mstadumsesiifidnvagseninUsevaliogdelafinuifing

[ A o

Y
Tgidammms seniesganssgnseninnnaesisiull lnefiReulundfyveanistniunig

[y

TpnlianwarsEnIelsena Ao azdoinisldidmnanms (Armed Force)'’”

©

a [

o o ft o a v I3

Wefiansandnwagveinislanfnislgesasaniuntsmeluiislaues

(Cyberspace) lifidnwaznisnienin e19slewues (Cyber Weapons) Alifiaidus1isnu

WU (Conventional Weapons) #3891755184 599118 uns1efan1edalinalilunisgsu

Uaguu wu Yu 9590 wegnsuida (Kinetic Weapons) ag13lsinnu Wuiidaauiinislauf
I3 % = ] = Y A Y i 9

melgiuesaninsaaiennudemeuazransenusionalsoulaldudgiivensildlutagtu

[

Uszinuddgisesiiansande nsdaiumeensfiddnvazssninalssime
aunsaindulasiivwiusudunnannislaninislsiuesineusimannistdiidmiamnms
a4 a v a0 o = oA v A 1 a a
wsan1slandmeeeindunetienieegdudsenaulanseld n1siansuIniaia

L1 v v I fal @& = 1 a LY a
anunsainIstaiuvenysiagnislaninisleiuesidnuvasReulududeaiunisingaiy
N13aiN1TRiuMI9e159INNsLEMaImEa ER UL ULYSo Ll 0819ls 119 mnnistausnig
laweslaaunsafiansanindumsnszvifineiAanistaiunenjslawuieadunistniu
N199157nAINNsIEiNasee13s naslandnislaiuesainanidenegneladefuues

NOVUNELYYETITUTENTIUTEMANILTULAE Y

% ICRC Opinion paper, "How Is the Term "Armed Conflict" Defined in International Humanitarian Law?

,'(ICRC, 2008). P. 5.

" Heather Harrison Dinniss, Cyber Warfare and the Laws of War (the United States of America:

Cambridge University Press, 2012). P. 122.



88

[ |

ilefansandnuaizRoulevesanunisalnstaiunisenysnidnvuesenin

UssinAfudnwasivewuenislauanialgivesusenauiuanunsaasuladn dnvaenislaud

[ |

malgiuesiianunsaduruususuneliinaniunisainstaiunisesidanvuzssning
UszinaazdesUsznounislioulafdidyaesusznas Tawn (1) Wunisnszinvesdy
(Attributable to the State) waz (2) WiBUYINAUNITIEAISIM191911T (Amounts to a Resort

of Armed Force)!"® Tnaiisneazidunnanaluil

3.1.2.1.1 Wumsnsziinvessy

Weulvilagviouainarulude 2 Tiuveteudyynatin 1949 197

Y o

“..M3tafiunee1sleg MAnTuseniNdesgusouInnivesasnARndyy.. "

519N

Fglunsdsuinintuazdonlulsemaniesy eoswin “557 wirlufiawisadund

o o a [

o = Y = < < | A B3
DU EYLIUIN 1949 1(51 LNYSLLANTDIUY ‘U‘Lliﬁ‘ﬂ8Lﬂuiﬁﬂ']F’]E]‘LéﬁQJ,ﬂJw’]LQU’J”MiEJVLQJﬂGHJJ

<3 9

~ o = & v Ao [ = S ' N Y [y
bUDNIINBUELYEYNIUITYIN 4uu llaﬂ@m%L'Uu"i]'ﬁﬁl‘ﬂigLWﬂJiS‘Vi'ﬂ']QTJiSLV]ﬂ"UQl@IiUﬂ']iEJE]ﬂJiU

v & v

Juanauda sgineteddunsdsuazdenhngrunsuyvesssuseninsssnaludaduld
A v 2 vav 1Ay a 1% Y % 2 = =
BANATOINALTDUL T LT AIULALIT0AUNITE TUNTRYARA D UMUTIN QMUY BETTTY
seinUssinalienuduases wiaslilidumauiseydayayfn

) a (Y ] = <@ '
UBNITNUY QVIWQW?JSU’]EJ@HEI@J@J’]L"UU’J’] 1949 14AULKUIN AU

Taudilag Nisvuszniigesigaziilidnisunsnussvesaundnvesnaaniasine sy

8 Michael N. Schmitt, "Classification of Cyber Conflict," Journal of Conflict & Security Law 17, no. 2

(2012).; Knut Dérmann, "Applicability of the Additional Protocols to Computer Network Attacks," (2004), Available
at: https://www.icrc.org/eng/resources/documents/misc/68lg92.htm.; Heather Harrison Dinniss, Cyber Warfare and
the Laws of War (the United States of America: Cambridge University Press, 2012). ; Nils Melzer, "Cyberwarfare and
International Law," NUIDIR Resources Paper (2011). Cordula Droege, "Get Off My Cloud: Cyber Warfare,
International Humanitarian Law, and the Protection of Civilians.," International Review of Red Cross 94(2012 ).

" "The Geneva Conventions of 12 August 1949."

Common Article 2.

“...armed conflicts which may arise between two or more of the High Contracting Parties...”



89

nsiniuneysiegngluninuvuieveste 2 veseudyayaiin 1949 udin dreglunis

o = 1

daudeniadhelavzUfiasnislegresnnzasasuing tnglidesddainanudaudansd
agenuuiieda visn1senaasiintuunnieeiiisdda vieindineaidsmdisaududiuan

Wil fnnw e

WaNa1IN19INTe 2 $Iuvesaudy Yyt 1949 Usenaudu

Ao

A183UIETD 2 SIUVBIDYA AT 1949 T1esu asuladn n1sdaiunisenysnidnuue
sprissemeeenduaudaudsifinslimhdmmmmsseninsansdgiuly Inglsddnden
Syiidudelunmsdsuasensunioliindinisdsuintu vieliddeinisdsudandiasd
svaviraenuiiede uieldfdvingdnisdmsendraintunioldfiang wail ns

v o Ao 1 £ &) Yo o A «. S o
GZJG’IﬂUVWl’NE]’]’QﬁVllIaﬂ‘l&lmg’i%ﬁ’ﬁ’]ﬂﬂﬁgL‘I/IFH]SG]@\‘IL‘LJUﬂ']{[,‘Uﬂ']ﬁ\‘W]NVWﬂiV] LJUNITNITENNUDY

o [ [

9 ~ { ¥ [ Aa 1 £% <
39 L‘L!ENQWﬂNWSIUﬂ'ﬁQiU‘UE]\‘]ﬂ’lisﬂﬂﬂuw‘lx‘]@’]'gﬁvm NWUEIENINIUTELNAIEADILTULT

9 &3

WINTIU

Aa o ]

woN3INY N15TAAUNIB1ITNNTNYULIENTINUTENALA DY

FnunzseninaUsewma (International) 1u18A11797 9zdaudun1snseyinfisndun1sus e

muAulnesg (Conducted by a State) wsaLdunsnszviiuessy (Attributable to a State)'®

1 Y a v & A a a 4 v o oo
mmaaulmmnﬂuu LN@WQ’]iﬂJ’]ﬂ’]iI‘\]ﬂJG\WWQI"ULU@ﬂuaﬂﬂuﬂWimﬂ'ﬁﬁU@Iﬂu‘Vnﬂaﬂ?ﬁﬂu
LY ! £ ) a cal & [ o [ o a
aﬂﬂmzizﬂﬁﬁﬂﬂiﬂmﬂ‘ﬂﬂmaﬂLUUﬂ’]ﬁIQﬂJmWN‘l‘ULU@?VIL‘[JUﬂ’]iﬂ?SV]’]GU@ﬂiﬁ 1&]’3’1%3@%‘14‘14?1’13
L=} LY =) ) o LY a sal o a 3 A o
%iaﬂ’JUﬂiﬂfﬂﬁJig‘Vii@LUUﬂ’]ﬁﬂi%Vl’]“U@ﬂiﬁ ﬂ’]ﬁIQNGWI’NbL“ULUaimﬂ'WLTJUﬂ’]ﬂ@EJ@Qﬂﬂﬁ’eJUﬂJaxﬁg

v * [

U Mhedusnisdunsenhenudsruldnguunsvessiegludeulviliduiu visl aedng

sl Y

Y835 lnNeANUTINRIYAARSTTUA VT dRYARa T lan e ungraneneTuveesy ¥

= 1 o (% a al al . = 1 I
G]’]llﬂ’ﬂiﬂLMU%@QFY’]@@’]@)’WSM’J’NU?%Lmﬂﬁﬁﬂﬁﬂaﬂﬁlgiﬂﬁa’]mﬂiuﬂﬂ Tadic 99n81331

"% Jean S. Pictet, Commentary to the First Geneva Convention for the Amelioration of the Condition of

the Wounded and Sick in Armed Forces in the Field. Geneva, 12 August 1949.(Switzerland: ICRC, 1952).P. 23.

81 Michael Schmitt, "Classification of Cyber Conflict," Journal of Conflict & Security Law 17, no. 2 (2012).

p. 252.
182

ILC, "Responsibility of States for Internationally Wrongful Acts," in Yearbook of the International Law

Commission, 2001, vol. Il (Part Two) (UN, 2005). Article 4(2).



90

“‘TJ%Laﬂ%uﬁﬂszﬁﬂmsmEflusuami']sm'%aLﬁmﬁ"uﬂaaﬁwé’ammsu‘%aamiéauﬁmﬁwmmmﬁuaa

o

sovazfinnsaninluesinsvessslnengivels 1o

(% '
Y aa v 1

aady nstauanisleiueslunistaiunisenysiddnuaue sening

£

Uszimnaazdoadunislanfinislauesnaiiunisingesinsvessy (State Organs) w3aLdums

o %

nN32¥1NU8453 (Attributable to the State) F9@BAPRBINUNYNUIBTENINNUTENATINIEAIY

9

Sulawessy lddrinaniziasdsadumsnsziwesauinlunesidmmsvessy uwasauds
n1snszvivesyanadunszyinluuussvsotdudunuvessgaig 1wy walseufidndunis

WUNBIMaImNIIsURasy '™

= v oA a a o
nnsinwazuladn Weulvlunisiiansanistlaudnieleiuesiu
L4 v v Aa o ! £% < = s
anun1sain1stniuniseisnidnvueseninalsemavsdondunislansinieluiuesi
a Y& a sd o a = o = < o
annsaiasaniaindunislasdmslaivesidnliunisviemunulaesy vieilunisnseyin

) o I a w 1o = 1 = a s a N
VDNIPNITVINBBNIFNU luﬂqufl']’]ﬁ]glﬁgﬂgL'Ja’]IUﬂ’ﬁIQNWVI'N‘l‘UL'UE]?EJ"I'JU"IULWENEL@ %3931

a

a X7 1 Y a [ a aAa =) 1 [ 1 '
ﬂ'ﬁIﬁ]ﬂWW]'Nl?]LUE]ﬁuu%gﬂaiﬁLﬂﬂﬂ'ﬁ‘U’]@L"U‘U Lﬂﬂ%?@ﬁi@lﬂﬂﬁﬂu PINLYU mamimmﬂﬁmm

6

9lYLUBIAIEITNNTENINTUAMUUABANYNILATEUILABU RN DSV TINURNAR S

UszinmdnsusiesyuumuruuazUssiliunakuugudsin (SCADA) e lileseamyuiies

1%
o 1A

Tanlwadesidemenulafnuiluuni 2 1ud minnuInsadnan Sgegilawmaenis
Taufnaleivesty doudredindunisnsevivessssudutoulvesaarunisainisdaiu

9

[

a ' v
NNDTI/NU ﬂ‘lﬁm%i%‘lﬂ’ﬂﬂﬂi%lmﬁl@

o "y oy & a sal Y a a
ﬂﬁﬂJG]'JSEJ'NGU'NG]uL‘U‘Uﬂ'ﬁiﬂllmwr]ﬂl‘nL‘U@Ti/lﬂ@I‘ViLﬂ@lﬂ'mllLﬂEJ‘VT']EJ‘V]'N

1 a s al [ o = I a v = [ Y a <3 =
ANUNTN LLG]‘VI'Wﬂﬂ'ﬁI‘UlIGW]WQIGULUBﬁﬂﬂﬁgﬂﬂiﬂﬂiﬁﬁuﬂm@@ﬂi%ﬂuﬂliﬂﬂ’ﬂi‘lfim@ﬂ’ﬁ‘U’]ﬂL"ﬂ‘Uﬂ/ﬁ@

&3

AnudsianInIennaztiugaisuiurein1stniuniseislanselitu Aaugnssunis

nRsERInslsenaiiug Ugdanismslauesiinlininglimnuaiunsa (Disable) Aferdu

' prosecutor V . Tadic, (Appeal Judgment), Case 1t-94-1-A, 15 July 1999 15 July 1999. Para. 144.

' Knut Dérmann, "Applicability of the Additional Protocols to Computer Network Attacks," (2004),

Available at: https://www.icrc.org/eng/resources/documents/misc/68lg92.htm.



91

nslaud uilazldneliAnanudsmienian EJ.ﬂ']WﬁG]’]lI YU ALENTIUNTITINIYINTILWIN

Usziadildnandeluindneufiwudaluusziauninanazsesofonuimauiinvesss

(State Practice) Tuauanmaly

WieRansaneulvmsilunisnseviessgussnauiuanvazvesns

laudnslaiuestieru asulannislaudnslguesineliiinaniunisalnisiniunisesi

1Y

Tanwagsenirssmeansonislananisleiuasiuaniunsainistimnuniseyenilanvue

senilszinasgseadunislasfineluvesiidunmsnsgvivessgindumsviemunulag

[ )

SyutaufuinislanfsiessuuniensetiewmalulagasaumalazAouiam o vesdnsgull

o«

o

! ! -d! [ d’( v s 1o = 1 IS U A v v
(MFounnImilesziuly) aneluvslaives laglidlainaslisgeousuninisdaiunieenys

a é’ Gl ] A 1 a 6 = =l
WAndunIely “ainnslauinieleiuasaziiszaziiatgnunuiedle

agalsfiniu ednenmvesavaluladansaumeuazaouinmesi
anunsaunUadinu Tnnwesnislaud naenauundesesseslunisigadndunisnsziivessy
= A o = av a a ¢ 1 Noy A A A A aa =
FeluwragnvinisAneITeimerdnusiauidslinuhilinsesleonseBnsiiamnsaunssey

a [ a 1 I o | A & < = o
n1staudnelevesuasiigadindunisnssinveshelanlugusssuwasi Junveausy

a

1 Y a ¥ 14 d‘ [y « a ! [ o [ = 1%
ﬂ@l%Lﬂ@‘UEWI’WI’]EJLﬂEJ’?JﬂUNEJuvLSUIUﬂ’ﬁWﬁ]'ﬁmTJ’]L‘U‘L!ﬂ’]iﬂizﬁ/ﬂ“l]@ﬂig 62141%]81(71 BAVMES]

a ¥ ¥ v ! (%
s1vaztdundayinmensnariluunaaly

3.1.2.1.2 WguwinnunIs LA InIeanmng

4 [} v IS = 1 Yo o
INUVD 2 FINVDNDULYYNIUI 1949 iguAINSIEAaImn1mmIg

aa v

srnisgaesspiuluiiipamenasiansandndunstniuniensiianvagseningsene

(%
4 = (% ¥ =

1”1861 1!9-/ o = = A 6‘L a "Llo o
9 AYLUABDIATUINIFNNANIBAITUTULIILUNTITLNYLY U BAYIN 191M991N15UTE N A

o

#9AT1UMIoNITERNTUITAN UAITINITE U InsBudunu AeSutgeydyy1iatinues

"% |CRC, "Intermational Humanitarian Law and the Challenges of Contemporary Armed Conflict " in 31st

International Conference of the Red Cross and Red Crescent(Geneva, Switzerland2011). P. 37.
"% Geneva Academy of International Humanitarian Law and Human Rights, "Qualification of Armed

Conflicts," (2012), http//www.geneva-academy.ch/RULAC/qualification_of armed_conflict.php. [September 23,

2015]



92

¥

ANENTIUNITNIYIATENINUSEMANTAoTe 2 391 tagazudn “anudaudslag NAnTu
senIesganssphazinludnisunsnueaveinisidndan1amms (ntervention of Armed

A v v

Forces) fig n13dnfiunitensnisluanuminevesde 2 suveteydyyiaiiin 1949 widn

o

wilslusgansdlavyfiasnisfiegresnizasnasiuiniy laglimdvianudaudasiiog. du

LATUIULA MUMT BN UL AR ARV ULN LB eLedla ” 187

uBNANG MesUBYeIRMLNTIINIMTIRsEIUsEnelude 1 7S
muﬁmauaqé’@@wwﬁm 1977 adudl 1 e3unei NOVNUYUYBYFTITUTENINUTEANA
AseuRaNEInIsTaudlag seninaessgiiAsatestunisldmdmemmsvesmnian (Use of
their Armed Force) Tngvisszozinanvesanudnuduasanuguussesanudaudlid
UNUNAERYE uarredulevesAugnIsUNIs ARSI UsTnaTididedeunvesfizans

dWinAneydygnaidan adud 2 esurenisdadunisenystidndu “nisfiegaeinisdsu

! o v z-:" I v v I3 LY A 4 189
FERINNNNTAINNNNIG ‘*U\‘]llﬂ’lﬁ'ﬂﬂgﬂLL‘U‘Uﬁﬂiﬂm%@ﬂﬂﬂﬂu53@Uu’]ﬂ‘Vﬁ@u@ﬂ

i a o a [ = ad a a
LBWNTUIIINATBE U DU LYEYILIUI 1949 LAasWIATLNULAN

) = Y v ¥y 2 1A o & v o Aa o
E]ié EUEULIUIN 1977 SZJ']QG]ULLa@ﬂIMLWU'J'] LQ@UVLGUV]Q']Lﬂum@\‘]ﬂqisﬂﬂﬂumqﬂa’]?ﬁwmaﬂﬂmg

¥ Jean S. Pictet, Commentary to the First Geneva Convention for the Amelioration of the Condition of

the Wounded and Sick in Armed Forces in the Field. Geneva, 12 August 1949.(Switzerland: ICRC, 1952).P. 32.

“Any difference arising between two States and leading to the intervention of armed forces is an armed
conflict within the meaning of Article 2, even if one of the Parties denies the existence of a state of war. It makes
no difference how long the conflict lasts, or how much slaughter takes place.”

'8 jean DE PREUX Claude PILLOUDY, Yves SANDOZ, Bruno ZIMMERMANN, Philippe Eberlin, Hans-Peter
Gasser and Claude F. Wenger, , "Commentary on the Additional Protocols of 8 June 1977 to the Geneva
Conventions of 12 August 1949," ed. ICRC(Netherlands Martinus Nijhoff Publishers 1987).Para. 62.

“...humanitarian law...covers any dispute between two States involving the use of their armed forces.

Neither the duration of the conflict, nor its intensity, play a role;... “

189.

ibid., Para. 4341.
"armed conflict" ... existence of open hostilities between armed forces which are organized to a greater

or lesser degree.”
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% Michael N. Schmitt, "Wired Warfare: Computer Network Attack and Jus in Bello," International Review

of the Red Cross 84(2002). P. 372.
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Cordula Droege, "Get Off My Cloud: Cyber Warfare, International Humanitarian Law, and the

Protection of Civilians.," International Review of Red Cross 94(2012 ). P. 546.
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¥ Antoine A. Bouvier and Anne Quintin Marco Sassoli, How Does Law Protect in War?, ed. Third, vol.

I(Geneva: ICRC, 2011). P. 122.

"* David Albright, "Did Stuxnet Take out 1,000 Centrifuges at the Natanz Enrichment Plant?."
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% Nils Melzer, "Cyberwarfare and International Law," NUIDIR Resources Paper (2011). P. 24-25.

T "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article 49 (1)

“Attacks” means acts of violence against the adversary, whether in offence or in defence.”

198

Michael Schmitt, "Classification of Cyber Conflict," Journal of Conflict & Security Law 17, no. 2 (2012).

p. 251.
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% "The Geneva Conventions of 12 August 1949."

Common Article 3, para 1.

“In the case of armed conflict not of an international character occurring in the territory of one of the
High Contracting Parties, each Party to the conflict shall be bound to apply, as a minimum, the following
provisions:...”
“' The Prosecutor V. Dusko Tadic, Decision on the Defence Motion for Interlocutory Appeal on
Jurisdiction, the Appeals Chamber (Icty) Para. 70.

“A non-international armed conflict exists “whenever there is ... protracted armed violence between
governmental authorities and organized armed groups or between such groups within a State.”

% Elizabeth Wilmshurst, International Law and the Classification of Conflicts(United Kingdom: Oxford

University Press, 2012).
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2% 'Rome Statute of the International Criminal Court," (opened for signature 17 July 1998, entered into

force 1 July 2002).

Article. 8 (2) (f)

“Paragraph 2 (e) applies to armed conflicts not of an international character and thus does not apply to
situations of internal disturbances and tensions, such as riots, isolated and sporadic acts of violence or other acts
of a similar nature. It applies to armed conflicts that take place in the territory of a State when there is protracted
armed conflict between governmental authorities and organized armed groups or between such groups.”

“ The Prosecutor V. Lubanga (Decision on Confirmation of Charges) lcc-01/04-01/06 29 January 2007.
Para 233; The Prosecutor V. Bemba Gombo (Decision on Confirmation of Charges) Icc-01/05-01/08 15 June 2006.
Para 229.
2% The Prosecutor V. Jean-Paul Akayesu, Ictr-96-4-T, Trial Chamber I, 2 September 1998., para 619; The
Prosecutor V. Rutaganda, Ictr-96-3-T, Judgment, 6 December 1999., para 92.

% prosecutor V. Fofana (Decision on Appeal against Decision on Prosecutor’s Motion for Judicial Notice
and Admission of Evidence) Scsl-04-14-T-398, Separate Opinion of Judge Robertson, 16 May 2005. para 32.

207

ICRC, "How Is the Term "Armed Conflict" Defined in International Humanitarian Law? Icrc Opinion

Paper, (March 2008),"(ICRC, 2008).
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28 Michael Schmitt, "Classification of Cyber Conflict," Journal of Conflict & Security Law 17, no. 2 (2012).

p. 255.
29 Elizabeth Wilmshurst, International Law and the Classification of Conflicts(United Kingdom: Oxford
University Press, 2012). P. 51.

% Cordula Droege, "Get Off My Cloud: Cyber Warfare, International Humanitarian Law, and the

Protection of Civilians," International Review of Red Cross 94 (2012 ). P. 550.
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21 The Prosecutor V. Ramush Haradinaj, Judgement (Trial Chamber), Case No. It-04-84-T, 3 April 2008 3

April 2008. Para. 60.

“..the existence of a command structure and disciplinary rules and mechanisms within the group; the
existence of a headquarters; the fact that the group controls a certain territory; the ability of the group to gain
access to weapons, other military equipment, recruits and military training; its ability to plan, coordinate and carry
out military operations, including troop movements and logistics; its ability to define a unified military strategy
and use military tactics; and its ability to speak with one voice and negotiate and conclude agreements such as
cease-fire or peace accords.”

212

Prosecutor V. Fatmir Limaj, Haradin Bala and Isak Musliu, Judgement (Trial Chamber i), Case No. It-

03-66-T, 30 November 2005. Paras 94-129.
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22 Michael Schmitt, "Classification of Cyber Conflict," Journal of Conflict & Security Law 17, no. 2 (2012).

P. 258.
1 protocol Additional of the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of Non-International Armed Conflicts (Protocol 1i)," (8 JUNE 1977).

Article 1 (2)
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Ramush Haradinaj Us£nauaag 41131 5884381 WazANTULIIVINITUENEVRIYAAR

U52LANY0991756azaUNTIN1IMMI5aUY N11Y I1UIULALVUIAVEI017T TIUIUAULAY

¥ o ¥

Uszianveanasimideiidnsiulunisded Iuiuvesiuszaudy Yuinvesdsvesiigninaty

Y Y

LATINUIUNALTOUNNAUNTIINUANITADE NITHAIUTINYDIANEUUATAIUTUAT LU
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“This Protocol shall not apply to situations of internal disturbances and tensions, such as riots, isolated

and sporadic acts of violence and other acts of a similar nature, as not being armed conflicts.”

¥ The Prosecutor V. Dusko Tadic, Decision on the Defence Motion for Interlocutory Appeal on

Jurisdiction, the Appeals Chamber (Icty) Para. 70.

“...protracted armed violence between governmental authorities and organized armed groups or
between such groups within a State.”
% 1CRC, "How Is the Term "Armed Conflict” Defined in Intemational Humanitarian Law? Icrc Opinion
Paper, (March 2008),"(ICRC, 2008).

" The Prosecutor V. Ramush Haradinaj, Judgement (Trial Chamber), Case No. It-04-84-T. para 49.
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18 protocol Additional of the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of Non-Interational Armed Conflicts (Protocol Ii)."
Article 1 (1)

“... which take place in the territory of a High Contracting Party between its armed forces and dissident
armed forces or other organized armed groups which, under responsible command, exercise such control over a
part of its territory as to enable them to carry out sustained and concerted military operations and to implement
this Protocol.”

Y ICRC Opinion paper, "How Is the Term "Armed Conflict" Defined in International Humanitarian Law? ."

*° Tallinn Manual on the Interational Law Applicable to Cyber Warfare Prepared by the International

Group of Experts Commentary on Rule 23, para 17.



106

Tuduvesgilomadudl (Tallinn Manual) lnanwagen1slanfng

a

lysvaslumstniunisenysilaiidnvaeseninaUsvmalilungde 23 vesploniaduil

'
1A

(Tallinn Manual) m1331 MstadunisesilifidnyurssninUszmeiiogilelafaund

Y

ANNTULTIUN5 1Y 11508 198A R ARTLTENINNBIA NS VR ITTUIALAE NENNB MY
Ano1ysnilanguniennnImilangy n3esEninNnediaedine s 3991350amIegnIn

lngufuRnismalaiues nisimdgninduazdesiuseiuanusuwsslulamanuaziien

(% (%
a v o

Aerdeslunisdsvagdeadidnvuzduesdns® lnengleiliiugingruieasnussind

a

sENINUTEIMATINITTATUNI9e 15 S eeN1sTagvaeni1siaiunisenysildddnuay

FENINUTEINATIINU1INVD 3 TIVRIBUH YT 1949

W15 U938 U SUWTEAUANUTULTIVBINSTAN UN19871357
Lifidnwaeseninlssinaiudnwaznislaninialaves Jadelunsustseiuauguusd
a = s A | Y a Ao o
Ananmslaudnalgiuesniuglsssuuiniianfonisneliiananssnunilan vae Juus
LBUAEITUNITIANAMEDIITANULUY 819 NISLANRARBTEUUAIVANNITIFUIEUIVE 1B Y
iuszgszueiilaeen nislaufsessuuniuaunisasasnsernadumalionniaeny

= v a x7 v [y ] [ o

anvsevuiunaeInied lnenislaninilauesiuazdeaiiduisnisnssvinduasiasmly

a V1 ) a saa [y ) P v v
E]'H]Wf\]'ﬁﬂﬂl@’)’]L‘U‘Uﬂ'ﬁI‘\]ﬂJﬁW\'N‘l‘ULU’EJTV]?LIiZﬂ'Uﬂ’NZJ?LlLLiQ’eJuLUULQ@ubLEUEU@ﬁﬂ’ﬁGIJQﬂu‘VI’N

A oA o ! kg
a1eilifidnyaeseninaUsemels

InNsAnwReulvveINIstniunIsesililidnvaurssninsUsenatnaiu
aguladn nslaudnslaivesnnelviinaaiunisalnistniunisenysnliulisnwagsening
UssinensonislaninialaveslunistniunisenisilidnuvaueseninaUssmagsaunsai

nuIneNywesssusEnInUsunaludsuldlarzseudunmslauindleuesnuiiinisiae

#ibid.

Rule 23 — Characterisation as Non-International Armed Conflict

“A non-international armed conflict exists whenever there is protracted armed violence, which may
include or be limited to cyber operations, occurring between governmental armed forces and the forces of one
or more armed groups, or between such groups. The confrontation must reach a minimum level of intensity and

the parties involved in the conflict must show a minimum degree of organisation.”
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2 Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian

Law - Volume I: Rule(Cambridge University Press, 2005).
Rule 3.
“All members of the armed forces of a party to the conflict are combatants, except medical and

religious personnel.”

4 7protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."

Article 43 (2)

“Members of the armed forces of a Party to a conflict (other than medical personnel and chaplains
covered by Article 33 of the Third Convention) are combatants, that is to say, they have the right to participate

directly in hostilities.”
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% ipid.

Article 43 (1)

“The armed forces of a Party to a conflict consist of all organized armed forces, groups and units which
are under a command responsible to that Party for the conduct of its subordinates, even if that Party is
represented by a government or an authority not recognized by an adverse Party. Such armed forces shall be
subject to an internal disciplinary system which, inter alia, shall enforce compliance with the rules of international
law applicable in armed conflict.”

226

Yoram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict, ed.

Second(United Kingdom: Cambridge University Press, 2010). P. 33, Para. 79.
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21 Heather Harrison Dinniss, Cyber Warfare and the Laws of War (the United States of America:

Cambridge University Press, 2012). P. 141.
22 AN sud e, NMINENYBEETINTENINUTEWANTININUMIUAT. AMYNITUNITNMTIATENINUTENA
(ICRC), 2550). vt 67.

7 'protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article 43 (2)

“Members of the armed forces of a Party to a conflict (other than medical personnel and chaplains
covered by Article 33 of the Third Convention) are combatants, that is to say, they have the right to participate
directly in hostilities.”

% "Geneva Convention (lii) Relative to the Treatment of Prisoners of War of 12 August 1949."
Article 4 (A)

“Prisoners of war, in the sense of the present Convention, are persons belonging to one of the

following categories, who have fallen into the power of the enemy:...”
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FENINUTEIA" (PUNaNIaluvinInenae, 2549). i 43

2 Sean Watts, "Combatant Status and Computer Network Attack," Virginia Journal of Interational Law

50, no. 2 (2010). P. 420.
233

Vijay M. Padmanabham, "Cyber Worriors and the Jus in Bello," International Law Studies 89(2013). P.

292.



113

anusnasunveumenguneg wind1sanlunistlauivnialeiues wivznssvilussninemd
anunsalnmsdaiuniseisaeliiidnslasuantunimwas@n (Prisoner of War) Wegniuny
wardreranndudmuneglumslaudldguderiunasusazdaldldsunisduasesainnisgn

laudlpgasslugruenasoudneie

Wonansaeuluniude 43 vasisansiiuinaydyynaiin adun 1

e

I

yanaginslasdmsleesarlasuanugnasudedlounaatiuduauninveanasindganisg
nisvessgindudelunisdsuluanunisalnisdaiunitenisiiidneas seninssene
Aty yaraiinistlauansleiues lildaundnvesnasindeyldonalasuaniugnasuniy

U0 43 Yasipanstiiuiveudygyatinn adui 1 dla

NFNYULNLABUDINIT LAUANI L UDSNTANUT UG D URA AL ADIDF 8
ANNIANNTEIVIY Tinweanizawnalulaglgueilunisaniunisdanalszensindie
a v A Yo v aa v ~ v o Y A a o a
US¥MLaNvUnIaR U (Contractors) NiANuANLEImaylivimihinefunislaus
& [ [~ ¥ d‘ [ (Y] [ [ =
abauas lnazluntflunissnwanulasndonisleuss Jastudmuieannnisiaus
I v A P & a A a Y]
nalgiuas nihntunsldensluveslansiidmunenimms Weiansananyuzueine
AT (Armed Forces) anuda 43 (1) vesiisansiiuiveydyayatinatun 1 ala
aduglidneiuuds aziiulddn gndrsvesuiemenauiinesinidsliidiunvihwindlunis
Snwanuvasadenalaiuasusanistauinisluiuesluenalasuaniusnasunue 43 (1)
aa a a [ = YR ~ a o 1 v < o w
Yoafizasuineydyy1aiinadud 1 Weosnnnusenenvululidnvasiunasiigmia
MIAUTBUNAINGTT UlgndnvesuTEnenvuinewiniidasyinisladnieleveasly
4071UN13INTTAAUND1EM NN IHITUN13719199INNDIIN gNINeweusEneNTUMaIIUA

Lilasuantugnasuaunguuneuyvesssuseninalsamanaznolmindnslunisigis

lngasslunisdsumude 43 (2) vasiitansiiiuineudyay11atinn adui 1 uisegla

| I3 Yy a o = s o a o’ &
'E')EJ']\ﬂﬁﬂG]']ll aﬂ']ugslla\'iqﬂ"U'NVWHﬂ']ﬁIQQJWVl'NVLGULUE‘JiﬁJQﬂQﬂ@LUUW@L?@UWW&I

U8 50 vaasansL it ANoyday i atun 172 meldnguuneuyuwesssuseninedssne

4 protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."

Article 50 - Definition of civilians and civilian population
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“A civilian is any person who does not belong to one of the categories of persons referred to in Article
4 A(1),(2), (3) and (6) [ Link ] of the Third Convention and in Article 43 [ Link ] of this Protocol. In case of doubt
whether a person is a civilian, that person shall be considered to be a civilian.”
> "Geneva Convention (lii) Relative to the Treatment of Prisoners of War of 12 August 1949."

Article 4 (A) (2)

“Members of other militias and members of other volunteer corps, including those of organized
resistance movements, belonging to a Party to the conflict and operating in or outside their own territory, even if
this territory is occupied, provided that such militias or volunteer corps, including such organized resistance
movements, fulfil the following conditions:

(a) that of being commanded by a person responsible for his subordinates;

(b) that of having a fixed distinctive sign recognizable at a distance;

(c) that of carrying arms openly;

(d) that of conducting their operations in accordance with the laws and customs of war.”
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26 Evgeny Morozov, "An Army of Ones and Zeroes: How | Became a Soldier in the Georgia-Russia

Cyberwar.," The Slate Group (August 14, 2008),
http://www.slate.com/articles/technology/technology/2008/08/an_army_of ones_and_zeroes.html. [April 14,
2016]

237

Heather Harrison Dinniss, Cyber Warfare and the Laws of War (the United States of America:

Cambridge University Press, 2012). P. 150.



116

agalsfiany dnvaznislandinislevesluaaiunisalnisdniuniaeys

1%
A o [y

9193glldadwieiunsiiansadeulunude 4 (A) (2) veseydygynatin adun 3 ilv
Aaderitmglunislvaaiugnasunveumienguangivyaaagiinislauanialyiue sy
anuni1salnstadunitenysdmasenisliasuanslunisidunasuniunguuneuywesssy

e UsEA Feazvinnsanwluundal

MnmsAnwdinenue agulid yaraluaniunisainistatunisenysid
dnwazseninssimaiiozlfSuaniusnasudsneliifAndvsmun graneuywesssuss nins
Uszina aasnuiniifides fuRnumdnnisifeaduu fodn1sniammsniunguane
UBsIITEMIUsTWARE Ao duaunveanesmdwnmmisvesdelunsdsuieslasu
anugnasukaidnslunisldinalulaglaweslumslavdmalavesluaniunisainisdaiu

MeaNElAlagYUMEN MINeRUTe 43 (2) Yasisansiiaitaudyaatin adud 1

- v = & = =t -
wenwiloanwasuuad waseuduyaradnanuniduannivainsiuiens
WNetesdunisinsnlunistauinislevesaniunisalnistaiunieisdnalinaiseu
AL AuANUANATOININNYNINENY BETTTUTENINUSEMAL lngasfnuniiasenagasiden

Tugudald

3.2.1.2 madrsulagasslunisgsuveanalsoy

wasoudioduyaradidgilasunisAuasesluaniunisainisdniunieens

m:uﬂg‘vimaww%ﬁmwdwﬂﬁmm

NOVMUBUYBYTITUTENINUTLNANIMUALIANUALATRIRANATBUANTD
51 (3) wiisiansLiiuineydyy1alin adun 1 seyd waseudnlasumnuduasasnunla

Uayal b lunuanil duusduazasiuwigisainaiseutiudfdwsiulaensdunisdsu®®

%8 protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol 1)."

Article 51 (3)
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“Civilians shall enjoy the protection afforded by this Section, unless and for such time as they take a
direct part in hostilities.”

#” Jean DE PREUX Claude PILLOUD, Yves SANDOZ, Bruno ZIMMERMANN, Philippe Eberlin, Hans-Peter
Gasser and Claude F. Wenger "Commentary on the Additional Protocols of 8 June 1977 to the Geneva
Conventions of 12 August 1949," ed. ICRC(Netherlands Martinus Nijhoff Publishers 1987). P. 618. Para. 1942.

“The immunity afforded individual civilians is subject to an overriding condition, namely, on their
abstaining from all hostile acts. Hostile acts should be understood to be acts which by their nature and purpose
are intended to cause actual harm to the personnel and equipment of the armed forces. Thus a civilian who

takes part in armed combat, either individually or as part of a group, thereby becomes a legitimate target, though

only for as long as he takes part in hostilities.”
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% Nils Melzer, Interpretive Guidance on the Notion of Direct Participation in Hostilities under

International Humanitarian Law, vol. ICRC(90 IRRC 991 (2008), Adopted by the Assembly of the International
Committee of the Red Cross on 26 February 2009).

#1ibid. p. 48
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%2 Chamber of International Criminal Tribunal for the Former Yugoslavia, Prosecutor V. Strugar, 2008.

Paras. 176-179.

* Emily Crawford, "Virtual Battlegrounds: Direct Participation in Cyber Warfare " I/S: A Journal of Law

and Policy for the Information Society 9, no. 1(2013). P. 14.
204

Chamber of International Criminal Tribunal for the Former Yugoslavia, Prosecutor V. Strugar, 2008. P.

39.
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> "Geneva Convention (lii) Relative to the Treatment of Prisoners of War of 12 August 1949."

Article 4 (A) 4

A. Prisoners of war, in the sense of the present Convention, are persons belonging to one of the
following categories, who have fallen into the power of the enemy:...

(4) Persons who accompany the armed forces without actually being members thereof, such as civilian
members of military aircraft crews, war correspondents, supply contractors, members of labour units or of
services responsible for the welfare of the armed forces, provided that they have received authorization from the
armed forces which they accompany, who shall provide them for that purpose with an identity card similar to the
annexed model.

“ David Turns, "Cyber Warfare and the Notion of Direct Participation in Hostilities," Journal of Conflict &
Security Law 17, no. 2 (2012). P. 293.
247

Emily Crawford, "Virtual Battlegrounds: Direct Participation in Cyber Warfare " I/S: A Journal of Law

and Policy for the Information Society 9, no. 1 (2013). P. 15.
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8 David Turns, "Cyber Warfare and the Notion of Direct Participation in Hostilities," Journal of Conflict &

Security Law 17, no. 2 (2012). P. 293.
s Evgeny Morozov, "An Army of Ones and Zeroes: How | Became a Soldier in the Georgia-Russia
Cyberwar.," The Slate Group (August 14, 2008),
http://www.slate.com/articles/technology/technology/2008/08/an_army of ones_and zeroes.html. [April 14,

2016]
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% Emily Crawford, "Virtual Battlegrounds: Direct Participation in Cyber Warfare " I/S: A Journal of Law

and Policy for the Information Society 9, no. 1 (2013). P. 16.
»! Nils Melzer, Interpretive Guidance on the Notion of Direct Participation in Hostilities under

International Humanitarian Law, vol. ICRC(90 IRRC 991 (2008), Adopted by the Assembly of the International

Committee of the Red Cross on 26 February 2009) P. 53.
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22 \ils Melzer, "Cyberwarfare and International Law," NUIDIR Resources Paper (2011). P. 25.

3 "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article 51 (2)

“The civilian population as such, as well as individual civilians, shall not be the object of attack.”

% ibid.

Article 52 (1)

“Civilian objects shall not be the object of attack.”

% ibid.
Article 51 (5) (b)

“Among others, the following types of attacks are to be considered as indiscriminate:
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(b) an attack which may be expected to cause incidental loss of civilian life, injury to civilians,
damage to civilian objects, or a combination thereof, which would be excessive in relation to the concrete and
direct military advantage anticipated.”

2% ipid.
Article 57 (2)
“With respect to attacks, the following precautions shall be taken:

(a) those who plan or decide upon an attack shall....”

7 ipid.
Article 49 (1) Definition of attacks and scope of application

“Attacks”means acts of violence against the adversary, whether in offence or in defence.
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Cordula Droege, "Get Off My Cloud: Cyber Warfare, International Humanitarian Law, and the

Protection of Civilians.," International Review of Red Cross 94(2012 ). P. 557.
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20 yossi Melman, "lran Pauses Uranium Enrichment at Natanz Nuclear Plant," Haaretz .COM,

http://www.haaretz.com/news/world/iran-pauses-uranium-enrichment-at-natanz-nuclear-plant-1.326276.
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%! Yoram Dinstein, "The Principle of Distinction and Cyber War in International Armed Conflicts," Journal

of Conflict & Security Law 17, no. 2 (2012). P. 265.

%2 Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian

Law - Volume I: Rule(Cambridge University Press, 2005)

Rule 1.

“The parties to the conflict must at all times distinguish between civilians and combatants. Attacks may
only be directed against combatants. Attacks must not be directed against civilians.”
%3 Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian
Law - Volume I: Rule.

Rule 7.

“The parties to the conflict must at all times distinguish between civilian objects and military

objectives. Attacks may only be directed against military objectives. Attacks must not be directed against civilian

objects.”
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Principles of International Customary Law)**®

4 protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."

Article 48 — Basic rule

“In order to ensure respect for and protection of the civilian population and civilian objects, the Parties
to the conflict shall at all times distinguish between the civilian population and combatants and between civilian
objects and military objectives and accordingly shall direct their operations only against military objectives.”

% Advisory Opinion on Legality of the Threat or Use of Nuclear Weapons. Para. 78.

“The cardinal principles contained in the texts constituting the fabric of humanitarian law are the
following. The first is aimed at the protection of the civilian population and civilian objects and establishes the
distinction between combatants and non-combatants; States must never make civilians the object of attack and
must consequently never use weapons that are incapable of distinguishing between civilian and military
targets...”

%8 ibid. Para. 79.
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?%8 protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."

Article 52 (2)

“Attacks shall be limited strictly to military objectives. In so far as objects are concerned, military
objectives are limited to those objects which by their nature, location, purpose or use make an effective
contribution to military action and whose total or partial destruction, capture or neutralization, in the

circumstances ruling at the time, offers a definite military advantage.”
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% ibid.

Article 52 (2)

“Attacks shall be limited strictly to military objectives. In so far as objects are concerned, military
objectives are limited to those objects which by their nature, location, purpose or use make an effective
contribution to military action and whose total or partial destruction, capture or neutralization, in the

circumstances ruling at the time, offers a definite military advantage.”
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Paras. 111-112.
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The Prosecutor V. Dusko Tadlic, Decision on the Defence Motion for Interlocutory Appeal on

Jurisdiction, the Appeals Chamber (Icty) Paras. 111-112.
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#1 protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol 1)."

Article 57 — Precautions in attack

“1. In the conduct of military operations, constant care shall be taken to spare the civilian population,
civilians and civilian objects.

2. With respect to attacks, the following precautions shall be taken:

a) those who plan or decide upon an attack shall:

i) do everything feasible to verify that the objectives to be attacked are neither
civilians nor civilian objects and are not subject to special protection but are military
objectives within the meaning of paragraph 2 of Article 52 and that it is not
prohibited by the provisions of this Protocol to attack them;

ii) take all feasible precautions in the choice of means and methods of attack with a
view to avoiding, and in any event to minimizing, incidental loss of civilian life, injury to
civilians and damage to civilian objects;

i) refrain from deciding to launch any attack which may be expected to cause
incidental loss of civilian life, injury to civilians, damage to civilian objects, or a combination
thereof, which would be excessive in relation to the concrete and direct military advantage
anticipated;

b) an attack shall be cancelled or suspended if it becomes apparent that the objective is not

a military one or is subject to special protection or that the attack may be expected to cause incidental

loss of civilian life, injury to civilians, damage to civilian objects, or a combination thereof, which would

be excessive in relation to the concrete and direct military advantage anticipated;
c) effective advance warning shall be given of attacks which may affect the civilian
population, unless circumstances do not permit.

3. When a choice is possible between several military objectives for obtaining a similar military
advantage, the objective to be selected shall be that the attack on which may be expected to cause the least
danger to civilian lives and to civilian objects.

4. In the conduct of military operations at sea or in the air, each Party to the conflict shall, in
conformity with its rights and duties under the rules of international law applicable in armed conflict, take all

reasonable precautions to avoid losses of civilian lives and damage to civilian objects.
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5. No provision of this Article may be construed as authorizing any attacks against the civilian
population, civilians or civilian objects.”
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Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian

Law - Volume I: Rule (Cambridge University Press, 2005) P. 54.
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22 wprotocol on Prohibitions or Restrictions on the Use of Mines, Booby Traps and Other Devices

(Protocol li) Annexed to the Convention on Prohibitions or Restrictions on the Use of Certain Conventional
Weapons Which May Be Deemed to Be Excessively Injurious or to Have Indiscriminate Effects (Ccw) "

Article 3 (4)

“..., Feasible precautions are those precautions which are practicable or practically possible taking into

account all circumstances ruling at the time, including humanitarian and military considerations.”
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2% Eric Talbot Jensen, "Cyber Attacks: Proportionality and Precautions in Attack," International Law

Studies 89, no. 198 (2013). P. 210.

% Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian

Law - Volume I: Rule (Cambridge University Press, 2005) P. 54.
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Eric Talbot Jensen, "Cyber Attacks: Proportionality and Precautions in Attack," International Law

Studies 89, no. 198 (2013). P. 210.
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#7 Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian

Law - Volume I: Rule (Cambridge University Press, 2005)
Part IV: Weapons, Chapter 20. General principles on the use of weapons, “Rule 70. The use of means
and methods of warfare which are of a nature to cause superfluous injury or unnecessary suffering is prohibited.
Rule 71. The use of weapons which are by nature indiscriminate is prohibited.”

%8 Advisory Opinion on Legality of the Threat or Use of Nuclear Weapons. Para. 78.
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#? protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."
Article 51
Indiscriminate attacks are prohibited. Indiscriminate attacks are:
@) ...
(b) those which employ a method or means of combat which cannot be directed at a specific
military objective; or
(c) those which employ a method or means of combat the effects of which cannot be limited
as required by this Protocol; and consequently, in each such case, are of a nature to strike military objectives and

civilians or civilian objects without distinction.”
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% "The Hague Convention (lv) Respecting the Laws and Customs of War on Land and Its Annex:

Regulations Concerning the Laws and Customs of War on Land. (18 October 1907)."
Article 22.

“The right of belligerents to adopt means of injuring the enemy is not unlimited.”

7 "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."

Article 35 - Basic rules

“1. In any armed conflict, the right of the Parties to the conflict to choose methods or means of warfare
is not unlimited.”

%8 William H. Boothby, "Methods and Means of Cyber Warfare," International Law Studies 89(2013). P.

391.



154

Wudan1snsgyifiaunaiuseninanann1saNd nduniamms (Military Necessity) fiunis

TN mMIIUNYwesssUluUfuRnsanm s

Twhueadeaiu magfsssusevinsemaldlidedaunaieaiutodiiasu
Brsuartadelumsdaulilunnuiiudelinwiafanuveufonguanevesnsanaiuiias
linsansldoslinades a.a. 1996 Na1I91 “ANUUENYBETITUVRINANNITHALNYNUI
pungrineNyuesssudsdsdulflunistatuniseisunsndueglunguunenisdaiunia

91wz UeAuldiugUiuunsdsuiaaauaze1ysvianun visluein Jagdu uazeuian 7>

Aetiy udinagliideuniieniueislolue inung uusNYYsITUTEN I
Useina windnnisuysesssuieInutedinsuisnisuasdadelunisdsununguang
] v v 9vw a c & ° =
wywesITUTEnIsEmaauisadeAuldiunslauineleivesdadunisdunalulag
a s A A i ¢ Y & aa 44 9 v =~
asauvALazruiIneiviseiind lawes unldduisnismieladulunisdsu Tnelinig
Y] ¢ v oA v a | .
PONLUU Tnquszasa senistiiienalviiinnansenuegaguuss (Violent Consequences)
Bidasfunsuinidunsedeiinvesynna nsomudenie nsvitatedamindduieli

ANUANATBIRUNAVLNEIUNLBEFTTULA

Tuvaueh nstaudnislsiuesluaniunisalinistniunieens lnudnvazaag
v P gy a & v 5=t o W
Wulesliddnwaeninignn iindulurieleiuesgsdaiidnwaznianieainguiy
- oy a s d' %
ANUMiiauYINslanRfee UL uLLasnslaninislaiueshie Waldlunsdsuaiusa
nelminnansenuag19guLse (Violent Consequences) a39AuLde M ufaT kAL NI NFU

Igdufeaiu nsinnsarinislasinisleuesiduisnislunisgsu (Methods of Warfare)

** Heather Harrison Dinniss, Cyber Warfare and the Laws of War (the United States of America:

Cambridge University Press, 2012). P. 251.

310 Advisory Opinion on Legality of the Threat or Use of Nuclear Weapons. Para. 86.
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! |nternational Committee of the Red Cross, "Methods and Means of Warfare," ICRC,
https://www.icrc.org/eng/war-and-law/conduct-hostilities/methods-means-warfare/overview-methods-and-means-
of-warfare.htm. [February 2, 2016]

2 Geneva Academy of International Humanitarian Law and Human Rights, "Glossary," in Weapons Law
Encyclopedia(Geneva2014).

“The term means of warfare generally describes the weapons being used by parties to an armed
conflict in the conduct of hostilities.”

12 William H. Boothby, "Methods and Means of Cyber Warfare," International Law Studies 89(2013). P.
387.

1 |nternational Committee of the Red Cross, "Methods and Means of Warfare," ICRC,
https://www.icrc.org/eng/war-and-law/conduct-hostilities/methods-means-warfare/overview-methods-and-means-
of-warfare.ntm. [February 2, 2016]

3 Geneva Academy of International Humanitarian Law and Human Rights, "Glossary," in Weapons Law
Encyclopedia(Geneva2014).

“The term method of warfare generally describes the way in which weapons are used by parties to an
armed conflict in the conduct of hostilities.”

316

William H. Boothby, "Methods and Means of Cyber Warfare," International Law Studies 89(2013). P.

389.
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*™® Tallinn Manual on the Intemational Law Applicable to Cyber Warfare Prepared by the International
Group of Experts ed. Michael N. Schmitt(Cambridge University Press, 2013).

Rule 41.

“(a) ‘means of cyber warfare’ are cyber weapons and their associated cyber systems; and
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(b) ‘methods of cyber warfare’ are the cyber tactics, techniques, and procedures by which hostilities are
conducted.”
* Tallinn Manual on the Interational Law Applicable to Cyber Warfare Prepared by the International
Group of Experts P. 142.
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Law - Volume I: Rule (Cambridge University Press, 2005) P. 237.
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322 Advisory Opinion on Legality of the Threat or Use of Nuclear Weapons. Para. 238.

“harm greater than that inavoidable to achieve legitimate military objectives”
*# ibid. Para. 78.

*2% "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article. 35 (2)

“It is prohibited to employ weapons, projectiles and material and methods of warfare of a nature to
cause superfluous injury or necessary suffering”
**The Prosecutor V. Dusko Tadic, Decision on the Defence Motion for Interlocutory Appeal on
Jurisdiction, the Appeals Chamber (Icty) Para. 119. Jean-Marie Henckaerts and Louise Doswald-Beck, Study on
Customary International Humanitarian Law - Volume I: Rule. P. 240.

“What is inhumane, and consequently proscribed, in international wars cannot but be inhumane and

inadmissible in civil strife.”
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%% Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian

Law - Volume I: Rule (Cambridge University Press, 2005) P. 241.
32 Advisory Opinion on Legality of the Threat or Use of Nuclear Weapons. Para. 78.
*? Burrus M. Carnahan, "Unnecessary Suffering, the Red Cross and Tactical Laser Weapons," Loyola of

Los Angeles International and Comparative Law Review 18(1996). P. 713.
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329 Voram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict, ed.

Second(United Kingdom: Cambridge University Press, 2010) P .65.

0 William H. Boothby, Weapons and the Law of Armed Conflict(OUP Oxford, 2009). P. 62.
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31 Christopher Greenwood, "The Law of Weaponry at the Start of the New Millennium," International

Law Studies 71(1998). P. 199.

*32 Voram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict, ed.

Second(United Kingdom: Cambridge University Press, 2010) P. 65.

332 William H. Boothby, "Methods and Means of Cyber Warfare," International Law Studies 89(2013). P.

392.
334

Heather Harrison Dinniss, Cyber Warfare and the Laws of War (the United States of America:

Cambridge University Press, 2012). P. 255.
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** Tallinn Manual on the Intemational Law Applicable to Cyber Warfare Prepared by the International

Group of Experts ed. Michael N. Schmitt(Cambridge University Press, 2013). P.144.
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lums@inwide 50 (1) veaiBasiiufneudygy1atian adun 1 lalideuvesdi

A7)

a P & Y = M Yo I Ay = v
waseulii “wasou lawn yaralag Felilednaglulssianvesynranuidnsdslute 4 v

[ v

(1), (2), (3) uag (6) wiseudnya atiud 3 (eudygiaian a.a. 1949) uaylude 43 uns

q o

% =

Woesll (WeansiiAneudygatihn A 1977)7%

3

% amsud fsz i, NNy YEsTIITETINUTINANTINNUMIUAT: ANZASIUNMINYTINTENIUTTNA

(ICRC), 2550). w1 119.
7 "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article 50 (1)- Definition of civilians and civilian population

“A civilian is any person who does not belong to one of the categories of persons referred to in Article

4 A (1), (2),(3) and (6) of the Third Convention and in Article 43 of this Protocol.”
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(Combatants) kagwatsay (Civilians or Non-Combatants)

waNN U8 50 (2) vasdizansiiuAveudyy1atinn adun 1 lvAdeudsseing
waseuUsznausmeyaraynauiiiiunaisou® lnade 50 (3)vesivansiiiufueudyan
Wi adui 1 dadmuadn msusnguestaanyuildlaedaglddfoiuvesnalso

' A 1o 1% & v a v < A 1 1
unatsussnsnaseu lvinlivssannstiudesgaidednuaznisilunaiseuluusieng

1@340

<

o & & A o =~ a = 19 Yo a » !
viall lunsaliuinasdeiyanalafiaausifunaisounseld idudvgiulinewin

o/ <

yeratudunadeunude 50 (1) ASansiiadneydyaiiaiin aa. 1977 adui 1°"

T

Wea1sande 50 (1) WansiiaANaudya1atin a.e. 1977 atui 1 Usznauriu

]

NSANYIANUTNIEYRINATUMNTITE 3.2.1.1 aausvesnasuiiasuladn “wasu vaneds

*%8 Robert Kolb and Richard Hyde, An Introduction to the International Law of Armed Conflicts(USA: Hart

Publishing, 2008). P. 127.
% "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol 1)."

Article 50 (2)

“The civilian population comprises all persons who are civilians.”

> 1bid.

Article 50 (3)

“The presence within the civilian population of individuals who do not come within the definition of
civilians does not deprive the population of its civilian character.”

*! ibid.
Article 50 (1)

“... In case of doubt whether a person is a civilian, that person shall be considered to be a civilian.”
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vssamingau dsveswaFouddlaladmngynanns” unmslisdoudauudonty
n1stAmdeuendn “naisou” 399AeeN1sanlng 198 sfisitenuveadmunenaving
Usenau

el TunsdifififeasdoimindamosddasuniudldiiotagussasdmanaFougn
thanlfifieteneliiAnussavsualul foansmammanielddy Waudvenlineuidls
vhinlfieinguszasdmammsunngleduiivgungmngsude 52 (3) vesiBansifiuiu

audyeynatin adun 124

A a 1% ax a a 1Y) ~ v A 1% o a
LHaNANTUUD 52 (1) GU@QWﬁa']iLWlIme@uafgfg']lﬁ]u’)’] AUUN 1 Usenaumegmiey

vautmngnmmsauitaanwilude 3.2.2.3 Wnuenimuisnountiil agulad

&

LY ca L I [ a a (Y ‘:l':.’l (% & A v
NINIFUVBINALIDUADNSNOIFUAIVDINLAYAN WML FO1UNFY ’Jﬁ]i}ﬂi%ﬁﬂﬂ%ﬁ@ﬂﬂii‘ﬁ

a =

LinaliAnyszansanludjUin1sn1ammns waznisdansenisvinlinunaussanings

nsnddudwadluaniinisalvauenuguinisuu linelmfaaulaiussunimmsedaaau

*2 Voram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict, ed.

Second(United Kingdom: Cambridge University Press, 2010) P. 121.
3 "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article 52 (1)

“...Civilian objects are all objects which are not military objectives as defined in paragraph 2.”

*** ibid.

Article 52 (3)

“In case of doubt whether an object which is normally dedicated to civilian purposes, such as a place

of worship, a house or other dwelling or a school, is being used to make an effective contribution to military

action, it shall be presumed not to be so used.”
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f1ukuy (Conventional Attack)
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Wi atuil 17 Awmusmthiiliihelunisdsuazdesunuezaasananssnitmalsounas
wasu sadndimunenimmsuaznindduveamaiiousudundnnisiugruddyves
NOVNUBUYBYTITUTENINUTEINA Imamaqaﬁﬁmzijﬂizmﬁ@ué’wé’ﬂmiﬂﬂu
asuBsUInwafeuveusengmngvesnisanauiaylagnsldosiundes aa.

1996 na1vi Sgazseslilinaioududmnglunislaus®®

nann1streulasunistududernulaninaiseunasnindauveinaiiou
mude 51 (2) vesiBansifisAnoydygaiian atiudl 1 ey YssvnswaiFou nasnau
waisouseslinniluthmnevesnisland msanaumseldanuguuse nefiingUszasdndn
TumsanammandliunsnanslulumusznnswaiFoududsioning® thelumsdsy
Saflndfivulanflaensesenaisounsonsneduaesnaisou (Direct Attacks Against

Civilians or Civilian Objects)

& - d i - A e ]
weananil nsianumsedslalandlagnssenaseuilifdiusiulnensedy
Y - U ea = Y YA g va a a a va A &
N3dsu visenindduvemasounlilaldinenslminussansnalulfianmimmstiendu
nsnszvisuduevginssuasasin (War Crime) amde 8 48 (2) (9) (1) - (1) VOITITUYEY

n39l5U3MEANRR1915enI9UTENA (The Rome Statute Of The International Criminal

** ibid.

Article 48 - Basic rule

“In order to ensure respect for and protection of the civilian population and civilian objects, the Parties
to the conflict shall at all times distinguish between the civilian population and combatants and between civilian
objects and military objectives and accordingly shall direct their operations only against military objectives.”

8 Advisory Opinion on Legality of the Threat or Use of Nuclear Wegpons. Para. 78.

7 "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article 51 (2)

“The civilian population as such, as well as individual civilians, shall not be the object of attack. Acts or

threats of violence the primary purpose of which is to spread terror among the civilian population are

prohibited.”
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8 "rome Statute of the International Criminal Court."

Article 8 (2) (b) (i) — (i) War crimes
“ For the purpose of this Statute, "war crimes" means:
(b) Other serious violations of the laws and customs applicable in intemnational armed
conflict, within the established framework of international law, namely, any of the following acts:
(i) Intentionally directing attacks against the civilian population as such or against
individual civilians not taking direct part in hostilities;
(ii) Intentionally directing attacks against civilian objects, that is, objects which are
not military objectives;”

> asud fsz i, NNy YEsTIITETIUTEINANTINUMIUAT: ANZASIUNINYTINTENIUTTNA

(ICRC), 2550). %1 120.
350

Yoram Dinstein, "The Principle of Distinction and Cyber War in International Armed Conflicts," Journal

of Conflict & Security Law 17, no. 2 (2012). P. 265.
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Jumadenlunisdsuiienanideanisdiludendnnisinulaudlagnsesenatsouniy

nVENENYwsIIUIENIUssnAlel
3.3.2.2 vanmaiulaudlneliidamdivane
UDNINVBVULIUALAUATIHONALTOUNTONTNIFUVDINALIDUKED NONANY

WY BEsITUTENINUsEmASlYANUALATEANALT B ULAEN SN AUV INALTOUAUNSNNT

un1standlaeldidenitivune (Indiscriminate Attacks) @ dunguuigan3nuszind

! "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."

Article 52 (3)

“In case of doubt whether an object which is normally dedicated to civilian purposes, such as a place
of worship, a house or other dwelling or a school, is being used to make an effective contribution to military

action, it shall be presumed not to be so used.”
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sewinsUsema fudumdnnisdsnannaude 51 (4) vesiBarsiiandveydyniaiin aa,
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4o 51 (4) nsTauflagldidenidmunsduiedesinn n1slaudlagliiden
Wviwne lawn
(18) nslaudlaglilanseyinleenssmaidirunenimsineaniy
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nsaeanle 3o
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U fa =l 1 v
nsndauvaanasaulaelionakentesle

nstaudlaglaidenidmung (Indiscriminate Attacks) uane199InN151a4f
Ingnsasonaisou (Direct Attacks Against Civilians) Tuudnan glaudlulaiamunvisoneenud
[J Y a o ' A v oo at ' = = v fa
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2 ibid.
Article. 51 (4)
“Indiscriminate attacks are prohibited. Indiscriminate attacks are:
(a) those which are not directed at a specific military objective;
(b) those which employ a method or means of combat which cannot be directed at a specific
military objective; or
(c) those which employ a method or means of combat the effects of which cannot be limited
as required by this Protocol;
and consequently, in each such case, are of a nature to strike military objectives and civilians or civilian
objects without distinction.
353

Yoram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict, ed.

Second(United Kingdom: Cambridge University Press, 2010) P. 127.
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n15gnlandlaense (Direct Attacks) wagni1slandlaglididanidivuig (ndiscriminate
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Waninnsaumannisvulaudlegldidenidivune (Indiscriminate Attacks)
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% "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of International Armed Conflicts (Protocol I)."

Article 51 (5)

“Among others, the following types of attacks are to be considered as indiscriminate:

(a) an attack by bombardment by any methods or means which treats as a single military
objective a number of clearly separated and distinct military objectives located in a city, town, village or other
area containing a similar concentration of civilians or civilian objects; and

(b) an attack which may be expected to cause incidental loss of civilian life, injury to civilians,
damage to civilian objects, or a combination thereof, which would be excessive in relation to the concrete and

direct military advantage anticipated.”
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%5 Yoram Dinstein, "The Principle of Distinction and Cyber War in Intemational Armed Conflicts," Journal

of Conflict & Security Law 17, no. 2 (2012). P. 267.
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A9RNAINUTTING1UTUNTIE (Installations Containing Dangerous Forces)
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3% "Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection

of Victims of International Armed Conflicts (Protocol I)."

Article 56 Protection of works and installations containing dangerous forces

“Works or installations containing dangerous forces, namely dams, dykes and nuclear electrical
generating stations, shall not be made the object of attack, even where these objects are military objectives, if
such attack may cause the release of dangerous forces and consequent severe losses among the civilian
population. Other military objectives located at or in the vicinity of these works or installations shall not be made
the object of attack if such attack may cause the release of dangerous forces from the works or installations and

consequent severe losses among the civilian population.”

T mprotocol Additional of the Geneva Conventions of 12 August 1949, and Relating to the Protection

of Victims of Non-International Armed Conflicts (Protocol i)."

Article 15 Protection of works and installations containing dangerous forces

“Works or installations containing dangerous forces, namely dams, dykes and nuclear electrical
generating stations, shall not be made the object of attack, even where these objects are military objectives, if
such attack may cause the release of dangerous forces and consequent severe losses among the civilian

population.”
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38 1protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection

of Victims of International Armed Conflicts (Protocol 1)."
Article 56 (2)
The special protection against attack provided by paragraph 1 shall cease:
(a) for a dam or a dyke only if it is used for other than its normal function and in regular, significant and

direct support of military operations and if such attack is the only feasible way to terminate such support;...”

% bid.
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Article 56 (5)

“The Parties to the conflict shall endeavour to avoid locating any military objectives in the vicinity of
the works or installations mentioned in paragraph 1. Nevertheless, installations erected for the sole purpose of
defending the protected works or installations from attack are permissible and shall not themselves be made the
object of attack, provided that they are not used in hostilities except for defensive actions necessary to respond
to attacks against the protected works or installations and that their armament is limited to weapons capable
only of repelling hostile action against the protected works or installations.”

360,51

A3uA Bz, NQMUNELYBETIINTENINUTEIMANUVNIMIUAT: AMENTTUNISNTINSENinssema

(ICRC), 2550). %1 203.

361 Tallinn Manual on the International Law Applicable to Cyber Warfare Prepared by the International

Group of Experts ed. Michael N. Schmitt(Cambridge University Press, 2013). P. 224.
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’mqaumL’fjuiuﬂ139?’15@%‘3maaﬂizsmmwaL%au (Objects Indispensable to
the Survival of the Civilian Population) lA5UA1MANATEINLAYAIUNNUIYUYBETTTY
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%82 'protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol I)."

Article 54 (2) Protection of objects indispensable to the survival of the civilian population

“1. ..

2. It is prohibited to attack, destroy, remove or render useless objects indispensable to the survival of
the civilian population, such as foodstuffs, agricultural areas for the production of foodstuffs, crops, livestock,
drinking water installations and supplies and irrigation works, for the specific purpose of denying them for their
sustenance value to the civilian population or to the adverse Party, whatever the motive, whether in order to
starve out civilians, to cause them to move away, or for any other motive.”
*3 "protocol Additional of the Geneva Conventions of 12 August 1949, and Relating to the Protection of
Victims of Non-International Armed Conflicts (Protocol Ii)."

Article 14 Protection of objects indispensable to the survival of the civilian population

“... It is therefore prohibited to attack, destroy, remove or render useless, for that purpose, objects

indispensable to the survival of the civilian population, such as foodstuffs, agricultural areas for the production of

foodstuffs, crops, livestock, drinking water installations and supplies and irrigation works.”
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%% Jean-Marie Henckaerts and Louise Doswald-Beck, Study on Customary International Humanitarian

Law - Volume I: Rule (Cambridge University Press, 2005)

356 "Geneva Convention (I) for the Amelioration of the Condition of the Wounded and Sick in Armed

Forces in the Field of 12 August 1949."
367

"Geneva Convention (li) for the Amelioration of the Condition of Wounded, Sick and Shipwrecked

Members of Armed Forces at Sea of 12 August 1949."
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*%8 "Geneva Convention (Iv) Relative to the Protection of Civilian Persons in Time of War of 12 August

1949."

* "protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of International Armed Conflicts (Protocol 1)."

*"0 "protocol Additional of the Geneva Conventions of 12 August 1949, and Relating to the Protection of

Victims of Non-Interational Armed Conflicts (Protocol Ii)."
371

WIud D i, NOMUIBNYBESTTUTENINUTHMANFUNNUVILAT: ANENTINNITNYIATENINUTEINA

(ICRC), 2550). %t 186.
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Forces in the Field of 12 August 1949."
Article 19
“Fixed establishments and mobile medical units of the Medical Service may in no circumstances be

attacked, but shall at all times be respected and protected by the Parties to the conflict.”
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%76 "Geneva Convention (lii) Relative to the Treatment of Prisoners of War of 12 August 1949."

Article 4 (A) (2)

“Members of other militias and members of other volunteer corps, including those of organized
resistance movements, belonging to a Party to the conflict and operating in or outside their own territory, even if
this territory is occupied, provided that such militias or volunteer corps, including such organized resistance
movements, fulfil the following conditions:

(a) that of being commanded by a person responsible for his subordinates;

(b) that of having a fixed distinctive sign recognizable at a distance;

(c) that of carrying arms openly;

(d) that of conducting their operations in accordance with the laws and customs of war.”
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statement-2011-10-11.htm.

**® ICRC, "International Humanitarian Law and the Challenges of Contemporary Armed Conflict " in 31st
International Conference of the Red Cross and Red Crescent(Geneva, Switzerland2011). "International
Humanitarian Law and the Challenges of Contemporary Armed Conflicts " in 32nd International Conference of the
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Report of the Group of Governmental Experts
on Developments in the Field of Information and
Telecommunications in the Context of
International Security

Summary

Existing and potential threats in the sphere of information security are
among the most serious challenges of the twenty-first century. Threats emanate
from a wide variety of sources and manifest themselves in disruptive activities
that target individuals, businesses, national infrastructure and Governments alike.
Their effects carry significant risk for public safety, the security of nations and
the stability of the globally linked international community as a whole.

The growing use of information and communications technologies (ICTs)
in critical infrastructure creates new vulnerabilities and opportunities for
disruption. Because of the complex interconnectivity of telecommunications and
the Internet, any ICT device can be the source or target of increasingly
sophisticated misuse. Since ICTs are inherently dual-use in nature, the same
technologies that support robust e-commerce can also be used to threaten
international peace and national security.

The origin of a disruption, the identity of the perpetrator or the motivation
for it can be difficult to ascertain. Often, the perpetrators of such activities can
only be inferred from the target, the effect or other circumstantial evidence, and
they can act from virtually anywhere. These attributes facilitate the use of ICTs
for disruptive activities. Uncertainty regarding attribution and the absence of a
common understanding creates the risk of instability and misperception.

There is increased reporting that States are developing ICTs as
instruments of warfare and intelligence, and for political purposes. Of increasing
concern are individuals, groups or organizations, including criminal
organizations, that engage as proxies in disruptive online activities on behalf of
others. The growing sophistication and scale of criminal activity increases the
potential for harmful action. While there are few indications of terrorist use of
ICTs to execute disruptive operations, it may intensify in the future.

Confronting the challenges of the twenty-first century depends on
successful cooperation among like-minded partners. Collaboration among States,
and between States, the private sector and civil society, is important and
measures to improve information security require broad international cooperation
to be effective. The report of the Group of Governmental Experts offers
recommendations for further dialogue among States to reduce risk and protect
critical national and international infrastructure.
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Foreword by the Secretary-General

A decade ago we could not have foreseen how deeply information technologies
and telecommunications would be integrated into our daily lives, or how much we
would come to rely on them. These technologies have created a globally linked
international community and, while this linkage brings immense benefits, it also brings
vulnerability and risk.

Considerable progress has been made in addressing the implications of the new
technologies. But the task is arduous and we have only begun to develop the norms,
laws and modes of cooperation needed for this new information environment.

With that in mind, | appointed a group of governmental experts from 15 States
to study existing and potential threats in this sphere, and to recommend ways to address
them. | thank the Chair of the Group and the experts for their diligent and careful work,
which has produced this report, a concise statement of the problem and of possible next
steps.

The General Assembly has an important role to play in the process of making
information technology and telecommunications more secure, both nationally and
internationally. Dialogue among Member States will be essential for developing
common perspectives. Practical cooperation is also vital, to share best practices,
exchange information and build capacity in developing countries, and to reduce the risk
of misperception, which could hinder the international community’s ability to manage
major incidents in cyberspace.

This is a rich agenda for future work. The present report is meant to serve as an
initial step towards building the international framework for security and stability that
these new technologies require. 1 commend its analysis and recommendations to
Member States and to a wide global audience.
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Letter of transmittal
16 July 2010

I have the honour to submit herewith the report of the Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in the
Context of International Security. The Group was established in 2009 pursuant to
paragraph 4 of General Assembly resolution 60/45. As Chair of the Group, | am pleased
to inform you that consensus was reached on the report.

In that resolution, entitled “Developments in the field of information and
telecommunications in the context of international security”, the General Assembly
requested that a group of governmental experts be established in 2009, on the basis of
equitable geographical distribution, to continue to study existing and potential threats
in the sphere of information security and possible cooperative measures to address
them, as well as concepts aimed at strengthening the security of global information and
telecommunications systems. The Secretary-General was requested to submit a report
on the results of that study to the General Assembly at its sixtyfifth session.

In accordance with the terms of the resolution, experts were appointed from 15
States: Belarus, Brazil, China, Estonia, France, Germany, India, Israel, Italy, Qatar, the
Republic of Korea, the Russian Federation, South Africa, the United Kingdom of Great
Britain and Northern Ireland and the United States of America. The list of experts is
contained in the annex.

The Group of Governmental Experts met in four sessions: the first from 24 to
26 November 2009 in Geneva; the second from 11 to 15 January 2010 at United Nations
Headquarters; the third from 21 to 25 June 2010 in Geneva; and the fourth from 12 to
16 July at United Nations Headquarters.

The Group had a comprehensive, in-depth exchange of views on developments
in the field of information and telecommunications in the context of international
security. Furthermore, the Group took into account the views expressed in the replies
received from Member States in response to General Assembly resolutions 60/45,
61/54, 62/17 and 63/37, respectively entitled “Developments in the field of information
and telecommunications in the context of international security”, as well as
contributions and background papers made available by individual members of the
Group. The Group wishes to express its appreciation for the contribution of the United
Nations Institute for Disarmament Research, which served as consultant to the Group
and which was represented by James Lewis and Kerstin Vignard.

The Group also wishes to express its appreciation to Ewen Buchanan,
Information Officer of the Information and Outreach Branch of the Office for
Disarmament Affairs of the Secretariat, who served as Secretary of the Group, and to
other Secretariat officials who assisted the Group.

(Signed) Andrey V. Krutskikh
Chairman of the Group
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l. Introduction

1. Existing and potential threats in the sphere of information security are among
the most serious challenges of the twenty-first century. These threats may cause
substantial damage to economies and national and international security. Threats
emanate from a wide variety of sources, and manifest themselves in disruptive activities
that target individuals, businesses, national infrastructure and Governments alike. Their
effects carry significant risk for public safety, the security of nations and the stability
of the globally linked international community as a whole.

2. Information and communication technologies (ICTs) have unique attributes
that make it difficult to address threats that States and other users may face. ICTs are
ubiquitous and widely available. They are neither inherently civil nor military in nature,
and the purpose to which they are put depends mainly on the motives of the user.
Networks in many cases are owned and operated by the private sector or individuals.
Because of the complex interconnectivity of telecommunications and the Internet, any
ICT device can be the source or target of increasingly sophisticated misuse. Malicious
use of ICTs can easily be concealed. The origin of a disruption, the identity of the
perpetrator or the motivation can be difficult to ascertain. Often, the perpetrators of
such activities can only be inferred from the target, the effect or other circumstantial
evidence. Threat actors can operate with substantial impunity from virtually anywhere.
These attributes facilitate the use of ICTs for disruptive activities.

3. Considering the implications of these developments for international security,
the United Nations General Assembly asked the Secretary-General, with the assistance
of governmental experts, to study both threats in the sphere of information security and
relevant international concepts and to suggest possible cooperative measures that could
strengthen the security of global information and communication systems.

I1. Threats, risks and vulnerabilities

4. The global network of ICTs has become an arena for disruptive activity. The
motives for disruption vary widely, from simply demonstrating technical prowess, to
the theft of money or information, or as an extension of State conflict. The source of
these threats includes non-State actors such as criminals and, potentially, terrorists, as
well as States themselves. ICTs can be used to damage information resources and
infrastructures. Because they are inherently dual-use in nature, the same ICTs that
support robust e-commerce can also be used to threaten international peace and national
security.

5. Many malicious tools and methodologies originate in the efforts of criminals
and hackers. The growing sophistication and scale of criminal activity increases the
potential for harmful actions.

6. Thus far, there are few indications of terrorist attempts to compromise or
disable ICT infrastructure or to execute operations using ICTs, although they may
intensify in the future. At the present time terrorists mostly rely on these technologies
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to communicate, collect information, recruit, organize, promote their ideas and actions,
and solicit funding, but could eventually adopt the use of ICTs for attack.

7. There is increased reporting that States are developing ICTs as instruments
of warfare and intelligence, and for political purposes. Uncertainty regarding attribution
and the absence of common understanding regarding acceptable State behaviour may
create the risk of instability and misperception.

8. Of increasing concern are individuals, groups or organizations, including
criminal organizations, that engage as proxies in disruptive online activities on behalf
of others. Such proxies, whether motivated by financial gain or other reasons, can offer
an array of malicious services to State and non-State actors.

9. The growing use of ICTs in critical infrastructures creates new vulnerabilities
and opportunities for disruption, as does the growing use of mobile communications
devices and web-run services.

10. States are also concerned that the ICT supply chain could be influenced or
subverted in ways that would affect the normal, secure and reliable use of ICTs. The
inclusion of malicious hidden functions in ICTs can undermine confidence in products
and services, erode trust in commerce and affect national security.

11. The varying degrees of ICT capacity and security among different States
increases the vulnerability of the global network. Differences in national laws and
practices may create challenges to achieving a secure and resilient digital environment.
I11. Cooperative measures

12. The risks associated with globally interconnected networks require
concerted responses. Member States over the past decade have repeatedly affirmed the
need for international cooperation against threats in the sphere of ICT security in order
to combat the criminal misuse of information technology, to create a global culture of
cybersecurity and to promote other essential measures that can reduce risk.

13. Over the past decade, efforts to combat the threat of cybercrime have been
conducted internationally, in particular, within the Shanghai Cooperation Organization,
the Organization of American States, the Asia-Pacific Economic Cooperation Forum,
the Association of Southeast Asian Nations (ASEAN) Regional Forum, the Economic
Community of West African States, the African Union, the European Union, the
Organization for Security and Cooperation in Europe and the Council of Europe, as
well as through bilateral efforts between States.

14. Non-criminal areas of transnational concern should receive appropriate
attention. These include the risk of misperception resulting from a lack of shared
understanding regarding international norms pertaining to State use of ICTs, which
could affect crisis management in the event of major incidents. This argues for the
elaboration of measures designed to enhance cooperation where possible. Such
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measures could also be designed to share best practices, manage incidents, build
confidence, reduce risk and enhance transparency and stability.

15. As disruptive activities using information and communications technologies
grow more complex and dangerous, it is obvious that no State is able to address these
threats alone. Confronting the challenges of the twenty-first century depends on
successful cooperation among like-minded partners. Collaboration among States, and
between States, the private sector and civil society, is important and measures to
improve information security require broad international cooperation to be effective.
Therefore, the international community should examine the need for cooperative
actions and mechanisms.

16. Existing agreements include norms relevant to the use of ICTs by States.
Given the unique attributes of ICTs, additional norms could be developed over time.

17. Capacity-building is of vital importance to achieve success in ensuring
global ICT security, to assist developing countries in their efforts to enhance the
security of their critical national information infrastructure, and to bridge the current
divide in ICT security. Close international cooperation will be needed to build capacity
in States that may require assistance in addressing the security of their ICTs.

IVV. Recommendations

18. Taking into account the existing and potential threats, risks and
vulnerabilities in the field of information security, the Group of Governmental Experts
considers it useful to recommend further steps for the development of confidence-
building and other measures to reduce the risk of misperception resulting from ICT
disruptions:

Q) Further dialogue among States to discuss norms pertaining to State use
of ICTs, to reduce collective risk and protect critical national and
international infrastructure;

(i) Confidence-building, stability and risk reduction measures to address
the implications of State use of ICTs, including exchanges of national
views on the use of ICTs in conflict;

(iii)  Information exchanges on national legislation and national information
and communications technologies security strategies and technologies,
policies and best practices;

(iv)  Identification of measures to support capacity-building in less
developed

(V) Finding possibilities to elaborate common terms and definitions relevant
to General Assembly resolution 64/25.



Annex

List of members of the Group of Governmental Experts on Developments
in the Field of Information and Telecommunications in the Context of
International Security

Mr. Vladimir N. Gerasimovich

Head of the Department of International Security and Arms Control
Ministry of Foreign Affairs

Belarus

Mr. Aleksandr Ponomarev (third session)
Counsellor of the Permanent Mission of the Republic of Belarus to the
United Nations Office at Geneva

Mr. Alexandre Mariano Feitosa

Commander

Brazilian Marine Corps, Brazilian Navy

Policy, Strategy and International Affairs Secretariat
Ministry of Defence

Brazil

Mr. Li Song (first and second sessions)
Deputy Director General

Department of Arms Control and Disarmament
Ministry of Foreign Affairs

China

Mr. Kang Yong (third and fourth sessions)
Deputy Director General

Department of Arms Control and Disarmament
Ministry of Foreign Affairs

China

Mr. Linnar Viik
Associate Professor
Estonian IT College
Estonia

Mr. Aymeric Simon

Relations internationales

Agence nationale de la sécurité des systemes d’information
Secrétariat général de la défense et de la sécurité nationale
France

Mr. Gregor Koebel

Head of the Division for Conventional Arms Control
Federal Foreign Office

Germany

249



Mr. B. J. Srinath

Senior Director

Indian Computer Emergency Response Team
Department of Information Technology

India

Ms. Rodica Radian-Gordon
Director

Arms Control Department
Ministry of Foreign Affairs
Israel

Mr. Vincenzo Della Corte (first and third sessions)

Director of Communication Security Sector
Presidency of the Council of Ministers
Italy

Mr. Walter Mecchia (second and fourth sessions)
Communication Security Sector

Presidency of the Council of Ministers

Italy

Mr. Rashid A. Al-Mohannadi (first session)
Commander of the Land Forces Signal Company
Amiri Signal Corps

Qatar

Mr. Saad M. R. Al-Kaabi
Lieutenant Colonel (Engineer)
Ministry of Defence

Qatar

Mr. Lew Kwang-chul

Ambassador

Ministry of Foreign Affairs and Trade
Republic of Korea

Mr. Andrey V. Krutskikh

Deputy Director

Department of New Challenges and Threats
Ministry of Foreign Affairs

Russian Federation

Ms. Palesa Banda (first session)
Deputy Director, Internet Governance
Department of Communication

South Africa

250



Maj. Gen. Mario Silvino Brazzoli
Government Information Technology Officer
Department of Defence

South Africa

Mr. Gavin Willis

International Relations Team

National Technical Authority for Information Assurance (CESG)
United Kingdom of Great Britain and Northern Ireland

Ms. Michele G. Markoff
Senior Policy Adviser
Office of Cyber Affairs
US Department of State
United States of America

251



252

ANANUIN 2

INTERNATIONAL CODE OF CONDUCT FOR INFORMATION SECURITY



253

Annex to the letter dated 9 January 2015 from the Permanent
Representatives of China, Kazakhstan, Kyrgyzstan, the Russian
Federation, Tajikistan and Uzbekistan to the United Nations
addressed to the Secretary-General

[Original: Chinese and Russian]

International code of conduct for information security

The General Assembly,

Recalling its resolutions on the role of science and technology in the context of
international security, in which, inter alia, it recognized that scientific and
technological developments could have both civilian and military applications and that
progress in science and technology for civilian applications needed to be maintained
and encouraged,

Recalling also its resolutions 53/70 of 4 December 1998, 54/49 of 1 December
1999, 55/28 of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22
November 2002, 58/32 of 8 December 2003, 59/61 of 3 December 2004, 60/45 of 8
December 2005, 61/54 of 6 December 2006, 62/17 of 5 December 2007, 63/37 of 2
December 2008, 64/25 of 2 December 2009, 65/41 of 8 December 2010, 66/24 of 2
December 2011, 67/27 of 3 December 2012 and 68/243 of 27 December 2013, on
developments in the field of information and telecommunications in the context of
international security,

Noting that considerable progress has been achieved in developing and applying
the latest information technologies and means of telecommunication,

Recognizing the need to prevent the potential use of information and
communication technologies for purposes that are inconsistent with the objectives of
maintaining international stability and security and may adversely affect the integrity
of the infrastructure within States, to the detriment of their security,

Underlining the need for enhanced coordination and cooperation among States
in combating the criminal misuse of information technologies and, in that context,
stressing the role that can be played by the United Nations and other international and
regional organizations,

Highlighting the importance of the security, continuity and stability of the
Internet and the need to protect the Internet and other information and communication
technology networks from threats and vulnerabilities, and reaffirming the need for a
common understanding of the issues of Internet security and for further cooperation at
the national and international levels,

Reaffirming that policy authority for Internet-related public issues is the
sovereign right of States, which have rights and responsibilities for international
Internet-related public policy issues,

Bearing in mind the assessments and recommendations contained in the report
of the Group of Governmental Experts established in 2012 on the basis of equitable
geographical distribution, in fulfilment of resolution 66/24, and which, in  accordance
with its mandate, considered existing and potential threats in the sphere of information
security and possible cooperative measures to address them,
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including norms, rules or principles of responsible behaviour of States and
confidence-building measures in the information space, and conducted a study on
relevant international concepts aimed at strengthening the security of global
information and telecommunications systems,

Stressing the need to develop a common understanding of how norms derived
from existing international law relevant to the wuse of information and
communication technologies by States, a measure essential to reduce risks to
international peace, security and stability, will apply to State behaviour and the use
of information and communication technologies by States, in accordance with
paragraph 16 of the report of the Group of Governmental Experts (A/68/98 of
24 June 2013),

Noting that, given the unique attributes of information and communication
technologies, additional norms could be developed over time, in accordance with
paragraph 16 of the report of the Group of Governmental Experts,

Recognizing that confidence and security in the use of information and
communications technologies are among the main pillars of the information society
and that a robust global culture of cybersecurity needs to be encouraged, promoted,
developed and vigorously implemented, pursuant to General Assembly resolution
64/211, entitled “Creation of a global culture of cybersecurity and taking stock of
national efforts to protect critical information infrastructures”,

Stressing the need for enhanced efforts to close the digital divide by
facilitating the transfer of information technology and capacity-building to
developing countries in the areas of cybersecurity best practices and training,
pursuant to that General Assembly resolution,

Adopts the following international code of conduct for information security:
1.Purpose and scope

The purpose of the present code of conduct is to identify the rights and
responsibilities of States in the information space, promote constructive and
responsible behaviour on their part and enhance their cooperation in addressing
common threats and challenges in the information space, in order to establish an
information environment that is peaceful, secure, open and founded on cooperation, and
to ensure that the use of information and communications technologies and
information and communications networks facilitates the comprehensive economic
and social development and well-being of peoples, and does not run counter to the
objective of ensuring international peace and security.

Adherence to the code is voluntary and open to all States.
2.Code of conduct
Each State voluntarily subscribing to this Code of Conduct pledges:

(1) To comply with the Charter of the United Nationsand universally
recognized norms governing international relations that enshrine, inter alia, respect
for the sovereignty, territorial integrity and political independence of all States,
respect for human rights and fundamental freedoms and respect for the diversity of
history, culture and social systems of all countries;
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(2) Not to wuse information and communications technologies and
information and communications networks to carry out activities which run counter
to the task of maintaining international peace and security;

(3) Not to wuse information and communications technologies and
information and communications networks to interfere in the internal affairs of other
States or with the aim of undermining their political, economic and social stability;

(4) To cooperate in combating criminal and terrorist activities that use
information and communications technologies and information and communications
networks, and in curbing the dissemination of information that incites terrorism,
separatism or extremism or that inflames hatred on ethnic, racial or religious
grounds;

(5) To endeavour to ensure the supply chain security of information and
communications technology goods and services, in order to prevent other States
from exploiting their dominant position in information and communications
technologies, including dominance in resources, critical infrastructures, core
technologies, information and communications technology goods and services and
information and communications networks to undermine States’ right to
independent control of information and communications technology goods and
services, or to threaten their political, economic and social security;

(6) To reaffirm the rights and responsibilities of all States, in accordance
with the relevant norms and rules, regarding legal protection of their information
space and critical information infrastructure against damage resulting from threats,
interference, attack and sabotage;

(7) To recognize that the rights of an individual in the offline environment
must also be protected in the online environment; to fully respect rights and
freedoms in the information space, including the right and freedom to seek, receive
and impart information, taking into account the fact that the International Covenant
on Civil and Political Rights (article 19) attaches to that right special duties and
responsibilities. It may therefore be subject to certain restrictions, but these shall
only be such as are provided by law and are necessary:

(a) for respect of the rights or reputations of others;

(b) for the protection of national security or of public order (ordre public), or of
public health or morals;

(8) All States must play the same role in, and carry equal responsibility for,
international governance of the Internet, its security, continuity and stability of
operation, and its development in a way which promotes the establishment of
multilateral, transparent and democratic international Internet governance
mechanisms which ensure an equitable distribution of resources, facilitate access for all
and ensure the stable and secure functioning of the Internet;

(9) All States must cooperate fully with other interested parties in
encouraging a deeper understanding by all elements in society, including the private
sector and civil-society institutions, of their responsibility to ensure information
security, by means including the creation of a culture of information security and the
provision of support for efforts to protect critical information infrastructure;
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(10) To develop confidence-building measures aimed at increasing
predictability and reducing the likelihood of misunderstanding and the risk of
conflict. Such measures will include, inter alia, voluntary exchange of information
regarding national strategies and organizational structures for ensuring a State’s
information security, the publication of white papers and exchanges of best practice,
wherever practical and advisable;

(11) To assist developing countries in their efforts to enhance capacity-
building on information security and to close the digital divide;

(12) To bolster bilateral, regional and international cooperation, promote a
prominent role for the United Nations in areas such as encouraging the development of
international legal norms for information security, peaceful settlement of
international disputes, qualitative improvements in international cooperation in the
field of information security; and to enhance coordination among relevant
international organizations;

(13) To settle any dispute resulting from the application of this code of
conduct through peaceful means, and to refrain from the threat or use of force.
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ASEAN REGIONAL FORUM
STATEMENT ON COOPERATION IN FIGHTING CYBER ATTACK AND
TERRORIST MISUSE OF CYBER SPACE

The Chairman of the ASEAN Regional Forum (ARF), on behalf of the participating
states and organization, issues the following statement:

Strongly condemning all acts of terrorism regardless of their motivations, whenever and
by whomsoever committed, as one of the most serious threats to international peace
and security;

Reaffirming the imperative to combat terrorism in all its forms and manifestations;

Rejecting any attempt to associate terrorism with any religion, nationality, race, or
culture;

Ensuring that all measures to combat terrorism are in accordance with the United
Nations Charter and other applicable principles of international law, including
humanitarian and human rights law;

Acknowledging that terrorist misuse of cyber space is a destructive and devastating
form and manifestation of global terrorism whose magnitude and rapid spread would
be exacerbated by the increasing cyber interconnectivity of countries in the region;

Recognizing the serious ramifications of an attack via cyber space to critical
infrastructure on the security of the people and on the economic and physical well-being
of countries in the region;

Recognizing the detrimental impact of fear which can be enhanced by the terrorists in
conjunction with attacks in physical space;

Further recognizing that terrorist misuse of cyber space is a form of cyber crime and a
criminal misuse of information technologies;

Acknowledging that the proceeds from cyber crime may be laundered and/or used to
fund terrorist activities;

Emphasizing the importance of ARF countries acting cooperatively to prevent the
exploitation of technology, communications, and resources, including Internet, to
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incite support for and/or commit criminal or terrorist acts, including the use by terrorists
of the internet for recruitment and training purposes.

Recalling the ARF Statement on Strengthening Transport Security against International
Terrorism of 2 July 2004, which mentions, in particular, that ARF countries will
endeavor to cooperate to ensure that terrorists are prevented from using information
technology and its applications to disrupt and sabotage the operation of transportation
systems;

Stressing the need for cooperation between governments and the private sector in
identifying, preventing, and mitigating cyber-attacks and terrorist misuse of cyber-
space;

Believing that an effective fight against cyber-attacks and terrorist misuse of cyber
space requires increased, rapid and well-functioning legal and other forms of
cooperation.

1. ARF participating states and organization endeavor to enact, if they have not
yet done so, and implement cyber crime and cyber security laws in accordance
with their national conditions and by referring to relevant international
instruments and recommendations/guidelines for the prevention, detection,
reduction, and mitigation of attacks to which they are party, including the ten
recommendations in the UN General Assembly Resolution 55/63 on Combating
the Criminal Misuse of Information Technologies.

2. ARF participating countries and organization acknowledge the importance of
a national framework for cooperation and collaboration in addressing
criminal, including terrorist, misuse of cyber space and encourage the
formulation of such a framework that may include the following
proposed courses of action:

e Identify national cyber security units and increase coordination among
national agencies;

¢ Develop national watch, warning, and incident response capabilities;

e Collaborate/cooperate with international and regional agencies for cyber
investigation and collection and sharing of cyber evidence and, effective
management of resources for mutually beneficial partnerships that foster
international cooperation, interoperability, and coordination in fighting criminal
and terrorist misuse of cyber space;

e Conduct training/ technology transfer and counter-measures, especially digital
forensics;

¢ Reinforce capabilities to protect and recover critical infrastructure, minimize
loss, track and trace the sabotage activities on such infrastructure;
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e Encourage private sector partnership with the government in the field of
information security and fighting cyber crime, including the protection of
critical infrastructure;

e Increase public awareness on cyber security and cyber ethics with emphasis
on safety and security, best practices, the responsibilities of using information
networks and negative consequences from misuse of networks.

3. ARF participating states and organization agree to work together to improve their
capabilities to adequately address cyber crime, including the terrorist misuse of
cyber space by:

e Endeavoring to identify national cyber security units and joining and
participating in established networks of cooperation;

e Endeavoring to establish an ARF-wide network of Computer Security Incident
Response Teams (CSIRT) concerning cybercrime to facilitate the real time
exchange of threat and vulnerability assessment and issuance of required
warnings and patches and which would join existing cyber and incident warning
and response networks;

e Leveraging on existing cooperation among different CSIRT networks and
collaborating with other international and regional organizations with similar
concerns;

e Providing, where and when possible, technical assistance and capacity-
building programs to countries that request help in developing laws, extending
training (in forensics, law enforcement, legal and technical matters), and when
and where possible, providing hardware and software;

e Within the framework of applicable data protection regulation, information
and intelligence sharing between law enforcement, partners, and regional
agencies, and community;

¢ Enhancing efforts towards training and awareness among the masses to bring
about a culture of cyber security.

4. The ARF participating countries and organization also commit to continue
working together in the fight against cyber crime, including terrorist misuse of cyber
space, through activities aimed at enhancing confidence among different national
CSIRTs, as well as formulating advocacy and public awareness programs.

5. ARF participating countries and organization commit themselves to adopting
such measures as may be appropriate and in accordance with their obligations under
international law to prohibit by law incitement to commit a terrorist act or acts,
including through computer networks.
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6. The ARF participating countries and organization decide to annually review the
progress of these and other efforts to combat cyber attack and the terrorist misuse
of cyber space at subsequent ARF Ministerial Meetings.

28 July 2006
Kuala Lumpur
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