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Most certificate or document issuing processes are in a form of printing
document to a paper. Some might improve the trustworthiness of their paper via using
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interesting problem is that this security mechanism is not enough because nowadays
printer with secure printing module can be obtained easier than before, which means
reproducing counterfeit document can be done uncomplicatedly. To solve this
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fingerprint and perform a digital signature based on PKI infrastructures is proposed to

guarantee this fingerprint integrity.
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is image hashing function for capturing perceptual appearance of printing document
and it is then used to verify integrity of their document. The second component is
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Chapter 1. Introduction

Printing documents such as photocopy of ID card or passport, academic
certificate etc. are generally used as evidence or attachment in many kinds of
processes in both private and public sectors. Benefit of using printing documents is not
just convenient but also easy to verify alteration of document. Unfortunately,
nowadays printing technologies are significantly improved. Printer with secure printing
feature such as micro printing, watermark printing etc. can be obtained easier than
before. Resulting in document counterfeiting, altering, and reproducing can be done
uncomplicatedly. Establishing a trustworthy framework that can solve or mitigate this

problem is a motivation of this thesis.

With existing technology, digital signature is a widely used method to make
digital content discriminable between original one and alteration content. Reliability
of the digital signature is based on “Public Key Infrastructure (PKI)” with appropriate
PKI implementation[1, 2]. Also, this digitally sisned content comes up with following
feature, “Integrity guarantee of signed content”, “Authentication of content signer”,
and “Non-repudiation of content signer”. With these features PKI digital signature is
compiled and accepted as a reliable electronic signature in Thailand Electronic
Transaction ACT [3].Implementing digital signature to a printing document, one
publication uses document content to be a source of fingerprint, and uses OCR to
extract document content for fingerprint validation process [4]. Unfortunately, using
OCR to extract document content from scanning process might face a problem from
OCR recognition accuracy, which can be influenced by many factors such as

unsupported language, unsupported font, etc.

In this thesis, another approach is presented for capturing printing document
fingerprint. Image hashing algorithm is another alternative content fingerprinting
method. Different from ordinary hashing algorithm, image hashing is used to extract

certain features from multimedia content and calculate a hash value relied on these



features. Compared to using OCR to extract document and calculate the content’s
fingerprint, image hashing is a lot more flexible due to its robustness against some
image variation. Process of extracting document fingerprint using OCR and image

hashing can be illustrated in comparison as shown in Figure. 1 and Figure. 2.

I ) y—— Documen t
omparison an orrection —’
Content
(Manual Process) 7

Raw

Cryptographic Hashing

Function

Scan Module

Figure 1. Fingerprint capturing process of printing document via OCR and cryptographic hashing

function

Hash Value
— % —_— D — Image Hashing Function g (Fingerprint)

Scan Module Image

Printing

Document

Figure 2. Fingerprint capturing process of printing document via image hashing function

Reliable image hashing not only has to be robust to an acceptable change, but
also has to be composed of these following properties: [5] One-way function, Collision-
resistance and Key-dependence. Concept of using image hash instead of cryptographic

hash in the digital signature process was published in many papers [5-9].

Using image hashing to extract a fingerprint value from printing document and
digitally sign this fingerprint leads us to get trustworthy element that can verify integrity
of printing document. To embed this trustworthy element with their belonging
document, 2D barcode is a suitable solution that can transform some digital data into
a printable format including a trustworthy element that can guarantee their own

integrity and authenticity of the document. Resulting in counterfeit document or



altering document can be easily discriminated and printing document reliability can

be significantly increased.

1.1 Objective

1. To create trustworthy verification framework for printing document.

2. To provide practical image hashing algorithm for printing document

1.2 Problem formulation

1. How to discriminate the authentic document from the counterfeits using
image hash?

2. How to identify document issuer from any issuing document?

1.3 Scope of thesis and constraints

1. The language used in a document can be Thai or English
2. The document is in image format of the following extensions, .jps, .png, .tiff,
bmp

3. A whole or partial document considered to be certified.

1.4 Expected outcome

1. A trustworthy procedure and framework of document issuing and verification

that can verify document integrity, originality, and issuer identity



Chapter 2. Theoretical Background

2.1 Image Hashing Function

Image hashing function is used to calculate hash value from content feature.
As long as perceptual for the content is still unchanged, calculation through the same
function will give the same hash value. Image hashing function can be described by

Eqg. 1.
h=H(x,y)) (1)

where I(x, y) is an image, H() is an image hashing function. According to
its property, the hash value can be used to create indexing table, so the functions are
widely used for searching and indexing image in the database and image retrieval
application [10]. Moreover, the function is used for a security purpose such as

authentication, digital watermarking including digital signature [5-9, 11].

2.2 Digital Signature

In order to ensure originality of any digital document, Digital Signature is the
one of most suitable procedure. Digital Signature based-on Asymmetric key
cryptography theory which used two key that created with mathematical dependency.

Using one key to encrypt any content, only using public key

After integrity was ensured via perceptual hashing, enveloping this value from
modification or reproduction needs to be applied in order to make this document
secure and trustable. Digital Signature is the most appropriate solution for this issue,
not only encrypt and secure hash value from editing, but also authenticate identity of
the signer and signer cannot repudiate their signed content. Process of digitally sign

the content can be shown as Figure 3.



Content

+

Encrypted Value —> Encrypted Value

+

T X509 Certificate
l Asymmetric Key
/ Encryption

@ET £

Private Key

X509 Certificate

Figure 3. Process of digitally sign any digital content

As long as encrypted value can be decrypted with their public key, the value
from decryption process can be fully trusted and signer is the owner of a public key

used in the decryption process [2]. Figure. 4 illustrate process of digital signature

validation.

- o
Digital Content Digital i
Content Function
+
Signature Value e

+
.. Signer Certificate
MAA 4
Sienat Signer
ignature c g‘f Data Comparison
Value ertificat Comparison Result
Hash Value

> Asymmetric Key
Decryption

Figure 4. Process of digital signature validation

This research uses X509 Certificate v.3 [12] instead of using public key directly
because X509 certificate not only contains public key but also contains information of
certificate owner. In PKI environment after key pair was created, public key will send
to CA (Certification Authority) to binding certificate owner information such as, common

name, organization, key usages, key validity, and location to checking revocation



information. Trustworthiness and validity of certificate can be validated against their
CA except Root CA which issues the certificate by itself, resulting in the validation of
root CA that has to be done manually. Certificate Validation process can be shown as

Figure. 5.

Root CA Root CA
ﬁ Serial No: A0 01 ﬁ Serial No: AO 01
% 1%
% CRL i CRL
® 3
Revoke List Revoke List:
/ 12 / 1234
AB 02 AB 02
Intermediate CA o Intermediate CA
ﬁ Serial No: AB 01 ﬁ Serial No: AB 01
1% In
X CRL i CRL
o

®
Revoke List:

Revoke List:
12c 12¢1
1200 1200
ﬁ End Entity ﬁo End Entity
“ Serial No: 12 CO Serial No: 12 C1

(b) Invalid Certificate: End

(@) Valid Certificate: All

Root CA Entity Certificate was
Serial No: AO 01

=8 revoked by Intermediate CA

CRL

3363 |

Revoke

List:
1234
Intermediate CA
- ?o Serial No: AB 02
[s¢
I CRL Revoke List

12

12 D0

i_ . ﬁo End Entity Invalid Certificate: Intermediate
Serial No: 12 CO

CA was revoked by Root CA

Figure 5. Certificate validation Model

This proposed framework is based on PKI infrastructure which means digital
signature from this framework cannot re-produce in any case since no one can obtain
same identity through PKl infrastructure. In case private key got hacked by any intruder,
certificate’s owner can report to issuer CA then CA will revoke that certificate

immediately, this affects hacked private key and certificate become unusable. In the



other word, with PKI Infrastructure, this research can claim that printing document from

this framework is highly secure and cannot made any modification or reproduction.



Chapter 3. Related works

Related works are separated into three parts: image hashing function, digital

signature, and 2D barcode.

3.1 Image Hashing Function

Many practical image hashing algorithms are based on image processing such
as Discrete Cosine Transform-based hashing algorithms [6, 11, 13, 14], Radon-based
hashing algorithms [15-17], Wavelet-based hashing algorithms [8, 9], however, algorithm
that is robust to attacks from rotation, shearing, luminance, noise, and other factors
from print-scan scenario has not been proposed. The following subsection explores
feature and benefit of previous proposed image hashing algorithm especially radon
transform and wavelet transform that are widely used and adapted in image hashing
function, in order to remove drawback and combine strong aspect of each algorithm

together.

311 Radon Transform

When compared to the other algorithms, radon-based algorithm seems to be
the most suitable algorithm for print, scan situation because the transform is based on
the parameterization of straight lines and the evaluation of integrals of an image along
these lines [16], so using radon transform as a perceptual feature extraction function
will eradicate problem from noise, luminance, and color. The general form of Radon

transform is formulated as
~ 400 +00 .
I(p,0) = [__ J__ 1(x,y)6(p — x cos® —y sin)dxdy
where the 5() is the Dirac function. Different pattern of lines and spots can

be recognized easily by radon transform. The radon coefficients of line represent as a

peek value and spot or noise shown in a sinusoidal curve. Figure 6 and Figure 7 show



representation of radon coefficients against straight line image and straight line with

noise image.

(@ (b)

Figure 6. Radon transform result of straight line (a) Straight line image (b) Result from applying

radon transform to straight line image (a)

(a) (b)

Figure 7. Radon transform result of straight line with noise (a) Straight line image with noise (b)

Result from applying radon transform to straight line image with noise (a)

This results in which shape extracted from image obtained from the transform
is robust to noise, luminance, and color. Using radon as a shape extraction method is
proposed in many previous researches [15-19]. Performance and discriminability of
radon transform can be shown in table 1, resulted from original image, noise-added
image, and text-changed image. It clearly shows that radon coefficients of original

image and noise-added image is almost the same compared to radon coefficients of



10

text-changed image. Difference between radon coefficients of text-changed image and

other images is very noticeable.

Table 1 Radon coefficients matrix of different images

Input Image

Result Radon Coefficients

Original image

B+

Noise-added image

Text-change image

A
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3.1.2 Wavelet Transform

Originally, wavelet transform was designed and used as a decomposition
function. With single-level 1-D discrete wavelet transform, a discrete signal x[n] can be
decomposed into two signals obtained by filtering signal by low-pass filter and high-
pass filter, followed by applying a downsampling function, respectively. Figure 8.

Illustrates process of 1-D wavelet transform.

L i Downsampling Approximation
ow-pass Titter function coefficients
x[n]
o i Downsampling Detail
Igh-pass fitter function coefficients

Figure 8. Process of 1-D wavelet transform.

In applying wavelet transform to an image, since the image is in 2-D form
resulting an existing 1-D wavelet transform has to be applied twice in horizontal
dimension (row) and vertical dimension (column). Such process is known as 2-D
wavelet transform. Figure 9. Illustrates process of applying 2-D wavelet transform to

an image.

Approximation

»

D l:J =+ coefficient
rTOWS

Horizontal detail
coefficient

B+

Vertical detail

rOWS coefficient

Diagonal detail
coefficient

Figure 9. Process of 2-D wavelet transform
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Decomposition from simple 2-D wavelet transform contains four coefficients:
approximate coefficient, vertical detail coefficient, horizontal detail coefficient and
diagonal detail coefficient, which can be used as extracted features [8, 9, 16, 18, 19].

In this study, image hash value can be calculated using horizontal detail coefficient.

3.2 Enhanced Digital Signature

With a digital signature based on standard implementation, digitally signed
document can verify integrity of content and authenticate content signer. Verification
of integrity of digitally sign document can be done without question via a mathematical
prove of asymmetric key cryptography and cryptographic hashing function. The sub
sequent problem arises from a process of signer authentication and trustworthy
verification of content signer. Ordinary digital signature such as CMS or PKCS#7 neither
declares format and requires element of signer information nor declares practice of
signer verification process, resulting in verification mechanism depending on
implementation of application. To overcome trustworthy verification problem,
standardization of formatting of digital signature has to be declared and implemented.
CMS Advance Electronic Signature (CAdES) [20] is one of standardization announced to
improve trustworthy and usability of digital signature. The following statement explores

detail of this standard.

Another enhancement on digital signature is implementation of digital signature
on JavaScript Object Notation (JSON) message. JSON is a light-weight data-interchange
format that well various used by a lot of applications such as JavaScript Programming,
Stateless web service API, Representational state transfer (REST, RESTful).
Implementation of digital signature on JSON message established a small message that

still secure and trustworthy.

In this session detail of two standards including CAJES and JSON Web Signature
(JWS) will describe.
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3.2.1 CMS Advanced Electronic Signature (CAJES)

CAdES [20] is a precise profiles of CMS developed and announced by European
Telecommunications Standards Institute (ETSI) and described in “ETSI TS 101 733
Electronic Signature and Infrastructure (ESI) — CMS Advanced Electronic Signature
(CAdES) document”. This standard specifies a data structure and requires information
of CMS signature in order to make it compile with EU Regulation on electronic
identification and trust services for electronic transactions in the European internal
market (elDAS). From this reason, signature itself can describe linkage to signatory,
signatory validation information or signatory validation result. CAdES not only fulfills
gap in signature and signatory linkage but CAdES also establishes mechanism to make
signature remains valid even if signer or verifying party later cannot be verified,

terminated or invalidly attempted

CAdES defines a number of digital signature format regard to trust level. Each
profile was designed to encapsulate the previous profile with additional information
that brings specified profile to higher-level trust. The following details show some

remarked profile used in the proposed framework.

3.2.1.1 CAdES - BES

CAdES-BES stands for CAdES Basic Electronic Signature. This profile is a based-
line of all electronic signature profiles defined in ETSI-TS-101-733 document. CAdES-
BES contains three following components as follows:

1. Signed user data (Signer’s document)

2. Signed attributes

3. Digital signature value on Signed user data and Signed attributes

The structure of CAJES-BES signature is illustrated as shown in Figure. 10.
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Digital Signature

Figure 10. CAdES-BES signature structure

3.2.1.2 CAdES - EPES

A CAdES-Explicit Policy-based Electronic Signature (CAJES-EPES) is extended
cades structure that required signature-policy-identifier to be specify in signed
attributes. This value is an object identifier of signature verification rules that
unambiguous signature validation process for example signature rules can specify if
signature does not contain signingTime that signature is cannot be trust and marked as
invalid. Structure of CAJES-EPES extends from CAdES-BES and include signature-policy-
identifier in signed attributes as a required element. This structure is illustrated as

shown in Figure. 11.

Digital Signature

Figure 11. CAJES-EPES signature structure
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32.1.3 CAJES - T

Electronic Signature with Time (CAJES-T) is an extension signature format from
both CAJES-BES and CAdES-EPES. This signature profile required to include time-stamp
token that define in “RFC 3161-Time-Stamp Protocol (TSP)” from trusted time-stamp
authority in the signature. With inclusion of time-stamp token, CAJES-T can guarantee
integrity of content, signatory identification and signing time from trusted time-stamp
authority. A time-stamp token is added to the CAJES-BES or CAJES-EPES as an unsigned
attribute. Structure of CAJES-T is illustrated as shown in Figure. 12.

Digital Signature Timesta

mp
Attribute
over
CAdES-
BES or
EPES

Figure 12. CAJES-T signature structure
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32.1.4 CAJES - LT

CAdES-LT stands for CAdES Long Term form. CAdES-LT is a profile aiming on
making signature to be archived and still valid in long term. Extending properties from
CAdES-T, CAdES-LT requires complete validation data on whole signer’s certificate
chain and timestamp over whole CAdES-LT signature. Validity of signature is not only
extended to become valid over life span of signer or issuing party but CAJES-LT is also
capable to protect signature against vulnerable hashing algorithm or signature
algorithm. Rather than CAdES-T, CAJES-LT signature can also build on CAJES-C, CAdES-
X Long, CAdES-X Long Type 1 or 2 by adding one or more long-term-validation

attributes. The structure of CAJES-LT signature is illustrated as shown in Figuer.13.

Complete
CAdES-T
Digital Validation

Signature

Timestamp
Attribute over
CAdES-BES or
EPES

Figure 13. CAJES-LT signature structure

information +
Timestamp
Attribute over
CAdES-T and
Valdiation data
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3.2.2 JSON Web Signature (JWS)

JWS is a structure defined to secure content with digital signature or message
authentication codes based on JavaScript Object Notation (JSON) format developed
by IETF-JOSE working group. It is announced their proposed specification in “RFC 7515-
JSON Web Signature (JWS)” [21]. Unlike CAdES aiming to develop a standard of CMS
signature to meet requirement of elDAS regulation, JWS is developed to improve
security of JSON data. JSON is originally developed to be a lightweight data exchange
format that is widely implemented in RESTful web service. With this reason, JWS was

designed to secure data while the data is still lightweight.

JWS separates content of signed document into 3 parts “JOSE Header”,
“Payload” and “Digital signature value”. The structure of digital signed content in JWS

format is illustrated as shown in Figure. 14.

JOSE-Header ?ata Payload
"sub": "1234567890",
"name": "Paradorn
Athichitsakul",
"admin": true

}

{
"alg": "RS256",
"x5u": "http://ca.thai/sampleCert",
"typ": "JWT"

}

eyJhbGciOiJSUzI1Nilsing1dSI6Imh0dHA6LY9jYS50aGFpL3Nhb /
XBsZUNLlcnQiLCJ0eXAiOiJKV1QifQ.eyJzdWIiOilxMjMONTY30Dk
wliwibmFtZSI6I\BhcmFkb3JulEF0aGljaGloc2FrdWwiLCJhZG1pb
i16dHJ1ZX0.fDolRv1KHLgMSNAMNS_P7PJEaawe0TvMf_gP9l3r
NQ6tpERIpFmMcPCOBjLsz2PMCpfkNUZs3wo4D4HFIsgJAyBw-
ePdkOdLeCU5hyQsJwvw3rt7AVEYVVLZ3pGR7ags7_alKL5RDj4

UrLF_c9JhnmKRVUVURLIsCpvrH7KihQpQ

\ Signature Value

(Asymmetric Key
Encryption)

Figure 14. JWS digital signed content data structure
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3.3 2D Barcode

Only Image hashing and digital signature seem to be enough to establish a
framework that can verify integrity of document meanwhile identify document issuer.
However, the other problems are how to transfer digital signature from the document
issuer to the recipients and how recipients match the signature element to the printing
document. Many publications [4, 22, 23] solve these problems via embedding digital

signature element to print document via 2D barcode such as PDF 417 or QR Code.

3.3.1 PDF 417

PDF 417 is a kind of 2D barcode containing a lots of features inside such as,
binary data container, error correction, macro mode, etc. PDF 417 specification is
defined in document “ISO 15483 — Information technology— Automatic identification
and data capture techniques — PDF417 bar code symbology specification” [24]. The
PDF 417 widely adopts in various type of application. The structure of PDF 417 can be
illustrated as shown in Figure 15.

Left Row Right Row

Indicator Data codewords Indicator Stop  Quiet
codewords codewords Pattern zone

[ |

Figure 15. PDF 417 Symbol Structure

t Start
33:39 Pattern

PDF 417 Symbol can contain 3 to 90 rows with 1 to 30 columns. The maximum
possible number of code words per 1 symbol is 925. PDF 417 can be used to encode

various formats of data, i.e., binary, text, and numeric data with three modes as follows:
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1) Binary compaction mode: 5 codewords per 6 Byte
2) Text compaction mode: 1 codeword per 1-2 Characters

3) Numeric compaction mode: at most 15 codewords per 44 numeric digits.

3.3.2 OR Code

Another alternative 2D barcode that can contain binary data and handle some
error is QR Code. The ISO standard, I1SO 18004 - Information technology — Automatic
identification and data capture techniques — QR Code 2005 bar code symbology
specification [25], describes symbol definition and specification of all QR codes.
Contrast to PDF 417 that has only 1 symbol structure, QR code have various types and
structures. Each version of QR code has its own symbol structure. Examples of QR code
symbol structures in version 6 and 7 are shown in Figure. 16.

I # | P ismottes ————|

25 29

4

modules 2

Figure 16. QR Code Symbol Structures (a) OR Code version 6 symbol structure (b) OR Code

version 7 symbol structure

Different from PDF 417, number of codewords in QR code depends on version
of QR code. In order to specify which version of QR code to be used depending on
size of encoded data and preferred error correction level, Table 2 shows relationship

between version, error correction level and data capacity of QR code
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Table 2 Relationship of QR code version, error correction level and data capacity from version 3-

10
Version Error Correction Level Data Capacity
Numeric (digit) Alphanumeric Byte Kanji (character)
(character)
3 L 127 7 53 32
M 101 61 42 26
Q 7 a7 32 20
H 58 35 24 15
[ L 187 114 78 48
M 149 90 62 38
Q 111 67 46 28
H 82 50 34 21
5 L 255 154 106 65
M 202 122 84 52
Q 144 87 60 37
H 106 64 44 27
6 L 322 195 134 82
M 255 154 106 65
Q 178 108 74 a5
H 139 84 58 36
7 L 370 224 154 95
M 293 178 122 75
Q 207 125 86 53
H 154 93 64 39
8 L 461 279 192 118
M 365 221 152 93
Q 259 157 108 66
H 202 122 84 52
9 L 552 335 230 141
M 432 262 180 111
Q 312 189 130 80
H 235 143 98 60
10 L 652 395 271 167
M 513 311 213 131
Q 364 221 151 93
H 288 174 119 74
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Chapter 4. Proposed Methods

The proposed framework is described in two directions: creation and verification.
Also, proposed image hashing algorithm based on three image transforms is shown

afterwards.

4.1 Framework for Creating and Verifying Trustworthy Printout

Using the mentioned methodologies, this section aims to propose framework
for creating and verifying the trustworthy printout.

Printout creation consists of following steps.

1. Define certified regions in document.
Compute image hash value of each region.

Digitally sign data from every region.

S

Create 2D barcode from data of selected region and digital signature from
step 3.
5. Attach barcode to the document and print.

The document creation is summarized as presented in Figure. 17.

Data of regions

Coordinate of regions
Define Document o Calculate hash (coordinate and hash

Regions T value of regions alue)

Calculate Digital

Signature

2D Barcode
Digitally signed data
Attach 2D barcode to X
<— and data of regions

. < Create 2D Barcode
printout

Figure 17. Printout creation process.
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The printout verification mechanism of this framework can be accomplished
via these steps.

1. Scan printout and extract barcode from scanned image.

2. Decode the 2D barcode to achieve digital signature value.

3. Verify validity and revocation of digital signature.

4. If digital signature is valid, then compute image hash value of each region.

5. Calculate hash distance from hash value calculated from each region and
hash value specified in verified data.

6. For each region, if the hash distance from step 5 is less than a predefined
classification threshold, then this framework can guarantee that “This region
is valid and has not been modified”.

The process of printout verification is illustrated in Figure. 18.

Document image and 2D Barcode

Digital signature and data of regions

l

Trusted data of regions (coordinate and

embedded hash value)

P
<

Calculated hash value and embedded hash value

Hamming distance of each region

»

Figure 18. Printout verification process
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4.2 Image Hashing Function Design

In applying image hash to text-based printout, ordinary image hashing functions
based on DCT and Radon transforms are not sufficient to capture identity of printout.
In this thesis, the modified algorithm based on the algorithm introduced by Wu, Zhou,
and Niu [17], was designed and tested especially for print and scan scenario. However,
there are some problems when applying to printout verification. The modified
algorithm from [17] consists of three components. Radon transform is the first
component. Then, Wavelet transform and Fourier transform are applied to improve

algorithm accuracy. The process and output of each step are depicted in Figures. 19

and 20.

Cropped image

————————p Cropimage P Radon transform

Radon Coefficients Matrix
Image of document 200X 20 Radon

Coefficients Matrix
LH Coefficients ‘}

Apply Wavelet
Apply Fourier Transform < < Resize Radon output
Transform

y FFT result matrix

Calculate Binarized hash string 100111010100100110000000001011....

v

Hash String

Figure 19. Image hash value computation process

I I
(b) (©

|

®
(d) (e)

| R #,800.00]

600,00 50000

852000

Figure 20. Output of each image hash value computation process. (a) Cropped Image, (b) Image
from Radon transform, (c) Resized Image, (d) Image from Wavelet transform, (e) Image from

Fourier transform, (f) Binary hash string.
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In print and scan scenario, attacks from luminance change, shearing, rotation,
noise and another small attack are unavoidable. These factors influence on the
process of image hashing and cause low accuracy. Radon transform is a methodology
widely used as a shape extraction method that is invariant to color change. This means
feature extraction via Radon transform is possible to be performed under print and

scan scenario smoothly.

So firstly, our proposed algorithm converts image region, which is cropped from
a specified region of a printout, to grayscale and then applies radon transform to the
region. This proposed method applies radon projection from -90 to 89 degrees with a
sampling interval of 1 degree. Different from [17] processes of compensating the effect
of rotating and shifting using cyclically shift radon transform output were removed.
Since text-based image usually consists of a bunch of straight line in many angles, this
makes anti-rotation and shift process with radon transform cannot perform accurately

and decreases the accuracy of using image hashing function.

The output size from Radon transform depends on the image size. In order to
get an appropriate hash length, the size of output image of radon transform is resized

to 200x20.

The next step is to apply Wavelet transform. Since the vertical edge of the
image from Radon transform is shown very clearly compared with the horizontal edge,
this means that the LH sub-band from wavelet transform is more important than the
other sub-bands. So, in this study, only LH sub-band was chosen instead of using all

high frequencies [17]. This sub-band results in image of size 100x10.

To make a hash string of 1000 bits become accurate and discriminable between
counterfeit and acceptable image, Fast Fourier Transform is applied and yields more
different hash strings. Finally, the output from Fast Fourier transform is binarized into

binary hash string using a mean value calculated from components as a threshold.
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4.3 Printable Digital Signature Design

After image hash value is created, next issue is how to digitally sign this image
hash value and embed digital signature to 2D barcode before print it. With existing 2D
barcode, capacity of each announced barcodes are not enough to contain digital
signature data with error correction codewords. This thesis proposed a new digital
signature profile that extended from CAdES-BES digital signature [26]. This proposed
digital signature profile is targeting on reducing size of digital signature as much as

possible meanwhile the digital signature still trustworthy as CAdES-BES.

Extended from CAdES-BES definition this digital signature use RFC 3852
(Cryptographic Message Syntax) as a digital signature structure and specify appropriate
value of digital signature regard to intention of use of digital signature. Structure of CMS

digital signature can be illustrated as shown in Figure. 21.

DigestAlgorithmldentifiers ::= SET{

version:: integer (1), }

digestAlgorithms:: DigestAlgorithmlidentifiers,

encapContentinfo:: EncapsulatedContentinfo,
certificates [0J(OPTIONAL):: CertificateSet,

crls [1] (OPTIONAL):: RevocationinfoChoices,
signerinfos:: Signerinfos EncapsulatedContentinfo ::= SEQUENCE {

} eContentType ContentType,
eContent OPTIONAL

Signerinfo ::= SEQUENCE {
version:: integer(1),
sid::Signerldentifier,
digestAlgorithm:: DigestAlgorithmldentifier,
signedAttrs [0]( OPTIONAL):: SignedAttributes,
signatureAlgorithm:: SignatureAlgorithmldentifier,

signature:: SignatureValue,
unsignedAttrs [1J(OPTIONAL)::UnsignedAttributes
}

Figure 21. CMS digital signature data structure

In order to minimize size of digital signature, unused or optional value in CMS
and CAdES-BES specifications have to be remove tables 3, 4, 5 and 6 show description

and value of parameter used in proposed digital signature.



Parameter
version
digestAlgorithms

encapContentinfo

signerlnfos

Table 3. SignedData parameters description

Description Values

SignedData CMS version 1

Collection of message digest algorithm 2.16.840.1.101.3.4.2.1 (SHA-
identifier used by one or more signer 256)

Signed Content Specify in table 4
(EncapsulatedContentinfo)
Collection of signer information
(Signerinfo)

Specify in table 5

Table 4. EncapsulatedContentinfo parameters description

Parameter
contentType

content

Parameter
version
sid
IssuerAndSerial
Number
digestAlgorithm
signedAttrs[0]

signatureAlgorithm

Signature

Parameter
contentType

signingTime

messsageDigest

signingCertificate

unstructuredAddress

Description Values
Object identifier of this encapsulated 1.2.840.113549.1.7.1 (data)
content

Octet string encoding of content data Octet string encoding of an

image hash data

Table 5. Signerinfo parameters description

Description Values
Version of signer info definition 1

Distunguish Name value of certificate “cn=ECDSA SUB CA, c=th”,

Issuer and SerialNumber of certificate 7011393726614152651
Message digest algorithm identifier 2.16.840.1.101.3.4.2.1 (SHA-
256)

Collection of attribute that are signed
(SignedAttributes)
Signature Algorithm Identifier

Specify in table 6

1.2.840.10045.4.3.2
(ecdsa-with-SHA256)

Result of digital signature generation

Table 6. SignedAttributes parameters description

Values
1.2.840.113549.1.7.1 (data)

Description

Must be the same value as content type
specified in EncapsulatedContentinfo —
contentType

The time at which signer perform the
siging process

Message digest value of attribute
encapContentinfo in digital signature
(SingedData)

ESS signing-certificate information of
signer

URL of X.509 signing-certificate and
certificate chain

2016-05-23 08:00:42 UTC

Message digest value of an
image hash data

ESS signing-certificate-v2.

“http://certificate.localtion”

34274169488719486431.........

26
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Another significant size reducing factor is removing signer certificate and
certificate chain from signature by applying concept of JWS specifying signer certificate
url into proposed digital signature profile instead of directly embedding X.509
certificate of signer and its chain within signature. An attribute unstructuredAddress in
table 4 is added in order to specify online location of certificate and certificate chain
of signer. Removal of signer certificate from digital signature brings security concerns
about integrity and trustworthiness of signer certificate in location specified. However,
the verifier can verify signer certificate against ESS-Signing Certificate information in an

attribute signingCertificate. Figure 22. Illustrates structure of proposed digital signature.

DigestAlgorithmldentifiers ::= SET{
digestAlgorithm:: OBJECT IDENTIFIER

\ 4

SignedData (1.2.840.113549.1.7.2):: SEQUENCE{
version:: integer (1),

EncapsulatedContentinfo ::= SEQUENCE {
eContentType ContentType,
eContent OPTIONAL

digestAlgorithms:: DigestAlgorithmldentifiers,

A\ 4

encapContentinfo:: EncapsulatedContentinfo;
signerinfos:: Signerinfos

\ 4

Signerinfo ::= SEQUENCE {
version:: integer(1),
sid::Signerldentifier,
digestAlgorithm:: DigestAlgorithmldentifier,

i <
messageDigest, | L signedAttrs [0]: SignedAttributes,
ESS signing-certificate-v2.,

unstructureAddress(Certificate URL)

SignedAttributes ::= SEQUENCE {
contentType,
signingTime

signatureAlgorithm:: SignatureAlgorithmldentifier,
signature:: SignatureValue,

Figure 22. Proposed digital signature data structure

After image hash data are calculated and digital signature component is
prepared, the final process is digital signing image with hash data, applying compression
to digital signature, and embedding compressed digital signature to 2D barcode. Figure

23 shows process of 2D barcode creation



- Include require information to digital
Image hash Digital . o .
signature regard to digital signature

data set signing profile

Calculate number of

Divide digital signature into

barcodes used for Compress digital
holding digital signature
signature

subcomponents and embed
them to barcodes

Figure 23. Process of barcode creation

28
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Chapter 5. Experimental Results

5.1 Image Hash Evaluation

For testing the proposed image hash algorithm, there were 100 original images
obtained from 30 English documents, 30 Thai documents, 10 other language phrases,
10 Faces, 10 logos, and 10 signatures. Printing and scanning were performed via Epson
Aculaser CX17NF with 600 dpi for printing and 300 dpi for scanning. Figure 24 shows

some examples of test data in this experiment.

(a)English language (b)Thai language
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Figure 24. Example test data in this experiment
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Image Hash Algorithm Performance

In order to prove that the image hash algorithm can be implemented with

fingerprinting printout which has some possible changes from printing and scanning

process such as small amount of noise, change of brightness contrast and color,

folding, etc. Two types of attack were defined and applied to dataset as follows.

Acceptable attack

1.
2.

Scanning: Just only scan original image.

Luminance adjustment: Luminance of original image is adjusted, before
printing and scanning.

Folding: Original image is folded before scanning.

Grayscale photocopying: Use photocopy machine to perform grayscale

image before scanning

Unacceptable attack

1.

Extreme noise adding: Use photocopy machine to perform grayscale image
with maximum brightness or darkness before scanning.

Document content editing: Digitally edit patial word or number from
scanned image, then print and scan the image again.

Damaged document: This attack performs physical damage via adding ink
directly to image before scanning.

Different document: This attack is performed to compare the original image

with other images.

Figure 25 illustrates attacks considered in this thesis.



(e)Extreme

noise added :

Original

(b)Luminance
Adjustment

(f)Content
edited image

Figure 25. Example images of each attacks

(d)Grayscale
photocopy
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Table 7. Performance of Hashing under Attacks.

Attack Hamming Distance (%)

Mean Std. Deviation Max Min

Acceptable Attack

Scanning 5.15 2.93 21.20 0.80
Grayscale 7.98 4.20 19.20 0.80
Photocopying

Folding 5.76 3.32 18.00 1.20
Luminance 6.58 3.15 21.20 1.20
Adjustment

Unacceptable Attack

Document Content | 10.24 5.03 22.40 2.20
Editing

Damaged 19.21 8.72 37.00 1.80
Document

Extreme Noise 21.88 8.31 40.60 4.80
Adding

Different document | 25.38 6.52 37.20 5.40

The experimental result of each attack is described in Table 7. This table shows
that acceptable attack such as color change and small amount of noise does not make
a significant distance with this algorithm. In contrast, unacceptable attack such as
damaged document, large noise adding and editing document provides a large
distance value via the proposed algorithm. With an ordinary process, user just prints a
document and rescans it to verify integrity. This proposed algorithm rarely rejects the
document as a different document. The next part shows algorithm accuracy and

comparison of our algorithm and the other existing image hash algorithms.
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5.1.2 Image hash Algorithm Accuracy
5.1.2.1 Accuracy of the Proposed Algorithm

Table 8 shows means of hamming distance on acceptable and unacceptable
attacks, False Acceptance Rate (FAR) and False Rejection Rate (FRR) on scanning
process of the proposed algorithm. At the intersection point between FAR and FRR,
FAR can be reduced to 17.5% with 18.5 % of FRR and 9% of ordinary scanning rejection

rate. The accuracy graph of this proposed algorithm is shown in Figure. 26.

—— False Acceptance Rate —s— False Rejection Rate
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Figure 26. Accuracy of the proposed algorithm.
Table 8. Performance and Accuracy of the Proposed Algorithm.
Mean value of Hamming Distance Error Rate
on Attacks

Acceptable Unacceptable False False Rejection

Attacks Attacks Acceptance Overall Scanning
6.37% 19.18% 17.5% 18.5% 9%
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5.1.2.2 Accuracy of Wu, Zhou, and Niu’s Algorithm

Table 9 presents the results of method based on [17]. With the optimal
threshold, FAR is decreased to 22.75% with 23.25 % of FRR and 19% of ordinary

scanning rejection. The accuracy graph of Radon-Based algorithm is illustrated in Figure.
27.

—— False Acceptance Rate —a— False Rejection Rate
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Error Rate(%)
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%

0 10 20 30
Hamming Distance (%)

Figure 27. Accuracy of Wu, Zhou, and Niu’s algorithm

Table 9. Performance and Accuracy of the Approach Proposed by [17]

Mean value of Hamming Distance

Error Rate
on Attacks
Acceptable Unacceptable False False Rejection
Attacks Attacks Acceptance Overall Scanning
3.36% 13.06% 22.75% 23.25% 19%
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5.1.2.3 Accuracy of DCT-Based Algorithm

Table 10 shows accuracy of DCT-Based algorithm. With appropriate threshold,
FAR can be reduced to 21.75% with 33 % of FRR and 19% of ordinary scanning
rejection. The curves of FAR and FRR from DCT-Based algorithm is shown in Figure. 28.

False Acceptance Rate —=a— False Rejection Rate
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Figure 28. Accuracy of DCT-based algorithm.

Table 10. Performance and Accuracy of DCT-Based Algorithm

Mean value of Hamming Distance

Error Rate
on Attacks
Acceptable Unacceptable False False Rejection
Attacks Attacks Acceptance Overall Scanning
8.37% 21.79% 21.75% 33% 19%
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5.1.2.4 Accuracy of pHash’s DCT-Based Algorithm

Results of DTC-Based method from [27] shown in table 11. With the optimal
situation, FAR is 19.75% with 26 % of FRR and 13% of ordinary scanning rejection at

the intersection point of FAR and FRR curves. Figure. 29 demonstrates the error rate of

DCT-Based Image Hashing algorithm.

False Acceptance Rate —a— False Rejection Rate
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Figure 29. Accuracy of pHash’s DCT-based algorithm.

Table 11. Performance and Accuracy of pHash’s DCT-Based Algorithm [27]

Mean value of Hamming Distance Error Rate
on Attacks
Acceptable Unacceptable False False Rejection
Attacks Attacks Acceptance Overall Scanning
11.25% 29.02% 19.75% 26% 13%
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Accuracy comparison of all above algorithms is illustrated in Figure. 30. The
fisure clearly shows that the intersection point between FAR and FRR or critical point
of the proposed algorithm is lower than those of the other existing algorithms. In the

other words, this proposed algorithm yields better performance of capturing identity

of printout than other existing algorithms.

Comparison of False Acceptance Rate and False Rejection Rate
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Figure 30. Comparison of our algorithm and the other existing image hash algorithms in terms of

FAR and FRR.
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5.2 Printable Digital Signature Performance

A 2D digital signature including its and verification performance is depicted in
this subsection. Figure. 31 shows X509 certificate information and certificate path that
used in this experiment. This experiment used ECDH P256 key from “256 key length
ECC based” for whole certificate chain to perform digital signing on Image hash data
set. Figure. 32 shows structure of image hash data set created over four considered

regions. The file size of this data set is 5763 bytes.

n | Certificate X n  Certificate *®
General Details  Certification Path General Details Certification Path
Show: | <All> - Certification path
_ﬁ] ECDSA_CA
Field Value 2 5] ECDSA_SU8_CA
Lo
ISLbject Document Issuing Services, C...
=] Public key ECC (256 Bits)
DPuhllc key parameters ECDH_P256
asubjactKey Identifier bibe 856b ff7ffb 52a592¢...
@Authurity Key Identifier KeyID=08 c0 3579 7e 7bad 3...
CRL Distribution Points [1]CRL Distribution Point: Distr...
Enhanced Key Usage Client Authentication (1.3.6.1....
[=lrasic canstrainte Suhiert Tuna =Frd Frtity_Dat h
ICN = Document Issuing Services
0 = Chulalongkorn University
h View Certificate
Certificate status:
is certificate is OK.
Edit Properties... Copy toFile...

Figure 31. 256Bit ECC based Certificate
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 height : 280
 yOrigin : 450
& xOrigin : 300
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¥ hashValue : "AAEAAAAAAAAAAAABAAAARAEAAAABAAEAAAEAAQEAAAABAQEAAAEAAQEBAAEBAQEAAAAAA,
={}
 height: 50

® yOrigin : 1215
® xOrigin : 1420
& width : 80

a{}z
& height : 280
 yOrigin : 450
& xOrigin : 300
& width : 1180
 hashValue : "AAAAAQABAAAAAAAMAAEAAQEAADEBAQAAAQAAAQAAAAEAAAEAAOABAQAAADABAQEBAAA:
a{}s
& height : 50
® yOrigin : 1215
& xOrigin : 1420
o width : 80

Figure 32. Image hash data set over 4 regions
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Tables 12 and 13 show sizes of digital signature with and without content data
obtained from signing process. These two tables clearly show that the proposed digital
signature size is smaller than the other defined digital signatures. To evaluate size of
signature without content data, PKCS#7 is only available format for comparison. Note
that the proposed digital signature outperforms PKCS#7. Additionally, compressed size
of proposed digital signature without content data is 337 bytes which is sufficient to

fill in one 2D-barcode.

Digital Signature Size

Table 12. Size comparison of digital signature with content data

Digital signature structure

File size (bytes)

Compressed file size (bytes)

PKCS#7 (CMS) 7385 2276
CAdES-BES 6737 1949
CAdES-LT 10194 3661
JWS 8067 1784
Proposed Digital Signature | 6251 1530

Table 13. Size comparison of digital signature without content data

Digital signature structure

File size (bytes)

Compressed file size (bytes)

PKCS#7 (CMS)

694

616

Proposed Digital Signature

455

377
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5.3 Printout and Printout Verification

This part reveals process of embedding digital signature to printout and verifying
digital signature. Figure. 33 is the demonstration of result printout. Using proposed
digital signature to digitally signed image hash value resulting in digital signature size of
1530 bytes. Also, three PDF-417 barcodes are used to contain this digital signature as

shown in Figure. 33.

@ Sun

microsystems

Sun Certified Programmer for the Java 2 Platform, Standard Edition 6.0
Examination Score Report

CANDIDATE: PARADORN ATHICHITSAKUL

ADDRESS: ?addr?

CANDIDATE ID: SR6417418 DATE: March 30, 2010
REGISTRATION NUMBER:  SDBSYD52A5 SITE NUMBER: TH11

EXAM: Sun Certified Programmer for the Java 2 Platform, Standard Edition 6.0

SERIES: 065

Exam Results

Your percentage score was determined by taking the overall number of correct answers divided by the total
number of questions,

There are 60 questions in this exam. You answered 51 questions correctly which gives you a score of 85%.
PASSING SCORE: 58% YOUR SCORE: 85% TEST STATUS: Pass

Assessment Section

This report shows the percentage of items in each section you answered correctly for the Sun Certified
Programmer for the Java 2 Platform, Standard Edition 6.0 exam. The following information is provided
to give you feedback on your relative strengths on a per section basis.

Section Analysis
Declarations, Initialization and Scoping.....

API Contents.
CONGUITENGY. ..o
00 Concepts..
go\lecuons ! Genefics.....

Certification testing is a means of measuring your knowledge and skill level. It can also be used to
identify areas that need imp and areas of . It can be used as a tool for further learning
and future achievement.

Sun Educational Services offers a variety of tools to help you in your career. By logging on to our
certification database, you can find scores for examinations you have taken, confirm or update your
address, track your certification progress, and submit questions to the Sun Educational Services'
Certification Department.

This assistance is available online at http:/Avww.certmanager.net/sun/.

To help you further your growth and achievement in the Java language, Sun Educational Services offers
a wide variety of instructor-led training (ILT), web-based training, and media-based training that can help
you prepare for future certification examinations. You can find information on these offerings, as well as

This examination was delivered at an Authorized Promeiric Testing Center. To regisier jor another, Sun Microsystems exam
logon fo hitp.//www.register. promeiric.com. To learn more about Sun Microsysiems ceriification programs visit
WWW. prometric.com/sun.

Figure 33. Digital signature embedded printout
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Scanning barcodes in Figure. 32 contains three strings shown in Figure. 33. These
strings can be combined to be the embedded digital signature. After scanning and
obtaining embedded digital signature, trustworthy of digital signature is verified. Then,
the remaining task is calculating image hash from scanned image and compare it with
image hash data set from digital signature. In this comparison, the threshold is set to
be 9% of distance since 9% of hamming distance is an intersection point of false
acceptance and false rejection of proposed algorithm that represented in Figure 25. It
means that if distance from image hash comparison is more than 9% then compared
image is altered and cannot be fully trusted. Table 14 demonstrates distance of each
region and clearly shows that in normal situation this proposed system can verify and

prove trustworthy of printout correctly.

1;H4sIAAAAAAAAAKIYTYgcVRDemT2IMVGR6A6INzZ j 1157a52ZRV+dQvXkkB4MAYb20hBXDz0AKS

2; sHhaFQX0gMOL2NANMNgsGg5dXbBnbRYsy6ZKVD1p5cNh/7@1E+gV10fB8mAFBHpwetkUOtPnx

3; 8AxzRVs240DmFGombR6EYUrVZ/WRrDC2xA5giVYX1kGhOTu@6om9IXjv+twY6P2rigNcTxe5bk

Figure 34. Scanned barcode

Table 14. Distance between specified regions obtained from original image and scanned image.

Specified Region Obtained from Specified Region Obtained from Distance

Original Image Scanned Image
CANDIDATE: PARADORN ATHICHITSAKUL CANDIDATE: PARADORN ATHICHITSAKUL 5 4%
ADDRESS: ?addr? ADDRESS: ?addr? :
CANDIDATE ID: SR6417418 CANDIDATE ID: SR6417418

On March 30, 2010 | | | On March 30, 2010 | | 66%

(G > %% T —ww) 304
! o . 0

0%

There are 60 questons in ths exam. You answered 51 questons correcty which gives you a score of 85% There are 60 questons i 0 exam. You anewered 81 questons comeclly which ghves you 8 score of 85%,
PASSING SCORE: 58% YOUR SCORE: 85% TEST STATUS: Pass PASSING SCORE: 58% YOUR SCORE: 85% TEST STATUS: Pass

2.8%
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Chapter 6. Analysis and Discussion

In theory, the image hashing algorithm presented in [17] performs well,
however, its accuracy is practically lower than expectation because shearing, rotation,
noise and other similar factors influence on radon transform output. To overcome this
limitation, some steps of [17] were modified to obtain to the new algorithm with more
robustness and flexibility. In Table 15, the FRR is varied depending on the fixed FAR at
15.25%.

Note that user will face 25.75% of FRR when applying this proposed framework
with 15.25% of FAR as shown in table 15. Although the framework outperforms the
other methods, but this FRR can be further improved by integrating an alternative

validation mechanism as the post-processing stage.

Table 15. FRR of each algorithm at 15.25% FAR

Algorithm False Acceptance False Rejection
Proposed Method 15.25% 25.75%
Radon-Based 15.25% 41.5%
DCT-Based 15.25% 36.23%
pHash DCT-Based 15.25% 42.75%

Although the experimental result show that performance of proposed algorithm is
great and better than the existing algorithm, but in very detail image or very small
editing, performance of proposed algorithm slightly drops and not be able to
discriminate edit content out from original one Figure. 35 shows example of large detail
that this proposed algorithm cannot identify counterfeiting activity, hamming distance
of image hash value via proposed algorithm is only 7.6% which less than the specify

threshold.
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AP CONIONGE c.ccius onsvismnuinnsssnnes vusisaonsons sumns sassssawaseons asiviss s L AV s s SRRSO WS AT S VO b ISP s s e 85 %

B oo o Ll T 60 %
(a)

B e 856 %

G D L 85 %
(b)

Fieure 35. Large detail image (a) Original image (b) Edit image

Another interesting issue on prove and implementing this proposed framework
is sizing of embedded words in 2D barcode, since 2D barcode was not design to held
a very large size word or binary like whole digital signature, using 2D barcode at
maximum capacity such as 900 code words going to lead a problem on a decoding
process. At maximum capacity of 2D barcode almost pixel use to represent a data, so
noise, damage or any flaw in printing and scanning process will influence and bring

unrecoverable problem to decoding process.
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Chapter 7. Conclusion and Future Research

Applying a digital signature to printout to increase the trustworthiness of
printing document is a good idea. However, the problem lies in selecting what should
be used as a data representation of printout since cryptographic hash cannot be
applied to printout directly. Consequently, this thesis proposes a printout verification
process using image hashing algorithm based on Radon, Wavelet, and Fast Fourier
transforms to capture fingerprint of printout. The result of proves that the proposed
image hashing algorithm is possible to be employed as a fingerprinting mechanism for
printout. For the future work, in order to implement this framework in real world
situation, FAR and FRR should become less. With this reason, pre-processing of printout
should be considered together with applying some alternative validation mechanism
as a post-processing and some steps of algorithm may be further analyzed and

adapted.
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