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Computer Security is continuously rapidly developed. System administrator can hardly monitor and update
this change. This research is to categorize and represent the classified topics or hot issues on computer
security topics, for example, web directories, classes and curriculums, security conferences, and various
types of web sites by using the statistical principal, hierarchical cluster analysis, as a tool for classifying

the hot topics from sources.

This methodology generated and provided 15 main topics. This research explained the sub-categorization

method within the main topics by using the Search Engine. It generated 10 to 16 sub-topics.

The methodology provided in this research is to organize the worth topics from sources so that it can cope
with categorization in computer security changes. The result led us to know the group of computer security

topics that should be concerned by other organizations.
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® InfosysSec [17]
®  SecurityFocus [36]
® The SANS Institute [40]
® (CISSP[8]
® NIST [27]
® CERIAS Perdue [38]
®  Bitpipe [4]
® [TSecurity [41]
® Network Security Library [45]
® SC Magazine [34]
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Source Top Second All categories Depth of
level categories Level hierarchy
Categories
Web directories
DMOZ [30] 15 106 283 5
Yahoo [47] 24 78 180 4
LookSmart [23] 12 31 62 3
Best of The Web [3] 10 - 10 -
Galaxy [22] 17 - 20 -
Search Engine
Vivisimo [44] 46 56 118 3
Infonetware [16] 25 0 25 -
WiseNut [46] 21 0 21 -
iBoogie [14] 48 104 208 3
KillerInfo [20] 30 29 59 1
Books
Secrets and Lies: Digital Security in a Networked World [5] 20 - 20 -
Computer Security: Art and Science [24] 18 - 18 -
Cryptography and Network Security [37] 20 - 20 -
Corporate Computer and Network Security [31] 13 - 13 -
The CISSP Prep Guide: Mastering the CISSP and ISSEP Exams, 2nd Edition [32] 18 - 18 -
Courses
Cyber Security Group Training Conference[6] 10 - 10 -
Network and Computer Security [26] 18 - 18 -
07010311 Computer Security [7] 15 - 15 -
Csci 4407- Networks Security [43] 20 - 20 -
SANS Security Essentials Course Topics [33] 19 - 19 -
Conference
IEEE Symposium on Security and Privacy [15] 23 - 23 -
Annual Computer Security Application Conference [2] 15 - 15 -
European Symposium on Research in Computer Security (ESORICS) [10] 42 - 42 -
International Conference on Information and Communications Security [18] 27 - 27 -
The Internet Security Conference [39] 19 - 19 -
Web site
InfosysSec [17] 42 - 42 -
SecurityFocus [36] 20 - 20 -
The SANS Institute [40] 47 - 47 -
CISSP [8] 12 - 12 -
NIST [27] 23 - 23 -
CERIAS [38] 22 - 22 -
Bitpipe [4] 35 - 35 -
ITSecurity [41] 20 - 20 -
Network Security Library [45] 29 - 29 -
SC Magazine [34] 22 - 22 -
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No Topics ‘Web Directories Search Engines Books Courses Conferences Websites

z

g

g

e I = R O e I s e e = e e i = T = G - S - B

1| Cryptography 28 X X X X X X X [X X [X X [X|X|[X]|X X X X X |X X [X X [X X [X X [X
2| Intrusion Detection Systems 211X X X X X X X X X [X X X IX X [X X |X X X |X [X
3 [Network Security 21 X |IX X XX XX [X X X X X [X X X X X X X |X X
4|Firewalls 20X |X X IX X X |X X X |X X X X X |X X X X X X
5| Policy 201X |X X X X X IX |X |X X X IX X X X |IX |IX X X X
6| Authentication and Identification 181X X X X |X X X X X |IX X X [X X X X X X
7| Viruses Worms and Trojan Malicious Code 17 X X |X X X | X X X X X X X X X |X |X
8| Email 14 X X X |X X X X X |X X X X X X
9[Privacy 14 X X X |X X X X X X [X X X X |X
10| Access Control 13 X X IX X X X X X X X X X X
11| Biometrics 13X XX XX X X |X X X X [X X
12| Risk Assessment and Analysis 13 X X IX X X X X X X X X X IX
13 |e-Commerce 12 X X X X X X |X |X X |IX X X
14| Operating System 12 X X X X |X X X X X |X X X
15| Virtual Private Networks 11X X X X X X X X X X X
16 World Wide Web Security 10 X X X X |X X [X X X X
17| Anonymity and Pseudonymity 9 X X X X X X [X X X
18| Auditing 9 X X X |X X X X X |X
19| Incident response and Handling 9 X X X X X X X X X
20 | Internet Security 91X i 7. X X X X X X
21| Certification and Accreditation (C&A) 8 X X |X X X X X X
22| Hacking and Hackers 8IX X X X X X X X
23 | Information Warfare 8 X X X X X X |X X
24 |Law, Investigation, and Ethics 8 X X X X X X X X
25| Anti Virus TIX X XX X X X
26 | Digital Signatures 7 X X X X X |IX [X
27| PGP — Pretty Good Privacy 7 X |X X X X X X
28 | Physical Security 7 X X X X X |IX X
29| System Security 7 X X X X X X X
30| Threat 7 X X X |X X X X
31| Wireless Security 7 X X X X X |X X
32| Denial of Service 6 X X X X |X X
33 | Disaster Recovery 6 X X X X X X
34| Forensics 6 X X X X X X
35| Protocols 6 X X X X X X
36| Security Management 6 X X X X X |X
37| Security Models 6 X X X X X X
38| Smart Cards 6 X X |IX X X X
39| Steganography 6 X X X X X X
97 [ Software Engineering 2 X X
98 | trust models and trust Management 2 X X
99| Watermarking 2 X X
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Uszananalaold3s Cluster Analysis 18 Taoluauidoii1diaen Between-groups 113155 mnguuag 1% Square Euclidean
& a o ' o { {
distance 1HU35MsIaszarring 1inmsUszuianase ladenisned 4-3 Proximity Matrix A15197 4-4 Agglomeration Schedule

Lng‘ﬂﬁ 4-1 Dendogram

@159 4-3: Proximity Matrix

Proximity Matrix
Case Squared Euclidean Distance
=
E -

12 E g g

S = Z = = & &

— [\l o < — — N
1:Cryptography 0 49 49 64 225 225 676
2:Intrusion Detection 49 0 0 1 64 64 361
3:Network Security 49 0 0 1 64 64 361
4:Firewalls 64 1 1 0 49 49 324
5:Policy 64 1 1 0 49 49 324
6:Authentication and 100 9 9 4 25 25 256
7:Viruses Worms and Trojan 121 16 16 9 16 16 225
8:Email 196 49 49 36 1 1 144
9:Privacy 196 49 49 36 1 1 144
10:Access Control 225 64 64 49 0 0 121
11:Biometrics 225 64 64 49 0 0 121
12:Risk Assessment and 225 64 64 49 0 0 121
13:e-Commerce 256 81 81 64 1 1 100
14:Operating System 256 81 81 64 1 1 100
15:Virtual Private Network 289 100 100 81 4 4 81
16:World Wide Web Security 324 121 121 100 9 9 64
17:Anonymity and Pseudo 361 144 144 121 16 16 49
18:Auditing 361 144 144 121 16 16 49
19:Incident response an 361 144 144 121 16 16 49
20:Internet Security 361 144 144 121 16 16 49
98:trust models and trust Management 676 361 361 324 121 121 0
99:Watermarking 676 361 361 324 121 121 0

91915190 43 Proximity Matrix zuaaanszeziIuaazg laoiuonnuduudigasmsfiuim
] . . = o 9 a 1 Y [l <
5282¥1 Square Euclidean distance @eeusoimnldlumsnosanlumssiunguld wu dszidu
3 . Vo Y ~ 3 a3
Cryptography Llag sz1au Watermarking HIAUNINY 676 YMEN sziau Cryptography a1 SIEETCRY
. . "o v & y < < . .
Intrusion Detection H14A Ui 49 dariualsdaln Usziau Cryptography 1az32iAY Intrusion Detection 1
1 =] @ = @ @ Y [~} [~} . (N 1w
agnguAedIny luvaz@ernunisdanli Uszifiu Cryptography azilszifiu Watermarking ogananguiiu

A3 4-4 Agglomeration Schedule



18

Agglomeration Schedule

Stage Cluster Combined Coefficients Stage Cluster First Appears Next Stage
Cluster 1 Cluster 2 Cluster 1 Cluster 2
1 98 99 0 0 0 2
2 73 98 0 0 1 4
3 96 97 0 0 0 4
4 73 96 0 2 3 6
5 94 95 0 0 0 6
6 73 94 0 4 5 8
7 92 93 0 0 0 8
8 73 92 0 6 7 10
9 90 91 0 0 0 10
10 73 90 0 8 9 12
11 88 89 0 0 0 12
12 73 88 0 10 11 14
13 86 87 0 0 0 14
14 73 86 0 12 13 16
15 84 85 0 0 0 16
16 73 84 0 14 15 18
17 82 83 0 0 0 18
18 73 82 0 16 17 20
19 80 81 0 0 0 20
20 73 80 0 18 19 22
21 78 79 0 0 0 22
22 73 78 0 20 21 24
23 76 71 0 0 0 24
24 73 76 0 22 23 26
25 74 75 0 0 0 26
26 73 74 0 24 25 82
27 71 72 0 0 0 28
95 15 41 23.29204694 93 91 97
96 2 8 45.07142857 94 90 97
97 2 15 155.5520362 96 95 98
98 1 2 514.8673469 0 97 0

{ ' [ ' ' '
INA5190 4-4 Agglomeration Schedule LAAIANMITINNGUVOIYsZAUANA Tuuaas Stage 9zUDNITMITINNGN
< v U 1 13 i
Usziauglathaldednguinern mu
4
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Stage 71 1 vzdnliisziaun 98 tazlszimui 99 aglungufoaiu iifossinilsinni 98 uaz 99 fiszezaiindunga ¥

il

Vo ' 9 iy = oA Ao 3 A o 3 A
NNV 0 a1 Next Stage Glu column gaMmmIny 2 HHIWNNAUNITD cluster 'Vlllﬂiglﬂu'ﬂ 98 11ag 99 ﬂxﬁaﬂﬂﬂﬂﬁzlﬂu'ﬂu

el 1y stage 2

A o v q9 3 A 3 A Y 1 oA a o & 3 A 3 A =
Stage 11 2 iMsdali)szifiun 73 uazilszidu 71 98 Meglunguunio cluster AU Farlszi@un 73 wazilszidun 98 I
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52asM UMY 0 Tashszidud 98 11910 Stage 1 1 uaznguiNlszidun 73 uazilszidui 98 8623 WY case dUBN U
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AuguiililiSesnauds Stage 71 98 vziTlumssaumnilszidueglunguifeniu Fwwamsswnguamnsog langla 4-1
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Rescaled Distance Cluster Combine
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CRLY Uszipu AN Cluster

6 10

1|Cryptography 28 1 1 1 1 1 1 1 1 1
2 |Intrusion Detection Systems 21 2 2 2 2 2 2 2 2 2
3 [Network Security 21 2 2 2 2 2 2 2 2 2
4|Firewalls 20 2 2 2 2 2 2 2 2 2
5|Policy 20 2 2 2 2 2 2 2 2 2
6| Authentication and Identification 18 2 2 2 2 3 3 3 3 3
7|Viruses Worms and Trojan Malicious Code 17 2 2 2 2 3 3 3 3 3
8|Email 14 2 2 3 3 4 4 4 4 4
9|Privacy 14 2 2 3 3 4 4 4 4 4
10| Access Control 13 b) 2 3 3 4 4 4 4 5
11|Biometrics 13 2 2, 3 3 4 4 4 4 5
12|Risk Assessment and Analysis 13 2, 2 3 3 4 4 4 4 5
13 [e-Commerce L2, 2 2 3 3 4 4 4 4 5
14|Operating System 12 2 2A 3 3 4 4 4 4 5
15| Virtual Private Networks 11 2 3 4 4 5 5 5 5 6
16(World Wide Web Security 10 2 8 4 4 5 5 5 5 6
17| Anonymity and Pseudonymity 9 2 3 4 4 5 5 6 6 7
18| Auditing 9 2 3 4 4 5 5 6 6 7
19[Incident response and Handling 9 2 3 4 4 5 5 6 6 7
20| Internet Security 9 2 3 4 4 5 5 6 6 7
21|Certification and Accreditation (C&A) 8 2 3 4 4 5 5 6 6 7
22|Hacking and Hackers 8 2 3 4 4 5 5 6 6 7
23 |Information Warfare 8 2 3 4 4 5 5 6 6 7
24|Law, Investigation, and Ethics 8 2 3 4 4 5 5 6 6 7
25| Anti Virus i o 3 4 4 5 6 7 7 8
26|Digital Signatures 7 2 3 4 4 5 6 7 7 8
27|PGP - Pretty Good Privacy 7 2 3 4 4 5 6 7 7 8
28| Physical Security 7 2 3 4 4 5 6 7 7 8
29|System Security 7 2 3 4 4 5 6 7 7 8
30(Threat 7 2 a 4 4 5 6 7 7 8
31| Wireless Security 7 2 3 4 4 5 6 7 7 8
32|Denial of Service 6 2 3 4 4 5 6 7 7 8
97|Software Engineering 2 2 3 4 5 6 7 8 9 10
98 |trust models and trust Management 2 2 3 4 5 6 7 8 9] 10
99| Watermarking 2 2 3 4 5 6 7 8 9 10
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WITeiife Access Control, Authentication and Identification,

Biometrics, Cryptography, e-Commerce, Email, Firewalls, Intrusion Detection Systems, Network Security, Operating System,

Policy, Privacy, Risk Assessment and Analysis, Viruses Worms and Trojan Malicious Code
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company | products | sohmtions | customers | demos | partners | press

vv VIVTSI m O iauthenticatian

Clustered Results
o authentication (132)
» Software [24)

» Tutorial, Liser
Athentication (18]

» White papers (13)
» Access comtrol (11)

» Refer us to a friend

£V LESC BURLERLA [N a0 [TRAMme] [preiem)

T Company performs Web authentication, password protection, and user managen

| the Web

: -
B seorc

MEWY Toolbar or MiniBar!

information server sites. Download a trial product.

URL: wvaww lisprotect. corm -

Saurces:

120 - 2140 - 4160 - 6180 - §1-100 -

161-180 - 181196

101120 - 121-140 -

» Kerberos (7]

» Public Key (7)

» Protocol ()

» Cards, Smart j11)

» Encryption (3)

» Digital (3
» Tools (3]

~ Looksmart - Top 44 results retrieved, 50 regquested.

Lycos - Top 20 results retrieved, 20 requested.
MSHN - Top 100 results retrieved, 100 requested.

Netscape - Tap 20 results retrieved, 20 reguested.
Open Directony - Top 30 results retrieved, 30 regquested.

Overture - Top 16 results retrieved, 30 requested.

Wisenut - Mo result retrieved, 50 reguested. |
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Cluster analysis

a a PR { o I 4 5 o a
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1@nav0am39 Cluster Analysis @28MALIA Hierarchical Cluster Analysis f4A131991 4-6
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A5190 4-6 Llﬁﬂ\imii]ﬂﬂqu%@ﬁﬂimﬂuﬂ@ﬂﬂﬂﬂ?‘ﬂ}@ﬁaﬂ Authentication

CRLY Uszipu AN Cluster
3145|6789 ]10
1|Password 41 i i 1 1 1 1 1 1
2|Biometric 24 2 2 2 2 2 2 2 2
3[Network Authentication 24 2 2 2 2 2 2 2 2
4|Digital Signatures 18 2 3 3 3 3 3 3 3
5|RFC 18 2 3 3 3 3 3 3 3
6|Kerberos 15 2 3 3 4 4 4 4 4
7|Encryption 9 3 4 4 5 5 5 5 5
8|Fingerprint 8 3 4 4 5 5 5 6 6
9|Smart card 6 3 4 5 6 6 6 7 7
10| Access Controls 6 3 4 ] 6 6 6 7 7
11|RADIUS 6 3 4 5 6 6 6 7 7
12Single sign 5 3 4 5 6 6 7 8 8
13| Two-factor authentication 5 3 4 5 6 6 7 8 8
14|Java 5 3 4 5 6 6 7 8 8
15INTLM Authentication 4 3 4 5 6 6 7 8 9
16 |Privacy 4 3 4 5 6 6 7 8 9
17|Intrusion detection 3 3 4 5 6 7 8 9 10
18|PPP 2 3 4 5 6 7 8 9 10
19|Remote Acess Network 2 3 4 5 6 7 8 9 10




23

1 IS o a o < T . . a @ ]
m]"hJnJwuumauﬂmmiwmsmﬁnmuﬂizmumewmwg Authentication ﬂzW%ﬁmeﬁ@uﬂUﬁN’m‘ﬁy’
o A ' 2 A oA T2y yo < ' ' = <
“an NAT NN 4-6 %Z'Wll?lﬁ_]imﬂu’ﬂ 16 EﬂgLﬂu‘If’N“ml‘]NﬂQN m'lﬂmmuﬂizmuagismw 10 D39 16 ﬂszmuiu
A o qumy 1w PRI & g , Y o ) .
Cluster 7 N 1/11clw"lﬂﬂqmauuaw 19396 Lﬂuﬂizmuaaammwmwaﬂ Authentication AU Access Controls, Biometric,
Digital Signatures, Encryption, Fingerprint, Java, Kerberos, Network Authentication, NTLM Authentication, Password,
Privacy, RADIUS, RFC, Single sign, Smart card, Two-factor authentication

' 1 A < ° o v L. 1A
daumnangaunn i ludnyuzifernuny Authentication TaewaazognnAuLIN



UNN 5
U |
HANIVAHINIANY

51, HaNIdAHIIANY

g A o & "o cu A9 o Y A v o o <
i]']ﬂWﬁﬂ'ﬁﬁ']ﬂiglﬂuLW@u'uJ']lﬂﬁiJaﬂﬂywaﬂmﬂﬂﬁquﬂﬂﬂuiuﬁjﬂl@‘ﬂ 4.1 ﬂgvlﬂﬁlljﬂﬁlluﬁﬁﬂﬂﬁﬁﬂﬂ 16 ﬂizmu

' i " A < @ g 4o A 2 = Y A < . 4
UAVINHNIT NN 4-5 %&’WU'J'I?J‘IJﬁglﬂu‘ﬂ\ﬂ’illﬂ 99 ﬂiglﬂu “HQENLW?I@'EJQ 85 ﬂizmu ﬂ\i(ﬂ'ﬂﬂllﬂﬁgilﬂu Miscellaneous YUHU

4
"o W

Lﬁmaﬁuﬁuﬂimﬁuﬁﬁamﬁaag fuiuannsagilszauniointendnvesmssnmanulasadisaouinnes
v v
Wanua 15 Uszinudail
1) Access Control
2) Authentication and Identification
3) Biometrics
4) Cryptography
5) e-Commerce
6) Email Security
7) Firewalls
8) Intrusion Detection Systems
9) Network Security
10) Operating System
11) Policy
12) Privacy
13) Risk Assessment and Analysis
14) Viruses Worms and Trojan Malicious Code

15) Miscellaneous

10597 4-1 wnuhsuasvessuulszduveainangiannuradstoyaie 23.34 1aza1 S.D. v 10.52

t4
a A o

o A 3 A2 @ 1A ' vy A 1Y A o A 3 Ay A
UIVIUVITIUIU 15 1]3%!ﬂu%%ﬂu%‘]’]‘ﬂuﬂﬂﬂ’]%!wa\?mﬂl‘\!ﬁ@uq LW]ﬂﬂ"ﬁ]'ljﬂ‘lﬁ]'lﬂﬂWH'Juﬂ'J'lllﬂ"Uﬂ\?ﬂiglﬂuﬂqﬂlﬂﬂﬂ
< oy Ao e o ) Ay (o ) S <
muJu‘mJ’mmqmaﬂﬁumﬁmmﬂuﬂﬂﬂizm‘lmWimﬁumuwmﬁuauuaﬂ]l‘ﬂmi’Jfﬂm%W‘U’n Qquﬂﬂﬂubl“h'fl]']u'{]uﬂiglﬂu
g o & a &y 704 ' s & g & ~ o v A
14 ﬂﬁglﬂulﬂuﬁll'Jﬂﬁll““lﬁﬂﬂlﬂuiaﬂﬁg 10 SU'EN‘]J53!ﬂuﬂﬁﬁuﬂl!@]ﬂiglﬂuﬂ\1 14 ﬂiglﬂuuuﬁ]gﬂﬂ31ﬂﬁ1ﬂmﬁﬁﬂﬂ31u

v
aulanunasdeyananuaia 40%

k4
@

ad <3 A < [ v Y A £ av AN Yo <3 1w
vaznnIsmamszuienuiunuiangdosluiaden 4.2 Fenudsel Idinunnlsadulunuanyuan
oAU Miscellancous @111309Hamsvangy lannnianuan @

v
] =) v 9 o v Y

o A Yy oy & o A g Yo 9 o o
"lﬂﬂﬂﬁi]ﬂ“HiJ’JWHS;J“VINﬂ‘lﬂig'ﬂﬂlu"uN@'I’Ll"]Nﬁ'lgllWﬁﬂ!ﬂuﬁﬂ]ﬂlﬂﬁaﬂlm$ﬁ’JGII’EJEJ’EJEJﬂ'IEJGI,§]W’J"UE]Waﬂ WaN139A

Vo Yo A p o ANy o o ¥ A v g ¢
Wll'gﬂﬁll"‘ﬂﬂﬁilﬂﬁ’lll'ﬁﬂl!ﬁﬂ\illﬂﬂ\jﬁ']ﬁ']\iﬂ 5-1 G]Ni]::u1Na‘ﬂhlﬂllWﬂ‘ﬂ1ﬂl®y‘a%11ﬁﬂﬂuu1’iu1!,juvl%ﬂ



A3 5-1 naaaITenanLazivedoy

Miveran

v Y \
Hiveaas

Access Control

Access Control Lists, Authentication, Barcode, Camera & CCTV, Detection, Door
entry, Fingerprint Recognition, Firewall, Htaccess, Network, Port, Role Based Access

Control, Smart Card & Plastic Card, XML

Authentication and Identification

Access Controls, Biometric, Digital Signatures, Encryption, Fingerprint, Java,
Kerberos, Network Authentication, NTLM Authentication, Password, Privacy,

RADIUS, RFC, Single sign, Smart card, Two-factor authentication

Biometrics Access Control, Authentication, CCTV & Cameras, Crypto-Gram, Face Recognition,
Finger Print, Hand Geometry, Information security, Iris, Privacy, Smart Cards, Voice
biometrics, XML

Cryptography Digital Signatures, Information Security, Java Cryptography, Key Cryptography,

Network Security, PGP, Policy, Privacy, Quantum, Steganography

e-Commerce

Digital Certificates, Hosting, Internet Security, Law, Network Security, PKI,

Programming, Seal, Security Audit, SSL, Web Hosting

Email Security

Anonymous, Anti-Spam, Anti-Virus, Encryption, Filtering, Information Security,

MIME, Network Security, PGP, Policy, Privacy, Spam, Virus

Firewalls

Anti-Virus, Filtering, IDS, Information security, Internet Security, Linux, Network,

Personal Firewalls, Router, Scan Port, VPN, Windows

Intrusion Detection Systems

Audit, Detection signatures, Firewall, Hackers & Hacking, Honeypot, Information

Systems, Internet Security, Network security, Scanner, Snort, Vulnerability

Network Security

Anti Virus & Virus, Encryption, Firewalls, Hacking, Information security, Internet

Security, Intrusion detection, Penetration Testing, Policy, Scanning, Wireless Network

Operating System

Access control, Audit, Exploits, FreeBSD, Hackers & Hacking, Information Security,

Linux, Mac, Microsoft, Network Security, Patches, Security Checklist, Solaris, Unix,

Windows

Policy Access Control, HIPAA, Information security, Law, Network Security, Privacy, Rfc
2196, Windows

Privacy Anonymous and Anomymity, Cookies, Digital Privacy, GNU Privacy, HIPAA,

Internet Privacy, Law, P3P, Personal privacy, PGP, Privacy Policy, Privacy Statement,

Rights

Risk Assessment and Analysis

HIPAA, Information Security, Internet Security, Investigation, Network Security,

Privacy, Security Audits, Threat, Virus, Vulnerability

Viruses Worms and Trojan (Malicious Code)

Anti-Trojan, Anti-Virus, Firewall, Information Security, Internet Security, Network

Security, Patch, Privacy, Security Scan, Vulnerabilities
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1| Cryptography 28 51 |News 4
2| Intrusion Detection Systems 21 52 | Password 4
3| Network Security 21 53 | Patches 4
4| Firewalls 20 54| Telecommunications 4
5|Policy 20 55|AES 3
6| Authentication and Identification 18 56 | Attacking Attackers 3
7| Viruses Worms and Trojan Malicious Code 17 57| Awareness 3
8| Email 14 58| Backups 3
9| Privacy 14 59|CCTV Video Surveillance Cameras 3
10| Access Control 13 60 | Content security 3
11| Biometrics 13 61 | Data Integrity 3
12| Risk Assessment and Analysis 13 62 | Hardware Security 3
13 [e-Commerce 12 63 | Information Flow 3
14| Operating System 12 64| Intrusion Prevention 3
15| Virtual Private Networks 11 65 | Kerberos 3
16| World Wide Web Security 10 66 | Key Management 3
17| Anonymity and Pseudonymity 9 67| Public Key Infrastructure 3
18 [ Auditing 9 68 |RSA 3
19| Incident response and Handling 9 69 | Security Service 3
20 | Internet Security 9 70 | Security Verification 3
21| Certification and Accreditation (C&A) 8 71|SSL/TLS 3
22| Hacking and Hackers 8 72 | Surveillance and Counter Measure 3
23 | Information Warfare 8 73 | CERT Coordination Center 2
24| Law, Investigation, and Ethics 8 74| Covert channels 2
25| Anti Virus o 75 | Digital Money 2
26| Digital Signatures 7 76 | Distributed Systems Security 2
27| PGP - Pretty Good Privacy i 77|DNS 2
28| Physical Security 7 78 | e-Payment Systems 2
29 | System Security I/ 79 |Hash Algorithms 2
30| Threat 7 80 | Home security 2
31| Wireless Security 7 81 | Homeland Security 2
32| Denial of Service 6 82 |Honeypots 2
33| Disaster Recovery 6 83 | Information Hiding 2
34| Forensics 6 84| Information Survivability 2
35| Protocols 6 85| Language-Based Security 2
36| Security Management 6 86 | Mobile Communications Security 2
37| Security Models 6 87| National Security 2
38| Smart Cards 6 88| Operations Security 2
39| Steganography 6 89| Peer-to-Peer Security 2
40 | Vulnerabilities 6 90 | Penetration Testing 2
41| Applications and Systems Development 5 91 | Perimeter Protection 2
42 | Database Security 5 92 | Personal Computer Security 2
43 |Java Security 5 93 | RFC-Request for Comments 2
44| Public Key Infrastructure 5 94| S/MIME 2
45| Security Standards 5 95| Securing Code 2
46 | Administration 4 96 | Security Architecture 2
47 | Business Continuity Planning 4 97 | Software Engineering 2
48| Cybercrime 4 98 | trust models and trust Management 2
49 | Information Security 4 99 | Watermarking 2
50| IP Security 4
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1| Access Control 13 51| Kerberos 3
2| Administration 4 52|Key Management 3
3|AES 3 53 | Language-Based Security 2
4| Anonymity and Pseudonymity 9 54| Law, Investigation, and Ethics 8
5| Anti Virus 7 55| Mobile Communications Security 2
6| Applications and Systems Development 5 56 | National Security 2
7| Attacking Attackers 3 57| Network Security 21
8| Auditing 9 58| News 4
9| Authentication and Identification 18 59| Operating System 12
10| Awareness 3 60 | Operations Security 2
11| Backups 3 61 | Password 4
12 | Biometrics 13 62| Patches 4
13 | Business Continuity Planning 4 63 | Peer-to-Peer Security 2
14| CCTV Video Surveillance Cameras 3 64 | Penetration Testing 2
15| CERT Coordination Center p) 65 | Perimeter Protection 2
16 | Certification and Accreditation (C&A) 8 66 | Personal Computer Security 2
17| Content security 3 67| PGP - Pretty Good Privacy 7
18 Covert channels 2 68 | Physical Security 7
19| Cryptography 28 69| Policy 20
20| Cybercrime 4 70 | Privacy 14
21| Data Integrity 3 71| Protocols 6
22 | Database Security b, 72| Public Key Infrastructure 5
23| Denial of Service 6 73 | Public Key Infrastructure 3
24| Digital Money 2 74 | RFC-Request for Comments 2
25| Digital Signatures 2 75 | Risk Assessment and Analysis 13
26| Disaster Recovery 6 76| RSA 3
27 | Distributed Systems Security 2 77|S/MIME 2
28| DNS & 78 | Securing Code 2
29| e-Commerce 12 79 | Security Architecture 2
30| Email 14 80 | Security Management 6
31 |e-Payment Systems 7 81| Security Models 6
32| Firewalls 20 82| Security Service 3
33 |Forensics 6 83 | Security Standards 5
34| Hacking and Hackers 8 84| Security Verification 3
35 |Hardware Security 3 85| Smart Cards 6
36 |Hash Algorithms 2 86 | Software Engineering 2
37 |Home security 2 87|SSL/TLS 3
38| Homeland Security 2 88 | Steganography 6
39| Honeypots 2 89| Surveillance and Counter Measure 3
40 | Incident response and Handling 9 90 | System Security 7
41 [ Information Flow 3 91 | Telecommunications 4
42 | Information Hiding 2 92| Threat 7
43 | Information Security 4 93 | trust models and trust Management 2
44 | Information Survivability 2 94| Virtual Private Networks 11
45 | Information Warfare 8 95| Viruses Worms and Trojan Malicious Code 17
46 | Internet Security 9 96 | Vulnerabilities 6
47 | Intrusion Detection Systems 21 97 | Watermarking 2
48 | Intrusion Prevention 3 98 | Wireless Security 7
49 |1IP Security 4 99 | World Wide Web Security 10
50|Java Security 5
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6 9 110
1. Cryptography 28 1 1 1 1 1 1 1 1
2. Intrusion Detection Systems 21 2 2 2 2 2 2 2 2
3. Network Security 21 2 2 2 2 2 2 2 2
4. Firewalls 20 2 2 2 2 2 2 2 2
5. Policy 20 2 2 2 2 2 2 2 2
6. Authentication and Identification 18 2 2 2 3 3 3 3 3
7. Viruses Worms and Trojan Malicious Code 17 2 2 2 3 3 3 3 3
8. Email 14 2 3 3 4 4 4 4 4
9. Privacy 14 2 3 3 4 4 4 4 4
10. Access Control 13 2 3 3 4 4 4 4 5
11. Biometrics 13 2 3 3 4 4 4 4 5
12. Risk Assessment and Analysis 13 2 3 3 4 4 4 4 5
13. e-Commerce 12 2 3 3 4 4 4 4 5
14. Operating System 12 2 3 3 4 4 4 4 5
15. Virtual Private Networks 11 3 4 4 5 5 5 5 6
16. World Wide Web Security 10 3 4 4 5 5 5 5 6
17. Anonymity and Pseudonymity 9 3 4 4 5 5 6 6 7
18. Auditing 9 3 4 4 5 5 6 6 7
19. Incident response and Handling 9 3 4 4 5 5 6 6 7
20. Internet Security 9 3 4 4 5 5 6 6 7
21. Certification and Accreditation (C&A) 8 3 4 4 5 5 6 6 7
22. Hacking and Hackers 8 3 4 4 5 5 6 6 7
23. Information Warfare 8 3 4 4 5 5 6 6 7
24, Law, Investigation, and Ethics 8 3 4 4 5 5 6 6 7
25. Anti Virus 7 3 4 4 5 6 7 7 8
26. Digital Signatures 7 3 4 4 5 6 7 7 8
27. PGP - Pretty Good Privacy 7 3 4 4 5 6 7 7 8
28. Physical Security 7 3 4 4 5 6 7 7 8
29. System Security A 3 4 4 5 6 7 7 8
30. Threat 7 3 4 4 5 6 7 7 8
31. Wireless Security 7 3 4 4 5 6 7 7 8
32. Denial of Service 6 3 4 4 5 6 7 7 8
33. Disaster Recovery 6 3 4 4 5 6 7 7 8
34. Forensics 6 3 4 4 5 6 7 7 8
3s. Protocols 6 3 4 4 5 6 7 7 8
36. Security Management 6 3 4 4 5 6 7 7 8
37. Security Models 6 3 4 4 5 6 7 7 8
38. Smart Cards 6 3 4 4 5 6 7 7 8
39. Steganography 6 3 4 4 5 6 7 7 8
40. Vulnerabilities 6 3 4 4 5 6 7 7 8
41. Applications and Systems Development 5 3 4 5 6 7 8 8 9
42. Database Security 5 3 4 5 6 7 8 8 9
43. Java Security 5 3 4 5 6 7 8 8 9
44. Public Key Infrastructure 5 3 4 5 6 7 8 8 9
45. Security Standards 5 3 4 5 6 7 8 8 9
46. Administration 4 3 4 5 6 7 8 8 9
47. Business Continuity Planning 4 3 4 5 6 7 8 8 9
48. Cybercrime 4 3 4 5 6 7 8 8 9
49. Information Security 4 3 4 5 6 7 8 8 9
50. IP Security 4 3 4 5 6 7 8 8 9
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51, News 4 2 3 5 6 8 9
52. Password 4 2 3 5 6 8 9
53. Patches 4 2 3 5 6 8 9
54. Telecommunications 4 2 3 5 6 8 9
55. AES 3 2 3 5 6 8 10
56. Attacking Attackers 3 2 3 5 6 8 10
57. Awareness 3 2 3 5 6 8 10
58. Backups 3 2 3 5 6 8 10
59. CCTV Video Surveillance Cameras 3 2 3 5 6 8 10
60. Content security 3 2 3 5 6 8 10
61. Data Integrity 3 2 3 5 6 8 10
62. Hardware Security 3 2 3 5 6 8 10
63. Information Flow 3 2 3 5 6 8 10
64. Intrusion Prevention 2 2 3 5 6 8 10
65. Kerberos 5 2 3 5 6 8 10
66. Key Management 5, 2 3 5 6 8 10
67. Public Key Infrastructure 8, 2 3 5 6 8 10
68. RSA 3 2 3 5 6 8 10
69. Security Service 9 2 3 5 6 8 10
70. Security Verification 3 2 3 5 6 8 10
71. SSL/TLS 3 2 3 5 6 8 10
72. Surveillance and Counter Measure 3 2 3 5 6 8 10
73. CERT Coordination Center 2 2 3 5 6 8 10
74. Covert channels 2 2 3 5 6 8 10
75. Digital Money 2 2 3 5 6 8 10
76. Distributed Systems Security 2 2 3 5 6 8 10
77. DNS 2 2 3 5 6 8 10
78. e-Payment Systems 2 2 3 5 6 8 10
79. Hash Algorithms 2 2% 3 5 6 8 10
80. Home security 2 2 3 5 6 8 10
81. Homeland Security 2 2 3 5 6 8 10
82. Honeypots 2 2 3 5 6 8 10
83. Information Hiding 2 2 3 5 6 8 10
84. Information Survivability 2 2 3 5 6 8 10
85. Language-Based Security 2 2 3 5 6 8 10
86. Mobile Communications Security: 2 2 4 5 6 8 10
87. National Security 2 2 3 5 6 8 10
88. Operations Security 2 2 3 5 6 8 10
89. Peer-to-Peer Security 2 2 3 5 6 8 10
90. Penetration Testing 2 2 3 5 6 8 10
91. Perimeter Protection 2 2 3 5 6 8 10
92. Personal Computer Security 2 2 3 5 6 8 10
93. RFC-Request for Comments 2 2 3 5 6 8 10
94. S/MIME 2 2 3 5 6 8 10
95. Securing Code 2 2 3 5 6 8 10
96. Security Architecture 2 2 3 5 6 8 10
97. Software Engineering 2 2 3 5 6 8 10
98. trust models and trust Management 2 2 3 5 6 8 10
99. Watermarking 2 2 3 5 6 8 10
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1) Access Control

MR U-1: naasmItangueslsziAuteuaiiadendn Access Control

ey Usziau AN Cluster

21 3(4|5/6[78 9|10

1|Access Control Lists SOp 1| 1f 1f 1f 1)1 1f 1 1
2|Camera & CCTV 250 2 2| 2] 2f 2f 2| 2] 2| 2
3[Smart Card & Plastic Card 221 21 2| 2| 3| 3] 3] 3] 3 3
4|Detection 221 2f 2| 2| 3| 3| 3] 3] 3 3
5|Fingerprint, Recognition 20 21 2| 2| 3] 3| 3| 4| 4 4
6|Role Based Access Control L1} 2| 3| 3| 4| 4] 4] 5] 5 5
7|XML 11 2| 3| 3] 4| 4| 4| 5] 5 5
8| Authentication 91 21 3| 3| 4] 4| 5| 6] 6 6
9|Firewall 8| 2| 3| 3| 4| 4| 51 6] 6] 7
10| Htaccess 71 2| 3| 4| 5| 5] 6] 7| 7 8
11|Barcode 6| 2| 3| 4| 5| 5| 6 7] 7 8
12|Port 51 23| 4] 5] 5[ 6f 7] 8 9
13|Network 51 21 3f 4| 5[ 5] 6] 7| 8 9
14[Door entry 4] 2| 3] 4| 5| 5] 6| 7| 8 9
15]Java 31 2] 3| 4 51 6] 7 & 9] 10
16 [Mandatory Access Control 21-2) 3| 4] 5] 6 7| 8] 9| 10
17|Network Access Control 21 2| 3| 4| 5| 6] 7| 8] 9 10
18|OpenLDAP. 2] 2] 3| 4 5] 6] 7 & 9] 10
19]RSBAC 2| 2] 3| 4 5] 6] 7| 8 9] 10
20|Internet Access Control 21 2] 3 4] 5] 6 7| 8] 9| 10
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2) Authentication
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fau sziiu ANND Cluster

2| 3(4|5/6|7(89] 10

1 |Password A1 1 1) 1f 11 1f 1)1 1
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2|1 3/4/5/6|78 10
2|Biometric 241 2| 2f 2| 2] 2| 2| 2 2
3[Network Authentication 241 21 2| 2| 2| 2| 2] 2 2
4|Digital Signatures 18 2| 2] 3| 3] 3] 3| 3 3
5|RFC 18] 2| 2| 3] 3] 3| 3] 3 3
6|Kerberos 15] 2 2| 3] 3| 4| 4] 4 4
7|Encryption 9 2| 3| 4| 4| 5| 51 5 5
8|Fingerprint 8| 2| 3| 4| 4| 5| 51 5 6
9[Smart card 6 2| 3| 4] 5| 6| 6f 6 7
10| Access Controls 6 2 3| 4] 5| 6] 6 6 7
11|RADIUS 6| 2| 3| 4] 5| 6] 6f 6 7
12(Single sign 5| 2| 3| 4] 5| 6f 6] 7 8
13| Two-factor authentication 5| 2| 3| 4] 5| 6f 6] 7 8
14|Java 5| 2] 3| 4| 5] 6] 6 7 8
15|INTLM Authentication 41 2| 3| 4] 5| 6| 6f 7 9
16|Privacy 41 2| 3| 4] 5] 6] 6f 7 9
17|Intrusion detection 31 2 3] 4] 5| 6| 7| 8 10
18|PPP 2| 2] 3| 4] 5] 6] 7| 8 10
19|Remote Acess Network 21 2| 3| 4] 5|1 6| 7| 8 10

Y A A =X =~ = o q U 1y
‘lmaammﬂszmu‘ﬂ 1 83 16 N Cluster 1 7 mswmimmmqmayamm

S A

an

53

waulaldlunu 16

< % ' s ' 4 3 A 4 < 'R '
ﬂﬁxmu G‘]?ﬂmmiﬂu‘m%}mg,a‘lﬁ 7 ﬂQ‘JJG]dN 6 ﬂqiJLLiﬂ!f]JuﬂiglﬂUﬁ!ﬁﬁ]ﬂlﬁﬂﬂﬂlﬂuﬂﬂjﬂﬂgﬂﬂﬂm@ﬂwu’lﬂﬁiﬂ

1180 Authentication

3) Biometrics
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2|1 3|4/5/6|7 8 10

1|Smart Cards S5 1 1) 1f 1f 11 1] 1 1
2 |Finger Print 342 22| 22|24 2 2
3[Access Control 271 2| 2| 2] 3] 3] 3| 3 3
4|Face, Recognition 26| 21 2] 2| 3| 3] 3| 3 4
5| Authentication 191 2( 3|3 4| 4| 4] 4 5
6| Voice biometrics 15| 2| 3| 3| 4] 5] 5| 5 6
7|Privacy 14 2| 3] 3| 4] 5| 5] 6 7
8|Iris 131 2| 3| 3] 4] 5[ 5] 6 8
9|CCTV & Cameras 6 2 3| 4] 5| 6] 6 7 9
10 [ Information security 3 2] 3] 4| 5] 6] 7| 8 10
11|XML 2| 2| 3| 4] 5] 6] 7| 8 10
12[Hand Geometry 2] 2| 3] 4| 5| 6| 7| 8 10
13| Crypto-Gram 21 2] 3] 4| 5] 6] 7| 8 10
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4) Cryptography
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2| 3| 4| 5/6|7|89] 10

1|Key Cryptography 721 tf tf rf rf rf rf 1f 1 1

2|Privacy 371 21 2] 2| 2| 2| 2f 2f 2 2

3| Quantum 191 2| 3| 3] 3| 3| 3] 3| 3 3

4|Java Cryptography 23| 2| 3| 3] 3| 3| 4| 4| 4 4

5|PGP 1] 2| 3| 4| 4| 4| 5| 5 5 5

6|Policy 9| 2| 3] 4| 4] 5| 6] 6] 6 6

7Network Security 8| 2| 3| 4| 4] 5| 6] 6] 7 7

8|Information Security 71 2| 3| 4| 4| 5| 6| 6| 7 8

9|Digital Signatures 6| 2| 3] 4] 4] 5] 6] 7| 8 9

10| Steganography 5| 21 3| 4| 4] 5] o] 7] 8 9

11| Attacks 31 2| 3] 4] 5] 6] 7] 8 9| 10

13|RSA 31 2| 3] 4 5] 6] 7] & 9| 10

14|Internet Cryptography 3 2 3| 4| S| of 7| 8 9f 10

15| Codebreakers 31 2| 3] 4] 5] 6] 7] & 9| 10

16| Legislation, Law 21 2| 3| 4] 5] 6 7| 8| 9 10
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5) e-Commerce
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2(3(4(5/6]7) 8910

1|SSL 461 1| 1y 1f 1| 1f 1f 1 1 1

2[Hosting 430 1) 1) 1| 1 2 2f 2f 2 2

3|Network Security 400 1) 1 1f 1f 2f 2f 3| 3 3

4|Internet Security 291 2| 2| 2| 2| 3| 3| 4| 4 4

5|Certificates 211 2] 2| 3| 3| 4| 4| 5| 5 5

6| Web Hosting 13)-2] 2| 3| 4| 51 5| 6 6 6

7|Law 71 2| 3| 4] 5} 6] 6| 7| 7 7

8|Security Audit 6l 2| 3| 4| 5| 6| 6| 7| 7 8

9| Programming 5| 2 3| 4| 5] 6| 6] 7| 8 9

10| Seal 4 2| 3| 4| 5|1 6/ 61 7| 8 9

11|PKI 4 2| 3| 4| 5|1 6/ 61 7| 8 9

13 [Policy Framework for Interpreting Risk 21 2| 3| 4| 51 6f 7| 8 9] 10

14| Homeland Security 21 2] 3] 4] 5] 6] 7| & 9 10

15[ Commerce Security Information 21 2| 3] 4] 5|1 6| 7| 8 9| 10
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6) e-mail Security

MINA v-6: taasMITangueslsziAudosaoi o nan e-mail
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2| 3| 4|5/6|7(89] 10

1|Privacy 69| 1| 1] 1| 1| 1f 1f 1f 1 1
2|Encryption 65| 1| 1] 1] 1] 1] 1] 2| 2 2
3 Network Security 471 21 2| 2] 2| 2| 2| 3| 3 3
4|Spam 36 2| 2| 3| 3| 3| 3| 4| 4 4
5| Virus 28| 2| 2| 3| 3| 4| 4| 5| 5 5
6|Policy 24] 2| 2| 3| 3| 4| 4| 5[ 6 6
7|PGP 200 2| 3| 4| 4| 5| 5| 6f 7 7
8|Information Security 171 2| 3| 4| 4] 5 5] 6| 7 7
9[Anonymous 16 2 3| 4| 4] 5| 5| 6| 7 7
10| Filtering 14] 2| 3| 4| 4| 5| of 7| 8 8
11|Anti-Spam 13] 2| 3| 4| 4| 5| of 7 8 8
13| Anti-Virus 12) 2| 3| 4| 4| 5| of 7 8 8
14|MIME 101 21 3| 4| 4| 5| of 7 8 8
15| Internet Security 81 2| 3] 4] 5] 6] 7| 8 9 9
16 [Response 70 2| 3| 4] 5] 6] 7] 8] 9 9
17| Auditing 6| 2| 3] 4| 5| 6] 7| 8 9 9
18| Security Testing 6 2| 3| 4| 51 6| 7| 8| 9 9
19|Hoax Emails S 2] 3| 4| 5| 6f 7| 8 9] 10
20| Certificates 41 2| 3| 4| 51 6| 7| 8| 9 10
21| Administration 3| 2| 3| 4] 5] 6] 7] 8] 9 10
22| Security Management 31 2| 3| 4| 5| 6f 7| 8 9 10
23| Firewalls 21 2| 3] 4] 5] 6] 7] & 9| 10
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7) Firewalls
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2| 3| 4| 5| 6/ 7| 8] 9] 10

1 [Network 83| 1f 1) 1) 1 1 1f 1 1 1

2|VPN 48] 2| 2| 2| 2| 2| 2] 2| 2 2

3 |Personal Firewalls 351 2 2] 3] 31 3| 3] 3] 3 3

4|Internet Security 321 2| 2| 3| 3| 3] 3] 4| 4 4

5|Filtering 18 2| 3| 4| 4| 4| 4| 5] 5 5

6| Linux 16( 2| 3| 4| 4| 4| 5| 6] 6 6

7|Anti-Virus 151 2| 3| 4| 4| 4| 5] 6] 6 7

8|Router 14 2| 3] 4| 4| 4| 5| 6] 6 7

9 Windows 14 2| 3| 4| 4| 4| 5| 6] 6 7

10| Information security 141 2| 3| 4| 4| 4| 5] 6] 6 7

11]IDS 6l 2| 3| 41 5| 5| 6| 7| 7 8

12|Scan Port 6 2| 3| 4] 5| 51 6| 7| 7 8
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v
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2| 3[4|5/6|7(8]9] 10

13|SSL 4 2] 3] 4| 5| 6f 7| 8] 8 9

14| Unix 21 2 3] 4] 5| 6f 7| 8] 9 10

15 | Encryption 201 2| 3| 4] 5| 6] 7| 8] 9 10

16 | Penetration Testing 201 2| 3| 4] 5| 6] 7| 8] 9 10
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8) Intrusion Detection Systems
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213]4|5/6|7) 89 10
1 | Network security 280 1) I 1) o1 o1 o1 o1f o1 1
2|Firewall 22 1) 2 2| 2 2f 2| 2] 2 2
3| Audit 190 1 2| 2| 3| 3] 3] 3] 3 3
4|Hackers & Hacking 150 1| 2| 3| 4| 4| 4| 4| 4 4
5| Snort 130 1] 2| 3| 4| 5|1 5] 5| 5 5
6| Vulnerability 4 2y 3| 4| 5| 6| 6| 6] 6 6
7| Scanner 41 2| 3| 4| 5] 6] 6f 6| 7 7
8| Honeypot 4 2| 3| 4] 5| 6 6| 6| 7 8
9| Internet Security 3 2 3] 4] 5| 6f 7| 7] 8 9
10 | Information Systems 31 2 3| 4] 5| 6] 7| 7| 8 9
11| Detection signatures 31 2 3| 4] 5| 6] 7| 7| 8 9
12| VPN 2|1 2| 3 4f 5| 6 7| 8 ¢ 10
13 | Intelligent intrusion 21 21 3| 4) 5| 6] 7| 8] 9 10
14 |File Integrity 2| 2| 3 4| 5| 6 7| & 9 10
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9) Networking Security
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2| 3| 4|5/6|7) 89| 10
1| Intrusion detection 291 1) 1) rf 1 o1 1) o1f 1 1
2| Scanning 231 11 1} 1 2| 2 2| 2] 2 2
3| Anti Virus & Virus 371 1) 2] 2| 3| 3| 3] 3] 3 3
4 Policy 220 1) 1) 1 2 2f 2| 4] 4 4
5|Hacking 210 1) 1) 1 2 2f 2| 4] 4 5
6| Encryption 141 2 3| 3| 4| 4] 4| 5| 5 6
7| Wireless Network 140 2 3| 3| 4| 4] 4| 5| 5 6
8|Penetration Testing 131 2| 3| 3| 4| 4| 4| 5] 5 6
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9 | Information security 91 2| 3| 3| 4| 5] 5| 6] 6 7
10| Internet Security 9f 2 3| 3| 4| 5| 5| 6] 6 7
11 | Firewalls 8| 2| 3| 3| 4| 5] 5] 6| 6 7
12| Biometric 6l 2| 3| 4] 5| 6 6f 7| 7 8
13| Smart Card 5 21 31 4] 5| 6f 6 7] 8 9
14 | Information Systems Security 51 2| 3| 4] 5| 6] 6| 7] 8 9
15 | Privacy 41 2| 3| 4] 5| 6 6f 7| 8 9
16| VPN 41 2| 3| 4] 5| 6 of 7| 8 9
17 | Hotfix Checker 21 2 31 4] 5| o6f 7| 8] 9 10
18 | Vulnerability 21 2| 3| 4] 5| 6 71 & 9 10
19| Certificate Security 21 2| 3] 41 51 6] 7| 8] 9 10
20| Cert Coordination Center 21 2 31 4] 5| o6f 7| 8] 9 10

Y A < ~ A o q Y 1 N A
llmaﬁ)mmﬂi:muw 193 11 N cluster N 4 W‘Iﬁ15‘1/1111(?1L1J\3ﬂ§ﬂ"1]f]1|"ﬁﬂ'3'mﬂ‘1/1
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1918 TR 16

< % vy Y T2 ' 3 3 A 4 2 'K '
ﬂﬁzmu cﬁqmmimmway_a‘l@ 4 ﬂqucﬁq S, ﬂ'qM!Liﬂlﬂ’Ll’1Ji$Lﬂuﬁ!ﬁﬂﬂlﬁﬂll'llﬂHﬂu?ﬂﬂgﬂﬂﬂﬂlﬂﬁﬁuﬂlﬂﬁyj

Wan Network Security

10) Operating System

ey iszian AND Cluster

2| 3[4|5|6|7(8]9] 10

1|Linux 97| I 1f 1 1] 1f 1f 1] 1 1
2| Windows 82 1 1] 2] 2f 2f 2| 2] 2f 2
3[Unix 70( 1 1] 2] 2 3] 3] 3] 3 3
4[Network Security 46| 2| 2| 3| 3| 4| 4| 4| 4 4
5|FreeBSD 301 2| 3| 4] 4] 5| 5] 5] 5 5
6|Patches 30] 2| 3| 4| 4] 5| 5| 5| 5 5
7|Mac 24| 2| 3| 4| 4] 5| 5[ 6] 6] 6
8|Information Security 23| 2| 3| 4] 4] 5| 5] 6f 6 6
9| Audit 23| 2| 3| 4| 4] 5| 5[ 6] 6] 6
10]Solaris 221 2| 3| 4| 4| 5| 5| 6f 6 6
11]Access control 17) 2| 3| 4| 5| 6| 6] 7| 7 7
12| Exploits 14] 2| 3| 4] 5] 6] 6f 7| 7] 8
13 |Microsoft 14] 2| 3| 4] 5] 6] 6f 7] 7] 8
14[Hackers & Hacking 10{-2| 3| 4| 5| 6] 6| 7| 8 9
15|Security Checklist of 2 3| 4| 5] 6| 6] 7 8 9
16|Smartcards 5[ 2 3] 4] 51 6] 7] & 9] 10
17| Application Security 5(21 3] 4| 5| 6| 7| 8] 9 10
18] Anti-virus 5| 2 3] 4] 5| 6 7| 8] 9| 10
19[Oracle Security 41 2| 3] 4] 5[ 6] 7| 8 9] 10
20|OpenVMS 3| 2] 3| 4] 50 6] 7 8] 9] 10
21|Network Operating System 3 2] 3] 4| 5| 6] 7| 8 9| 10
22|Intrusion Detection System 2 21 3] 4| 5] 6] 7| 8] 9| 10

Y A < a ~ o Y vy aa
'lmaﬂmmﬂigmu‘w 1 94 10 N clustet N1 5 W§1$‘1/]11WLL‘1J\1T1Q115UE]lluﬁﬂ’ﬂlm“l/l

]
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UIaU

1918 1Ay 16

< 4 ' o ' < 3 A 4 < ' '
ﬂﬁzmu c’?ammiaum%’agaﬂﬁ 5 ﬂij‘ll‘*dlﬁ 4 ﬂqmwmﬂuﬂizmuﬁlﬁamﬁammuﬁmwgﬂaﬂmawmﬂﬁy‘

Wan Operating System



58

11) Policy
A o ' g o Y
ATNWN VU-11: L!ﬁﬂ\iﬂﬁTlﬂﬂqumﬂﬂﬂimﬂuﬂﬂﬂ@]@ﬁ')%@ﬁﬂﬂ Policy
e sziau ANND Cluster
2|1 3(4| 5|6/ 7
1|Privacy 1341 1) 1f 1] 1] 1 1
2 [Information security 9 1| 2] 2| 2| 2 2
3 [Network Security o4| 1| 2] 3| 3| 3 3
4|HIPAA 11 2| 3| 4| 4] 4 4
5| Windows 51 2] 3| 4| 5| 5 5
6|Law 4 2| 3] 4] 5[ 5 6
7|Rfc 2196 2| 2| 3| 4| 5| 6 7
8| Access Control 2 2] 3] 4| 5] 6 7

< 1 a <
Iddenemnisziaumsiziideyatiosun naz lumu 10-16 Ysziau
12) Privacy

A o ' AN "o o
ANTNN V-12: L!,ﬁﬂ\?ﬂﬁ%ﬂﬂquﬂlﬂﬂﬂizmuﬂ@ﬂﬂﬂﬁ’]‘ﬁﬂﬁaﬂ Privacy

a0y sziau A Cluster

2| 3(4|5/6|7(89] 10

1|Privacy Policy 243 1| 1| 1| 1] 1f 1 1] 1 1
2|Privacy Statement 91 2] 2 2| 2] 2| 2| 2| 2 2
3|Rights 37( 2| 3| 3] 3| 3] 3] 3] 3 3
4Internet Privacy 311 2] 3| 3| 3| 4| 4| 4| 4 4
5| Anonymous and Anomymity 29| 21 3| 3| 3| 4| 4| 4| 4 5
6|P3P 20| 2| 3| 3| 4] 5| 51 5] 5 6
7|HIPAA 11 2| 3| 4| 5| 6] 6| 6] 6 7
8|Law 8| 2 3| 4] 5{ 6f 7| 7] 7| 8
9|Personal privacy 6 21 3] 4| 5|1 6] 7| 7] 8 9
10|PGP 6| 2| 3 41 51 6] 7| 7| 8 9
11]Cookies 512 3 41 51 6] 7 7] 8 9
12|GNU Privacy 52| 3| 4] 5] 6] 7f 7| 8 9
13 [Digital Privacy 6 21 3| 4| 5|1 6] 7f 7| 8 9
14|Biometrics 3|21 3[ 4| 5] 6] 7| 8] 9] 10
15|Privacy laws 312 3[4 5] 6] 7 & 9} 10
16 [Privacy Management 31 213 4] 5] 6f 7] & 9 10
17 [Printed Copy 21 2| 3] 4] 5 6| 7| 8| 9] 10

Y A 2 A = =~ = o Q¥ 1 ) A Yy 1 a
"lmaammﬂszmu‘ﬂ 1 99 13 N cluster N1 8 lWiW%T]”IGLWLL‘]JQﬂZjﬁJEUﬂyﬂﬂ?WNﬂﬂuWﬁuiﬂqﬂqumu 10
< 5 ' o ' J 3 A 4 J X '
ﬂizmu %Qﬁ?ﬂ?iﬂuﬂﬂ‘lﬁl}f‘)gﬁv]’ﬁ 8 ﬂijll“‘?\i 7 ﬂq11!!,'5ﬂ!,‘l]1!ﬂigmuﬁ!ﬁﬂﬂlﬁﬂﬂ%ﬂuﬁu')ﬂﬂyjﬂﬂfJEU'ENWiJ’JﬂﬁH

Wan Privacy
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13) Risk Assessment and Analysis

= o ' =) "o o
ATNN VU-14: memﬁmnqmmﬂizxﬂuﬂaﬂmm%’ﬂwan Risk Assessment and Analysis

o o < =
a1y sziau AITNE Cluster

2| 3(4|5/6|7[8]9] 10
1| Information Security wof 1 1 1} 1f 1f 1} 1] 1 1
2 | Network Security 621 11 2 2| 2| 2 2| 2] 2 2
3|HIPAA 301 2| 3] 3| 3| 3| 3] 3] 3 3
4| Vulnerability 301 2| 3] 3| 31 31 3] 3] 3 3
5| Security Audits 171 2| 3| 4| 4| 4| 4| 4| 4 4
6| Privacy 120 2| 3| 4| 5| 5] 5] 51 5 5
7 | Internet Security 111 21 3| 4| 51 5| 5| 5| 5§ 6
8| Virus 8| 2| 3| 4| 5| 5| 6] 6] 6 7
9| Threat 6l 2| 3| 4] 5| 6 71 7| 7 8
10| Investigation 61 2| 3| 41 5| 6| 7| 7| 7 8
11| Business continuity 521 31 4] 5| of 71 7] 8 9
12| Methodology 51 2| 3| 4] 5] 6f 71 7| 8 9
13| Policy 51 2| 3| 4] 5] 6 71 7| 8 9
14| Risk Assessment Process and Methodology 521 3] 4] 5| of 71 7] 8 9
15| Security Plan 51 2 3| 41 5| 6| 7| 7] 8 9
16 | Intrusion detection 4 21 3| 4] 5| 6f 71 7] 8 9
17| Security Survey And Risk Assessment 31 2 3 4] 5| 6] 7| 8] 9 10
18 | Assessment Checklist 21 21 31 4] 5| 6f 7| 8] 9 10
19 | Penetration Testing 21 2 3| 4] 5| 6| 7| 8] 9 10

3 A = 0 ' ' A 1 a
Iddenosziaui 1 89 10 cluster 119 s limiingudeyannudiuieuls 18 liny 16
< & ! Vo ' S A 4 = ' .
Uszitn Faamnsoudsdoyald 9 nguas 8 nquusnilulszuideniounilunuianydesveiuiany

1an Risk Assessment and Analysis
14) Viruses Worms Trojans and Malicious Code

{ Y ' S v w9 o . . ..
@]ﬁNﬁ V-14: Llﬁﬂﬂﬂ']i%ﬂﬂquﬂlﬁ]ﬂﬂimﬂuﬂﬂEJ@I’E]‘H’J"U’E]‘I’mﬂ Viruses Worms TrOJans and Malicious Code

o w < a
aay sziiu AN Cluster
21 3[4|5]6|7(89] 10
1|Network Security 19| 1 1 1} 1 1f 1f 1f 1 1
2| Anti-Virus 63 2| 2| 2| 2 2| 2| 2] 2 2
3| Information Security 57120 2| 2 21 3| 3] 3| 3 3
4| Internet Security 54 2] 21 2| 2| 3| 3] 3| 3 3
5 [Security Scan 471 2| 2| 2| 3| 4] 4] 4] 4 4
6| Anti-Trojan 261 2| 3| 3| 4] 5| 5] 5| S 5
7| Firewall 22 2| 3] 3| 4| 5| 5| 6] 6 6
8|Privacy 20 2| 3] 3| 4| 5| 5| 6] 6 6
9| Vulnerabilities 18] 2| 3| 3| 4| 5| 5] 6] 6 7
10| Patch 170 2 3| 3| 4] 5| 5| 6| 6 7
11| Hacking 13 2| 3| 4| 5| 6] 6| 7| 7 8
12| Virus Information 130 2| 3| 4| 5| 6] 6] 7| 7 8
13 | Hoaxes 1y 2 31 41 5|1 6] 6f 7| 7 8
14| CIAC, Computer Incident A 91 2| 3| 4] 5| 6| 6| 7| 8 9
15|CERT 8| 2| 3| 4| 5| 6] 6| 7| 8] o
16 | Attacks 71 2| 3| 4] 5| 6| 6f 7| 8 9
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o w < =
any sz1au AN Cluster
2| 3[4|5/6|7(8]9] 10
17| Threats 4 2| 3] 4 5| 7| 6| 8] 9 10
18 | Exploits 41 2| 3| 4 5] 7] of 8] 9 10
19 | Backdoor Trojan 41 2 3] 4| 5| 7| 6| 8 9 10
20 (PGP 31 2| 3| 4] 5| 7|1 6| & 9 10
21| Security incidents 3 2 3] 4] 5| 71 6| 8] 9 10
22 | Exploit 31 2| 3| 4] 5| 7|1 6f 8 9 10
23| Content filtering 31 2 3| 4] 5| 7] 6| 8] 9 10
24 [ Malicious 21 2| 3 4] 5| 7|1 6f 8 9 10
25| Risk Management 21 2 3] 4] 5| 7|1 6| 8] 9 10
26 | Hacker 2 2| 3| 4] 5| 7|1 6f 8 9 10

3 A = o 1 ' A 1 a
Ididenosziaui 1 89 11 cluster 01 4 mszihlimisngudeyannudiuieuls 1dliny 16
< & ! v ' = 3 A 4 = X .
Usziau deenunsontsdoya’ld 4 nguae 3 nquusnidluilszmuin@eniouiunuianyjdosvesnuiany

WAN Viruses Worms Trojans and Malicious Code
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N1390NUUVITUL

v v
f-1. ﬂ1W'i'JNﬂ')‘]uﬁuwuﬁmﬂﬁﬂﬁl‘lﬂﬂiﬂﬁzﬂﬂ

n

Enterprise Security Portal

s

contemjrain.php

content/detail.php

dgssearch/Search.php

menuspan/span_data.php

security/authen.php

=

content/admin.php

i i f }
L ® = s

sortCategory/index.php - - content/categoryAdd.php content/categoryEdit.php  content/categoryDelete.php

@ @ A

SRR i content/categoryEditAction.php

content/categoryDetail.php

{ f }
= . 0

content/contentAdd.php content/contentEdit.php content/contentDelete.php

' '
s s

content/contentAddAction.php  content/contentEditAction.php

3 1 a-1: System Overview Design
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A-2. M30DNULUNINIVOEIUGITIIUIZUD (User Screen Design)

3190 A-1: M3venuUUUT VBN ayaKan

Wi WihveuaAItoyaNaN

Y .
uﬁmaga /content/main.php
o _a v o o ) ' v P a
AoTue wihvoudaswandn Tagazuanasiemsdeya / Uszinndoyadesmeldilszinndeya

Mrua
Aoy o ) v
ansudn CategoryID = 31id)szianiidesmsgdoya
M13197 A-2: M3eRNIUUYT IBuEAITaYAdDY
Y 9 9y U

Wie wihweudastoyados

Y .
urludoya /content/detail.php
Aedue WihveuaAAIT10az108AY 010
VAo o a9 9
Ansudn categorylD = s¥arlsginnide in1sgioya

U

contentID = s AYDYANADINTRTOYA

U

A-3. N13590NIULHINVDEIUAAIAIZUY (Administrator Screen Design)

M157197 A-3: M3oenIULUI Ve nANHguUaszL

Y 9 o 9
W1 WinvendndguaszUL
Y .
urludoya /content/admin.php
J v
fMediy WINENANYOIGQUATLUY HAAIMIIANYVB o IMEN asaiu/ud lu/ay
' L o Y
WIAryUeuienIvan I
= 9 = 9 Y,
M397 A-4: MIvenuuuMieeazBeateyamelilizinnlan
9 9 = 9 9
Wi wihveswazideaveyamelalszanlan
L!‘ﬁusﬁlﬂyﬁ /content/categoryDetail.php
o a =) o w o A [~
GRGERTRY wihveun lvswazideavelsznndoyadiwulag Geaun 1iludull) Taganso
' ¥ 1 '
/i lu/audeyaiion (lunsali lutilszinndoyades) visemiu/ud lv/audszan
Yoyadosluszavae 11
Mnsuin categoryID = 5¥avostlszinndoyandonisud lu
= 9 A A v
M3199 A-5: MsepnuDUNIIeINTBVBIsTIANT oY
1] 9 A A %
Wi wihvemudevesilszinndoya
L!‘ﬁusﬁlﬂyﬁ /content/categoryAdd.php
o A 0w A ) A A 9
fMedue dmSunsentovesdizinndoya e lihiudoya
@ I a 1 ]
anvauzdumstlantharalva (popup)
A A 9 3 Y = 9 1 v v Y o
WemndeyaaSwarantiia1e wiew update Yoyaniiman
v Ao Y o 9 ~ (B 9 [ 9 [ [
Mnsuin ParentCategoryID = 5Waveslszinndeyanegnouni 1 szau (41 ludwmaasiniu

b
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@

JoyaszAugaga)

= 9 vy A )
AT NN A-6: msaammumnﬂE]uﬂ”lwaéumﬂizmmaga

v ] vy A )
N0 wihveun lu¥evelszinndoya
L!‘ﬁusﬁlﬂyﬁ /content/categoryEdit.php
o A o o gy A 9 v a '
RRGRATRL dmSuud lvdovenlszinndoya Tavvzuaasdoyadnlu extbox nou
@ I 1 ]
anvauziumsdantharalva (popup)
A A 9 3 Y A Y 1 ] 9 Y o
oy Uy a3 dIANTINA1 WTBN update VBYAUUINAN
P Ao v o ) Ay Y
ANV categorylD = sHavesszinndoyandesmaun v
a ) 4 9 &
A13199 A-7: MIBBAULVUNUIIBINNVDYAILBHN
v v A g &
N0 NUIBINNYBYAITIBH
L!‘ﬁusﬁlﬂyﬁ /content/contentAdd.php
o a 1 = Y 9q 1 = dy 1 . . Y
RRGIRTRL] Jusivazdeaveveya TaelildswazideaiilonIFIUN 4 Rich Text Edit Module 1487
o g & v A by Wy oy A o
vanuilon 131w file HTML ritoanuazanuazdangulunmsud luton lunends
VAo F) o ) ~ U A g
AN categoryID = 3 eryed1lszianvayanogiiieveya
=~ 9 ) Y S
A15199 A-8: MyevntuUWIveuN ldeyarion
P v v v &
N0 wihveun ldoyation
uﬁm%’am /content/contentAdd.php
Aodue uf lvdoya Taeau file HTML 4w uaaa i Rich Text Edit Module
P Ao 9 o v Ay 9|
MU contentID = 5HavoItoyaNABINTUA 1
A151991-A-9: N3 BB NUULHTIBUULIBA T
9 9
N0 NUOUULONANT
Y
urludoya /content/attach.php
RRGEATRL W A ONATHUY
Mnsuin contentID = 5H @YD YANADINFUULION AT

U

A-4. N30ONILUHINVOT 1S UAUT1 (Search Design)

A157197 A-10: MFOOANULHINIBLEAIMS S UToyad T DAUM

Wi wihvenaamssudoyadmiuAum

L!‘ﬁusﬁlﬂyﬁ /dgssearch/search.php

o a Yy  Hdq¥s o 9 y o o o Ayqw y H o

AoFue wihaenlddmsudumTasaumondrdwandlddowdnn vnduszuueziing
Y 9 sy A0 g
Aumlugmdeyauas Tvladoyandamny

VAo Y o Ay

Ansudn keyword = f171d04M13¥1

num = $1undesmsuaaluudazniinee
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mseanuuulnssasagudeya

= ) 9
AT NN 3-1: Iﬂiﬂﬁi?ﬂﬂ?uﬂlﬂyﬁ

A
¥9 Table

1895118 Table

CATEGORY

< )
mnﬂazmmawam

CONTENT

& v
IHavBNUDYa

FILE_STORAGE

) v g I Y Y ' £ 9
asndmsuny lladeyaslam vesdeyadien meldszinndoya

USERS RERRE I TLT AL AR
swazReavedlasiadsioye
¥ Table %o Field rHavoNa fMoBLY FK | PK Null
option
CATEGORY CategorylD Number(6) sialszinndoya (pk) | Not Null
CategoryName Varchar(255) So1l szIANYoya Not Null
ParentCategory Number(6) saszin ﬂ%’ay,aﬁ Not Null
MioNI 1 5¥AL
Description Memo frefuiedszian Not Null
Hoya
SortID Number(5) MauaNNdaRy Tay
eI IRUA U IATY
nnunliidee
MasterID Number(6) sialszinndeyanan Not Null
CONTENT ContentID Number(6) W ﬁlsljﬂiqlla (pk) Not Null
categorylD Number(6) Nd ﬂizmm’fay,a (k) Not Null
title varchar(255) ‘%ﬂ 1o ﬁ‘EN Not Null
Author varchar(50) é’u@im?m%’mm Not Null
WA
OtherContributors varchar(50) é’s";mmw%’@wﬁ’mmugu Null
UONIINAUAINSD 131901
wanuiinseising luded
ftN
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#0 Table $o Field ¥iiavoya AREUE FK | PK Null
option
DateRefer datetime Tuindeda Not Null
DateCreate datetime ‘Eu‘ﬁ-nmﬁmwam Not Null
DateModified datetime Suit-nadiuye Not Null
Yoyaaiga
Visitor Number(5) Sy Null
HtmlIPath varchar(255) "'Tlfﬂ Path ‘ﬁllfdm Tl Not Null
HTML
(contentID.txt) “dﬁ N !'lcj U
30009
(Description) U9
319017 f:’
MasterID Number(6) salsznndo yau an Not Null
Publisher varchar(120) ﬁ1ﬁnﬁuﬁ/wdaﬁm Null
ResourceType varchar(2) 15 $LJ‘I1/IL“§E)WW Null
FILE STORAGE | fileID Number(6) siia lddoya (pk) | Not Null
ContentID Number(6) IHANMITN (fk) | Not Null
CONTENT
fileName datetime ‘f'fﬁl Vlﬂﬁ%ﬂyﬁ (Lall) Not Null
filePath datetime ‘?;’0 path 1Wldde ya Not Null
(..+fileID+fileName)
fileType varchar(50) ﬂixlﬂﬂ1W5{J}ﬂya Null
describe Memo fodue lwddeya Not Null
dateLastUpdate datetime Suii-nmdsudss Null
Yoiaa1ga
datePost datetime Fui-naniuddonya Null
Confirm varchar(1) ﬁuﬁuﬁaumsxﬂﬂﬂﬁ Null
Ref varchar(120) meﬂ'ﬁ‘ﬁ'm Null
USERS Userid Number(6) wmmam;ﬁ%’qm (pk) Not Null
Username varchar(8) sHd é}“l“ff} U Not Null
Password varchar(8) THAMIUY Not Null
Name varchar(50) 51? Q] Null
Admin varchar(1) Uszangldam Null
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