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## 4970211521 : MAJOR COMPUTER SCIENCE

KEY WORD: XSS /CROSS-SITE SCRIPTING / SECURITY / WEB APPLICATION
KRITSADA  TERMPORNLORD : SEMI - AUTOMATED XSS TEST USING
FIREFOX ADD-ON.  THESIS ADVISOR : KRERK PIROMSOPA, Ph.D., 76 pp.

Nowadays, one of the most popular attacks on web applications is XSS
(cross-site scripting). Since performing an attack is easy (difficult to detect) and
depending highly on the client-side technology, protection from such attack is difficult.
While most tools usually test with real payloads using real strings from (known) malicious
attacks and only report the payload that is harmful to the system, the number of
payloads alone cannot determine whether the tests are enough. To reduce the problem,
there are many works (research) proposed to counter XSS. In this work, for cleary study
and can see what is lack, we review those works and classify them into groups.
Furthermore, we propose a preliminary method to give user an information to decide if a
site is trustworthy. We propose a new testing concept based on the examination of data
that should be filtered out. Our scheme is based on knowledge from several security
web sites; risk elements, possible attributes and significant words. We validate our
method with other schemes. Result shows that our scheme can inform the risk better
than real string attack's schemes in a weak protection system, but in the strong
protection, real string attack's schemes perform better. When one scheme does not
inform any risk, the other one will do. We propose that both schemes must be used. In
addition, the tool that uses our proposed scheme not only reports the payload but it also

reports risk elements, possible attributes and significant words that have not be filtered

out too.
Department :  Computer Engineering Student’s SIgNature.........evveeiviviiiiieeieeeeeee s
Field of Study : . Computer. Science...... AdVISOr's SIgNature..........oooceeeer i

Academic Year : 2008
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agl/ a o a o dll b4
UANANRLRTNLENLRAEINANNATNNT0 TNT1edLAL (escape)  anasziie 1
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2.1.2 \agNAN (HTTP : Hypertext Transfer Protocol) [9]
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g o ° @ a ¥ A & ©° % ] a a a a :g = 1
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11

dl a '8 & a i’ ¥ A 2 o a o |
317 2.1 nslanuuuanasansealasiansims (andagaasminaanisdudune dany

wihaanisladunanarsisducles urihasnisuasenanisadranaaainaunniladnll

U =Y U o dll a t:lltzl a &
LL@Z@‘@I‘V]’]EI?]@ ‘Viu’]@‘ﬂLLZQﬁ\‘iN@ﬂ’]i“l’]’]\‘i’]umﬂLﬂﬂ@LNZﬁLGﬁ’QVlN@ﬂ?ﬂm‘ﬂﬁ) 4]

kYl

222 Siannsadlanansilng

| = =l

= o . a 1 & a @
nslanduuugansig (Non-persistent) Wsafiizaninsmannsed ksamsUmadunns

o o o ' a a

(AUANAIAUNANNITNINUTDILANNA AT UNSUA NN AT dBUNAI NN T Id T wA
q

! ¥

dszananasaniumalidld WaiusdmasvesyldiuAiainimandoaziinisiuasssing

¥
¥

dinladiiluansdainimasines nislanmlszinnilaniuazfesdanndidaasunnlles

a

wefinesniduaneausensedlafanidsanaiy auinldsaniunisayWils (spoofing) ¥
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1 23
6 6
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a
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Log | about | TAG

Mo protect risk element : 14 {Element available)
embed, laver,base,bgsound, blink, frame,ilayer, input, Frameset, link, script, skyle, title, 7xml

xxlvZ_exx<embed width=1=xxe_2vlox
xxlvE_esx <layer width=1=xxe_Zvlxx
xxlvZ_ewx <base href=1=xxe_2vlxx
xxlvZ_ewx <bgsound src=1 >xxe_2vhxx
sxlvZ_esox <blink =1 =xxe_2vlo
xxlvE_esxx <frame name=1 =xxe_2vlxx

Mo protect risk attribute @ 2850 (String available)
|dynsre| |onclick| |ondblelick| |onkeydown| |onkeypress| [onkeyup| |[onmousedawn| |onmousemave] [onmon

sxlvE_atbxx<input dynsro=1 =xxtta_Zvlxx
xxlv2_atbex<a onclick=1xxtba_2vlxx
wxlvE_atbxx<abbr onclick=1=xxtta_2vlxx
xxlv2_atbxex <acronym onclick=1=xxtta_2vlxx
wxlvZ_atbxx<address onclick=1 =xxtta_Zvlax
xxlv2_atbxex <area onclick=1=xxtta_2vlxx

Mo prokect risk word : 4 (Skring awvailable)
|javascript| |scripk]

wxxlv2_wxx <table background=javascripk=soom_2vlxx
wxlvZ_wos<a href=javascript = _2vl

><><!v2_w><>< <ta_b|e _background:script s _2vlex v
< >
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title

Log | about | ZHAR_EM:

Mot protect char @ _=_' " \_f_#_#_<_
Mo prokect risk string with encode @ § (string available or become malicious word {script))
seelvd_wnoe <table backoround=au 75, Bt x 65 Bl 172 Bkt 3069 Bt 70 Bl 7 oom_Svhor ~
el B e a DreF—Gut o7 3 Bult 63 Bl 7 2 Bt B0 Budt 3 70 Bl 307 9 acaw_Swboe
w3 _weox <table background==2:41 1584 998 1 1982 10584 1 1282 116 > x0m_Ivlxx
sl a href=ga 11582 99820 11484 10584 11288 1 16 =u0aw_Svlio
sexhvd_wnex <table
background=au x6a ; Bt 6 1Bl 76 Bt 06 1} B3 7 5 Bl 363 Bt 1 72 Bl w60 BP0 Bt 1 79 =a0aw_Twhiose [aw

HTML{hex) Encode not protect, HTML dex) Encode not protect.

Protect char :
Protect risk string with encode @ 4
xS <img sro=8x 73 Bl KBTS Bl N T2 Bl 6 Bt 70 Bl T 20w _Svhox
2l I <img sro==8u 1 1 SRR 9982 1 1488 10582 1 1 284 1 16 =xow _Svho
2l 3wk <img
SIC=Eu 60 ; B G ] Bt 70 Bt 0 1 Bl 7 3 Bt MB35 Bt 72 Bl B D Bedt W 70 Badt i 7 0w _ 3wl
=l 3 e <img sro=8# 10688 9783 1 1584 9784 1 1584 9984 1 1483 10588 1 128 116 2mw_3vls

location : htkp: /f127.0,0,1:55555/test3.html  Form no, ¢ 1
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applet, embed, iframe, layer, object width
base href
bgsound src
blink -
body text
frame, ilayer, input, meta name
frameset rows
link rel
script, style type
title lang
xml id
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Attribute Element
dynsrc img, input
onclick, ondbilclick, a, abbr, acronym, address, area, b, big, blockquote, body,
onkeydown, button, caption, center, cite, code, col, colgroup, dd, del, dfn,
onkeypress, dir, div, dI, dt, em, fieldset, form, h1, h2, h3, h4, h5, h6, hr, i,




onkeyup,
onmousedown,
onmousemaove,
onmouseout,
ONMOUSEOVET,

onmouseup,
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img, input, ins, kbd, label, legend, li, link, map, menu,
noframes, noscript, object, ol, optgroup, option, p, pre, q, s,
samp, select, small, span, strike, strong, sub, sup, table,

tbody, td, textarea, tfoot, th, thead, tr, tt, u, ul, var

onblur, onfocus

a, area, button, input, label, select, textarea

onchange,

input, select, textarea

onload, onunload

body, frameset

onreset, onsubmit

form

Onselect

input, textarea

onlayoutcomplete

base, basefont, bgsound, br, col, dd, div, dl, dt, font, head, hr,

html, li, meta, ol, option, p, title, ul

onselectionchange

script

onBeforeCut,

onCut,onBeforePaste,
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blockquote, body, button, caption, center, cite, code, dd, dfn,

onPaste dir, div, dl, dt, em, embed, fieldset, font, form, heading, hr, i,
img, input, kbd, label, legend, li, listing, map, marquee, menu,
ol, p, plaintext, pre, q, rt, ruby, s, samp, select, small, span,
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textarea, tr, tt, u, ul, var, xmp
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onactivate, a, acronym, address, applet, area, b, bdo, big, blink,
onbeforedeactivate, blockquote, body, button, caption, center, cite, code, dd, del,
ondeactivate, dfn, dir, div, dI, dt, em, embed, fieldset, font, form, frame,
onbeforeactivate, frameset, hr, heading, i, iframe, img, input, ins, isindex, kbd,

oncontrolselect,
onmoveend,
onmovestart,

onmove,

label, legend, li, listing, map, marguee, menu, nobr, object, ol,
p, plaintext, pre, q, rt, ruby, s, samp, select, small, span,
strike, strong, sub, sup, table, tbody, tfoot, thead, td, th,

textarea, tr, tt, u, ul, var, xmp
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onbeforeunload,
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onstop
onafterupdate, a, bdo, button, div, frame, iframe, img, input, label, legend,
onbeforeupdate, marquee, rt, ruby, select, span, textarea
onbeforecopy, a, acronym, address, area, b, bdo, big, blink, blockquote,
oncopy

caption, center, cite, code, dd, dfn, dir, div, dl, dt, em, fieldset,
font, form, heading, i, img, kbd, label, legend, li, listing, menu,
ol, p, plaintext, pre, q, s, samp, small, span, strike, strong,

sub, sup, td, th, textarea, tr, tt, u, ul, var, xmp

onbeforeeditfocus

a, acronym, address, applet, area, b, bdo, big, blink,
blockguote, body, button, center, cite, code, dd, del, dfn, dir,

div, dl, dt, em, fieldset, font, form, heading, i, input, ins,
isindex, kbd, label, legend, li, listing, marquee, menu, nobr,
object, ol, p, plaintext, pre, g, rt, ruby, s, samp, select, small,
span, strike, strong, sub, sup, table, td, th, textarea, tr, tt, u, ul,

var, Xxmp

onbounce, onfinish,

onstart

marquee

oncellchange

applet, bdo, object

oncontextmenu

a, address, area, b, basefont, bdo, big, blink, blockquote,
body, button, caption, center, cite, code, dd, dfn, dir, div, dI,
dt, em, fieldset, font, form, hr, heading, i, img, input, kbd,
label, legend, li, listing, map, marquee, menu, nobr, ol, option,
optgroup, p, plaintext, pre, g, rt, ruby, s, samp, select, small,
span, strike, strong, sub, sup, table, tbody, tfoot, thead, td, th,

textarea, tr, tt, u, ul, var, xmp
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a, acronym, address, area, b, bdo, big, blink, blockquote,
body, button, caption, center, cite, code, dd, del, dfn, dir, div,
dl, dt, em, fieldset, font, form, hr, heading, i, img, input, ins,
kbd, label, li, listing, map, marguee, menu, nobr, object, ol, p,
plaintext, pre, g, s, samp, select, small, span, strike, strong,
sub, sup, table, tbody, tfoot, thead, td, th, textarea, tr, tt, u, ul,

var, Xxmp

ondragstart

a, acronym, address, area, b, bdo, big, blink, blockquote,
body, caption, center, cite, code, dd, del, dfn, dir, div, dl, dt,
em, fieldset, font, form, hr, heading, i, img, input, ins, kbd,
label, li, listing, map, marguee, menu, nobr, object, ol, p,
plaintext, pre, q, rt, ruby, s, samp, small, span, strike, strong,
sub, sup, table, tbody, tfoot, thead, td, th, textarea, tr, tt, u, ul,

var, xmp

onerror

body, img, input, object

onerrorupdate

a, bdo, button, div, frame, img, input, label, legend, marquee,

rt, ruby, select, span, textarea

onfilterchange

bdo, body, button, div, fieldset, img, input, marquee, rt, ruby,

span, table, tbody, tfoot, thead, td, th, textarea, tr

onfocusin, onfocusout

a, acronym, address, area, b, bdo, big, blink, blockquote,
body, button, caption, center, cite, code, dd, del, dfn, dir, div,
dl, dt, em, embed, fieldset, font, form, hr, heading, i, img,
input, ins, isindex, kbd, label, legend, li, listing, map, marquee,
menu, nobr, object, ol, p, plaintext, pre, q, rt, ruby, s, samp,
select, small, span, strike, strong, sub, sup, table, tbody, tfoot,

thead, td, th, textarea, tr, tt, u, ul, var, xmp

onhelp

a, acronym, address, applet, area, b, bdo, big, blink,
blockquote, body, button, caption, center, cite, code, dd, del,
dfn, dir, div, dl, dt, em, embed, fieldset, font, form, hr, html,

heading, i, img, input, ins, kbd, label, legend, li, listing, map,

marquee, menu, nobr, ol, p, plaintext, pre, q, rt, ruby, s, samp,
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select, small, span, strike, strong, sub, sup, table, tbody, tfoot,

thead, td, th, textarea, tr, tt, u, ul, var, xmp

onlosecapture a, acronym, address, applet, area, b, bdo, big, blink,
blockquote, body, button, caption, center, cite, code, dd, dfn,
dir, div, dlI, dt, em, embed, fieldset, font, form, heading, hr, i,
img, input, kbd, label, legend, li, listing, map, marquee, menu,
object, ol, option, p, plaintext, pre, q, rt, ruby, s, samp, select,
small, span, strike, strong, sub, sup, table, tbody, tfoot, thead,

td, th, textarea, tr, tt, u, ul, var, xmp

onmouseenter, a, acronym, address, applet, area, b, bdo, big, blink,
onmouseleave blockquote, body, button, caption, center, cite, code, dd, del,
dfn, dir, div, dI, dt, em, embed, fieldset, font, form, hr, html,
heading, i, img, input, ins, isindex, kbd, label, legend, li,
listing, map, marquee, menu, nobr, ol, p, plaintext, pre, q, rt,
ruby, s, samp, select, small, span, strike, strong, sub, sup,

table, tbody, tfoot, thead, td, th, textarea, tr, tt, u, ul, var, xmp

onmousewheel a, acronym, address, applet, area, b, bdo, big, blink,
blockquote, body, button, caption, center, cite, code, dd, del,
dfn, dir, div, dl, dt, em, embed, fieldset, font, form, hr,
heading, i, img, input, ins, isindex, kbd, label, legend, li,
listing, map, marquee, menu, nobr, object, ol, p, plaintext, pre,
q, rt, ruby, s, samp, select, small, span, strike, strong, sub,
sup, table, tbody, tfoot, thead, td, th, textarea, tr, tt, u, ul, var,

Xmp

onpropertychange a, address, applet, area, b, bdo, big, blockquote, body,
button, caption, center, cite, code, dd, dfn, dir, div, dl, dt, em,
embed, fieldset, font, form, hr, heading, i, img, input, kbd,
label, legend, li, listing, map, marguee, menu, nobr, object, ol,
option, p, plaintext, pre, g, s, samp, select, small, span, strike,
strong, sub, sup, table, tbody, tfoot, thead, td, th, textarea, tr,

tt, u, ul, var, xmp
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onreadystatechange a, acronym, address, applet, area, b, base, basefont, bdo,
bgsound, big, blink, blockquote, body, button, caption, center,
cite, code, col, colgroup, dd, del, dfn, dir, div, dl, dt, em,
embed, fieldset, font, form, head, hr, heading, html, i, iframe,
img, input, ins, isindex, kbd, label, legend, li, link, listing, map,
marquee, menu, nobr, object, ol, option, p, plaintext, pre, q, rt,
ruby, s, samp, script, select, small, span, strike, strong, style,
sub, sup, table, tbody, tfoot, thead, td, th, textarea, title, tr, tt,

u, ul, var, xml, xmp

onresize a, acronym, address, applet, b, bdo, big, blink, blockquote,
body, button, center, cite, code, dd, del, dfn, dir, div, dl, dt,
em, embed, fieldset, font, form, frameset, hr, heading, i,
iframe, img, input, ins, isindex, kbd, label, legend, li, listing,
marquee, menu, nobr, object, ol, p, plaintext, pre, g, rt, ruby,
s, samp, select, small, span, strike, strong, sub, sup, table,

tbody, tfoot, thead, td, th, textarea, tr, tt, u, ul, var, xmp

onresizeend, a, acronym, address, applet, area, b, bdo, big, blink,
blockquote, body, button, caption, center, cite, custom, dd,

onresizestart
dfn, dir, div, dl, dt, em, embed, fieldset, font, form, frameset,

hn, hr, i, iframe, img, input, ins, isindex, kbd, label, legend, Ii,
listing, marquee, menu, object, ol, p, pre, g, rt, ruby, s, samp,
select, small, span, strike, strong, sub, sup, table, tbody, tfoot,

thead, td, th, textarea, tr, tt, u, ul, var, xmp

onrowenter, applet, object, xml

onrowexit,
onrowsdelete,

onrowsinserted

a, acronym, address, applet, b, bdo, big, blink, blockquote,

onscroll
body, button, center, cite, code, dd, del, dfn, dir, div, dl, dt,

em, embed, fieldset, font, form, frameset, hr, heading, i,

iframe, img, input, ins, isindex, kbd, label, legend, li, listing,
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map, marquee, menu, nobr, object, ol, p, plaintext, pre, g, r,
ruby, s, samp, select, small, span, strike, strong, sub, sup,

table, tbody, tfoot, thead, td, th, textarea, tr, tt, u, ul, var, xmp

onselectstart a, acronym, address, area, b, bdo, big, blink, blockquote,
body, button, caption, center, cite, code, dd, del, dfn, dir, div,
dl, dt, em, fieldset, font, form, hr, heading, i, img, input, ins,
kbd, label, li, listing, map, marguee, menu, object, ol, option,
p, plaintext, pre, q, rt, ruby, s, samp, select, small, span,
strike, strong, sub, sup, table, tbody, tfoot, thead, td, th,

textarea, tr, tt, u, ul, var, xmp

style a, abbr, acronym, address, applet, area, b, bdo, big,
blockquote, body, br, button, caption, center, cite, code, col,
colgroup, dd, del, dfn, dir, div, dI, dt, em, fieldset, font, form,
frame, frameset, h1, h2, h3, h4, h5, h6, hr, i, iframe, img, input,
ins, isindex, kbd, label, legend, i, link, map, menu, noframes,
noscript, object, ol, optgroup, option, p, pre, g, s, samp,

select, small, span, strike, strong, sub, sup, table, tbody, td,

textarea, tfoot, th, thead, tr, tt, u, ul, var
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