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## 5187338020 : MAJOR TECHNOPRENEURSHIP AND INNOVATION MANAGEMENT
KEYWORDS : KEYSTROKE DYNAMICS / IP ADDRESS/ DIGRAPH
KITSAPONG ASADAMONGKOL : INNOVATION OF IDENTIFICATION PLUG-
INS ON WEBSITE BY KEYSTROKE DYNAMICS. THESIS ADVISOR
ASSISTANT PROFESSOR SUKREE SINTHUPINYO, Ph.D., THESIS CO-ADVISOR

: EMERITUS PROFESSOR ACHARA CHANDRACHALI, Ph.D., 105 pp.

This thesis mentions the use of Keystroke Dynamics in computer security that uses
physical characteristics to identify a person by using a unique individual keystroke sequence
typed via keyboard. The purpose of this thesis is to present a prototype program which employs
the Keystroke Dynamics and IP Address to identify person on a website and to study an
acceptance model of using Keystroke Dynamics on a website. Our method compares the
summation of digraph similarity between profiles and employs a Bayesian Network to evaluate
relation between Keystroke Dynamics and IP Address for person identification. We studied the
acceptance model of using Keystroke Dynamics on a website by using the Questionnaire and
In-Depth Interview method.

The summation of digraph similarity score alone yielded 66.67 percent of accuracy but
with the help of IP Address, the accuracy was improved to 97.00 percent and the results of
possibility study of using Keystroke Dynamics on a website were that 77.67 percent of subjects
were interested to use Keystroke Dynamics on their websites, 16.67 percent were not sure to use
Keystroke Dynamics on their websites, and 6.67 percent were not interested to use Keystroke
Dynamics on their websites.

Moreover, to obtain a better result, another method is required to increase effectiveness
in user identification tasks. We can see from this thesis that combining IP Address to analysis
Keystroke Dynamics can increase the effectiveness to the ordinary method. This thesis can be a
guideline to implement the Keystroke Dynamics identification system to be more effective in the

future.
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Paired Samples Statistics
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Std. Error
hlean I Std. Deviation hlean
FPair DAT2100 5.3000 10 1.56702 49554
1 DATZ1000 1482000 10 3.88158 1.22748
FPair DAT2100 f.3000 10 1.56702 49554
2 DAT21500 16. 7000 10 371334 117426
FPair DATZ1000 14.8000 10 3.88158 1.22T46
3 DAT21500 16. 7000 10 371334 117426
Paired Sampes Correlations
[+ Carrelation Sig.
Pair1  DAT2100 & DATZ1000 10 650 0432
Pair2 DAT2100 & DAT21500 10 628 04z
Pair3 DAT21000 & DATZ21500 10 820 0o
Paired Samples Test
Faired Differences
95% Confidence
Interval of the
Std. Errar Difference
hean Std. Deviation hean Lower Upper 1 df Sig. (2-tailed)
Fair1  DAT2100- DAT21000 -9.5000 310018 88036 -11.7177 -7.2823 -9.690 9 .ooo
FPair2  DAT2100- DATZ21500 -11.4000 2.98887 94516 -13.5381 -9.2619 -12.0681 ] .oon
Fair3d DAT21000- DAT21500 -1.5000 1.52388 48184 -2.9901 -.8059 -3.943 9 003
;:' 9 = = 1 a d'
MNN W 2 mﬂgﬁ%ﬂﬁmiﬂﬂﬁﬂmﬂifJ‘]JLV]EJ‘]JLL“]J‘]Jﬂ”"U?NﬁiJZJﬂﬂ”IuVI 2
Paired Samples Statistics
Std. Error
hean M Std. Deviation hlean
Pair DATATO0 11.4000 10 1.26491 A0ooo
1 DATATO0O 247000 10 374314 1.18364
Fair DATATOO 11.4000 10 1.26491 40000
2 DATAT500 25.3000 10 374314 1.183649
Pair DATATOOO 247000 10 374314 1.18364
3 DATATS00 25.3000 10 374314 1.183649
Paired Samples Correlations
i Correlation Sig.
Pair1  DATA100 & DATA1000 10 AT4 66
Pair2 DATA100 & DATA1500 10 B52 041
Pair3 DATA1000 & DATA1500 10 951 .ooo
Paired Samples Test
Faired Differences
95% Confidence
Interval of the
Std. Errar Difference
Mean Std. Deviation Mean Lower Upper 1 df Sig. (2-tailed)
FPair1  DATA100- DATAT000 -13.3000 3.33500 1.058462 -15.6857 -10.9143 -12.611 9 .ooo
Fair2 DATA100- DATA1500 -13.9000 3.07137 87125 -16.0971 -11.7029 -14.311 9 .oon
FPair3 DATA1000- DATA1500 - 6000 1173749 37118 -1.4397 2397 -1.616 ] 140
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Paired Samples Statistics
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Std. Error
Mean [+ Std. Deviation Mean

Fair DATATOO 11.4000 10 1.26491 40000

1 DATZ100 5.3000 10 1.56702 49554

Pair DATA1000 24,7000 10 374314 1.183649

2 DAT21000 14.2000 10 3.88158 1.22746

Pair DATA1500 25,3000 10 374314 1.183649

3 DAT21500 16.7000 10 371334 117426

Paired Samples Correlations
[+ Carrelation Sig.

Fair1 DATA100 & DATZ2100 10 BA1 037

FPair2 DATA1000 & DATZ1000 10 .8a3 o1

FPair3 DATA1500 & DATZ1500 10 958 .00

Paired Samples Test
Faired Differences
95% Confidence
Interval of the
Std. Error Difference

Mean Std. Deviation hiean Lower Upper df Sig. (2-tailed)
Fair1  DATA100- DAT2100 6.1000 119722 A7a888 5.2436 69564 16.112 9 .noo
Fair2  DATA1000- DAT21000 9.9000 1.852893 585495 8.65745 11.2285 16.896 9 .nan
Fair3 DATA1500- DAT21500 8.6000 1.074587 33993 7.8310 9.3640 25.299 ] .0oo
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