2.1 (encryption technique)
(cryptography)
(plaintext  clear text) (text file)
(text) (binary)

(ciphertext) 21 [3]

2.1

(hashing function)
(secret key cryptography)
(public key cryptography)

01 2
(authentication)
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2.11 (secret key cryptography)
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2.2

, (kerberos authentication
system)[6]

(session)

2.12 (public key cryptography)

(private key)
(public key)

asymmetric
cryptography 2 [4]
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2.3

2122

(signature)
(digital signature)
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2.2

2)

(encryption based authentication)

(one-way)
(two-way)
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2.3 | (key exchange)

(session key)

(random)

10

24 (one-time password)
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242 (one-time password protocol)
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2421 (prompt)

222 ( )

25
(SSL : Secure Socket Layer)[7]
Netscape Communications
World Wide Web

Internet Engineering Task Fore (IETF) (TLS : Transport
Layer Security)[7]

25.1

(TCP
: Transmission Control Protocol) [ (TCP/IP : Transmission

Control Protocol/Intemet Protocol)
(Application Layer)  HyperText Transport Protocol (HTTP),

Lightweight Directory Access Protocol (LDAP), Internet Messaging Protocol (IMAP)
29



HTTP LDAP IMAP

Secure sockets layer

TCP/IP layer

2.9

(server) (client)

(client-server)

2511

2512
(option)

Application layer

Network layer

(server authentication)

(lient authentication)

13
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25.1.3 (encrypted SSL connection)

(session)

252
(sublayer)

2521 SSL Record

2522 SSL Handshake

(SSL-enabled server)
(SSL-enabled client)
SSL Handshake
)
2)
3)
4) (session key)
) (encrypted SSL connection)

253

DES. (Data Encryption Standard).
DSA. (Digital Signature Algorithm).
KEA. (Key Exchange Algorithm),
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MD5. (Message Digest algorithm).
RC2 and RC4. (Rivest encryption ciphers).
RSA. (Rivest, Shamir, and Adleman).

RSA key exchange.
SHA-1. (Secure Hash Algorithm),
SKIPJACK.
Triple-DES.
(authenticating) (certificate transmitting ) (session keys)
(negotiate)
(policy),
2531 (strongest cipher suites)

- Triple DES 168-bit Encryption, SHA-1 message authentication

2532 (strong cipher suites)
- RC4 128-bit Encryption, MD5 message authentication
- RC2 128-hit Encryption, MD5 message authentication
- DES 56-bit Encryption, SHA-1 message authentication
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2533 (exportable cipher suites)
- RC4 40-hit Encryption, MD5 message authentication
- RC2 40-hit Encryption, MD5 message authentication

2534 (weakest cipher suite)
- No Encryption, MD5 message authentication

x 7 '
(RSA key-exchange) g\ s Jl ]
FORTEZZA Cipher Suite (KEA key-
exchange)

254 (server authentication)

(certificate)
2.10
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Clients list of

Server's public key B=4[ tru§ted CAs

Certificate's serial number!
O Is today's date

Certificate's validity period
within validity period?

Server's DN
0 Isissuing CA a ‘
Issuer's DN trusted CA? —ho b U AT AAS
Issuer's DN
‘Issuers digital; | Issuer's public key o
signature. 0 Does issuing cA's
public key validate
issuer's digital signature? E
40 Does the doman
name specified in the
server's DN match
the server's actual
domain name?
2.10 !
254.1 (validity period)
2542 (CA : Certification Authorities)

(issuer’s
Distinguished Name)



2.5A3
2.5.4.4
Man-in-the-Middle
255 (client authentication)
(random data) , 11, (hashing function)

211
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John Doe s Cert
John Doe's public key

Certificate's serial number

| Certificate's validity period

John Doe's DN

Issuer's DN

;Issuers digital :
signature

Does user's

pu
val

blic key
idate user's

digital signature?

211

2551

2.5.52

2553

Is today's date

within validity period?

Q Isissuing CA a

trusted CA?

C ) Does issuing CA's

public key validate

issuer's digital signature? E

Is user's certificate
listed in LDAP entry for

user?

Directory Server

Server’s list of
trusted CAs

19



2.5.5A
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