3
3 1 (APl :
Application Program Interface)
(UNIX System call)
(Berkeley Socket)
(SSLeay)
(mSQL)
41
411
N
(Connection Oriented)

41



41

“mSQL Engine”
(Client-Server System) 2

42

T~
C -

42

54

(OTP Server)
(SSL)

(TCP)

(IP)

(Network Interface)

(Datahase Server)



412
(BSD UNIX)
“password” “Jetc/passwd”
4.2 43
. LD >
11 EIIRAS - i >
< ¢ emememeenann e >
4.3

413

(login)

“+OTP*”

55



42

421

44

“OTP CLIENT”

“OTP ACCOUNT"

diusns
gndoya

AlRusns Tusunsu

ATNABY 11395011

SHAH gdoya

______________________________________

56



4211 fork

#include <sysitypes.h>
Ainclude <unistd.h>
pid t fork (void);

4212 close

int close (int fd);

fd

(file descriptor)

57



422 1

4221 socket

#include < sysftypes.h >
#include < sys/socket.h >
int socket (int family, int type, int protocol );

(socket)

(socket descriptor)
family = AF INET /
type = SOCK STEAM

(Connection-Oriented) “TCP”
protocol = 0
4222 bind
#include < sysitypes.n >
#include < sys/socket.h >

intbind (int sockfd, struct sockaddr * local addr, int addrlen )

58



0 1
sockfd socket
local addr  (pointer) (server)
struct sockadd
INADDR ANY
4444
addrlen local_addr
42.2.3 listen
#include <sys/soocket.n>

int listen (int sockfd, int backlog);

(passive) (qQueue) (client)
3 N
0
sockfd
backlog

59



60
4.2.2A accept
#include <sysftypes.h>

#include <sys/socket.h>
int accept (int sockfd, struct sockadd *peer, int *addrlen);

(passive) (wait
state)
sockfd
(readly state)
-1
sockfd
peer
addrlen peer
4225 gethostname
#include <unistd.n>

int gethostname (char *name, int len);



61

name
len

4220 connect
#include <sysftypes.h>

#include <sys/socket.h>
int connect (int sockfd, struct sockaddr * sockaddr, int addlen);

(client)
(server) SOCK _STEAM
0 1
sockfd
sockaddr
struct sockaddr
addlen sockaddr

423

1] lh”

#include "rsa.hl



#include "crypto.h"
#include "x509.h"
#include "ssl.h"
#include "err.h"

4231 SSL._Load error strings
void SSL_load_error_strings ( void );

(error string)
“errh”  “sslh”

4232 SSLCTX *SSL_CTX new
SSLCTX * SL_CTX new (void );

(SSL session)
(structure) SSL CTX
(environment)  (cashed)
(SSL session) (certificate)

SSL CTX

SSL CTX

SSL_CTX
default cipher list
session-id cache

62
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certificate cache

default session-id timeout period

New session-id callback

Required session-id callback

session-id stats

Informational callback

Callback that is set, overrides the SSLeay
X509 certificate verification

The default Certificate/Private Key pair

Default read ahead mode.

Default verify mode and verify callback.
These are not used if the over ride callback
mentioned above IS used.

4233 SSL_CTX useRSAPrivateKeyfile

int SSL_CTX use RSAPrivateKey file(SSL_CTX *ctx, char *file, int type);

CX
file

(absolute path)
type

SSLFILETYPEPEM
4234 SSL CTX use certificate file

int SSL_CTX use _certificate_file(SSL_CTX *ctx, char *file, int type);



64

11 1 (certificate)

Gt
file
type
SSL FILETYPE PEM

4235 SSL load verify_locations
SSL load verify locations(ctx, CAfile, CApath);
#define SSL load verify_locations(ctx, CAfile, CApath) \
X509_load verify_locations((ctx)->cert, (CAfile),(CApath))
Int X509 load verify locations ( CERTIFICATE CTX *ct,

char *file_env, char *dir_env ),

(preprocessor)

Ctx
Cafile

Capath



4236 SSL_set default verify paths
SSL.set default verify paths(ctx);
#define SSL_ et default verify paths(ctx)\

X509 set default verify paths((ctx)->cert)
Int X509 set default verify paths (CERTIFICATE CTX *cts);

(dlefault value) “lusr/local/ssl/lib/ssleay.cnf’

Ctx
423.1 SSL CTX setcipherlist
Int SSL CTX set cipher list ( SSL CTX *ctx,char *str );

(i)
SSL_CTX

Ctx
str
colon
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L TXT RC4 128 WITH MD5 "RC4-MD5"

SSL_TXT RC4 128 EXPORT40 WITH_MD5 "EXP-RC4-MD5"
SSL_TXT_IDEA 128 CBC WITH_MD5 "CBC-IDEA-MD5"
SSL_TXT DES 64 CBC WITH_MD5 "CBC-DES-MD5"
SSL_TXT DES 192 EDE3 CBC WITH_MD5 "CBC3-DES-MD5"
SSL_TXT DES 64 CFB64 WITH MD5 1 "CFB-DES-M1"

SL_TXT DES 64 CFB64 WITH _NULL "CFB-DES-NULL"

4238 SSL *SSL. new
SSL *SSL new ( SSL CTX *ctx )

(SSL connection)

CtX
4239 SSL Clear
Void SSL_clear(SSL *ssl);

(buffer)



42310 " SSL set fd

Int SSL_set fd ( SSL *ssl, int fd ):

ssl
SSL new
fd

accept
42311 SSL._accept
Int SSL_accept(SSL *ssl);

#defme SSL accept(a) SSL2 acoept(a)
int SSL2_accept (SSL *s);

ssl

67



68

42312 [ SSL Connect
int SSL_connect(SSL *3);

(client)
(server)

42313 SSLread

int SSL read (SSL *s, char *huf, int len);

(plain text)

buf
len
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4.23.14 SSL_write

int SSL_ rite (SSL * , char *buf, int len);

buf
len

4.2.3.15 SL_get verify_result

SSL_get verify result(s):
#defme SSL_get verify result(s) (( )->verify_result)

4.2.3.16 *X509 cert verify error string

char *X509_cert verify error string (int );



4.2.3.17 X509 *SSL get peer certificate
X509 *SSL get peer certificate( SSL *3 );

(certificate) (peer)

X509

4.2.3.18 PEM_ write_X509
PEM write_X509(stderr, peer);
#defme PEM_write_X509(fp,x) \
PEM ASNI write((int (*)0)i2d_X509,PEM_STRING_X509,fp, \
(char *)x, NULL,NULL,0NULL)

X509
(tdrerr)

4.2.3.19 X509 NAME *X509 get subject name
X509 NAME *X509 get subject_name( X509 *a);

(Subject Name)

10



42320 X509 NAME * X509 ge issuerjname
X509 NAME * X509 get issuer_name(X509 *a);

(Issuer Name)

42321 char *X509_NAME _oneline
char *X509_ NAME _oneline( X509 NAME *a);

X509 NAME
(string)

a X509 NAME
42322 X509 free

void X509 free( X509 *a):

11



X509

a X509
4.23.23 *SSL get shared ciphers

char *SSL_get shared ciphers( SSL * , char *huf, int len );

buf
len

42.3.24 *SSL_get cipher

char *SSL._get cipher( SSL * ),

12



42325 SSLJree

Void SSL free (SSL * );

SSL

SSL
4.2.3.26 SSL CTX free
Void SSL_CTX free (SSLCTX *ctx );
SSLCTX
CtX SSL_CTX

424

(Database Server)  “mSQL Engine”
4241 msgqlConnect

int msglConnect(host)
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char *host
(mSQL Engine)
1
host
“Null”
(UNIX
Socket)
4242 msqlSelectDB

int msqlSelectDB(sock, dbName)

init  sock;

char *dbname;

(dlatabase)

74



sock
dbname

42A3 msqlQuery
int msqlQuery(sock, query)

it sock;
char *query;

msglQuery

sock
query

4.2A4 msglStoreResult

m_Jesuit *msqlStoreResult()

75

msglConnectO

(SQL command)
SELECT, DELETE ~ UPDATE

msglStoreResultO

msgqlConnectO



m_result
m result
4245 rasqlFreeResult
Void msqlFreeResult(result)
m_result *result
msqlStoreResult
result m_result
4246 msglFetchRow
m_row msglFetcliRow(result)

m result *result

m result m_row

(array)
(char *) NULL

76



result
4247 msgINumRows
int msgINumRows(result)

ra result *result

m_result

result
4248 msgiciose

int msglClose(sock)
it sock;

sock

m result

(record, row)
msglStoreResultO

m result

msglConnectO

7



4249 msglDateToUnixTime
tim et msgiDate ToUnixTime(msqldate)

(date format)
(UNIX time value)

(time)) 1
. 1970

msgldatee
vy - “12-JAN-1997"

4.2.4.10 msglUnixTimeToDate

char *msglUnixToDate(clock)
time_t clock

(UNIX time value)

clock

dd-mon-

8



42411 msqlDateOffset

char * msqlDateOffset(date, doff, moff, yoff)
char * date;
int  doff:
moff:
yoff

doff
moff
yoff
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