51

511

80486
16
(hard dlisk) 12
(floppy disk) 3.5 144

(NIC)  NE2000 Compatible
Redhat Version 5.2.5

512

80486
16
(hard disk) 12

(floppy disk) 35 14



(NIC)  NE2000 Compatible

Redhat Version 5.2.5
5.13
Pentium 120
32
(hard disk) 3.2
(floppy disk) 3.5 144
(NIC) ~ NE2000 Compatible
Redhat Version 5.2.5
5.2
521 (SSLeay 0.6.6 h)
(CA)
51 (PEM
Privacy enhanced mail) 5.2
-— BEGIN CERTIFICATE—

MIIChTCCAdYCAQAWDQYJKoZIhveNAQEEBQAWfZELMAKGAIUEBhMCVEQXEDAOBNV
BAGTBOJhbmdrb2sxI TABINVBAGTGENodWxhbGIuZ2tvemdgVWapdm\Vyc210e TEo
MCYGAIUECXMfQ29tcHVOZXIgRW5naW51ZXJpbmegRGVwY XJObWVUdDERMASGA 1UE
AXMIQOFzZXJ2ZXIWHRCNOTKWNDISMDAXM]EZWhcNOTKWNTI3MDAXM;EzWjB/MQsw
CQYDVQQGEWJUSDEQMAAGA IUECBMHOmFuZ2tvazEhMBBGA JUEChMYQ2h 1hGFsh25n
a29yhiBVbmI2ZXJzaXR5MSgwJgYDVQQLEXIDb21wdXRIciBFomdpbmVicmluZyBE



ZXBhcnRtZW50MREwDwYDVQQDEWhDQXNIcnZIcjCBnzANBgkahkiGOWOBAQEFAAOB
JQAWgYkCqYEA 1GSjGeebIUEWhE] TygIP 1d4G LiczO 115 ICIWKEFUTeVFmMT 1ctTU
PzadFhV9n68/dAAISzIXK+IQ6DBTUYZNYVYKO1LXVmEyVWioBNTTISqhFFv/NzP
OvX7cBAcncwBsJilOfZ3V03cSxAg98WDgxbOepsZY+L8VI31dTsnVSCAWEAATAN
BgkahkiGIwWOBAQQFAAOBYQBzdIFGAFTTK845ZKBILIZX97TWSATNHFPd4SRsJ+3C
dpzt6EELmmtzWmbYDrhjrprVW/UdnvMYIQOThRX9xnW7SKaxk3Lbmb5zf/ZgmirA

gXKEg5bQyeWburvZ42F[ulov/MmajH7DQ5t5ucgKC+v2UuY4h6idY WAAWFnGMmvwa
mA=

51

-— BEGIN RSA PRIVATE KEY -
Proc-Type: 4,ENCRYPTED
DEK:-Info: DES-EDE3-CBC,28FF6FED557B0F 74

pl2GJQAeOGCelUIRMb3FQLVGNIIttRXEOMRIDCi5t72LugOBvtFKugaaM8BOeP
fLTKs0gWF6ImmazxWmaS7LdBaol 3w3DOWFzMIp8LULEBjEUINZMuHGE62ueUC]2AA
TnelbsJDbOCeyBHQBBKolpKiiwUMwV/598ugDEIrVOZ85MS/4rt88Mwba+ORAGO
NIhvbhBRThpZobGsyBawnXIUthAynIDuYv7vy/gl5igopb0glioVZLwWCPmcOeXYA
DvAgevYPnIEIM7iptSiY 1zglf+yhl+FWN3Ju8j5UdkrpG09z2JK0as3lutsWzFHQ
CAwoGLbOjfLPEbA/bWBK8HJocVsQQOFeYvud7ukfkEMeeYoB2AojycxzEVPK/PH
ewwGFNijKXNgt2iv/K579EXzZA30s/BemuBd THezkrPIFBR4UYIQNojI02Krebz
WP29NauqZBSPoXKwKAZWIgGEK+hGYn3S8Y UTKzASsyXwdKZDGWLXvQTTyeKrxO
h5QJnlu3YCcAAH]2J15sRWeXQUIVIDXUZTYZsp7j0z+Y10VnYTOQYCpatL2d7BGdZ
0243eETew 1JDK1IykBX6XZktdHi7Y zghtRfbugs58caA6PI/7 CVT AghxHQznxIbb
15J88py60L+40GRbTctFoDwtj V AXxBWXwFooHV/07ZMcS8+T91Fx+BZxiZaJ161Az
bxzpbkR+Xsptpt0+JjoUAIXZXKINC3pciudeClo7]8jAvI6Y 13Mz072QH21ks/ Jw
IXGEVifSxzXeUFmNZdQfhBSmM+U5yFUs50S IHUG IncOwmaK5sJxPSw=

-— END RSA PRIVATE KEY-—

5.2
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5.2.2

(DES : Data Encryption Standard) 5.3

Proc-Type: 4, ENCRYPTED
DEK-Info: DES-EDE3-CBC,59CB02A9F 1606AAA

OFsFuJRhfit+GPMIgnrzeqA2mpTwaxzCwdGxibradwHy8033skBOLXvIILc+RE3r
bb3edzGlzhCmXeASSZ Iyt TRYCp5SQGV7SLM2GOgx+4K SoevB4hdESOs3Z/hvaNaK
BDiii0YkZohgKgab7dh+NrXO4xJPTZKMtSEN6FM8nmXvzY rid6HmgFEOSKDCSILj
hBDhIVixnCeMT/SIC/xodH3MZOrgEbIShCTTsdCOODIVENQpiSoL CEpfAAWEMS3PK
I+gat+JohuLxwTuSQBtlarIFOLDMorOUiJk2TKRXxanCfimQuK3bg6DGZbylkgis
2LaCISEXXYF586BUN/X+Stn+JER0INP/ECA1ajESTgFaBjNO+PHNW(SAFeAJAUEG
nyi9bjp9x8vJuP67inDkerwNECiVaZ2Mfwr \Vix2gmNvDTfo2AUBa3XilvgFjoWhgw

mO 1FDRsHUP8AbbDQ2NDECYEZI4vDAG]GhXj4B6Y ZdsqD6/%laLvQGVNwXRSDq I
RiYg/305wSMIiR7v90qb33sGdZSQEOR3wIUHGXZtNSmvBXFwAC8LBdISLENEFa60
5/Mbw3bMTPY]Uw7QoN5VZWJIzHNZpGhUylyjpcrOEOCHINKLgwpCuR+HesdpmCqrv
WRwZ850ns001RhfecplpWSN25HJEACLI/IAL96rpwCRPHLHOVIKvsK/pFAfziZSE
Q45ZwmdaFVeXOeJfwaWah2BpeO8kImpCIVOVO13D7GKRhGwyiOrrCljlkCweudic
TViHiTIhoDPckJqs02PP/rBut 100Nh2TIMIDQAXICSE=

—- END RSA PRIVATE KEY-—

53 !

523
54



issuer :/C=TH/SP=Bangkok/0=Chulalongkom  iversity/OU=Computer Engineering
Department/CN=CAserver

subject:/C=TH/SP=Bangkok/0=Chulalongkom University/OU=Computer Engineering
Department/CN=OTPserver
serial 01

Certificate:
Data:
Version: 2 (0x2)
Serial Number: 1(0x1)
Signature Algorithm: mad5withRSAEncryption

Issuer: C=TH, SP=Bangkok, 0=Chulalongkom University, OU=Computer Engineering Department,
CN=CAserver

Validity
Not Before: Apr 27 00:53:32 1999 GMT
Not After : Apr 26 00:53:32 2000 GMT

Subject: C=TH, SP=Bangkok, 0=Chulalongkom University, OU=Computer Engineering Department,
CN=OTPserver

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Modulus:

5:00:8¢:8:9e:50:e4:dc:40: 14:4a:ec:c4:e9:6e;
Id:4a:33:aa:04:cc:83:56:4e:15:a9:dd: 2] 1:68:

03:¢7:25:he:76:¢9:a7:ff:15:ad:ac: 71:41:47:9c:
1y7:56:9f:5b:91:4e:8f:55:9¢:12:60:09:8a:¢0:06:
|c:cl4:ec:67:8¢:a2:08:81:b4:0f:0:f3:09:43:7c:
Ib:a5:dd:9d:a2:d0:dle:43:a:48:23:801:2f:5f:66:
06:68:0¢:36:09:45:97:4d:b5

Exponent; 65537 (0x10001)

X509v3 extensions:
Netscape CA Revocation Url;
"http:/forb.mincom. 0z. au/ca-crl.pem

84



Netscape Comment:
.This is acomment
Signature Algorithm: mdSwithRSAEncryption

6c:67:¢f:64: 7h:c2:8e:76:83:0f:81:71:40:05:0:80:71:23:
af:e0:06:81:9d:aa:77:1d:79:3e:13:c4:2a:29:20:44:¢0: 2¢:
51:6a: 10:67:74:fe:7f.c7:50:da:If:50:91:49:79:08:13 :ca:
0a:23:68:9d:84:b:32:8b:f0:¢0:4¢:f9:14:0¢:18: 14:0h:6f:
fc:03:7f:79:a8:47:2f:40:03:fc:c5:58: 7h: 71:43:96:92:a4:
2¢:73:¢8:93:cc:d4:b0:3¢:2c:bd: 7a:f5:31:41:67:dl :80:3a:
dl:ed:a8:7c:fl:2e:91:7c:a2:el:5¢:74:99:ff:ff:80:3a:b3:
9c:f9

—- BEGIN CERTIFICATE—
MIICZTCCAjagAwlIBAgIBATANBgkghkiGIWOBAQQFADB/MQswCQYDVQQGEWJUSDEQ
MA4GALUECBMHQMFuZ2tvazEhMBBGAIUEChMYQ2h 1bGFsb25na29yhiBVbmI2ZXJz
aXR5MSgwJgYDVQQLEXIDb21wdXRIciBFbmdpbmVicmluZyBEZXBhenRtZWSOMREW
DwYDVQQDEwhDQXNIcnZlcjAeFw050TAMjewMDUzMzJaFwOwMDAOMj YwMDUzMzJa
MIGAMQswCQYDVQQGEWJUSDEQMA4GAIUECBMHQMFuZ2tvazENMBBGA IUEChMYQ2h 1
bGFsh25na29ybiBVbmI2ZXJzaXR5MSgwJgYDVQQLEXIDb21wdXRIciBFhmdpbmV
emluZyBEZXBhenRtZW50MRIWEAYDVQQDEWIPVFBzZXJ2ZXIwgZ8wDQYJKoZIhveN
AQEBBQADgYOAMIGJA0GBAJeQc/6022\/5XbJhjCmdgQ20+J505NXAFErsxOluHUoz
qgTMg 1509%andLRFoKhVssDeWOB3ZcMpCKNHpA8clvHbJp/8VpKxxQUect 1afWsFO
JIWcOmAJiUAGHNTsZ46iCIGOD/Dz2UNBGEXdnal Q3kPaSCONL19mxujMNrIF1021
AgMBAAG;]VzBVMDEGCWCGSAGG+EIBBAQKFiJodHRwOIBvh3JiLmipbmNvbS5veidh
dS9jYSljemwucGVEIMCAGCWCGSAGGHEIBDQQTFhFUaGIzIGIzIGEg Y 29thWVudDAN
BgkghkiGIwOBAQQFAAQBgQBsZ+9ke8K OfoMPgXFAIdCAcSOvewaBnap3HXk+E8Sq
KStEwC5RahBndP5/xlvaH12RSXKIEIrKI2idhLsyilvATPKUZBgUC2/8A3950ECy
QLP8XVh7cUOWkgQsc+iTzNSwPCy9evUxQWIRgDrR7ah88S6RKLhXHSZ/+AOrQc

+Q=
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5.2.5

5.2.6

86

51

“msgl” (IDK) msQL2d
55

nxterm

] [root@anu binl# msql2d &
1011 704
* [root@anu binl#

S Mini SOL Version 2,0,8

i Copyright {c) 1993-94 David J. Hughes

1 Copyright (c) 1395-89 Hughes Technologies Pty Ltd.
“1All rights reserved,

Loading.canfiguration from “/usr/local/Hughes/msql.conf’,
Server process reconfigured to accept 200 connections,
Server running-as user ‘msql’,

Server mode is Read/Write,

5.5

56
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52.7 “anu”
“anul” 333

~Add User




5.2.8 (otpserv)
otpserv (pass
phase) 58
52.2 otpserv

ST mxterm SRR T 1] )

[anuBanu serverl$ otpserv
inter PEM pass phrase:

58

529 “login” [hin

5.3

531

532

88
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533
534

5.35
5.3.6

541

“anu

telnet

telnet> open 199.199.199.45

Escape character is "']".

Red Hat Linux release 5.2 (Apollo)
Kernel 2.0.36 on an i586

sakura2.it.tkmutt.ac.th login: anu

Password:

Last login: Hag .2 15:13:18 from 199.199.199.44
You have mail,.

CanuSsakura2 anul$ |

5.9

5.9

89
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54.2
Hanu |1l

5421 (shell
prompt) 5.10

telnet> open 199*199*199*45
Truino 199.199.199.45...

Connected to 199*199*199*45*
Escape character is ' ]

Red Hat_Linux release_5.2 (Apollo)
Kernel 2*0*38 on an 1586

sakura2*it*kmutt*ac*th login: anul
Password is created on 27-Apr-1999 and order is 4*
Enter Password :

Last login: Tue Apr 27 15:30:41 from localhost
EanulQsakura2 anul3$ |

5.10

(OTP Server)
511



U . lixlcnn

CanuBanu server]'! otpserv

Enter PEM pass phrase:

Connection from 193,139.199.45, port 1028
Password correct

ol % o
FiésSES

K11 OTP Sever

5.4.2.2

513

Inet> en 199.199,199.45
Froim™ 1810815 %5
Connected to 199.199.199.45.
Escape character is "'

Red Hat Linux release 5.2 (Apollo)
Kernel 2.0,3G on an 1586

sakura2.it.kmutt.ac.th login: anul

Password is created on 27-Apr-1999 and order is 5,
Enter Password :

Login incorrect

sakura2.it.kmutt,ac.th login:.I

512

AN,

5.12

r >umﬁ)

11,

91



nxterm

tanuBanu server]! otpserv

Enter PEM pass phrase:

Connection from 199.199.199,45, port 1028
Password correct

Connection from 199.199.199.45, port 1284
Password incorrect

e ™

513 OTP Server '

5423
5.14
515

= teinet ]
telnet> open 199%*199.199.45

Truino 199.199.199.45.**

Connected to 199.199 199.45.

Escape character is -]

Red Hat Linux release 5.2 (Apollo)
kernel 2.0.36 on an 586

sakura2.it.kmutt*ac.th login: anul
This OTP Account is locked.
Login incorrect

sakura2.it.kfnutt.ac.th login: |

514

92



R rxtemi ira

[anuBanu seruerli otpseru

Enter PEU pass phrasé:

Connection from 199.199,199.45, port 20484
User account is locked!

515 OTP Server

bA.2A
516 '
517

s To T S vl
telnet> open 199,193,193.45

Trying 199,193,199.45...
Cornected to-199,199,198,45,
Escape character is "*J“,

Red Hat Linux release 5,2 (Apollo)
Kernel 2,0,36 on an 1586

sakura2,it kmutt,ac.th login: anul
This OTP Account is expired,
Login incorrect

sakura2, it kmutt,ac.th login:

93



94

lixterm . . — — r~|f

[anu@anu server]$ otpserv
N PEM pass phrase:

517 OTP Server

5.4.25

5.18
5.19

tebieii
telnet> open 199.199.199.45
Trying 199.199.199.45...
Connected to 199.199.199.45.
Escape character is u].

Red Hat Linux release 5.2 (Apollo)
Kernel 2.0.38 on an i586

sakura?2.it.kfnutt.ac.th login: anul

Password is created on 27-Apr-1999 and order is 182.
Enter Password :

Password w ill be empty recently.

Last login: Sun May 2 15:23:15 from 199.199.199.44
CanulQsakura2 anul]$ |

518



lixtiinn
[anu@anu server]! otpserv
Enter PEM pass phrase:

tion  froy 99,139.193.45, t 20484
A i Per

Connection from 199.'199.199.45, port 2099B
Password expire

Connection (Fron 199.199.199.45, port 21252
Password correct

Gen Password

519 OTP Server

426
5.20

telnet mesy . i 1 2w
telnet> open 199%199*199*45
Truino 199 199.199.49...
Connected to 199.199.1 9.45.
Escape character is "' 'e

Red Hat Linux release 5.2 (Apollo)
Kernel.2.0.36 on an i586

sakura2,it.kmutt.ac.th login: anul

Password is created on 27-Apr-1999 and order is 50.
Enter Password :

This OTP Account w ill be expired recently.

Last login: Sun May 2 16:58:35 from 199.199.199.44
Lanul@sakura2 anuili |

5.20 !

95



543
5.22

[anuGanu server]! otpserv
Enter PEM pass phrase:

Connection from 199.139.199.45,

User account is locked!

Connection from 199.199.199.45,

Password expire

Connection from 199.199.199.45,

Password correct
Gen Password

Connection from 199.199.199,45,

Password correct

5.21

= T L
[anuBanu serverl$ otpserv
Enter PEH pass phrase:
Connection from 199,199,199,30, port 260
iP address No Match !

5.22

TTItIFiir

port 20484
port 2099G

port 21252

port 21508

OTP Server

5.23

nxtenn

OTP Server

96
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f—[_m‘—_'"“_—té'lfﬁﬁ—"*——‘-rr“l

telnet> o 199,1399,199,30
Trying 193,199,199,30,,.
Connected to 199,193.199.30.
Escape character is "*]’.

Red Hat Linux release 5,2 (Apollo)
Kernel 2,0.36 on an 1586

sakura2,it.kmutt.ac.th login: anul
This ‘OTP Client isn’t in the region,
iLogln incorrect

sakura2, it.kautt ac,th login: I

5.23

5441
(OTP Clien)

telnel

telnet> open 199,193,193.45
Trying 199,198,193.45,..
Connected to 139,139,193.45.
Escape ‘character is ""1°,

Red Hat Linux release 5.2 (Apollo)
Kernel 2,0.36 on an 1586

sakura2,it . kmutt,ac,th login; anul
Server subject name is not match,
ssl_states: Success

Login incorrect

sakura2,it.knutt.ac.th login: I

5.24

5.24 OTP Client

97



5442

5.25

telnet> open 199,199,199,45
Trying 199,199.199.45,.,
Connected to 193,193,193.45,
Escape character is 17,

Red Hat Linux release 5,2 (fpollo)
Kernel -2.0,36 on an 1586

¥ sakira?. (L.kuutt,ac.th . loging anul

ERROR

verify errorsunable to get issuer certificate
do_ssl_connect; Success

Login incorrect

sakura2, it kmutt,ac,th login: i

5.25 OTP Client

545
serv-1
serv-2 ' cli
- serv-1 cli

- sery-2 cli

- cli “Hello World”



99

“Hello World” cli
5.26 serv-1
.21 serv-1

CanuOsakura2 anuli cd test
[anuOsakura2 test]! cli

SSL connection using RC4-MH5
6 /61" Cortificats*

subject: /C=TH/SP=Bangkok/0=Chulalongkorn University/OU=Computer Engine

ering Department/CN=OTPserver
issuer: /C=TH/SP=Bangkok/0=Chulalongkorn Uniuersity/OU=Conputer Enginee
ring Department/CN=CAserver
Got 11 chars:'l hear you.'
[anu@sakura2 te st]! |

40" 00

B\, m

5.26 “Hello World” cli

i ”
. e <2,.
[anuOsakura2 test]$ serv-1

S a w » E t MO.
SSL connection using RC4-MD5
Client does not have certificate.
Got 12 phars:'Hello World!
CanuOsakura2 testl$ |

R "

527 “Hello World” serv-1



cli |,

100

Serv-2 "Hello World”

] ~™ nxtertn

[anuBsakura2 test]$ seru-2

» " . port H»
SSL connection using RCA4-11D5
Client does not haue certificate.

Sﬂ&?wham:'ljij“iﬂii‘ - 31 |U§6€“iiiﬁ

CamuBsakura2 te stifl | 11

\;[{ii#l L S

A*/\IIII

528 “Hello World” Serv-2

546 3
< >+< >+< >

< >+ALL+< >
< >+ALL +ALL
542
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