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PIX Firewall Configuration
pixfirewall(config)# sh conf
; Saved
PIX Version 4.1.3
enable password 8Ry2Y]Iyt7RRXU24 encrypted
passwd kIQggKv8.UilCWIr encrypted
hostname pixfirewall
failover
names
syslog output 20.3
no syslog console
interface ethernet outside |Obaset
interface ethernet inside lObaset
ip address inside 10.0.0.2 255.0.0.0
ip address outside 161.200.192.2 255.255.255.128
arp timeout 14400
global 1 161.200.192.2-161.200.192.30
nat 10.0.0.0 0000
static 161.200 1922 100.0.1
conduit 161.200.192.0 tcp 0.0.0.0 0.0.0.0
conduit 162.200.192.0 udp 0.0.0.0 0.0.0.0
no rip outside passive
no rip outside default
no rip inside passive
N0 rip inside default
timeout xlate 24:00:00 conn 12:00:00 udp 0:02:00
timeout rpc 0:10:00 h323 0:05:00 uauth 0:05:00
no snmp-server location
mtu outside 1500
mtu inside 1500
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TEST SCRIPT

Telnet Scripts
#Telnet Scripts
#Ibin/sh
set X
if [ $f -eq 0 ] then

echo "usage : $0 number of tests"
f

N=$|

while [t N' -ge 1]

do
echo Test $N
(date>tn-8N; telnet hostl < tninput >/devinull; date »tn-$N)&
N="expr $N - r

done
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Telnet Perl Script

#Summary Telnet Scripts
#!lusr/bin/perl
# Usage : telsumm.pl tn-* > file
$n_connects = #ARGV + L.
foreach (@ARGV) {
$file = §_;
$test _no = (split(/-/, $file)) [1]
open (IN, $file) Il die "could not open file $file\
$tI=<IN>; $tl =~ tr/ | fs;
$12=<IN>; $t2 =~ tr/ | Is;
close IN;

$tl = (split(/ /, $tl)) 13,
$t2 = (split(/ /, $t2)) [3];

$tih=(split(/:/, $tI)) [0];
$tim=(split(/:/, $tI)) [1];
$tls= (split(/:/, $tI)) [21;
$timel = $th*60*60 + $tim*60 + $tls;

$t2h= (split(/:/, $t2)) [0];

$t2m= (split(’ /, $t2)) [1];

$t2s= (split(/:/, $t2)) [2;

$time2 = $t2h*60*60 + $t2m*60 + $t2 ;
$actual_time = $time2 - $timel;

$real[$test_no] = $actual_time;

}

for (1..$n_connects) {
printf "Test # %3d Actual Time : %d\n", $_Breal[$J;



FTP Scripts

#FTP Scripts

#Uhin/sh

#

# Usage . ftpscript number of test

# HOST=161.200.192.12

set -x

echo #

if [$# -1t 2 ] then
echo USAGE : ftpscript number_of test filename
exit

fi

echo get $2 /devinull > tmp/$$
echo by » /tmp/$$

N8

while [$N -ge 1]

do
echo "Test $N started...”

# (date>ftp-$N;ftp -iv hostl </tmp/$$ » ftp-SN;date » ftp-SN)&

# (date>ftp-8N;ftp -iv hostl <ftpinput » ftp-$N;date » ftp-N)&
(date>ftp-$N;ftp -iv hostl </tmp/$$ » ftp-$N|date » ftp-8N)&
N="expr $N - 1
Sleep 1

done

echo All FTP Concurrent Sessions completed

#m - /tmp/$$



FTP Perl Scripts

#!lusr/bin/perl

#

# usage: ftpsumm.pl ftp-* file

Ofiles = sort by ext @ARGV,

foreach $f (@files) {

open(IN, $f) I die "cannaot open files $f\
$line =
@t =0
while (<IN>) {
trl | fs;

#  JEDT 1995/ && do { @t=(@, split(/ /, $)) [3); }
IGMT+0700 1997/ && do { @t=(@t, (split(/ /, $)[3]); }
Ihytes received/ && do {S$line = $ ;};

}
if (length($line) == 0) {
die "receive statistics not found in file $f\ '
}
close IN;
($byte, $nulll, $null2, $null3, $time, $rest) = split(/ /, Sline);
if (@) {
$tl = $t[0];
$t2 = $t[l];

$tih = (split(/:/, $tI)[0];
$tim = (split(/:/, $t)[I];
$tls = (split(l:/, $tI))[2];
$timel = $tIh*60*60 + $tim*60 + $tls;

$t2h = (split(/:/, $th))[0];
$t2m = (split(/:/, StO)[I];
$t2 = (split(/:/, $th))[2];



$time2 = $t2h*60*60 + $t2m*60 + $t2 ;
$time = $time2 - $time;
}
$test_no = (split(/7, $O[I];
printf "Test # %3d: Time: %.3f (%.5f khytes/s)\n", $test_no, Stime,
($hyte/1024/$time);
@time_list = (@time_list, $time);
}
$min = (sort by _num ©timejist) [0];
$max = (sort by_num @time_list) [$#time_list] ;
foreach (@time_list) {
$sum +=§ ;
}
$avg = $sum / $test no;
print "\ "
printf "Mininum time: %.3f\ ", $min;
printf "Average time: %.3f\ ", $avg;
printf "Maximum time: %.3f\ ", $max;

sub by ext {
(split(/-. $a)[1] <=> (split(/-/,$0))|I];

sub by um {
$a <=> 9,
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HTTP Scripts

#!/bin/sh

set x

if [ #-eq 0] then
echo USAGE : httphc number _of test file_name
exit

fi

doc=$2
N=$|

while [$N -gt 0 ]
do
echo "Test $N..."
(date>http-$N;lynx -source \
http://hostl/$doc>/devinull;date»http-$N)&
N="expr $N - r
done
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http://hostl/$doc%3e/dev/null;date%c2%bbhttp-$N)&

HTTP Perl Scripts
#!lusr/bin/perl
# usage: httpsumm.pl http-* > file
$n_connects = #ARGV + 1.
foreach (@ARGV) {
$file = § ;
$test_no = (split(/-/, $file)) [1]

open (IN, $file) Il die "could not open file $file $file\ ",
$tl=<IN>;
$t2=<IN>:
close IN;

$tl = (split(/ /, $t1)) [3];
$t2 = (split(/ /, $t2)) [3];

$tlh = (split(/:/, $tI)) [0];
$tim = (split(/:/, $th) [1];
$tls = (split(/:/, $tI)) [2];
$timel = $tlh*60*60 + $tim*60 + $tls;
$t2h = (split(/:/, $t2)) [0];
$t2m = (split(//, $t2)) [1];
$t2 = (split(//, $t2)) [2;
$time2 = $12h*60*60 + $t2m*60 + $t2 ;

$actual_time = $time2 - $timel;

$real[$test_no] = $actual_time;

}

for (1.$n_connects) {
printf "Test # %3d Time: %d\n", $_,$real|$J;
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