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# # 6086017634 : MAJOR LAWS
KEYWORD: Unmanned Aerial Vehicle, Drone, Criminal Liability, Privacy violation
Angwara Wattanarung : Criminal Liabilities of Privacy Violation by Unmanned

Aircraft Vehicle. Advisor: Dr. Natchapol Jitirat

Unmanned Aerial Vehicle (UAV) is a new device used in various fields,
including governmental, commercial, or personal business. Most UAVs are equipped
with a high definition camera or other data collection instrument, resulting in
the UAVs that fly at high altitudes each time may be used as a privacy-violating tool

and causing damages to the right of privacy of others.

Issues arising from the use of the personal UAV are namely, trespassing
personal property and voyeurism, including but not limited to, scouting, spying or
other acts of the violation of privacy. The UAV may be misused. Therefore, we need
to consider numerous drawbacks of using the UAV in violation of personal rights, for

instance, trespass by UAV, voyeurism, spying or stalking.

This thesis aims to study the criminal liabilities of privacy violations
by UAV. It divides into three main issues, which are trespassing by UAV, voyeurism
by UAV, and violation of privacy by UAV. The thesis examines Thai law enforcement
problems and the use of the UAV violating privacy. It also analyzes the overseas (i.e.
the U.S.)’s law regarding the use of the UAV and the violation of privacy in five
following states; Tennessee, Mississippi, California, Louisiana, and Rhode Island, in

order to achieve an appropriate approach of privacy protection in the use of UAV.

Field of Study:  Laws Student's Signature ........cccccevvieeienne.

Academic Year: 2019 Advisor's Signature .......cccoceeeeeirieenne.
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pnAguliauduinisinaunioelonsg 17 Wy ssuufinniusa
UARa  SUUTEYRuMauuiiulan (Global Positioning System %3e GPS) udu awnse
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(Hacking)
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7 Vivek Sehrawat, “Liability Issue of Domestic Drones,” Santa Clara High Technology Law Journal
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100

Hetes wu mstesiudeya enududiuds anusulindiuunna Useiude n1sAdsesn

uagnguinensnddunetya swdngrnenisaiiesnissuniuiaznisyngn WWudu

[
v o Y o

nsounguuneuaztevsiudmsuoiniaeuliauduiudndudesinsauausuie

'
wa

dmsvainiaeuliauduiisulswiy Aegraty gURmaduinnnenireulsautuaisi
n1ssulinnANUdemesouanansensndaud winaineiniAeuliaudu sauianiny
a ! v fa a s a ) ' Y
demesiansngau n1sUeng Mslaudnislees nisazliannududiudi uasnis
o & & a a a o v = v oa o a & [ ] I [
nsgvidadunsasidindvsvesdumsdesdanusuin ausuiiadaziilugnisnsseau

vy o

eI UIAUlY Tarnrund mSugfessuiaveu wavtadnintunisSun

[

lagvilunguunenisfunlgeguuldiuaaunawasafongidmsueiniaeunalung

Y

o
Y

autu  usldldivemeasuliaudu Wunstliauingumnenistundegiu anvazldlyla
AvoInireuliaudy TusuzifedfusguasSsutaniesdulannunveulwnnssuansves

v Aa | v o oW | ¢ PRy % o &
Wvesiaulaguddliviniusenitmalsslevdvesiauoniasmliaudunasnauselovl

¥ '
= =

YOUIVDWAY haraunsogn  Yesiudludetsdunistulalaenismivauiiuimilenudg
FeonagulSAuTuladury

NANAINTEU Wengrunenieglieaiuderuldivenniaeulsaudu fau

- <

FBMseRugena WweustmdymuazilmfaussinuEesnsiingvuienisaziie

wldivemaeuliaudy Yeunnissemannisazidaidegtuantieynalviinisuiu

ngunelminseussingudmsveinimeuliaudulaganedasdelnssyle 1nssuans

WunUuAve e mMINguTtuSUAULALAUAA TRl

dmsunguunenldiveiniaeulsautuluandgausniduiingrunenineitesily

1) nUU18YIF1U NIUUTNITA15T UK %17 (Federal Aviation

Administration %58 FAA)

v o

luandgewini ddneuuimsnisiuuvisansgolusniniag

[y

SuravauIanzidounsldanuemasuliaududunna lngldsonuinsgiuanulasnde

JuaieauUasnienoInIAnglutuiiruaveansgeling dinauuinisnisiy



101

wisansgosmlafivuaInsgIungldaueiniaeuliaududedl endregraay Weodui

28 fguieu A.A. 2016 drinnuuImsmstuniiansgesnilaeenngnddmiunisldau

' 1%
a o v ¥

ormaguliaududandsddaidimindesnda 55 voud ngluldtaeanaiugsen nves
Fupeunisvelueygndmivenmasulirudumdvddeduiisedunnugssiindt 400 s
rounthdgldrudndvdliaunsoldauenasuliaudulngliflueyginiusesan
dneuuimsnisliuwisanigousni Jagtumminerdoensunazusdmiaatganunsnds
oA uliaudud uiuldlaslddesilususenanizaindidinauuinisnisduusi
angoniini luvazifefudenisldeiniasliaudulisifeddlususesandningu
Umsnsduwisansgeisiniuda vilvanusuindiuyanadindudusesnn oo nia
p1ulfauduldazifiadeviduresdniniuusmsnisduursanigowsni 2(Sehrawat,
2018)(Sehrawat, 2018)

ngiEnesingg Sseenlagdrinauuimsnistuliianizenidn ves
Tnivaneuszmsfianunsadadeuls vilvisansenistaduld enfegratu nguesditinay
Usmstuwiianizewini fssyliiemagwliaudumdsliamnsofumiengue
gslaiendostunmsldauenasuliaudutu ngienafienuléin hisygel#dusine
sulfpudumioussrvu  uwdaasadumiensndauvesssvvuusonastule 3
nunaeimaannsofaiuldvaewuy slfAnauduadluniseuganisldnueinie
gl Sruduluansgowsng eglsian ludegdudninnuuimsnisluuwsansgonsng &
Lifingmnemuauanuiiadeorafatuanmsldauenmasuliaudy desmnnguane

[

Neatuonmeuliauturesdinguuinsnisiuwiansgewsnt Juien1saiuauway

L =] a ' = ) 44' o [ & 10
N159a52L08UN10UULEINA N FuluToswesmnuiuAdlazaulannf uvinty (Urban,

2018)(Urban, 2018)
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208 TENNESSEE CODE section 39-14-405
“(a) A person commits criminal trespass if the person enters or remains on property, or
any portion of property, without the consent of the owner. Consent may be inferred in the case of property
that is used for commercial activity available to the general public or in the case of other property when the

owner has communicated the owner's intent that the property be open to the general public.”

209 TENNESSEE CODE section 39-14-405
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“(d) For purposes of this section, "enter" means intrusion of the entire body or when a
person causes an unmanned aircraft to enter that portion of the airspace above the owner's land not

regulated as navigable airspace by the federal aviation administration.”

210 jississippi Code Section 97-29-61 (2017)

“(1) (a) Any person who enters upon real property, whether the original entry is legal or

not, and thereafter pries or peeps through a window or other opening in a dwelling or other building structure
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for the lewd, licentious and indecent purpose of spying upon the occupants thereof, shall be guilty of a
felonious trespass.

(b) Any person who looks through a window, hole or opening, or otherwise views by means
of any instrumentality, including, but not limited to, a periscope, telescope, binoculars, drones, camera,
motion-picture camera, camcorder or mobile phone, into the interior of a bedroom, bathroom, changing
room, fitting room, dressing room, spa, massage room or therapy room or tanning booth, or the interior of
any other area in which the occupant has a reasonable expectation of privacy, with the intent to invade the
privacy of a person or persons inside and without the consent or knowledge of every person present, for the

lewd, licentious and indecent purpose of spying upon the occupant or occupants thereof, shall be guilty of a

felony.”
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211 \ississippi Code Section 97-29-63 (2017)

“(1) (@) It is a felony for any person with lewd, licentious or indecent intent to photograph,
film, videotape, record or otherwise reproduces the image of another person without the permission of the
other person when the other person is located in a place where a person would intend to be in a state of
undress and have a reasonable expectation of privacy, including, but not limited to, private dwellings or any
facility, public or private, used as a restroom, bathroom, shower room, tanning booth, locker room, fitting
room, dressing room or bedroom shall be guilty of a felony.

(b) It is a felony for any person to invade the privacy of another person and with lewd,
licentious or indecent intent to photograph, film, videotape, record or otherwise reproduce the image of
another, identifiable person under or through the clothing being worn by that other person for the purpose
of viewing the body of, or the undergarments worn by, the other person without the consent or knowledge of
the other person and under circumstances in which the other person has a reasonable expectation that the
other person's body or undergarments would not be viewed or would not be the subject of a reproduced

image.”
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212 Section 1708.8 of the Civil Code

“(a) A person is liable for physical invasion of privacy when the person knowingly enters
onto the land or into the airspace above the land of another person without permission or otherwise
commits a trespass in order to capture any type of visual image, sound recording, or other physical
impression of the plaintiff engaging in a private, personal, or familial activity and the invasion occurs
in @ manner that is offensive to a reasonable person.

(b) A person is liable for constructive invasion of privacy when the person attempts to
capture, | a manner that is offensive to a reasonable person, any type of visual image, sound
recording, or other physical impression of the plaintiff engaging in a private, personal, or familial
activity, through the use of any device, regardless of whether there is a physical trespass, if this
image, sound recording, or other physical impression could not have been achieved without a

trespass unless the device was used.”
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213 Section 1708.8 (d) of the Civil Code

“(d) A person who commits any act described in subdivision (a), (b), or () is liable for up to
three times the amount of any general and special damages that are proximately caused by the
violation of this section. This person may also be liable for punitive damages, subject to proof
according to Section 3294. If the plaintiff proves that the invasion of privacy was committed for a
commercial purpose, the person shall also be subject to disgorgement to the plaintiff of any proceeds
or other consideration obtained as a result of the violation of this section. A person who comes within
the description of this subdivision is also subject to a civil fine of not less than five thousand dollars

($5,000) and not more than fifty thousand dollars ($50,000).”
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Journal, Vol. 33, Issue 2 (2016), p.297.
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215 State of Rhode Island 11-64-3 Invasion of privacy by drone.

“(a) No person shall use a drone, as defined in § 1-8-2, equipped with a device capable
of capturing, recording, storing, or transmitting visual images, to look into an occupied dwelling house or other
building.

(b) A person found guilty of the crime of invasion of privacy by drone shall be imprisoned

for not more than three (3) years in jail and/or fined not more than five thousand dollars (55,000).”
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