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2 sysObjetID
3sysUpTime
4 sysContact
5 sysName

6 sysLocation
7 5ysServices

OBJECT IDENTIFIER
1 - * *

OBJECT IDENTIFIER 1361211 ¥
OBJECT IDENTIFIER  sysDescr  136.12.1.110

2.2.2 (interface)
(physical interface)

1.3.6.1.2.1.2 interface

1ifNumber
2 ifTable
LifEntry

LifIndex
2 ifDescr
3ifType
4 iftMtu
5 ifSpeed

6 ifPhysAddress
7 ifAdminStatus
8 ifOperStatus
9 ifLastChange



2.2.3

address)

10 ifinOctets

11 iflnUcastPkts

12 ifinNUcastPkts
13 ifInDiscards

14 ifInErrors

15 iflnUnknownProtos
16 ifOutOctets

17 ifDutUcastPkts
18 ifiutNUcastPkts
19 ifDutDiscards
20 ifQutErrors

21 ifOutQLen

22 ifSpecific
Address Translation (AT)
AT 1
(network address) (physical
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AT
1361213 at
LatTable
LatEntry
LatlfIndex
2 atPhysAddress

3 atNetAddress



224 Internet Protocol (IP)
* ipAddrTable IP

* ipRouteTable
(internet routing)

* ipNetToMediaTable

atTable
ip

136.1.2.14 ip
LipForwarding
2 ipDefaultyTTL
3 ipInReceives
4 ipInHdrErrors
5 ipInAddrErrors
6 ipForwDatagrams
T ipInUnknownProtos
8 ipInDiscards
9 ipInDelivers
10 ipOutRequests
11 ipOutDiscards
12 ipOutNoRoutes
13 ipReasmTimeout
14 ipReasmReqds
15 ipReasmOKs
16 ipReasmFails



17 FragOKs
18 ipFragFails
19 ipFragCreates
20 ipAddrTable
1 ipAddrEntry
1ipAdEntAddr
2 ipAdEntlflndex
3 ipAdEntNetMask
4 ipAdEntBcastAddr
5 ipAddEntReasmMaxSize
21 ipRouteTable
1 ipRouteEntry
LipRouteDest
2 ipRoutelfndex
3 ipRouteMetricl
4 ipRouteMetric2
5 ipRouteMetric3
6 ipRouteMetric4
7 ipRouteNextHop
8 ipRouteType
9 ipRouteProto
10 ipRouteAge
11 ipRouteMask
12 ipRouteMetric5
13 ipRoutelnfo
22 ipNetToMediaTable
1 ipNetToMediaEntry
LipNetToMedialflndex
2 ipNetToMediaPhysAddress
3 ipNetToMediaNetAddress



4 ipNetToMediaType
225 Internet Control Message Protocol (ICMP)
ICMP
1.36.1.2.15 iemp
LicmpInMsgs
2 icmplInErrors
3 icmpInDestUnreachs
4 icmpInTimeExcds
5 iempInParmProbs
6 icmpInSrcQuenchs
T icmpInRedirects
8 icmpInEchos
9 icmpInEchoReps
10 icmpInTimestamps
11 icmpInTimestampReps
12 icmpInAddrMasks
13 icmpInAddrMaskReps
14 icmpOutMsgs
15 icmpQutErrors
16 icmpQutDestUnreachs
17 icmpOutTimeExcds
18 iempQutParmProbs
19 icmpOutSrcQuenchs
20 icmpOutRedirects
21 icmpQutEchos
22 icmpOutEchoReps
23 icmpQutTimestamps
24 iempOutTimestampReps
25 icmpQOutAddrMasks
26 icmpOutAddrMaskReps



2.2.6 Transmission Control Protocol (TCP)

TCP 1
tcpConnTable TCP
1361216 tcp
LtcpRtoAlgorithm
2 tcpRtoMin
3 tepRtoMax
4 tcpMaxConn
5 tepActiveOpens
6 tcpPassiveOpen
7 tepAttempFails
8 tcpEstabResets
9 tepCurrEstah
10 tepInSegs
11 tepOutSegs
12 tcpRetransSegs
13 tcpConnTable
1 tcpConnEntry
LtepConnState
2 tepConnLocalAddress
3 tcpConnLocalPort
4 tcpConnRemAddress
5 tcpConnRemPort
14 tcpInErrs

15 tepConnRemPort



2.2.1 User Datagram Protocol (UDP)
UDP
1P UDP (UDP port)
UDP (UDP datagram)
1.3.6.1.2.L.7 udp
LudpInDatagrams
2 udpNoPorts
3 udpInErrors
4 udpOutDatagrams
5 udpTable
L udpEntry
LudpLocalAddress
2 udpLocalPort

2.2.8 Exterior Gateway Protocol (EGP)
EGP

136.1.2.1.8 egp

LegpInMsgs

2 egpInErrors

3 egpOutMsgs

4 egpQutErrors

5 epgNeighTable

1egpNeighEntry

1egpNeighState
2 egpNeighAddr
3egpNeighAs
4 egpNeighinMsgs
5 egpNeighInErrs

1

listener

1
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udpTable

EGP

egpNeighTable



6 egpNeighOutMsgs

7 egpNeighOutErrs

8 egpNeighinErrMsgs

9 egpNeighOutErrMsgs

10 egpNeighStateUps

11 egpNeighStateDowns

12 egpNeighlintervalHello

13 egpNeighintervalPoll

14 egpNeighMode

15 egpNeighEventTngger
6 egpNeighEventTngger

2211 Simple Network Management Protocol (SNMP)
SNMP
1.3.6.1.2.1.11 snmp
1snmplnPkts
2 snmpOutPkts
3 snmplnBadVersions
4 snmpInBadCommunityNames
5 snmpIinBadCommunityUses
6 snmpInASNParseErrs
8 snmpInTooBigs
9 snmpIinNoSuchNames
10 shmpInBadValues
11 snmpInReadOnlys
12 snmpinGenErrs
13 snmpInTotalReqVars
14 snmpInTotalSetVars
15 snmpInGetRequests
16 snmpinGetNexts



2.3

17 snmpInSetRequests

18 snmpInGetResponses
19 snmplInTraps

20 snmpOutTooBigs

21 snmpOutNoSuchNames
22 snmpOutBadValues

24 snmpOutGenErrs

25 snmpOutGetRequests
26 snmpOutGetNexts

27 snmpOutSetRequests
28 snmpQOutGetResponses
29 snmpQutTraps

30 snmpEnableAuthntraps

SNMP

GetRequest

GetNextRequ

IDENTIFIER
SetRequest

GetResponse
GetReque
Trap

SNMP

OBJECT INDENTIFIER
est GetRequest

OBJECT IDENTIFIER

ISO and CCITT Structure of Information tree

st, GetNextReques

SetRequest

OBJECT
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SNMP

Version community SNMP PDU

SNMP

PDU type request-id 0 0 variable-bindings

GetRequest PDU, GetNextRequest PDU SetRequest PDU

PDU type requeat-id error-status Error-index variable-bindings
GetRespanse PDU
PDU type Enterprise agent-addr Generic-trap Specific-trap time-stamp variable-bindings
Trap PDU
Name 1 Value 1 name 2 Value 2 name value

Variable-binding
2.3 SNMP

2.3 SNMP 3
. (version) ~ SNMP

. (community) 2
GetRequest ~ GetNextRequest
“public  “private” MIB GetRequest
+ SNMP Protocol Data Unit (PDU)



PDU

PDU (PDU type) PDU GetRequest,
GetNextRequest, SetRequest, GetResponse Trap

(request-id)

error-status error-index

2.1

variable-bindings OBJECT IDENTIFIER
GetRequest PDU GetNextRequest PDU OBJECT IDENTIFIER
“null” GetResponse OBJECT IDENTIFIER

OBJECT IDENTIFIER
Enterprise Trap
agent-addr (address) Trap
generic-trap Trap coldStart(0), warmStart(l), linkDown(2), linkup

(3), authenticationFailure(4), egpNeighborLoss(5), enterpriseSpecific(6)
specific-trap Trap
time-stamp Trap
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NOError
ToBig

NoSuchName

BadValue

Readonly

GenErr
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error-status Error-index

0 0

1 0

2 (variable)

3 :

4 1

5 1

error-status error-index
2.1 error-index error-status
error-index error-status
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GetResponse
MIB
SetRequest
SetRequest
(read-
only)
1
GetResponse PDU

0
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24 SNMP
GetRequest
GetNextRequest
SetRequest 4
port 161| -~
AIAANIT GetResponse
Trap
i port 162
2.4
SNMP 2
SNMP
161 GetRequest, GetNextRequest SetRequest

GetResponse
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